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[bookmark: d1e1546]Introduction
In 1990, when the World Wide Web was nothing more than the World Wide Dirt Road without any type of graphical interface, those who knew UNIX were among the first to start posting useful computing information on the Internet. They created FAQs, bulletin boards, Usenet news postings, and Gopher sites, to name a few. The world was clumsy, but it felt like our world because we knew how to move around and control it.

Throughout the years UNIX system administrators never lost touch with always wanting to help others. We help our user community and we help each other. UNIX administrators are problem-solvers who enjoy sharing information. It isn't always about money (but money is nice). We're always willing to share our knowledge, scripts, programs, and time for free. We've been used and abused by management and the user community, so it really all comes down to love for that four-letter word, U-N-I-X. It is also one of the few operating systems that can still be obtained free of charge.

To this day, the majority of the best UNIX programs available are free, in the public domain, and written by UNIX administrators such as you and me. BSD, Linux, Sendmail, Perl, Cops, Crack, and Satan are a few of these. So many are available on the Internet that we needed to do something to bring all the information and applications together for UNIX administrators to share. This is how the UNIX Guru Universe, http://www.ugu.com, was created. It brings together everything on the Internet that UNIX system administrators need to survive at work.

The UNIX Guru Universe was created in 1993. It had all the bells and whistles a newly formed, GUI-based World Wide Web site needed to have, but it was designed to look like a reference library of information for UNIX system administrators. It was both flashy and boring. Those lucky enough to have a fast T1 connection to the Internet, to quickly download all the graphics, were put to sleep by the textbook design of the site.

However, UNIX administrators were ecstatic to finally find a site on the Internet that brought it all together for them. In its first week of existence, the site made over 10,000 good impressions and received over 900 flames (many complete with graphic profanity) bashing the design. UNIX administrators love to tell it like it is and not hold anything back. Even if they are introverts, the extrovert in them emerges when it comes to discussing UNIX. It was clear that UNIX system administrators need several things in a Web site.

System administrators want no frills. They have very little time and want to get to the point. Forget all the technical computer jargon; put it in plain simple English and tell it like it is. Most UNIX administrators work best in relaxed environments. This is why you see very few UNIX administrators in a suit but often hear music playing from their computers while they work. They also love ripping hardware apart, so why mess up a good suit? Most of them own only one or two suits (if that) anyway. Since 1993, the UNIX Guru Universe has lived by these standards, and they define what you can expect in this book.

This book is written so you all can read and understand it. Junior level administrators will feel that UNIX is easy to master and senior level administrators should see new possibilities or be reminded of old forgotten ways of accomplishing certain tasks. It will not read like a technical book. It is written as if you and I were standing next to one another and talking UNIX! The book's structure lets you find topics quick and easily. This book gets to the point without wasting time.

The book doesn't provide step-by-step administration tasks. Many excellent UNIX system administration books on the market will do this for you. What this book discusses are some of the many things you might have asked yourself, such as, "There has to be a way to…", "Which command is the best on…?", and "Why do it that way?"

You'll read about hints and hacks that show how several commands can be combined (or piped) together to perform a single function. You'll find routines made up of a series of commands that reduce a 10-line script with several I/O operations down to a single command with one I/O operation. You'll learn commands that can perform the same task and examples showing why and when you should use them. You'll also find a reason for the hint or hack and examples of real-life experiences for its use.

There are ways to enhance your ability to make your work environment more automated and efficient. Often there is even more than one way to do it. Many of the top UNIX system administration books do not discuss these topics at all. Most all the books discuss straightforward standard approaches to dealing with UNIX. This book can be considered an extension or supplement to the UNIX administration books already on the shelves. It expands and touches on topics where other books leave off.

The book doesn't introduce any new commands, but it does introduce new ways to use these UNIX commands and functions. The discussions in this book of many well-known and little-known commands provide insight into the extended ways that command combinations and routines can build a more efficient computing environment. By learning various ways to manipulate UNIX commands, you can build off these little UNIX hints and hacks to generate new techniques. These are techniques that will enable you to apply what you learn to each of the different computing environments that you might have to work in.

You might think that some of the commands or scripts presented here are not the most efficient way of performing the task, but that isn't the goal of this book. There are usually multiple solutions to any problem in UNIX. Although some hacks might not be the most efficient way to execute a command or function in your environment, they might be in another environment.










[bookmark: fm00lev1sec1] UNIX Knowledge Needed

This book is for those who already have a basic hands-on understanding of the UNIX operating system as an administrator. It is not recommended for users unless they have read an introductory UNIX book and have been using UNIX and applications for over a year. If you feel comfortable moving around in UNIX, editing files, and so on, you're set.

If you are looking forward to enhancing your UNIX system administration skills, this book touches on some more advanced commands and scripting programs. It will not teach programming or scripting, nor is it an introduction to UNIX. The hints and hacks discussed in the book will be educational not only to beginning and junior level administrators but to the most advanced senior level system administrators as well.

UNIX has so many commands available that performing a specific task can be done in a variety of ways. By reading this book (and having an understanding of UNIX), an administrator should come away with ideas for expanding the use and structure of the commands and topics discussed. The novice UNIX administrator will learn new techniques and impress others who don't have as much UNIX knowledge. The more experienced senior administrator should not be bored by the book but gain insight into existing possibilities for performing functions in their daily administration duties that they might have forgotten.










[bookmark: fm00lev1sec2] Tested UNIX Flavors

You probably know the history of UNIX and that two main flavors were developed. There was the original by AT&T and the one from the University of California, Berkeley (BSD). Since then, there are well over 80 UNIX flavors. You can visit the UNIX Guru Universe on the World Wide Web for the most complete listing. All these 80+ flavors are derivatives of either the AT&T or the BSD version of UNIX. The hints and hacks discussed in the book have been tested on some of the top flavors that represent both the AT&T and the BSD version. Those flavors include


	HP-UX 10.x/11.x


	IRIX 5.x/6.x


	Linux 2.x


	SunOS 4.x


	Solaris 5.x




Throughout the book, unless there is something specific to a particular operating system, I will be referring to the AT&T or BSD flavors. The hints and hacks discussed in this book are generic to most systems. When they are not, I will note the difference.

If your flavor isn't listed, it doesn't mean that the hints and hacks don't work. Access to all 80+ flavors for testing was not available at the time this was written, but you will find the information still applies to you.










[bookmark: fm00lev1sec3] Shells and Scripting Languages

Several shells and scripting languages are used, and each is identified at the time each hint and hack is discussed. This book uses a mix of different shells to show the versatility and uses of each. Keep in mind that not all hints or hacks work in all the shells available in each environment. I recommended that you read a shell programming book before using the shell programs here. The examples use the following shells and scripting languages:


	Bash


	sh


	csh


	ksh


	Perl













[bookmark: fm00lev1sec4] Before Beginning

No two computing environments are ever exactly alike. System administrators have individual techniques for administering the operating system, patches, and various software applications. Every environment has or should have a set of procedures in place for implementing new files, applications, or programs. When all this is put together, no two computing environments are alike. This is why all the examples discussed in this book should be fully tested and executed within a development environment before they're implemented in a production environment.

Hacks discussed in the book deal with the modification, manipulation, and even removal of key UNIX files. There are examples of truly dangerous superuser commands that can cause severe damage in a production environment if they're used incorrectly. Some of the hacks discussed might not be the most efficient, but these hacks can provide insight to applying the hack to other situations, in which it is more efficient. Because there are several ways to perform a specific task, more than one way might be discussed. Although some of the hacks discussed might not be the most efficient way to handle a situation, the point is to show various ways the hack can be executed.










[bookmark: fm00lev1sec5] Hints & Hacks Topics

The book focuses on eight key areas that UNIX system administrators deal with on a day-to-day basis. A bonus area deals with system administration as an occupation. These areas are:




	Topics in Administration

	This chapter provides helpful and useful hints and hacks to make you more productive in your daily routine or in administrating UNIX workstations and servers.




	Networking

	In this chapter, administrators will learn some of the hacks to hide files over the network and new techniques for administering network configurations of remote servers and workstations.




	Security

	This chapter explains tricks of the trade for dealing with superuser accounts, permissions, and vulnerabilities in UNIX. Hacking techniques are explained as well.




	System Monitoring

	This chapter explains various ways to monitor the system logs and load averages to aid in tuning, fixing, and securing UNIX systems.




	Account Management

	In this chapter, hints are provided to add, manipulate, and modify user accounts. It also discusses users'most common mistakes with setup files.




	File Management

	UNIX is made up of over one thousand files, so the administrator needs to be able to change, modify, manipulate, view, and execute these files quickly. This chapter aids in improving your file management skills.




	Displays and Emulations

	A UNIX administrator works in many different environments and uses various display and emulators. This chapter shows you how to use the tools within the operating system to your advantage.




	Editors

	The editors in UNIX are often complex and cryptic. Tips are provided for moving around faster, manipulating files, and to help explain little-known features within the editors that are often passed over in other documentation.




	Users

	Some administrators love dealing with users and others don't. This section provides information about various actions and reactions that are occur with many users who deal with the UNIX environment.




	System Administration:
The Occupation

	This section provides an overview of the career of a UNIX administrator, covering things such as landing the perfect UNIX job, what the UNIX administrator's résumé should look like, what to do and not do in an interview, being a candidate and interviewing candidates, dealing with managers, and dealing with company policies.
















[bookmark: fm00lev1sec6] Examples: Commands, Functions, Routines, and Procedures

The hints and hacks presented here are a series of clear and understandable simple commands, functions, routines, and various logical ideas. Some examples are simply one-line commands and some are scripted functions and routines. It is not my intention to simply repeat what is already in the man pages葉hat's too easy (not to mention it would mean writing this book in a technical format). I will also include a reason the hint or hack should be used and break the example down so you better understand how each example works. This will develop your ability to apply the same or similar examples into an everyday situation.










[bookmark: fm00lev1sec7] Symbols, Command Syntax, and Notations

Throughout the book you'll find references to some of the more common reserved symbols that UNIX has to offer. The following symbols are used:


	A dollar sign ($) represents a normal user shell account under the following shells: bsh and ksh. If this symbol is preceded by a command, the command is executed with the executing user's permission and ownership attached.


	A percent sign (%) represents a normal user shell account under the C shell (csh). If this symbol is preceded by a command, the command is executed with the executing user's permission and ownership attached.


	A pound sign (#) before a command represents that the command is to be executed with all rights and privileges granted to a superuser (or root) account. When used in a script it defines a comment within the script that doesn't get executed when processed.


	An ampersand (&) forces a command or script to run as a background process. You will see this often throughout the book.


	The tilde (~) means the home directory of the current user.


	The asterisk (*) is a wildcard matching zero or more characters.


	The question mark (?) is a wildcard matching only one character.


	The pipe (|) sends the output of one command as input to another command.




You'll also see definitions of the command syntax (technical typographical notation) in this book alongside a clear, precise example of the command. If you are familiar with the syntax format of the man pages provided with UNIX, this syntax should be familiar to you. For example, in the command


mt [-f] device { fsf|rew|offline|status}  [count]



	All commands and literal arguments used in commands are in bold.


	Arguments that should not be taken literally, called placeholders, are in italic.


	The square brackets [ and ] represent optional arguments.


	The Curly braces { and } means that you should select an item that is separated by one of the vertical bars |. Do not confuse these vertical bars with the pipe symbol. They have different meanings.




All the output from commands and scripts will be left in a normal text. All the examples will be spelled out and understandable. In addition to the syntax, this book will provide clear usable examples:


$ mt -f /dev/tape fsf 1











[bookmark: fm00lev1sec8] Structure

The book is set up so you can get as much information from each hint or hack that you feel is adequate for your skill level. Skilled system administrators have the knowledge to pick out the examples, understand them, and decide quickly the best way to perform the hack being discussed. For the beginner still learning UNIX, technical descriptions and how the system performs the commands or functions will be described in complete detail. The following is an example of how the hints and hacks in each chapter are structured:




	Title of Hint or Hack




	Description: 1-2 line description of the problem or issue under consideration




	Example(s): Description of the example when necessary




	(The following information will be present where appropriate.)




	UNIX Flavor�if applicable




	Shells supported




	Syntax




	Example explained




	Command execution




	Resulting output




	Command execution explained




	Resulting output explained




	Reason: The rationale for the hint or hack




	Real World Experiences: An example from an actual experience or typical situation where the hint or hack can be used to good effect




	Other Resources: Places you can go to find additional information




	Web site URLs




	    Man pages
















[bookmark: ch01]
Chapter 1. Topics in Administration




1.1 Collecting System Information




1.2 Backup Key Files!




1.3 Execution on the Last Day of a Month




1.4 Dealing with Unwanted Daemons




1.5 Keep Those Daemons Running




1.6 
fuser
Instead of 
ps






1.7 Swap on-the-Fly




1.8 Keep It Up with 
nohup






1.9 Redirecting Output to null




1.10 Keeping Remote Users Out




1.11 Rewinding Tapes Fast




1.12 Generating a Range of Numbers




1.13 Remove the ---- Dashes ----




1.14 
Echo
 Does 
ls






1.15 Building Large Dummy Files




1.16 Burning-in Disk Drives




1.17 Bringing a System Down




UNIX administrators are faced with many tasks during normal, day-to-day operations. This first chapter deals with some of the tasks that most UNIX administrators wish had some simple solutions.


[bookmark: d1e2301]
[bookmark: d1e2310]High on the list is the capability to automate routine tasks, something that is vital to a system administrator. The life of an admin is a busy one, and if you have to do boring tasks over and over manually, you will burn out fast. In this chapter, you'll find examples of ways to automate day-to-day issues that can cut the time you spend on them in half. For this reason alone you should always look for ways to automate your environment as much as possible. Make sure you put in plenty of notification routines so that if something does go wrong, you'll be the first to know about it.

Another troublesome issue for administrators is system tuning. However, you need to be careful: you might think you are tuning one thing when, in fact, you might be breaking another. Some of the examples that follow will deal with tuning the system in one way or another. Think before you make the changes, and remember, what might be okay for one system might not be for the other.

Please keep in mind, not only for this chapter but every time you work on a system, these important questions you should ask yourself every time you are about to make a change to the system:


	
Do I need to test this procedure?  
						Yes! Any time it is possible to test the change on a similar system, do it! Take the time (if you can). If you don't, you might pay the price later, and I mean later as in 2:00-in-the-morning later. If you do not have a development system to test changes on, you are forced to schedule time on the production system. See whether management backs you on this one. They might if you can justify your actions well enough.[bookmark: d1e2340]
[bookmark: d1e2349]




	
What is my back-out plan?  
						Always have a back-out plan, no matter how simple the change is, in case it doesn't work. If the worst-case scenario takes place, know what your options are.
					


	
How will the change affect the system?  
						You must always try to look at the broader scope. There are instances where a little change can be made for one application and the entire system or network of systems becomes affected. Installations of third-party applications are notorious for this.
					


	
How will this change affect my environment?  
						There are times when one change can affect an entire environment. For example, running NIS/YP, exporting NFS filesystems, and modifying soft links are a few ways to affect your environment. Make sure something you do on your system doesn't affect others without their knowledge.
					


	
How will the change affect my users?  
						This is one of the most important questions of all and one you really have to ask yourself. If the user is affected, your phone will be ringing nonstop.
					


	
Should I notify anyone?  
						I will discuss this more in Chapter 9, "Users,"
							  but be aware that notification is the key to really great support. The more people are aware, the more they will respect your abilities.
					


	
What is the worst-case scenario if things go wrong?  
						This is related to my advice to have a back-out plan. You should always look at the worst-case scenario for any change and attempt to anticipate a course of action if it happens. Remember that there is always a chance of it happening when computers are involved.
					


	
Am I making this change during the right time of the day?  
						This question can be answered in many different ways. Most admins like to say, "No time is a good time; it has to be done!". As you all know the best time is in the evening and on weekends. If something were to go wrong, you usually have the greatest amount of time to fix the problem during this period. There is one exception to this rule though: shops that run 24�7. For changes that don't take much time and where user testing is involved, first thing in the morning is best. If the first couple of users that arrive in the morning begin to see some serious problems, you can always back-out on the spot if you need to. Users love seeing you there at work before them. It makes them feel as if you'll be on top of any situation that might take place.
					


	
Is there a better way?  
						In UNIX there is more than one way to complete most tasks. You should try to find out whether there is a better way to accomplish what you're trying to do. You should always be open to new ways. Keep your mind open to new fresh ideas. Don't always go on your first thought. Even if a user is rushing you do something now for him, take your time and look for the best method for solving the problem.
					


	
Do I have time to make this change now?  
						The last thing you want to do is rush through the job. You should always make your best attempt to follow through until the end. A quick patch is okay too, but don't leave the problem finished half way. If you leave the users hanging on too long with a partial fix, your users will start to lose faith in you.
					



Try to keep these questions in your mind as you begin to make changes to the system or solve the various problems that take place throughout your day. In time, some administrators start to believe that they can dive straight into a sink-or-swim situation thinking they'll come out swimming, but then find they are sinking because they didn't ask a couple of these simple questions. Take the time and ask the questions.










[bookmark: ch01lev1sec1]
1.1 Collecting System Information



[bookmark: ch01lev2sec1]
1.1.1 Description

For any new computer, collect the information that it contains.

[bookmark: ch01lev3sec1]
 Example

Flavors: AT&T, BSD


[bookmark: d1e2504]
[bookmark: d1e2513]At the very least, collect the following information for each system that you have:[bookmark: d1e2525]
[bookmark: d1e2537]
[bookmark: d1e2549]



	Hostname:

[bookmark: d1e2571]
[bookmark: d1e2580]



% hostname



	Hostname aliases: [bookmark: d1e2601]
[bookmark: d1e2610]
[bookmark: d1e2622]


% grep `hostname` /etc/hosts | awk '{  print $3 } '



	Host network addresses:

[bookmark: d1e2651]
[bookmark: d1e2660]
[bookmark: d1e2672]
[bookmark: d1e2681]
% grep `hostname` /etc/hosts | awk '{  print $1 } '



	Host ID: [bookmark: d1e2694]
[bookmark: d1e2703]
[bookmark: d1e2715]
[bookmark: d1e2727]
[bookmark: d1e2739]
[bookmark: d1e2751]
[bookmark: d1e2760]
[bookmark: d1e2772]


% hostid



	System serial number:[bookmark: d1e2790]
[bookmark: d1e2799]

On the back of most all computers.



	Manufacturer of the system's hardware:[bookmark: d1e2817]
[bookmark: d1e2826]
[bookmark: d1e2835]

On the front of most computers



	System model name:
On the front of most computers[bookmark: d1e2859]
[bookmark: d1e2868]
[bookmark: d1e2877]
[bookmark: d1e2886]




	CPU type: [bookmark: d1e2904]
[bookmark: d1e2913]
[bookmark: d1e2925]
[bookmark: d1e2937]
[bookmark: d1e2949]


% uname -a



	Application architecture: [bookmark: d1e2973]
[bookmark: d1e2982]
[bookmark: d1e2991]
[bookmark: d1e3000]


% uname -a



	Kernel architecture:


	
[bookmark: d1e3024]
[bookmark: d1e3033]
[bookmark: d1e3042]


% uname -a



	Amount of main memory:[bookmark: d1e3063]
[bookmark: d1e3072]

Can be found at boot time[bookmark: d1e3087]
[bookmark: d1e3099]
[bookmark: d1e3111]



% dmesg



	Operating system name:

[bookmark: d1e3138]
[bookmark: d1e3147]
[bookmark: d1e3156]



% uname -a



	Operating system version:

[bookmark: d1e3180]
[bookmark: d1e3189]
[bookmark: d1e3198]



% uname -a



	Kernel version:

[bookmark: d1e3222]
[bookmark: d1e3231]
[bookmark: d1e3240]
[bookmark: d1e3249]
[bookmark: d1e3261]
[bookmark: d1e3273]
[bookmark: d1e3285]
[bookmark: d1e3294]
[bookmark: d1e3306]



% uname -a



	Disk configuration:

[bookmark: d1e3327]
[bookmark: d1e3336]
[bookmark: d1e3345]
[bookmark: d1e3354]



% df



	Other pieces of information to consider are


A copy of all the NFS mounted filesystems[bookmark: d1e3379]
[bookmark: d1e3388]
[bookmark: d1e3400]



NIS/YP configuration[bookmark: d1e3418]
[bookmark: d1e3427]
[bookmark: d1e3436]



A listing of all OS packages installed[bookmark: d1e3454]
[bookmark: d1e3466]
[bookmark: d1e3475]
[bookmark: d1e3487]
[bookmark: d1e3499]



A listing of all patches installed[bookmark: d1e3517]
[bookmark: d1e3529]
[bookmark: d1e3538]
[bookmark: d1e3547]
[bookmark: d1e3556]



Complete disk drive settings and configurations[bookmark: d1e3574]
[bookmark: d1e3583]
[bookmark: d1e3592]



All relevant software license keys and codes[bookmark: d1e3610]
[bookmark: d1e3619]
[bookmark: d1e3628]
[bookmark: d1e3637]
[bookmark: d1e3649]
[bookmark: d1e3661]



Any custom soft links that were created[bookmark: d1e3679]
[bookmark: d1e3685]



A copy of the settings and configurations for all defined printers

[bookmark: d1e3703]
[bookmark: d1e3715]
[bookmark: d1e3724]
[bookmark: d1e3733]
[bookmark: d1e3742]








[bookmark: ch01lev3sec2]
 Reason


[bookmark: d1e3767]
[bookmark: d1e3779]
[bookmark: d1e3791]As an environment grows or more machines need to be maintained, it is best to always have a report of the configuration of the system.

[bookmark: ch01lev3sec3]
 Real World Experience


[bookmark: d1e3809]
[bookmark: d1e3821]
[bookmark: d1e3833]One of the worst things that can happen to even the most experienced UNIX administrators is to open up a trouble ticket with a vendor to replace a disk drive or memory and not have the answer to the simplest of questions: "How big was the drive?" or "What size SIMMs were in the system?". It takes only a second to gather the information when the computer first arrives. Have the information readily available. [bookmark: d1e3845]
[bookmark: d1e3854]



[bookmark: d1e3869]
[bookmark: d1e3881]
[bookmark: d1e3890]If a system drive dies and you have a copy of the configuration (and good backups), you can label the drive with the same configurations as the dead one, restore from your backups, and be back in business.

[bookmark: ch01lev3sec4]
 Other Resources

Man pages:


df, hostname, hostid, uname


Internet:

SysInfo home page�http://www.MagniComp.com/sysinfo/











[bookmark: ch01lev1sec2]
1.2 Backup Key Files!



[bookmark: ch01lev2sec2]
1.2.1 Description

One of the very last things that should be finished before moving a system into production is to back up all the key files to another spot on the system.

[bookmark: ch01lev3sec5]
 Example


[bookmark: d1e3949]
[bookmark: d1e3958]Flavors: AT&T, BSD


Kernel 
						This should be the first file backed up. If it gets deleted you can restore it back. This file is often named /kernel, /unix, or /vmunix.[bookmark: d1e3978]
[bookmark: d1e3987]
[bookmark: d1e3996]



Password File 
						Having a backup of the password file is a good idea, in case the system password file gets compromised. This is the file referred to as /etc/passwd.[bookmark: d1e4014]
[bookmark: d1e4023]
[bookmark: d1e4032]



Group File 
						Back this up for similar reasons as you do a password file. This file is /etc/group.[bookmark: d1e4050]
[bookmark: d1e4059]
[bookmark: d1e4068]



Host Table 
						Make an extra copy of the host table, in case the file is corrupted or entries are removed and then needed in the future. This file is named /etc/hosts.[bookmark: d1e4086]
[bookmark: d1e4098]



Filesystem Table 
						This is for recovery of the filesystem configurations. This file is often called /etc/fstab or /etc/vfstab.[bookmark: d1e4116]
[bookmark: d1e4128]




[bookmark: d1e4143]
[bookmark: d1e4152]Sendmail Config Files 
						If anyone works with sendmail, back these up for sure. If mail breaks, the quickest recovery is to restore from the backed up config files. These would be /usr/lib/sendmail.cf, /usr/lib/sendmail.fc, and /usr/lib/sendmail.mc.[bookmark: d1e4167]
[bookmark: d1e4176]
[bookmark: d1e4185]


Inetd Configs  This file has been known to get misconfigured and is a target for hackers. This is the file /etc/inetd.conf.[bookmark: d1e4198]
[bookmark: d1e4207]



TTY settings 
						If you have any specialized devices attached, these should be backed up. These settings are typically found in /etc/inittab, /etc/ttytab, and /etc/ttys.[bookmark: d1e4224]
[bookmark: d1e4233]
[bookmark: d1e4242]
[bookmark: d1e4251]




[bookmark: d1e4266]
[bookmark: d1e4275]Start Up Scripts 
						Any special scripts that get started at boot time should be kept in another area. These files would usually reside in the /etc/init.d or /etc/rc#.d directories.[bookmark: d1e4290]
[bookmark: d1e4299]
[bookmark: d1e4308]
[bookmark: d1e4317]


[bookmark: ch01lev3sec6]
 Reason


[bookmark: d1e4336]
[bookmark: d1e4345]It is quicker to restore small, necessary files from disk than from tape. For security monitoring, the files can be checked periodically to see whether any of the system files were compromised.

[bookmark: ch01lev3sec7]
 Real World Experience


[bookmark: d1e4363]
[bookmark: d1e4372]
[bookmark: d1e4384]
[bookmark: d1e4393]
[bookmark: d1e4402]
[bookmark: d1e4411]
[bookmark: d1e4420]
[bookmark: d1e4432]
[bookmark: d1e4444]
[bookmark: d1e4453]Reserve 5�10MB on another disk for vital data. If a second disk isn't available, use a partition other than any of the partitions that the backed up files live on. If all the files being backed up are on the root (/) partition, store the files in the /usr/ partition. Make sure that all the files maintain the same ownership and permissions as the original system files.


[bookmark: d1e4465]
[bookmark: d1e4474]
[bookmark: d1e4486]
[bookmark: d1e4495]Some flavors of UNIX don't expect a lot of space in the root partition. Users sometimes see the root partition 95% or more full, view the lack of disk space as an immediate problem, and remove any large files that catch their attention, including the largest one at the top of the tree: the kernel file. It is usually one of the first to go. This isn't something that happens a lot, but if there is a backup nearby, the user can be up and running in no time. [bookmark: d1e4507]
[bookmark: d1e4516]


In addition to having a copy of these files, you have the opportunity to check the system files against the backup files to see whether any were compromised. [bookmark: d1e4528]
[bookmark: d1e4537]











[bookmark: ch01lev1sec3]
1.3 Execution on the Last Day of a Month



[bookmark: ch01lev2sec3]
1.3.1 Description

This command will determine whether tomorrow is the first day of the next month. If it finds that to be true, you can then execute a predefined script or program.

[bookmark: ch01lev3sec8]
 Example One: The Shell Method


[bookmark: d1e4572]
[bookmark: d1e4581]
[bookmark: d1e4593]
[bookmark: d1e4605]
[bookmark: d1e4617]
[bookmark: d1e4629]
[bookmark: d1e4638]
[bookmark: d1e4647]Flavors: AT&T, BSD

Shells: bsh, bash, ksh, Perl

Syntax:


TZ={ GMT|PST|EDT|…}-24 date +%d



[bookmark: d1e4677]
TZ is a reserved timezone variable in the UNIX system. Simply tell TZ that it will be tomorrow by adding one day to the current date (+%d). If today is the last day of the month (that is, 31), TZ will recognize that tomorrow is the first day of the next month.


[bookmark: d1e4698]



$ TZ=PST-24 date +%d



[bookmark: d1e4713]
[bookmark: d1e4722]
[bookmark: d1e4734]
[bookmark: d1e4746]This can then be scripted to execute a program if the result of TZ is 1.



#! /bin/sh

FILE=`runme`
if test `TZ=PST-24 date +%d` = 1; then
   $FILE
fi



[bookmark: d1e4773]
[bookmark: d1e4785]
[bookmark: d1e4794]
[bookmark: d1e4803]Line 1: Sets the shell script to be used (the Bourne shell in this case).

Line 3: Sets a variable to the name of the program to run.

Line 4: If the value that results from TZ equals 1, today is the last day of the month.

Line 5: Because today is the last day, execute the program stored in the variable called FILE.
[bookmark: d1e4833]



[bookmark: d1e4842]
[bookmark: d1e4851]
[bookmark: d1e4863]
[bookmark: d1e4875]
[bookmark: d1e4887]
[bookmark: d1e4899]
[bookmark: d1e4908]
[bookmark: d1e4917]Line 6: If the result of TZ does not equal 1, end this script.[bookmark: d1e4935]


[bookmark: ch01lev3sec9]
 Example Two: The Perl Method

Flavors: AT&T, BSD[bookmark: d1e4950]
[bookmark: d1e4962]
[bookmark: d1e4971]
[bookmark: d1e4980]
[bookmark: d1e4992]
[bookmark: d1e5004]
[bookmark: d1e5016]
[bookmark: d1e5025]


Shell Script: Perl


[bookmark: d1e5043]Here is a generic approach using a Perl script to achieve the same results as in the previous example. This can be embedded within a larger Perl program so as not to spawn another process.


#!/usr/bin/perl

use POSIX;

@THE_DATE = localtime (time);
++$THE_DATE[3];
if ((localtime (POSIX::mktime (@THE_DATE)))[3] == 1) {
        exit 0;
}
exit 1;



[bookmark: d1e5058]
[bookmark: d1e5067]Line 1: Define the script to be a Perl script. [bookmark: d1e5079]


Line 3: Use the POSIX module.

Line 5: Take the local time and fill the array THE_DATE.


Line 6: Add one day to the date.

Line 7: Use mktime to normalize the date in the array THE_DATE. Test whether the day has become the first day of the next month.[bookmark: d1e5106]


Line 8: If it is the first day of the next month, exit with a status of 1.
[bookmark: d1e5118]
[bookmark: d1e5130]
[bookmark: d1e5139]
[bookmark: d1e5148]
[bookmark: d1e5160]
[bookmark: d1e5172]


Line 10: Otherwise, result in an exit status of 0.


[bookmark: ch01lev3sec10]
 Reason


[bookmark: d1e5199]
[bookmark: d1e5208]
[bookmark: d1e5220]
[bookmark: d1e5232]
[bookmark: d1e5241]
[bookmark: d1e5250]There will be times when you'll need to execute programs (such as full backups, batch jobs, filtering of log files, or system utilization) on the last day of the month. At first glance, you might think this is an easy task. Why even use scripts? Why not set up a line in the crontab? Use a script such as this because there is a problem with cron; it allows execution only on any or all days 1�31. But cron cannot determine the last day of each month, so you must find a way to figure it out.[bookmark: d1e5262]


[bookmark: ch01lev3sec11]
 Real World Experience


[bookmark: d1e5280]
[bookmark: d1e5289]
[bookmark: d1e5301]
[bookmark: d1e5313]
[bookmark: d1e5325]
[bookmark: d1e5337]
[bookmark: d1e5346]
[bookmark: d1e5355]This little hack has come in handy many times. It is very easy to attach it to existing scripts for sending out utilization, disk usage, and user access logs, along with other useful reports, to management and to users on a monthly basis. It is nice to hear users or your boss thanking you for taking the extra time to do the reports each month. Little do they know how easy it is.

[bookmark: ch01lev3sec12]
 Other Resources

Man pages:


localtime, tzset, tzfile, crontab











[bookmark: ch01lev1sec4]
1.4 Dealing with Unwanted Daemons



[bookmark: ch01lev2sec4]
1.4.1 Description

Tune your system more by disabling all unwanted and unused daemons from running on the system. This can be done by editing the /etc/inetd.conf file and the rc files or directories.

[bookmark: ch01lev3sec13]
 Example One: Disabling Daemons from inetd.conf

Flavors: AT&T, BSD


[bookmark: d1e5411]
[bookmark: d1e5420]
[bookmark: d1e5432]
[bookmark: d1e5441]
[bookmark: d1e5450]
[bookmark: d1e5459]
[bookmark: d1e5468]
[bookmark: d1e5477]
[bookmark: d1e5489]Modify the /etc/inetd.conf file and disable unnecessary daemons running on the system.


# vi /etc/inetd.conf

#
# Configuration file for inetd(1M).  See inetd.conf(4).
#
# To re-configure the running inetd process, edit this file, then
# send the inetd process a SIGHUP.        kill -HUP [PID]
#
#ftp    stream tcp  nowait root   /usr/sbin/in.ftpd    in.ftpd -l
#telnet stream tcp  nowait root   /usr/sbin/in.telnetd in.telnetd
#talk   dgram  udp  wait   root   /usr/sbin/in.talkd   in.talkd
#ntalk  dgram  udp  wait   root   /usr/sbin/in.ntalkd  in.ntalkd
#uucp   stream tcp  nowait root   /usr/sbin/in.uucpd   in.uucpd
#
#finger stream tcp  nowait nobody /usr/sbin/in.fingerd in.fingerd
#tftp   dgram  udp  wait   root   /usr/sbin/in.tftpd   in.tftpd
#bootps dgram  udp  wait   root   /usr/sbin/in.bootpd  in.bootpd
#talk   dgram  udp  wait   root   /usr/sbin/tcpd       in.talkd



[bookmark: d1e5507]
[bookmark: d1e5516]
[bookmark: d1e5528]
[bookmark: d1e5537]
[bookmark: d1e5546]
[bookmark: d1e5555]
[bookmark: d1e5564]
[bookmark: d1e5573]
[bookmark: d1e5585]After the /etc/inetd.conf file has been modified and daemons have been disabled, find the process ID (PID) of the inetd daemon that is running and restart it with the kill -HUP command.[bookmark: d1e5597]
[bookmark: d1e5603]
[bookmark: d1e5609]
[bookmark: d1e5618]
[bookmark: d1e5627]
[bookmark: d1e5639]
[bookmark: d1e5648]
[bookmark: d1e5657]
[bookmark: d1e5666]


Flavor: AT&T


# ps -ef | grep inetd
root 124   1     ?       S 30:57 /usr/sbin/inetd -s
ugu  10377 10378 pts/4    S  0:00 grep inetd

# kill -HUP 124


Flavor: BSD


# ps -ax | grep inetd
124   ?        S 30:57 /usr/sbin/inetd -s
10377 pts/4    S  0:00 grep inetd

# kill -HUP 124



[bookmark: d1e5693]
[bookmark: d1e5702]
[bookmark: d1e5714]
[bookmark: d1e5720]
[bookmark: d1e5729]
[bookmark: d1e5738]
[bookmark: d1e5747]
[bookmark: d1e5756]
[bookmark: d1e5765]
[bookmark: d1e5777]If accounting is turned on you can check the system log files (/var/adm/messages or /var/adm/SYSLOG) to verify the inetd daemon had restarted. If you check the process table again, you'll see that the PID never changed. It isn't suppose to. A kill -HUP does not kill the process, it actually sends a hang-up signal. Many daemons, such as the inetd daemon, will catch the signal and reread its configuration file and continue running.

If the process didn't restart and you can still connect to the daemons, it is not advisable but it is possible to kill the inetd daemon and restart it manually. It should be done in one single command line, if possible:


[bookmark: d1e5795]
[bookmark: d1e5804]



# kill 124; /usr/etc/inetd



[bookmark: d1e5822]
[bookmark: d1e5831]
[bookmark: d1e5843]
[bookmark: d1e5852]
[bookmark: d1e5861]
[bookmark: d1e5870]
[bookmark: d1e5879]
[bookmark: d1e5888]
[bookmark: d1e5900]Then check the process table (ps -ef or ps -ax) to verify that the daemon is running. This time it will have a new PID.[bookmark: d1e5915]
[bookmark: d1e5924]


[bookmark: ch01lev3sec14]
 Example Two: Disabling from rc

Flavors: BSD


[bookmark: d1e5945]
[bookmark: d1e5957]
[bookmark: d1e5966]
[bookmark: d1e5975]
[bookmark: d1e5984]
[bookmark: d1e5993]
[bookmark: d1e6002]
[bookmark: d1e6014]Another area that starts daemons controlled by the system or applications is the rc files and directories. Depending on the flavor, the startup area can be in the form of rc files, or a series of files in an rc.# directory. The rc files or files within the rc.# directories are scripts that perform filesystem housekeeping and startup system daemons that together bring up the UNIX operating system.

This is a very dangerous area. It is wise to know exactly what you are attempting to disable before you actually do. If a daemon or process is kept from executing from this area, you can inadvertently hang at boot time or keep the system from coming up. If this happened and you couldn't even boot to an init state of single user, you would be forced to boot miniroot off of disks or CD-ROM. It is highly recommended that a backup is made of any rc files before they are modified.[bookmark: d1e6026]
[bookmark: d1e6035]
[bookmark: d1e6044]



[bookmark: d1e6059]
[bookmark: d1e6071]
[bookmark: d1e6080]
[bookmark: d1e6089]
[bookmark: d1e6098]
[bookmark: d1e6107]
[bookmark: d1e6116]
[bookmark: d1e6128]After changes are made to the necessary rc files, a reboot is necessary to verify that the changes will take affect. Some administrators will kill the processes associated with the daemons in the rc files, wait a few hours, and reboot when the user takes a lunch or goes home at the end of the day. This is okay, as long as you don't forget![bookmark: d1e6137]
[bookmark: d1e6146]
[bookmark: d1e6155]


Many times have I seen a case where an administrator gets caught up in another issue and forgets about the modifications he made to the rc files and directories. What happens next? You can see it coming. A few days or a week later, for some reason or another, the system reboots or crashes. Now when the system begins its boot-up process, by some dumb luck your untested changes from before don't let the system come up. You created a new problem to add to your list of open issues. What's worse is that you're not around and your backup administrator has to deal with the problem not knowing the changes you made. [bookmark: d1e6170]
[bookmark: d1e6179]
[bookmark: d1e6188]
[bookmark: d1e6197]
[bookmark: d1e6209]
[bookmark: d1e6218]
[bookmark: d1e6227]


[bookmark: ch01lev3sec15]
 Reason


[bookmark: d1e6245]When computers arrive from the manufacturer, in most cases, they are fully loaded and turned on with everything they can give you. If you rebuild the system from scratch, the default installation will, in most cases, install more software than you actually need on your system. Because there are more systems than administrators in the world, the manufacturers want to make it as easy for the user as possible. So they give the user almost everything.


[bookmark: d1e6260]
[bookmark: d1e6272]
[bookmark: d1e6281]The two main reasons you want to make these changes are security and performance. Disabling the unwanted daemons locks down any possible holes, provides one fewer system function for you to administer, and allows more space in memory and less CPU time to eat up unnecessary processes.[bookmark: d1e6290]
[bookmark: d1e6299]
[bookmark: d1e6308]
[bookmark: d1e6317]
[bookmark: d1e6326]
[bookmark: d1e6335]



[bookmark: d1e6347]
[bookmark: d1e6356]
[bookmark: d1e6365]
[bookmark: d1e6374]
[bookmark: d1e6383]
[bookmark: d1e6392]
[bookmark: d1e6401]
[bookmark: d1e6410]
[bookmark: d1e6419]If you have no plans on using the services, disable them. Each system will have to be judged on an individual basis. High-risk, secure, stand-alone systems do not need to accept requests from tftp,
talkd, or fingerd, and they might never need to accept ftp or even telnet. Disable them. Users on standalone systems that are not even on a network or isolated should disable bind,
YP/NIS,
bootpd,
sendmail,
routed, and other networking services; they are not necessary.[bookmark: d1e6458]
[bookmark: d1e6467]
[bookmark: d1e6476]
[bookmark: d1e6488]
[bookmark: d1e6497]
[bookmark: d1e6506]
[bookmark: d1e6515]
[bookmark: d1e6524]
[bookmark: d1e6533]
[bookmark: d1e6542]
[bookmark: d1e6551]
[bookmark: d1e6560]
[bookmark: d1e6569]
[bookmark: d1e6578]


[bookmark: ch01lev3sec16]
 Real World Experience


[bookmark: d1e6596]
[bookmark: d1e6608]
[bookmark: d1e6617]
[bookmark: d1e6626]
[bookmark: d1e6635]
[bookmark: d1e6644]
[bookmark: d1e6653]
[bookmark: d1e6662]
[bookmark: d1e6671]In a perfect world programmers and engineers will not try to compile locally on file servers and suck up all the CPU time. Disabling telnetd,
rshd, and rlogind is the only way to prevent them from doing this. The disadvantage is that administration of the system could only be done locally. But you all make sacrifices. Similar things have been done for security reasons on firewall systems. You will find that much more then these are disabled on a firewall system.[bookmark: d1e6692]
[bookmark: d1e6701]
[bookmark: d1e6707]


[bookmark: ch01lev3sec17]
 Other Resources

Man pages


inetd, inetd.conf, rc











[bookmark: ch01lev1sec5]
1.5 Keep Those Daemons Running



[bookmark: ch01lev2sec5]
1.5.1 Description

If a daemon has a habit of dying, monitor it and restart it if it dies.

[bookmark: ch01lev3sec18]
 Example

Flavors: AT&T

Shells: csh, ksh.


[bookmark: d1e6766]
[bookmark: d1e6775]
[bookmark: d1e6784]
[bookmark: d1e6793]
[bookmark: d1e6802]The following csh script will keep an eye on the process table and check whether any predefined daemons have died. If they have died, restart them. If the process is still running, exit the script.


#!/bin/csh

foreach DAEMON ( MonitorSuLog.pl MonitorLogins.pl DiskHogs.pl )
  ps -e | fgrep "$DAEMON:t" | cut -c1-8 > /dev/null
  if ( $status > 0 ) then
    echo "Restarting $daemon"
    date
    $DAEMON &
  endif
end



[bookmark: d1e6820]Line 1: Define the shell to use for the script.[bookmark: d1e6829]


Line 3: Process each of the defined daemons listed individually.


[bookmark: d1e6847]
[bookmark: d1e6856]
[bookmark: d1e6865]
[bookmark: d1e6874]Line 4: Search through the Process table for the defined daemon and parse the results. If there is output, you don't want to see it, so send it to /dev/null.

Line 5: If the daemon was found in the process table, a status signal greater than 0 will exist and lines 6, 7, and 8 will be executed. If the daemon does not exist, stop here and go to line 10.

Line 6: Send the restart message to standard out.

Line 7: Send the current date and time to standard out.


[bookmark: d1e6895]Line 8: Start the daemon.

Line 9: End the testing.

Line 10: If there are more daemons to test, get the next daemon and check the daemon with line 4. If there are no more daemons to check, exit the script.


[bookmark: d1e6913]
[bookmark: d1e6922]
[bookmark: d1e6931]
[bookmark: d1e6940]To get this to monitor the daemons continuously throughout the day, put an entry into the crontab and have it run every 10 minutes. Modify the crontab setting:


# crontab -l > /tmp/crontab.txt
# vi /tmp/crontab.txt


Add the following line into the crontab file so that it runs the monitor script every 10 minutes:


001 0,10,20,30,40,50 * * * * /usr/local/bin/monitor_daemons
002 


[bookmark: d1e6967]
[bookmark: d1e6976]
[bookmark: d1e6985]
[bookmark: d1e6994]
[bookmark: d1e7003]In the previous crontab entry, if accounting is turned on, all output from cron will be logged and possibly mailed to the user running this cron job. If you don't expect the daemons to die very often, it would be wise to use this entry to check how often the daemons are dying. If you expect the daemons to die a great deal, send the output to /dev/null with following crontab entry:


[bookmark: d1e7015]



0,10,20,30,40,50 * * * * /usr/local/bin/monitor_daemons >
 /dev/null 2>&1



[bookmark: d1e7036]After the entry has been made in the crontab.txt file, submit the file to the cron. For security reasons, remove the crontab.txt file:


# /bin/crontab /tmp/crontab.txt
# rm /tmp/crontab.txt


[bookmark: ch01lev3sec19]
 Reason


[bookmark: d1e7060]
[bookmark: d1e7069]
[bookmark: d1e7078]
[bookmark: d1e7087]
[bookmark: d1e7096]This hack isn't a fix, but merely a patch. This is a problem. Daemons should not die if they are functioning properly. There are times when daemons pertaining to certain applications and system programs can die. If you do not have maintenance support, you could be out of luck and stuck with the problem. If you do have support, you already know that it takes time to get to that second- or third-level tech support person who knows what you are talking about, and time is not on your side.

[bookmark: ch01lev3sec20]
 Real World Experiences


[bookmark: d1e7114]
[bookmark: d1e7123]
[bookmark: d1e7132]
[bookmark: d1e7141]Experience has shown that daemons die sometimes and for unknown reasons. Being faced with a DNS daemon dying twice a month and receiving those wonderful early morning calls is no fun. Because the problem might occur only rarely, it can be very difficult to figure out. This hack patches the problem quickly and, if nothing else, stops your pager from going off.


[bookmark: d1e7153]
[bookmark: d1e7162]
[bookmark: d1e7171]Another great use for this hack is to monitor a process; but instead of restarting the daemon, you can start a new process when the old one dies. There are times when data cannot be verified, checked, or processed until another program finishes, so keeping an eye on specific processes can help to automate your environment.

[bookmark: ch01lev3sec21]
 Other Resources


[bookmark: d1e7189]
[bookmark: d1e7198]Man pages:


cron, crontab, ps, test











[bookmark: ch01lev1sec6]
1.6 
				fuser Instead of ps




[bookmark: ch01lev2sec6]
1.6.1 Description


[bookmark: d1e7237]
[bookmark: d1e7246]Here is an alternative way to get the process ID (PID) of a particular process. The fuser command is more reliable and can be quicker than ps.
[bookmark: d1e7264]
[bookmark: d1e7276]


[bookmark: ch01lev3sec22]
 Example


[bookmark: d1e7296]
[bookmark: d1e7305]Flavors: AT&T, BSD

Shells: All

Syntax:


/usr/sbin/fuser files


Command:


/usr/sbin/fuser /bin/csh



[bookmark: d1e7347]
[bookmark: d1e7356]The fuser command outputs the PIDs of all processes that are currently opened under the named file. If a named directory is passed through fuser, the PIDs of all the processes that have a file or files open for reading in that directory are displayed. The files passed must be fully qualified in order for the command to function properly. If they are not, the proper syntax is displayed on standard output.


[bookmark: d1e7377]
[bookmark: d1e7389]
[bookmark: d1e7401]
[bookmark: d1e7410]There is one caveat to using this command. You must have read access to /dev/kmem and /dev/mem. This is because fuser takes an actual snapshot of the system image that is found in these character devices at the time it is executed.


# fuser /bin/csh
/bin/csh:    1485t 1106t



[bookmark: d1e7434]
[bookmark: d1e7443]The t at the end of the each PID denotes that these processes have their own executable text segment that is open.[bookmark: d1e7458]
[bookmark: d1e7467]
[bookmark: d1e7476]


The fuser command has an option (-k) that can be passed to send a kill signal to the PID. So, to kill all the csh processes, execute the following simple command:


# fuser -k /bin/csh
/bin/csh:    1485t 1106t



[bookmark: d1e7503]
[bookmark: d1e7515]
[bookmark: d1e7527]
[bookmark: d1e7536]This replaces the following set of commands you would use a number of times throughout the day:


# ps -ef | grep csh

root 1484 1485  1 17:54:02 pts/1   0:00 /bin/csh
root 1116 1117  1 17:54:16 pts/1   0:00 grep csh
root 1090 1091  0   Aug 09 pts/2   0:00 /bin/csh

# kill 1484 1090



[bookmark: d1e7557]
[bookmark: d1e7566]If multiple processes are associated with a particular process that you run within your environment, you can easily write a script to kill the application and all the daemons associated with it. [bookmark: d1e7578]
[bookmark: d1e7587]
[bookmark: d1e7596]



[bookmark: d1e7608]
[bookmark: d1e7617]
[bookmark: d1e7629]
[bookmark: d1e7638]
[bookmark: d1e7644]
[bookmark: d1e7656]
[bookmark: d1e7668]
[bookmark: d1e7677]Suppose an application lives in /sbin called bsr. It has several daemons that run independently from bsr, such as bsrqqd,
bsrexecd, and bsrojbd. You can write a quick-and-dirty script to kill the entire application by using fuser:


#! /bin/sh

fuser -k /sbin/bsr
fuser -k /sbin/bsrqqd
fuser -k /sbin/bsrexecd
fuser -k /sbin/bsrojbd


Line 1: Define the shell to use.

Lines 3�6: Find the process of the file running and kill its process.

[bookmark: ch01lev3sec23]
 Reason


[bookmark: d1e7722]
[bookmark: d1e7731]
[bookmark: d1e7743]
[bookmark: d1e7752]
[bookmark: d1e7761]
[bookmark: d1e7770]
[bookmark: d1e7782]
[bookmark: d1e7794]
[bookmark: d1e7803]Using fuser is simple, to the point, and very efficient. It can be time consuming to pick from hundreds of processes on larger servers that might or might not relate to the process you are trying to kill or gather information on. This single command quickly gathers information and kills the PID, if necessary, on request. It is a very useful command for an administrator.

[bookmark: ch01lev3sec24]
 Real World Experience


[bookmark: d1e7827]
[bookmark: d1e7836]
[bookmark: d1e7848]
[bookmark: d1e7857]
[bookmark: d1e7866]
[bookmark: d1e7875]
[bookmark: d1e7887]
[bookmark: d1e7899]
[bookmark: d1e7908]I have become accustomed to using this command for killing predetermined processes. I have several scripts similar to the one described in place to kill off various user applications, X sessions, and shells, among other things. On a remote system defined as a trusted host, it is nice to be able to execute a remote shell and kill processes quickly without having to log in to the remote machine. To the user it appears as though you have killed processes without even logging in to the system: it's magic to them!

[bookmark: ch01lev3sec25]
 Other Resources

Man pages:


fuser, kill, ps











[bookmark: ch01lev1sec7]
1.7 Swap on-the-Fly



[bookmark: ch01lev2sec7]
1.7.1 Description


[bookmark: d1e7953]
[bookmark: d1e7962]If you find that, after you have installed UNIX on your system, you still need more swap space, it is an easy thing to accomplish. Create a swap file and make it active.

[bookmark: ch01lev3sec26]
 Example


[bookmark: d1e7979]
[bookmark: d1e7988]Flavors: AT&T, some BSD

Syntax:


mkfile size[m] filename



[bookmark: d1e8018]The main command for adding swap on the fly is mkfile. This command is simple to use, so adding swap on the fly is easy. After you determine that you need more swap and you have found an underutilized disk that can help balance the disk I/O, you're ready.


# mkfile 200m /disk2/swap_200MB



[bookmark: d1e8042]
[bookmark: d1e8051]This mkfile command creates a 200MB swap file in the /disk2 partition. The only step left is to turn the swap file into active swap for the system. Depending on your flavor of UNIX, this is achieved in the following ways:

Flavors: Irix and Solaris


# swap -a /disk2/swap_200MB


Flavors: HP-UX, SunOS


# swapon -a /disk2/swap_200MB



[bookmark: d1e8087]
[bookmark: d1e8099]This uses the swap only for the length of time that the system is up. If you reboot or shut down the system for any reason, the swap file is still there, but it is no longer active. The swap or swapon command must be executed again.[bookmark: d1e8117]



[bookmark: d1e8129]
[bookmark: d1e8141]To hardcode the swap file into the system so that it is always activated when the system comes up, place an entry in the filesystem table by editing the filesystem table on your system. This file will be called /etc/fstab or /etc/vfstab.[bookmark: d1e8153]
[bookmark: d1e8165]


Add the following line to the filesystem table:


/disk2/swap_200M    swap    swap   rw 0   0


[bookmark: ch01lev3sec27]
 Reason


[bookmark: d1e8195]
[bookmark: d1e8207]It used to be that the fastest disk I/O was only on the system drive. With the speed of today's SCSI buses and fiber channels, creating the device swap only on the system disk is not really necessary anymore. It is now easy to put swap anywhere on a system, but with that comes the necessity to balance the disk I/O to get the maximum amount of performance out of the system. [bookmark: d1e8219]
[bookmark: d1e8228]


[bookmark: ch01lev3sec28]
 Real World Experience


[bookmark: d1e8246]
[bookmark: d1e8258]Sometimes a user calls complaining that the applications they are running take up too much of the system's resources. If this happens and you determine that lack of swap space is the problem, let the user know how concerned you are and that you want to fix it on the spot. By adding more swap on-the-fly for the user while you have him on the phone, it looks like you're pulling some kind usable space out of thin air. This simple feat can make you look pretty good in the user's eyes. [bookmark: d1e8270]
[bookmark: d1e8279]


[bookmark: ch01lev3sec29]
 Other Resources

Man pages:


fstab, mkfile, swap, swapon, vfstab,











[bookmark: ch01lev1sec8]
1.8 Keep It Up with nohup




[bookmark: ch01lev2sec8]
1.8.1 Description


[bookmark: d1e8324]
[bookmark: d1e8336]
[bookmark: d1e8348]To keep processes running after you log out, use the nohup command. This command will be immune to any hang-ups and quits.

[bookmark: ch01lev3sec30]
 Example One: Basic nohup Command Use


[bookmark: d1e8374]
[bookmark: d1e8386]
[bookmark: d1e8395]Flavors: AT&T, BSD

Shells: All

Syntax:


nohup
command arguments



[bookmark: d1e8428]
[bookmark: d1e8440]
[bookmark: d1e8449]
[bookmark: d1e8461]
[bookmark: d1e8473]
[bookmark: d1e8485]To use this command, have nohup precede the command that you don't want to die when you exit the shell of system. While this process is running, the shell, desktop, or windowing system can be exited without any harm to the command that is passed through nohup. The only thing that would end this process is a kill signal, an error in the process, or a reboot of the system.


[bookmark: d1e8506]
[bookmark: d1e8518]
[bookmark: d1e8527]On some flavors of UNIX running in certain shells, nohup creates a file that sends any output passed to standard out from the process that was executed within nohup. The file is called nohup.out and is located in the current directory (where the command was initiated).


[bookmark: d1e8548]
[bookmark: d1e8560]
[bookmark: d1e8572]
[bookmark: d1e8584]
[bookmark: d1e8596]Later versions of UNIX have adapted the nohup command when you send a process into the background. Irix and Solaris are two flavors that have incorporated this method. Even though nohup is no longer needed, these flavors have grandfathered the command for those who still use it in their scripts and routines.


$ nohup tar -cvf /dev/tape /home &



[bookmark: d1e8626]
[bookmark: d1e8638]
[bookmark: d1e8647]
[bookmark: d1e8659]
[bookmark: d1e8671]
[bookmark: d1e8683]This example runs in background and transfers all the files located in /home, in .tar format, to the local tape (your tape device might differ). The file nohup.out potentially creates a list of the files that are being transferred to the tape.

Using nohup with other commands to which processes can be passed helps to ease administrative tasks. These next two examples show you how nice and rsh can be passed to create one long command.

[bookmark: ch01lev3sec31]
 Example Two: Low priority nohup


Flavors: AT&T, BSD


[bookmark: d1e8722]
[bookmark: d1e8731]
[bookmark: d1e8740]Shells: All


$ nohup nice /usr/local/bin/build_report.sh



[bookmark: d1e8761]
[bookmark: d1e8773]
[bookmark: d1e8785]If you're afraid that a process might take up too much CPU time, nohup can be joined with other commands (such as nice) to ease the load on the system. In this example, build_report might be a CPU intensive script that overloads the system (building various reports) if not run in a nice state.[bookmark: d1e8806]
[bookmark: d1e8818]
[bookmark: d1e8830]
[bookmark: d1e8842]


[bookmark: ch01lev3sec32]
 Example Three: Multiple Command, Multiple System nohup


Flavors: AT&T, BSD


[bookmark: d1e8869]
[bookmark: d1e8881]
[bookmark: d1e8890]Shells: All


$ nohup rsh rocket '(find / -print)'> /tmp/foo.txt &



[bookmark: d1e8911]
[bookmark: d1e8923]
[bookmark: d1e8935]
[bookmark: d1e8944]
[bookmark: d1e8953]
[bookmark: d1e8965]
[bookmark: d1e8977]Listing the files of a large server can take a while. In this example, while you are logged off the system the command opens a shell on a remote system, finds all the files on that system, and outputs a list in a file on the local system (where nohup was initiated).

[bookmark: ch01lev3sec33]
 Reason


[bookmark: d1e9001]
[bookmark: d1e9013]
[bookmark: d1e9022]In the early years of UNIX, there was no graphical interface and no way to perform a screen lock. A user or operator did not have to remain logged in to a system until it was shut down. For security reasons and so that an operator didn't have to waste time hanging around for a job to finish, nohup was the perfect tool. It also allowed many administrators to go home after a long shift at work!

[bookmark: ch01lev3sec34]
 Real World Experience


[bookmark: d1e9046]
[bookmark: d1e9058]
[bookmark: d1e9067]
[bookmark: d1e9079]
[bookmark: d1e9091]
[bookmark: d1e9103]Each example shows how I have used this command in the past. It is a useful and powerful tool when you have multiple isolated systems to support and you cannot stay logged in to more than one at a time. This command also helps to let an overworked administrator go home while jobs are running that have been manually started.

[bookmark: ch01lev3sec35]
 Other Resources

Man pages:


find, nohup, nice, rsh











[bookmark: ch01lev1sec9]
1.9 Redirecting Output to Null



[bookmark: ch01lev2sec9]
1.9.1 Description


[bookmark: d1e9148]
[bookmark: d1e9160]
[bookmark: d1e9169]Data that is sent to standard out can be discarded when sent to the character device null.

Syntax:


command > /dev/null
program > /dev/null
cat
filename > /dev/null
cp filename
/dev/null
ln -s /dev/null
file



[bookmark: d1e9226]
[bookmark: d1e9238]
[bookmark: d1e9247]null discards all data passed to it. The most popular way to redirect data to null is by using the greater than sign: >. There are other ways to get rid of data using null without using the redirect to pass the data to it. One way is to create a soft link to the device or copy a file to the device. It is also possible to alias incoming mail to be sent to the device. Here is how some of these methods work.

[bookmark: ch01lev3sec36]
 Example One: Basic Command Redirection to null

Flavors: AT&T, BSD

Shells: All


$ ls -l /etc | tee /tmp/root.txt > /dev/null



[bookmark: d1e9279]
[bookmark: d1e9291]
[bookmark: d1e9300]
[bookmark: d1e9309]
[bookmark: d1e9318]This command takes a listing of the /etc directory, saves it into the file /tmp/root.txt, and sends what would normally be displayed to standard out, where it gets discarded and is never seen.

[bookmark: ch01lev3sec37]
 Example Two: Basic Program Redirection to null

Flavors: AT&T, BSD

Shells: All


$ /usr/local/bin/build_report.sh < /dev/null



[bookmark: d1e9351]
[bookmark: d1e9363]
[bookmark: d1e9372]
[bookmark: d1e9384]
[bookmark: d1e9393]
[bookmark: d1e9402]
[bookmark: d1e9411]The output generated by programs might be unnecessary at times. This can include errors, debugging information, or an excessive amount of data that is of no concern. This type of data is best redirected to /dev/null.

[bookmark: ch01lev3sec38]
 Example Three: Zero a File with null

Flavors: AT&T, BSD

Shells: All


# cat /dev/null > /usr/adm/error.log



[bookmark: d1e9447]
[bookmark: d1e9456]
[bookmark: d1e9468]
[bookmark: d1e9477]
[bookmark: d1e9489]
[bookmark: d1e9498]This is one of the safest ways to zero a file out. Because there are no contents in null (zero), you can make the file have a size of zero without closing the file.

This is important because if the file is currently in an open state by a process, the process remains unaffected but the file ends up with file size equal to zero. This technique works very well when it comes time to zero out the files in the /var/adm directory.

[bookmark: ch01lev3sec39]
 Example Four: Copy null into a File

Flavors: AT&T and BSD

Shells: All


# cp /dev/null /usr/local/app/error.log



[bookmark: d1e9531]
[bookmark: d1e9540]
[bookmark: d1e9552]
[bookmark: d1e9564]
[bookmark: d1e9576]This use of the copy command has the same affect as example three and the cat redirect method.

[bookmark: ch01lev3sec40]
 Example Five: Linking to null

Flavors: AT&T, BSD

Shells: All


# rm /usr/local/app/error.log
# ln -s /dev/null /usr/local/app/error.log



[bookmark: d1e9615]
[bookmark: d1e9624]
[bookmark: d1e9633]
[bookmark: d1e9645]
[bookmark: d1e9654]
[bookmark: d1e9666]If there are log files that you don't want to have to deal with time and time again, remove them and create a soft link from the file to null. When this is in place, example three will have to be done on a routine basis, because otherwise it fills up the disk. Make sure that no processes have the file open when it is removed. It is not advisable to use this technique on any of the files within the directories /var/adm, /usr/adm, /var/spool, and /var/spool.

[bookmark: ch01lev3sec41]
 Example Six: Redirecting Mail to null

Flavors: AT&T, BSD

Shells: All


[bookmark: d1e9690]
[bookmark: d1e9699]
[bookmark: d1e9708]
[bookmark: d1e9717]
[bookmark: d1e9729]
[bookmark: d1e9741]
[bookmark: d1e9750]
[bookmark: d1e9759]
[bookmark: d1e9768]An alias entry in the /etc/aliases file can redirect incoming mail to null.


# vi /etc/aliases


Step 1: Edit the /etc/aliases file.


# ident    @(#)aliases    1.13    92/07/14

#   >>>>>>>>   The program "newaliases" will have to be run after
#   > NOTE >   this file is updated for any changes to
#   >>>>>>>>   show through to sendmail

nobody: /dev/null


Step 2: Make the necessary changes to the file.

Step 3: Run newaliases (Always run newaliases, it tells mail to reread this file)


[bookmark: d1e9810]
[bookmark: d1e9819]
[bookmark: d1e9828]
[bookmark: d1e9837]This is one way to disable users'email access while maintaining their accounts'activity. Another good use for this technique is for controlling inbound spam. You can redirect spam to null and never worry about it taking up disk space on your system.[bookmark: d1e9849]
[bookmark: d1e9858]
[bookmark: d1e9867]
[bookmark: d1e9876]


[bookmark: ch01lev3sec42]
 Example Seven: Schedule cron to Redirect Output to null.

Flavors: AT&T, BSD

Shells: All


0 22 * * * /bin/sh /usr/local/bin/backup_full.sh 2>&1 > /dev/null



[bookmark: d1e9906]
[bookmark: d1e9918]
[bookmark: d1e9930]
[bookmark: d1e9939]The previous example is a crontab entry that runs a scheduled full backup in which cron redirects any errors or messages to null. A crontab is one of the best uses for redirecting output to null. If any output by a process is executed by a cron job, that output is sent to the user who owns the scheduled cron job. When null is set up for the command in the crontab, whatever would be sent to standard out and emailed to the user is discarded.

[bookmark: ch01lev3sec43]
 Reason


[bookmark: d1e9960]By now the many uses for using /dev/null should be clear. Whether it's to zero a file or to get rid of unwanted data, null can have a wide range of uses for a UNIX administrator. It keeps your mailbox free of worthless mail, keeps your log files under control, and zeroes important files safely.

[bookmark: ch01lev3sec44]
 Real World Experience


[bookmark: d1e9981]
[bookmark: d1e9993]
[bookmark: d1e10005]In my early years as an administrator, database applications were locked to open log files. These files would grow to enormous sizes and fill up a filesystem in a matter of days. By simply removing log files that were open by the database applications with the remove (rm) command, I caused the application to crash rather severely. I learned quickly that redirecting null using the cat command kept the DBAs (database administrators) away from my desk, and the dirty looks stopped.

One of the most annoying things is to find out that your filesystem has run out of disk space because a log file grew over 200MB during the weekend while you were out. Clear these logs out by redirecting them to /dev/null.

[bookmark: ch01lev3sec45]
 Other Resources

Man pages:


aliases, null, cron, crontab











[bookmark: ch01lev1sec10]
1.10 Keeping Remote Users Out



[bookmark: ch01lev2sec10]
1.10.1 Description


[bookmark: d1e10059]
[bookmark: d1e10068]
[bookmark: d1e10080]There are various ways to keep remote users out of the system when you have tasks to perform that make that necessary. The following are a few ways to keep them out so you can get your work finished.

[bookmark: ch01lev3sec46]
 Example One: Single User Method

Flavors: AT&T, BSD


[bookmark: d1e10100]
[bookmark: d1e10112]
[bookmark: d1e10121]
[bookmark: d1e10133]
[bookmark: d1e10142]
[bookmark: d1e10154]If the task being performed requires that you bring the system into a single-user state, you have nothing to worry about. In a single user state the network never gets initialized, so no users can get to the system. If you want to work in a single-user state and have the network initialized, you can always execute the networking command manually from a shell and apply one of the other examples that follow in conjunction with this example.

[bookmark: ch01lev3sec47]
 Example Two: New /etc/passwd File

Flavors: AT&T, BSD


[bookmark: d1e10178]
[bookmark: d1e10187]
[bookmark: d1e10196]
[bookmark: d1e10208]
[bookmark: d1e10217]
[bookmark: d1e10229]
[bookmark: d1e10241]
[bookmark: d1e10253]
[bookmark: d1e10262]
[bookmark: d1e10271]
[bookmark: d1e10283]
[bookmark: d1e10292]
[bookmark: d1e10304]Although this probably isn't the best method, it works. If you want the system to remain in a multiuser state while you work and not allow any users to log in to the system, move the original system password file into place.


# cp /etc/passwd /etc/passwd.BAK
# cp /etc/passwd.orig /etc/passwd


Step 1: While no one else is on the system, back up the current password file.

Step 2: Copy the original system password file into place.

Note

If the original system password file wasn't kept, strip out all user account entries from /etc/passwd. Make sure that step 1 has been executed first!


 


[bookmark: d1e10339]If users are logged in while this procedure is executed, they will experience difficulties in accessing their files. This is because all the user information (UID, GID, shell, and so on) was removed from the password file and the system is confused as to who the user logged in is.


[bookmark: d1e10354]
[bookmark: d1e10366]
[bookmark: d1e10375]
[bookmark: d1e10384]
[bookmark: d1e10396]
[bookmark: d1e10405]
[bookmark: d1e10417]If no one is logged in to the system at the time of this procedure then there are no accounts in the password file that users can use to get into the system.

[bookmark: ch01lev3sec48]
 Example Three: Modify /etc/inetd.conf

Flavors: AT&T, BSD


[bookmark: d1e10441]
[bookmark: d1e10450]
[bookmark: d1e10462]
[bookmark: d1e10474]
[bookmark: d1e10486]
[bookmark: d1e10495]
[bookmark: d1e10504]
[bookmark: d1e10516]Another way to continue to work in a multiuser state and make sure no one can log in to the system is to disable the remote daemons in /etc/inetd.conf that allow users to gain access to the system. When a user connects to the system over the network, the system uses the inetd daemon to establish that connection. If the inetd daemons don't know about the connection that is trying to be established then the system will not make the connection.


# vi /etc/inetd.conf


Step 1: From a shell prompt, edit the inetd configuration file:


#login   stream  tcp     nowait  root    /usr/sbin/tcpd
 in.rlogind
#shell stream  tcp     nowait  root    /usr/sbin/tcpd
 in.rshd -L
#ftp   stream  tcp     nowait  root    /usr/sbin/wu.ftpd
 wu.ftpd -a -T350
#telnet  stream  tcp     nowait  root    /usr/sbin/tcpd
 in.telnetd



[bookmark: d1e10549]
[bookmark: d1e10558]
[bookmark: d1e10570]
[bookmark: d1e10582]
[bookmark: d1e10594]
[bookmark: d1e10603]
[bookmark: d1e10612]
[bookmark: d1e10624]


Step 2: Disable the remote connection daemons by commenting them out with the # character at the beginning of the line.


# ps -ax | grep inetd

77  ?  S     0:00 /usr/sbin/inetd
14003  p0 S     0:00 grep inet

# kill -HUP 77



[bookmark: d1e10648]
[bookmark: d1e10657]
[bookmark: d1e10669]
[bookmark: d1e10681]
[bookmark: d1e10693]
[bookmark: d1e10702]
[bookmark: d1e10711]
[bookmark: d1e10723]
[bookmark: d1e10732]
[bookmark: d1e10741]
[bookmark: d1e10753]


Step 3: Get the process ID of the inetd daemon and restart the daemon by issuing the kill -HUP command.


# ftp rocket
ftp: connect: Connection refused

# telnet rocket
Trying rocket…
Connected to rocket.
Escape character is '^]".

Connection closed by foreign host.
#


Step 4: Attempt to connect to the machine with ftp or telnet from a remote system. Keep in mind that telnet (on the local system you made the changes on) still works.


[bookmark: d1e10792]
[bookmark: d1e10801]
[bookmark: d1e10813]
[bookmark: d1e10825]
[bookmark: d1e10837]
[bookmark: d1e10846]
[bookmark: d1e10855]
[bookmark: d1e10867]It is very important to remember to reactivate these daemons after your changes have been made. I know it sounds ridiculous, but it is easy to overlook after working for hours making changes to the system.

[bookmark: ch01lev3sec49]
 Example Four: Disabling the Network


[bookmark: d1e10885]
[bookmark: d1e10894]
[bookmark: d1e10903]
[bookmark: d1e10912]
[bookmark: d1e10924]Flavors: AT&T and BSD

There is a brute-force method for disabling all network connectivity to keep users off. It is not recommended, but it does work when the system must be taken off the network. Instead of pulling the network cable from the interface, you can simply disable the interface.

Again, this is not recommended, because so many other possible daemons are relying on the network being up. If NFS, DNS, or NIS/YP are running, the system can hang at certain times or lock up. There would also be problems with sendmail and remote sessions. Even though it appears that this pretty clumsy, there are times when it is effective. The UNIX command ifconfig takes the interface down in seconds.[bookmark: d1e10942]


Syntax:


ifconfig interface down
ifconfig
interface
up



[bookmark: d1e10978]
[bookmark: d1e10987]After the interface is taken down and your work is finished, the ifconfig command brings the interface back online when it receives the up argument or when the system is rebooted.


[bookmark: d1e11005]
[bookmark: d1e11014]
[bookmark: d1e11023]
[bookmark: d1e11035]On AT&T-style systems there is a networking script in the /etc/init.d directory that gets executed at boot time. The script accepts a start and stop signal. When a stop signal is sent to the script, it will not only shut down the interface, it will also kill all the necessary networking related daemons as well.


[bookmark: d1e11056]



# /etc/init.d/network stop


This is a more efficient way of disabling the network. Whenever possible, this method should be used instead of the previous ifconfig method.

[bookmark: ch01lev3sec50]
 Example Five: Blocking Telnet and Remote Shell Accesses

Flavors: AT&T, BSD


[bookmark: d1e11092]
[bookmark: d1e11100]
[bookmark: d1e11112]
[bookmark: d1e11124]
[bookmark: d1e11136]
[bookmark: d1e11148]
[bookmark: d1e11157]
[bookmark: d1e11169]There is a file called /etc/nologin that does not by default exist. When the file is created, with or without any size, it denies all remote access to a system. A message can be placed within the file describing why access is being denied.[bookmark: d1e11178]


At the moment the file is created, no new users are able to log in to the system. All the users that are logged in at the time the file was created remain on the system until they are killed off or exit on their own. When the file is removed, all remote access resumes.

If network configurations are not being tampered with, you don't plan to log out, or a reboot of the system is not required in your task, you can do everything yourself remotely from another system.

Step 1: Log in multiple shells into the system. (In case one hangs on you, there are other shells to work in.)

Step 2: Create the nologin file

Step 3: Kill everyone off the system

Step 4: Do your work

Step 5: Remove the nologin file[bookmark: d1e11211]



[bookmark: d1e11226]
[bookmark: d1e11235]
[bookmark: d1e11247]
[bookmark: d1e11259]
[bookmark: d1e11271]
[bookmark: d1e11283]
[bookmark: d1e11292]
[bookmark: d1e11304]
[bookmark: d1e11313]
[bookmark: d1e11322]
[bookmark: d1e11334]This works because nologin affects all new connects as mentioned previously. After you have your connections into the system, you are free to do your work undisturbed.

There are two ways to handle the nologin file. The first way locks users out:


# touch /etc/nologin



[bookmark: d1e11355]
[bookmark: d1e11364]
[bookmark: d1e11376]
[bookmark: d1e11388]
[bookmark: d1e11400]
[bookmark: d1e11412]
[bookmark: d1e11421]
[bookmark: d1e11433]
[bookmark: d1e11442]
[bookmark: d1e11454]
[bookmark: d1e11466]Using the touch command creates the file and no access is granted to anyone attempting to telnet in remotely. But locking the users out without telling them why is a little rude and you will probably get some phone calls wanting to know what's going on.

The second provides a message to the users:


# vi /etc/nologin


Step 1: Create and edit the file /etc/nologin:


The system is down right now for routine maintenance and should be back online by 23:00. Please check back at this time.




Thank you for your understanding, the UNIX Admins




[bookmark: d1e11511]
[bookmark: d1e11523]
[bookmark: d1e11532]
[bookmark: d1e11544]


Step 2: Add a polite message to describe the actions that are taking place. (See the Real World Experience that follows for types of message content.)

The /etc/nologin file works on all flavors for locking out remote shell and telnet sessions from all systems. Some of the newer AT&T-type versions have added remote FTP sessions to this file as well. Test this on the flavor in your environment. If this is true, you won't have to apply example six to your environment.

[bookmark: ch01lev3sec51]
 Example Six: Blocking Remote FTP Access

Flavors: AT&T and BSD


[bookmark: d1e11571]
[bookmark: d1e11580]
[bookmark: d1e11589]
[bookmark: d1e11601]
[bookmark: d1e11610]
[bookmark: d1e11622]
[bookmark: d1e11631]
[bookmark: d1e11643]There is a way to block the access of FTP connections into your system, besides using the method in example three. There is a file within the /etc directory called users. This file contains the list of user accounts that are not allowed to have FTP access into the system. If their name does not appear in the list, users are allowed to FTP in to the system. The file is processed by the FTP daemon each time a connection is established. There are no daemons to kill or restart after the file has been modified. It becomes active as soon as it is written.


# vi /etc/users


Step 1: Edit the FTP denial list /etc/users.


root
ajlesser
adjony
dradler
gtromero
  etc…


Step 2: Insert entries into the file. The format of the file is the user's account name.

This file might already exist with a single username in it. It is a good security practice not to have root-level FTP access into a system. So you might see the account root in this file.


[bookmark: d1e11676]
[bookmark: d1e11688]
[bookmark: d1e11697]
[bookmark: d1e11706]
[bookmark: d1e11718]
[bookmark: d1e11727]
[bookmark: d1e11739]
[bookmark: d1e11748]
[bookmark: d1e11760]If you have a large /etc/passwd file filled with users, you can execute the simple multishell command to build the list for you.


# cut -d":" -f1 /etc/passwd > /etc/users


This command cuts out the first field using the : as the delimiter in the password file. Next, this field in the password file is the user's account ID. Then the command sends the list of IDs to the FTP access file called users.

If you are running NIS/YP on the system, the command to get the global YP password file would be


# ypcat passwd | cut -d":" -f1 > /etc/users



[bookmark: d1e11793]This line reads the password file off the YP master server and outputs the first field, like in the previous example, to the FTP access file called users.


[bookmark: d1e11802]
[bookmark: d1e11814]
[bookmark: d1e11823]
[bookmark: d1e11832]
[bookmark: d1e11844]
[bookmark: d1e11853]
[bookmark: d1e11865]
[bookmark: d1e11874]
[bookmark: d1e11886]It is a good idea to review this file and check to make sure that everyone in the list needs to be blocked out from the procedures you will be performing on the system.

[bookmark: ch01lev3sec52]
 Reason


[bookmark: d1e11904]Many users love to ignore the notices of system outages and will attempt to log in to a system while you are trying to make changes, do backups, or perform updates to the system.

Any time you feel that users will be affected by certain changes that you might be doing to the system, it is a good idea to have users off the system. If you plan to install patches, run backups, create soft-links, move data or filesystems around, make mass changes to the password file, make network changes, or modify the system configurations, it is a good idea not to allow any users on the system.

[bookmark: ch01lev3sec53]
 Real World Experience


[bookmark: d1e11928]
[bookmark: d1e11940]
[bookmark: d1e11949]
[bookmark: d1e11961]There are some situations in a 24/7 shop where blocking access to the system cannot be allowed. In situations such as this, the only recourse is to work with the users closely and make sure they stay away from the areas that would affect them. This is sometimes the only possible solution. It also shows you are paying them more attention than others have in the past. If this is not a possible solution, there is no recourse but to schedule an outage or downtime for the system.


[bookmark: d1e11973]
[bookmark: d1e11982]
[bookmark: d1e11994]To keep your phone from ringing while you are trying to work during this time, provide the users with messages. More is always better; users love to be kept informed. Do not rely on emailing out a notification of when the system will not be available. Many users skim through the many emails that they receive and pass over this type of message. If a user attempts to log in to a system and gets a "Connection refused" error and there is no message set, it's guaranteed that he forgot or didn't know the system was going to be unavailable and your phone will be ringing.


[bookmark: d1e12006]In your message, don't be technical�keep it simple and to the point. The more difficult the message makes the problem sound, the longer they will think the repair is going to take. Try to provide an accurate guess of when you expect the system to be back on line. I try to give myself an extra 30 minutes in case a problem comes up.

Warning


[bookmark: d1e12025]
[bookmark: d1e12037]
[bookmark: d1e12046]
[bookmark: d1e12058]Impatient users will write programs to monitor the system you are working on. The millisecond their programs tell them the system is up, the program will start running processes for that user. If you inadvertently allow access before you have finished your work, users might be in the system without you even knowing it.


 

[bookmark: ch01lev3sec54]
 Other Resources

Man pages:


inetd, nologin, users, ypcat











[bookmark: ch01lev1sec11]
1.11 Rewinding Tapes Fast



[bookmark: ch01lev2sec11]
1.11.1 Description


[bookmark: d1e12101]
[bookmark: d1e12113]
[bookmark: d1e12122]
[bookmark: d1e12131]
[bookmark: d1e12140]You are all aware that you can rewind tapes the old-fashioned way with the mt command, but there is a faster way.

[bookmark: ch01lev3sec55]
 Example

Flavors: AT&T and BSD

Shells: bsh, bash, ksh

Syntax:


< device


All it takes to force the system to rewind the tape is to redirect the tape device to absolutely nothing.


$ < /dev/rmt/0cbn


Of course, your device name might differ from that in the example.


[bookmark: d1e12190]
[bookmark: d1e12202]
[bookmark: d1e12211]
[bookmark: d1e12220]
[bookmark: d1e12229]If you have multiple tape drives attached to a system or you want to save time spent typing the command, you could first set the name of the tape device in your environment variables. Then the command could be even shorter:


$ DAT=/dev/rmt/2n
$ DLT=/dev/rmt/0cbn


Step 1: Set the environment variable in the shell for the tape devices.

Step 2: Rewind the tape.

A practical use for this command is to create a simple script to tar off data to tape, making sure that the tape is rewound in the beginning and in the end.


#! /bin/sh

DLT="/dev/rmt/0cbn"
< $DLT
tar -cvf $DLT /usr/spool/mail
< $DLT



[bookmark: d1e12268]
[bookmark: d1e12277]
[bookmark: d1e12286]
[bookmark: d1e12295]Line 1: Define the shell to be used.

Line 3: Set the variable DLT to be the tape device.

Line 4: Rewind the tape device so you are at the beginning.

Line 5: Tar off the files to the tape device.

Line 6: Rewind the device again to the beginning.

[bookmark: ch01lev3sec56]
 Reason


[bookmark: d1e12331]
[bookmark: d1e12340]
[bookmark: d1e12349]
[bookmark: d1e12358]This little hack is merely a shortcut to using the magnetic tape rewind command that comes with UNIX.


$ mt -f /dev/rmt/0cbn rewind


[bookmark: ch01lev3sec57]
 Real Word Experience


[bookmark: d1e12385]Many times you are asked to write data off to tape for users. You can simplify the previous sample script into a one-liner at a shell prompt with


$ < $DLT; tar -cvf $DLT /usr/spool/mail; < $DLT


[bookmark: ch01lev3sec58]
 Other Resources

Man pages:


mt











[bookmark: ch01lev1sec12]
1.12 Generating a Range of Numbers



[bookmark: ch01lev2sec12]
1.12.1 Description


[bookmark: d1e12436]
[bookmark: d1e12448]
[bookmark: d1e12457]
[bookmark: d1e12469]This function script counts from and to a range of numbers.


[bookmark: d1e12481]
[bookmark: d1e12490]Flavors: AT&T and BSD

Shell: sh

This script counts between a range of numbers that are passed through STDIN. It is sometimes necessary to generate a range of numbers to be used within a command or another shell script.


#! /bin/sh

LO=$1;HI=$2

while [ $LO -le $HI ]
do
  echo -n $LO " "
  LO=`expr $LO + 1`
done


Line 1: Define the shell being used.

Line 3: Set the variable $LO to the first argument passed to STDIN. Set the variable $HI to the second argument passed to STDIN.

Line 5: Process through the range of numbers until $LO is greater than $HI.



[bookmark: d1e12538]
[bookmark: d1e12547]
[bookmark: d1e12559]
[bookmark: d1e12571]
[bookmark: d1e12580]
[bookmark: d1e12592]Line 7: Output the current number in $LO.


Line 8: Increment the number in $LO.


Line 9: Exit if $LO is greater than $HI; otherwise, continue with the next number in the range.

If the previous script is named count and executed


$ count 4 13
4 5 6 7 8 9 10 11 12 13


the script will count from 4 to 13 without any carriage returns.

[bookmark: ch01lev3sec59]
 Reason


[bookmark: d1e12642]
[bookmark: d1e12654]
[bookmark: d1e12663]
[bookmark: d1e12675]
[bookmark: d1e12684]
[bookmark: d1e12693]This script is very useful. The output from the script can be passed to other scripts to enhance their functionality. Shell scripts do not have the capability  to count within a range of numbers. This little function script provides this capability.

[bookmark: ch01lev3sec60]
 Real World Experience

As administrators, you are often faced with writing shell scripts that require some kind of loop within them. Performing a loop around a range of numbers can get messy if there is a large range involved. By using the counting script described previously, a lengthy for loop can be shortened to a call to the counting script.

Here is what you have to do when there is no counting script to call:


#! /bin/sh

STRING="The quick brown fox jumped really high"

for i in `echo "5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20"`
do
  echo $STRING | cut -c$i
done
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#! /bin/sh

STRING="The quick brown fox jumped really high"

for i in `count 5 20`
do
  echo $STRING | cut -c$i
done


This script simply prints out each letter between the f