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[bookmark: fm01lev1sec1] Introduction

This book is an introduction to the process of administering the BEA WebLogic server. It is intended as a supplement to the online documentation included with the server distribution and on the BEA Web site. While that documentation is frequently useful and sometimes complete, it can leave beginning administrators with the sense that they came in in the middle of the show. There are many unstated assumptions about the reader's knowledge, and to the reader who lacks that knowledge the documentation can be nearly impenetrable. The intent of this book is to fill those gaps.

This is not simply a bound collection of the how-to's that ship with the WebLogic server. Anyone who might conceivably have a need for them already has them�they're readily available online.

This book gives you the information you need to intelligently administer your WebLogic server.

Note that this book addresses only the tasks involved administering the WebLogic server. It does not touch on the process of developing the Java™ programming language (Java) applications that will be run on that server.

[bookmark: fm01lev2sec1] The Basics

WebLogic is an application server developed by BEA systems. If you're in the IT industry, you've probably heard the term "application server"; it's one of the buzzwords du jour. But what does it mean, exactly?

An application server is a relatively new class of program that integrates the functionality of several historically distinct classes of programs such as HTTP/HTTPS servers, EJB servers, and CGI. The emerging popularity of application servers is due, perhaps, to their being the product of a single more or less coherent design. This makes them easier to learn, easier to work with, and more efficient in their use of system resources.

Application servers are optimized to run multitiered applications, which separate the functionality of an application (typically, but not always, a Web-based application) into distinct conceptual layers. A multitiered application typically consists of three rigidly defined layers, or tiers:

	Presentation tier
	This portion of the application accepts input from the user and formats data for display. Frequently this function is served by a Web-browser/Web-server collaboration. However, in the case of WebLogic you will see quite a few client applications written in Java or perhaps some other language.

	Application tier
	This is the domain of the WebLogic server. It is where the business logic of the application is implemented.

	Third tier
	The third tier contains the database and perhaps other legacy or third-party applications. Third-tier components should communicate with one another and the client only through the application tier.




Application servers include such products as CORBA, Microsoft's .NET, and of course WebLogic. WebLogic is of particular interest in that it has passed the 6000+ tests necessary for Sun to certify it as J2EE compatible.

This book is a discussion of the techniques and concepts involved in administering BEA WebLogic server. It is perhaps worth emphasizing that it is not a discussion of the design or development of those applications that will be run on the server. Those topics are covered only as they relate to the administration of the server.









[bookmark: fm01lev1sec2] The Underlying Technologies

Just as it is possible for people with few programming skills to administer Apache or IIS, it is possible to competently administer WebLogic without being an expert Java developer. However, in order to make informed administrative decisions, it is a good idea to have a basic understanding of the technologies that the server is intended to support. This section introduces these technologies.

[bookmark: fm01lev2sec2] Java

The cornerstone of all WebLogic applications is the Java™ programming language. Java is an object-oriented programming language developed by Sun Microsystems. Java has become the de facto standard for modern software development for a number of very sound reasons.

	Implementations of Java are freely available for virtually all available computing platforms.

	These implementations support well thought-out extensions to the language such as AWT and Swing that define GUI and multimedia components to do just about anything. In fact, Java programming is not so much a matter of "developing objects" as it is of knowing where to locate existing objects that already do what you want.

	Finally, and perhaps most important: Java is the most portable programming language ever implemented. Traditional computer languages are translated from the source code written by the programmer into a binary language of operation codes and their operands that can be run directly by a machine, a process known as compilation. While it is possible to write source code that can be run on most machines, the binary version that is ultimately executed by the CPU is very platform specific.



Until Java came along, portability was a heavy limitation on the kinds of content that could be deployed over the Internet. Because there is no way for a Web server to know what sort of operating system its' client processes are running on, the Web server was unable to pass executable code to them�at least, not with any expectation that they might be able to run it.

Java code, by contrast, is not compiled into platform-specific binary executables. When you compile a Java application, the source code is translated into an intermediate form known as byte code. The byte code is in turn translated into machine-specific executable instructions by a second program, the Java Virtual Machine. Because all Java Virtual Machines read the same set of byte code, a server can deploy programs (known as "applets") with a much broader range of functionality than was previously possible.

All modern Web browsers are capable of executing Java byte code.

[bookmark: fm01lev2sec3] J2EE

The Java 2 Enterprise Edition is an extension of the Java 2 development platform intended to facilitate and standardize the development of distributed enterprise applications. The J2EE specification includes definitions of the following APIs that are of particular interest to us:


RMI/IIOP

JNDI

JDBC

JMS


[bookmark: fm01lev2sec4] JDBC

JDBC stands for Java DataBase Connect. It is an extension of the Java language designed to serve as a translator between a Java application and a database. JDBC extensions are available for every database implementaion of any significance, whether commercial (Oracle, Informix) or open-source (MySQL, Postgres). Frequently, the only interaction between the Application and third- or data tiers of your application will be via JDBC.

[bookmark: fm01lev2sec5] Java Servlets

Java Servlets, or JSPs, are analogous to the CGI programs of the early Web era. They are executable applications written in Java. They reside on the server side of a Web application and dynamically generate content (frequently HTML code) that can be interpreted and displayed by a client Web browser.

[bookmark: fm01lev2sec6] EJB

Enterprise JavaBeans, or EJBs, are a collection of Java classes that conform to Sun's published design specifications.

[bookmark: fm01lev3sec1] Entity Beans

Entity beans are maps to a database table that implement an object view of that table. Because they are an interface between the client and the underlying data store, they must always be stateful. The instantiated values of the bean must be synchronized with the underlying data store. Depending on whether this synchronization is handled by the container or the bean, entity beans are characterized as either container-managed persistence (CMPs) or bean-managed persistence (BMPs).

[bookmark: fm01lev3sec2] Session Beans

Session beans are an EJB associated with a particular client session. They are created with the client session and destroyed with it as well. Session beans are classified as stateful or stateless depending on whether or not they retain information about the state of the client process across invocations.

[bookmark: fm01lev2sec7] XML

The eXtensible Markup Language (XML) can be thought of as the next step in the evolution of HTML. Both HTML and XML are tools for defining information about information. If you are familiar with HTML, the open and close tags of an XML file will look familiar to you:


<OUTER>
<INNER>
Content.
</INNER>
</OUTER>


The difference is in the types of information that the tags define. The design of HTML addresses a single purpose�providing a shorthand for describing the content of Web pages. The possible tags under HTML are rigidly defined by a standards board.

As the name implies, XML is designed to be extended. The tags of an XML document may describe any kind of information. They are defined on an as-needed basis and thus in effect are infinite.

You may be saying to yourself, "That's all well and good, but having an infinite language is effectively the same as having no language at all." How does the machine know what to do with an XML document? Good question. The look, feel, and to a certain extent the use of an XML document are defined by a companion document called a stylesheet.

XML is of particular interest to WebLogic administrators in that the configuration of the WebLogic server is defined in an XML document. The administration console that you use for most of your WebLogic configuration is, in essence, a program for manipulating the XML configuration files.[1]
[bookmark: fm01fn01][1] Hand editing of XML configuration files is conceivable but strongly discouraged.


[bookmark: fm01lev2sec8] JNDI

The Java Naming and Directory Interface is a naming service. Its purpose is to associate human-readable text labels with computational resources found in the Java environment. As the name implies, JNDI is divided into two primary areas of functionality:

	Naming services
	This portion of JNDI allows developers to make classes accessible to the network by name.

	Directory services
	Directory services are functionally very similar to name services in that you look up some property in a tree structure. The difference is that you can associate more than just the name property with an object.




JNDI is used as a front end to one or more service providers. (See Figure I-1). A service provider can be any program for which a JNDI-compliant interface exists. In practice, it's usually one or more of the following:

[bookmark: fm01fig01]Figure I-1. JNDI in a WebLogic Environment

[image: graphics/infig01.gif]

	LDAP
	The Lightweight Directory Access protocol.

	RMI
	Remote Method Invocation, a collection of Java packages that enable you to call classes housed on one Java Virtual Machine from another JVM located across the network.

	NIS
	Network Information Service, a Unix-centric mechanism for storing information about users, groups, and other OS elements in a central repository. In recent years the use of NIS has dropped off sharply due to security concerns.

	WebLogic
	WebLogic relies heavily on JNDI for its own operations. Recall that clustered resources are accessed via JNDI. In addition, the left pane of the console is effectively a visual representation of the JNDI hierarchy.




WebLogic serves as the naming and directory manager. The naming and directory manager is responsible for requests for resources to the appropriate location in the tree and returning the results.

[bookmark: fm01lev2sec9] Context

Another term that you'll see cropping up frequently when JNDI is under discussion is context. A context is the actual run-time connection through which your application sends and receives JNDI data. Contexts are obtained by the application from a context factory. A context factory is a specialized element of JNDI that is responsible for creating client-server connections.

[bookmark: fm01lev2sec10] Implementation

You as the administrator don't have to worry much about how JNDI is implemented. However, just for illustration, I'll provide a brief description of the process here.

WebLogic has its own JNDI tree. Before any resource can be used, the developer must first obtain access to that tree and associate the object that will be used with it. This process is known as binding.

At run time, the application will be passing to the context factory information like the URL of the bound object it is attempting to access, perhaps a user name and password, and the protocols that the two programs will be using to communicate.

[bookmark: fm01lev2sec11] JNDI and Clustering

In order for a WebLogic cluster to function, each server in the cluster must be aware what resources exist on the other servers in the cluster. Each time a server joins a cluster, the cluster's JNDI tree is updated to include copies of the resources of the new server. The updated tree is then pushed out to each server in the cluster.

Obviously, a ubiquitous naming scheme will be of little value in situations where the object to which the name refers is no longer available. For this reason, it is recommended that mission-critical objects be deployed on multiple servers.

[bookmark: fm01lev2sec12] RMI

Remote Method Invocation is the Java mechanism for enabling processes running on one Java Virtual Machine to access objects from another JVM. Usually this access occurs across a network, though not necessarily. You can envision circumstances where JVM-1 accesses something from JVM-2 running on the same physical computer but in a different CPU. Actually, you can even have a JVM access its own methods via RMI. Not that you'd want to, mind, but it can be done.

RMI comes with Java, but WebLogic ships with an inhouse version that has been optimized for the WebLogic operating environment. In particular, weblogic.rmi has more efficient network calls to prevent performance drag during clustered object replication.

A feature of RMI is that at the implementation level, all procedure calls appear to be local. The client machine houses enough code for each method that the procedure appears to reside on the local machine. These code snippets, called stubs, are actually just a front end for RMI. (See Figure I-2.) They accept the parameters passed in my method calls and pass them across the RMI interface to the remote server. On the server side, the back ends of the stubs (called skeletons) analyze the parameters that were passed in and return any results across the network to the client.

[bookmark: fm01fig02]Figure I-2. Stubs and Skeletons

[image: graphics/infig02.gif]

In most cases you will be happier running the WebLogic RMI than the Java RMI. The WebLogic RMI has the following advantages:

	The WebLogic RMI is started automatically by the server.

	The Java RMI must be compiled by hand, but the WebLogic RMI automatically compiles at run time.

	The WebLogic RMI is optimized for network communications. All the RMI traffic is passed through a single socket connection, which eliminates a significant amount of network overhead.

	If, for whatever reason, a method that resides on the local server is called via RMI, the WebLogic RMI is bright enough to circumvent the stubs and skeletons and just call it as a local method. The Java RMI is not.











[bookmark: fm01lev1sec3] Introduction to BEA Concepts

This section is intended as a gentle introduction to the terms and concepts you will encounter when administering WebLogic.

[bookmark: fm01lev2sec13] Domain

In the language of WebLogic, a domain refers to a collection of one or more WebLogic servers managed as a unit. Regardless of the number of servers in a domain, exactly one of them must be acting as the Administration Server. All other servers in the domain are referred to as managed servers.

Multiple domains may exist on the same machine. Each domain is defined in a directory under the config directory in your WebLogic server installation. The name of the directory is the name of the domain. (See Figure I-3.)

[bookmark: fm01fig03]Figure I-3. WebLogic Server 7.x Administration Console

[image: graphics/infig03.jpg]

The BEA home directory is the home directory for all BEA software installed on your machine.

The install directory is the directory under which the WebLogic server has been installed. Typically, the install directory is a subdirectory of the BEA home directory. However, it is possible to put the install directory somewhere else. For instance WebLogic server version 6.1 SRH has an install directory of wlserver6.1. The general term install directory will be used interchangeably with the directory wlserver6.1 in the discussions.

[bookmark: fm01lev2sec14] config.xml

The domain's configuration is maintained in a configuration file config.xml located in the home directory of that domain.

A domain is described as active if an Administration server that controls its configuration file used that configuration file when it was started.

[bookmark: fm01lev2sec15] Administration Console

As I mentioned earlier, the Administration console is the resource you will utilize most often when administering WebLogic server. It is a Web-based application, accessible on both versions 6.x and 7.x by entering a URL like:


http://servermachine:7001/console


Of course, the word servermachine will need to be replaced by an actual server name or IP address. That will bring up either a screen like Figure I-3 for WebLogic Server versions 7.x.

Or, for versions 6.x, a screen with a different color scheme but largely similar functionality. (See Figure I-4.)

[bookmark: fm01fig04]Figure I-4. WebLogic Server 7.x Administration Console

[image: graphics/infig04.jpg]

Obviously, you can't get to the server console until your WebLogic server instance is installed. The installation process is discussed in detail in Chapter 2.

We note here several important things about the Administration console. First, it is broken up into left and right panes, separated by a horizontal divider positioned about one-third of the way across the screen. The content of the left pane will always be more or less the same, though the individual elements in the tree can be expanded and contracted. The content in the right pane is dependent on what was most recently clicked in the left pane.

The left pane consists largely of labeled icons that look like little file folders. In this book, when I use the term folder, I'm referring to the folder icons in the left pane of the administration console. Note also that the contents of the left pane are sometimes referred to as the tree, for the hierarchical nature of the organization.

[bookmark: fm01lev2sec16] Accessing Online Help

BEA provides pretty good how-to documentation that ships with WebLogic server. In particular, there are step-by-step instructions for most of the administrative tasks, and explanations of some of the data entry fields on the administration console. This help information can always be accessed by clicking on the question-mark icon to the left of a field in the right pane of the administration server console.

In WebLogic Server versions 6.x, the help screens were mostly just plain text. In WebLogic version 7 and above, the screens had more hypertext and, as an added bonus, frequently better quality documentation.









[bookmark: fm01lev1sec4] Conventions of This Book

This book is broken into chapters according to the administration technique or concept that is under discussion. For example, there is a chapter on installation, another on starting and stopping, another on clustering.

The success or failure of any given WebLogic configuration depends on the internal server configuration, the application code, the configuration of the underlying operating system, and the vagaries of the network support services. Given that, it is, in fact, impossible to say with absolute certainty that the examples presented herein will run on your particular machine. However, you have my solemn vow that I typed each and every one of them in and they worked for me.

[bookmark: fm01lev2sec17] Typographical Conventions

Example commands and directives are printed in bold type and centered:


Example Text


Important terms and concepts which occur in the flow of the text are set off by boldface type. Directory paths and file names which occur in the flow of the text are in Courier New typeface with bold type: /sample/directory or filename.

Because we will spend much of the book talking about networking concepts, it's probably worth explicitly defining my notation here.

	192.168.0.1:80
	Refers to IP port 80 on IP address 192.168.0.1.

	somedomain.com:7001
	Refers to IP port 7001 on somedomain.com.












[bookmark: fm01lev1sec5] Recap

This book's purpose is to give you the information necessary to intelligently administer WebLogic server. It's purpose is not to duplicate the online documentation provided with the WebLogic server distribution. WebLogic server is a J2EE-compliant server that makes use of the following APIs and technologies: JDBC, JNDI, RMI/IIOP, EJBs, and XML.
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[bookmark: ch01lev1sec1] Introduction

This chapter discusses the process of installing BEA WebLogic server. Installation of both 6.x and 7.x is covered. For version 6.x, the two methods of installing the BEA Weblogic server, command-line and GUI. At this writing, no non-GUI installations are possible with version 7.x.

[bookmark: ch01lev2sec1] Command Line vs. GUI

Because most WebLogic administration is done through a Web browser, administering a server installed on an NT platform is more or less identical to administering one on a Windows platform. The main exception occurs during the installation process.

Because the various versions of Windows are so dramatically different from the various versions of Unix,[1] you will not be surprised to learn that there are significant differences in the methods of installation. Generally speaking, installation on a Windows platform is much more graphical than installation on a Unix platform. However, exceptions do exist�there is a fine GUI installation available for Unix versions that can run a Java console. Therefore, for purposes of precision I will speak of "GUI-based installations" and "Command-line Installations" rather than of "Unix" and "Windows" installations, although as a practical matter the two sets of terms are almost interchangable.
[bookmark: ch01fn01][1] Note that I'm using the word "Unix" here in the broadest possible sense, encompassing HP-UX, AIX, Linux, Sun, and virtually every other operating system ending in "x."










[bookmark: ch01lev1sec2] Platform Issues

In this section we will be discussing version 6.1 of the WebLogic server. Two variations of version 6.1 are available.

The first variation takes advantage of the J2EE version 1.3 features. In the absence of a pressing argument to the contrary, this is the version you will probably want to install. However, for licensing reasons having little to do with WebLogic, the company is also compelled to provide a version certified to run on J2EE version 1.2. It is the same software, with the obvious exception that those features that rely on J2EE 1.3[2] have been disabled. My recommendation is to start with the J2EE 1.3 compatible version and treat the other as a fallback.
[bookmark: ch01fn02][2] Specifically including Enterprise JavaBeans 2.0, Java Server Pages 1.2, Servlet 2.3, and J2EE Connector Architecture 1.0.


[bookmark: ch01lev2sec2] Operating System

Certified versions of WebLogic Server are available for virtually all the major operating systems, including:

	Unix

	AIX
	Sun

	HP-UX
	Red Hat Linux

	SCO Unixware
	Caldera OpenUNIX 8.0

	AS/400
	 
	Windows

	Windows 2000 Pro.
	Windows NT 4.0




The sheer number of operating systems for which WebLogic is available is testimony to the portability of Java code. Recall that WebLogic is a 100% Java application and thus is run by the nominally platform-independent Java Virtual Machine rather than by a platform-specific compiler. Historically, porting to such a dizzying variety of operating systems was possible only through heroic efforts on the part of the software development staff.

A complete list of supported platforms is available from:


http://e-docs.bea.com/wls/platforms/index.html


[bookmark: ch01lev2sec3] Hardware Requirements

Again, WebLogic can be run on virtually any hardware platform. Note, however, that the server will need to meet certain minimum requirements in terms of RAM and disk space:

	Windows

	171 MB free disk space

	128 MB RAM

	Unix

	210 MB free disk space

	128 MB RAM




[bookmark: ch01lev2sec4] Other Requirements

As implied earlier, you will need to obtain Java 1.2 or 1.3.1, depending on which version of WebLogic you plan to install. Java is freely available for download from


http://java.sun.com


In order to run the Administration console, you will need a relatively modern Web browser�Netscape 4.7x or Internet Explorer versions 5 and above will suffice.









[bookmark: ch01lev1sec3] Version 6.x GUI Installation

GUI installation is the preferred method for installing WebLogic on all Windows platforms and those graphic-based Unix systems that support a Java console. The illustrations in this section were taken from a Windows machine, but they are functionally identical to the equivalent screens on Unix.

If you wish to install the WebLogic server as a Windows service, you will need to be logged in as the Administrator user.

[bookmark: ch01lev2sec5] Obtaining the Software

Thirty-day evaluation copies of the WebLogic server are available for free from the BEA Web site. If you are installing an evaluation copy, you will first need to download it from


http://commerce.beasys.com/downloads/weblogic_server.jsp


The file is approximately 75 MB in size, so it is best to do the download over a fast Internet connection. If that isn't possible, BEA systems provides a utility to enable you to download the file in increments.

Like the professional copy, the evaluation version is self-installing. Double-click on the downloaded package to start the installation process. After a certain amount of unpacking and autoextraction, you will be presented with the screen shown in Figure 1-1.

[bookmark: ch01fig01]Figure 1-1. Splash Screen

[image: graphics/01fig01.jpg]

For anything other than evaluation use you will need to purchase the software�contact BEA systems for details on price. The software is shipped on CD-ROM. Insert the disk in the drive and click on install.exe.

[bookmark: ch01lev2sec6] License

As you might expect, the installation process involves clicking your acquiescence to a long and enthusiastically polysyllabic licensing agreement. I'm hesitant to offer any sort of opinion about the license because a) I never went to law school and b) I haven't actually read it; however, I will go so far as to say the installation will abort if you don't click "Yes." For a more refined analysis of the privileges and risks detailed therein you might consult an attorney.

[bookmark: ch01lev2sec7] Choose Install Set

On the Install Set screen (see Figure 1-2) you are presented with your first real choice. In addition to the WebLogic default server, the installation also comes with a sample application. If you haven't seen the example application (Pet Store) before, you can learn a lot by playing around with it. Choose "Server With Examples" on the Choose Install Set screen.

[bookmark: ch01fig02]Figure 1-2. Choose Install Set Screen

[image: graphics/01fig02.gif]

If you think you've learned all you can from the example application, you might as well skip it and save the space. Choose "Server Only" at the Choose Install Set screen.

[bookmark: ch01lev2sec8] BEA Home Directory

In the next screen (Figure 1-3) you are prompted to choose a BEA home directory. Note that this directory is not necessarily used exclusively by WebLogic. Other BEA products installed on the same machine may refer to the files stored therein.

[bookmark: ch01fig03]Figure 1-3. BEA Home Directory

[image: graphics/01fig03.gif]

It serves as a home for the following key files and directories:

	jdk1.3.1 directory
	The home directory for the Java development kit provided with the distribution

	license.bea
	An XML document containing the license keys for the BEA products installed on your system

	logs directory
	Holds a file containing a history of installation and uninstallation of BEA products on your system

	registry.xml
	An XML document containing version information, home directory, and service pack level for all BEA products installed on your system

	UpdateLicens.cmd
	An executable[3] used to update the XML license file

	utils
	Contains WebLogic Server utilities



[bookmark: ch01tn01][3] Either a command file (Windows) or shell script (Unix).


By default, the BEA home directory is C:\bea. For most purposes that is probably fine, although if you want to change it to accommodate space limitations on a multiple-drive machine or perhaps boost performance by locating the directory on a striped drive set, feel free to do so.

Note also that if you already have other BEA products installed on this machine, you should choose the "Use Existing BEA Home" option and input the appropriate path. Though it is possible to create multiple BEA home directories on the same machine, the code was written under the assumption that there would be a single BEA home directory. As with all software, it is best to indulge WebLogic's underlying prejudices whenever possible�doing otherwise invites trouble.

[bookmark: ch01lev2sec9] Product Directory

The product directory is distinct from the BEA home directory in that it contains files specific to the WebLogic server, not files used by all BEA products. Again, the exact location of this directory is user-definable, though the default value (C:\bea\wlserver6.1) should be fine for most purposes.

[bookmark: ch01lev2sec10] Default Server Configuration

Next we come to the Default Server Configuration screen. (See Figure 1-4.)

[bookmark: ch01fig04]Figure 1-4. Default Server Configuration

[image: graphics/01fig04.gif]

This is the first screen that requires a certain amount of administrative planning. As you can see, it requests four pieces of information: WebLogic Admin Domain Name, Server Name, Listen Port, and SSL Listen Port.

The WebLogic Admin Domain Name is distinct from other domain names you may have encountered�in particular, it is not the same as your Windows domain or your DNS domain. We will discuss the concept of WebLogic domain in detail later. For now, it is sufficient to say that a WebLogic domain is a set of one or more WebLogic servers grouped together for administrative purposes.

If this is the first installation of WebLogic at your site, it's a good idea to accept the default configuration information on this screen. The files associated with the default domain are occasionally referred to when configuring other domains, and it's good practice to keep them in the same location as every other WebLogic administrator.

If this is not the first installation of WebLogic at your site, you may choose any name you think is appropriate. If you already have one or more WebLogic domains to which you wish to add this server, you can do so by typing in the domain name at this point. If you don't want to preserve the default domain and you don't want to join an existing domain, it's fine to simply type in a new domain name.

The Server Name is the name of the WebLogic server instance you are installing. As with "domain name," note that this is distinct from the concept of "server name" as applied to the operating system. That is, you may have a BEA Weblogic server with the name "Server1" running on a Windows NT machine that thinks of itself as "Bob."

The Listen Port is the TCP/IP port which the server will monitor for unencrypted incoming requests.[4] While it is possible to change this value, in most circumstances it is best not to. The success of TCP/IP connections depends on both sides of the connection (the client and the server) agreeing in advance which port they will use to communicate. If you change the default port in this location, you must be careful to change it on each client that you expect to connect to this machine, otherwise the connection will fail.
[bookmark: ch01fn03][4] The concept of TCP/IP ports was discussed in the "Basic Concepts" section of the Introduction.


The Secure (SSL) Listen Port is the TCP/IP via which the server monitors for encrypted communication. As with the Listen Port, it is best not to change this value unless absolutely necessary.

[bookmark: ch01lev2sec11] Windows Service

On Windows NT/2000 installations, you have the option of installing WebLogic server as a Windows NT service, as opposed to a plain old application accessible via the "Start" button. The significance of this choice is that if installed as a service, WebLogic may be configured to start up when the server is rebooted and run without human intervention.

If it is not installed as a service, you must manually start the program each time the server reboots, just as you might with MS-Word or some other application. In production environments, it is always preferable to install WebLogic as a service.

[bookmark: ch01lev2sec12] Create System Password

The last interactive screen of the installation process is the Create System Password screen. In this one you are prompted to create a password for the system user. As with all passwords, this should ideally be some alphanumeric combination that is memorable but not a regular English word, a pet's name, or a character in "The X-Files."

Type in the password, confirm it, and click the "Install" button to begin the installation process. In the absence of catastrophe, you will shortly be presented with a screen like the one in Figure 1-5.

[bookmark: ch01fig05]Figure 1-5. Install Complete

[image: graphics/01fig05.gif]

Click the "Done" button to complete the installation.

When the installation has been completed, you should take a second and make a copy of the default domain configuration and store it in a safe place. If at some later point you corrupt the XML configuration files on your server, this information can be used to restore WebLogic to a startable state.

[bookmark: ch01lev2sec13] Uninstallation

Note that you cannot install WebLogic server version 6.x over a previous installation of 6.x�you must uninstall the existing version first.

Those of you unfamiliar with Windows administration may be tempted to simply delete the BEA Home or Product directories. This is a bad idea�among other things, it will confuse the operating system. Instead, you should use the uninstall mechanism provided by the system.

This is done by clicking Start > Settings > Control Panel > Add/Remove Programs. You will see a screen like Figure 1-6. Click on the WebLogic Server entry to highlight it (as shown) and then click Add/Remove. The uninstaller will be invoked and the removal will begin.

[bookmark: ch01fig06]Figure 1-6. Add/Remove Programs Screen

[image: graphics/01fig06.jpg]

The uninstall process removes the executable part of WebLogic from your system, not the application files that you may have created after the installation. Note also that records of the installation still remain in the logs and XML files of the BEA Home directory. This is normal and expected.









[bookmark: ch01lev1sec4] Command-Line Installation

Installation from the command line is conceptually very similar to the GUI installation but perhaps not quite so colorful. The main difference is in the method of invocation�rather than double-clicking on an icon, you kick off the install with a command line.

[bookmark: ch01lev2sec14] Preparation

At about 64-MB the download is smaller than the Windows version but still pretty hefty. Either obtain the .zip file containing the evaluation copy from the BEA Web site or purchase a licensed CD-ROM.

Make sure that the /bin directory of your Java Development Kit is included in your $PATH variable:


export $PATH=/path/to/JDK/bin:$PATH


[bookmark: ch01lev2sec15] Installation

Go to the directory where the .zip file is located, either on your mounted CD-ROM or in the directory where you saved the download. Installation is started with a command like the following:


java -cp weblogic610sp1_generic.zip install -i console


This kicks off a text-based installation, as shown below in Figure 1-7.

[bookmark: ch01fig07]Figure 1-7. Unix Installation

[image: graphics/01fig07.gif]

The actual information that you type in is just the same as that described in the section above. For an explanation of such prompts as:


Locale

License

Server-and-Examples vs. Server-Only

Domain Name

Server Name

Listen Port

SSL Listen Port

Password


please refer to the discussion in the section titled "GUI Installation," above.

[bookmark: ch01lev2sec16] Navigation

The most significant difference is in the method you use to navigate between the screens and input information. The following list is a reference for the applicable hot-keys and commands:

	<Enter>
	Accept the default value

	<some number>
	Specify a choice to be modified

	next
	Advance to the next screen

	previous, back
	Retreat to the previous screen

	quit
	Exit the installation




[bookmark: ch01lev2sec17] Unix Uninstall

As with the Windows installation, an uninstall mechanism has been provided. Unlike Windows, it is possible to perform an effective uninstallation by deleting the installed directories. However, it is safer and better form to use the uninstall script.

This script is found in the uninstaller directory located under the Product Home directory. To uninstall, cd to the uninstaller directory and type in a command like the following:


sh uninstall -i console


As with the windows install, you should create a backup copy of the default domain:


tar -cvf mydomain.tar /path/to/mydomain










[bookmark: ch01lev1sec5] Version 7.x GUI Installation

Installation of WebLogic version 7.x is similar, but not identical, to the installation process under version 6.x. Generally speaking, version 7 gives you fewer and less technical decisions to make at install time. Note also that version 7.x does not, at this writing, have a text based installation available.

The first screen, presented here for reference only, requires no decisions on your part (see Figure 1-8). Simply click next to move on.

[bookmark: ch01fig08]Figure 1-8. WebLogic Platform Installer, v7.x

[image: graphics/01fig08.jpg]

The second screen (Figure 1-9) shouldn't present any major decision-making problems either. If you don't like the terms of the license, WebLogic will not install

[bookmark: ch01fig09]Figure 1-9. BEA License Agreement

[image: graphics/01fig09.gif]

The BEA Home directory (Figure 1-10) is the home directory for all BEA products on your system. If you already have one or more BEA products installed, click the Browse button and tell the installer where on your system the previous products are installed.

[bookmark: ch01fig10]Figure 1-10. BEA Home Directory

[image: graphics/01fig10.gif]

If not, you can probably choose the default location. Note that if you are installing on a system with multiple SCSI drives, you should locate the BEA home directory on a different drive than the operating system or any databases you may have. Because SCSI hardware performs some of its own I/O computations, you can increase long-term performance with a judicious placement of software. For example, if WebLogic server and the database each have their own dedicated disk, you will see shorter wait times.

The product directory (Figure 1-11) is the home directory of the particular BEA product. In this case, that will be WebLogic server 7.x, as opposed to another BEA product, such as Tuxedo. In almost all cases it will be perfectly satisfactory to place the product directory under the BEA home directory.

[bookmark: ch01fig11]Figure 1-11. Platform Installer

[image: graphics/01fig11.gif]

The Domain directory (Figure 1-12) is the directory under which most of your site-specific configuration will take place.

[bookmark: ch01fig12]Figure 1-12. Domain Directory

[image: graphics/01fig12.gif]

As with versions 6.x, when installing on a Microsoft Windows platform, it is preferable to install WebLogic as a Windows service. When installed this way, WebLogic server can be configured to start when the server is booted. The other installation method, installation as a regular application, does not share this advantage (see Figure 1-13).

[bookmark: ch01fig13]Figure 1-13. Windows Service

[image: graphics/01fig13.gif]

The last after you've chosen whether or not to install WebLogic as a windows service, click the "Next" button. A new screen (not shown) containing a progress bar will be displayed, and the installation will begin.









[bookmark: ch01lev1sec6] Recap

In this chapter you learned about the hardware and software requirements for installing WebLogic server. The installation process is generally pretty painless. It involves a little patience and a couple of not-very-difficult administrative decisions. WebLogic Server v.6.x may be installed via either GUI (preferable on Windows systems) or command line (commonly associated with Unix) methods. At this writing, WebLogic Server 7.x installations are always GUI-based.
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[bookmark: ch02lev1sec1] Introduction

This chapter discusses various techniques for starting and stopping your WebLogic server, perhaps in greater detail than you're ready for at this point. If you're reading this book in sequence, what you have at this point is a basic installation, possibly including the Pet Store example that comes with the server. You are undoubtedly eager to get started, and that's why I'm putting this chapter here. There are some fairly simple techniques that will enable you to get your server up and running quickly, so that you can have an actual window to look at while reading the discussion in subsequent chapters, as well as something to play with.

However, once you're past the new-toy stage, the configuration of the server for production environments is a fairly intricate set of tasks.

WebLogic is typically started with a set of scripts. The default installation provides templates, but before they will work you need to modify them to fit your environment. The exact nature of the modifications depends on whether the server in question is an Administration server or a Managed server.

[bookmark: ch02lev2sec1] Administration vs. Managed Servers

A WebLogic server instance may be started as either an Administration server or a Managed server. Exactly one of the servers in a particular domain should be an Administration server. Managed servers are distinguished from Administration servers by the command-line options given to the server when it is started.

If a single server is started, it must be the Administration server. All Managed servers request configuration information from an Administration server when they are started.

[bookmark: ch02lev2sec2] Node Manager

If you have multiple servers running on separate machines (as in a network), the Administration server instance can have no direct control over the CPU on which the Managed server is running. If you have more than one or two servers in your installations this will quickly become inconvenient.

WebLogic ships with a separate program, called the Node Manager, that can be installed on the Managed servers. Node Manager monitors the network for instructions from the Administration server. Upon receiving instructions, it starts and stops the Managed servers as appropriate. This chapter also covers the configuration of the Node Manager.









[bookmark: ch02lev1sec2] Windows Application Start

Depending on the choices you made during the installation process, there are three methods of starting the server:

	Windows application start

	Windows service start

	Command-line start



If you installed on Windows but chose not to make WebLogic a Windows service, this is the method for you. In this case, WebLogic is started just like any other Windows application.


Start
        Programs
              BEA WebLogic E-Business Platform
                   WebLogic Server 6.1
                        Start Default Server


This should bring up a DOS-esque screen like that in Figure 2-1. Note that at this point you will be prompted for a password.

[bookmark: ch02fig01]Figure 2-1. Windows Start

[image: graphics/02fig01.gif]

The password that it's looking for is, of course, the password you typed in during the installation process.

If during this process you encounter an error like "Unable to create a server socket for port 7001," this almost certainly means that another instance of WebLogic server is already running on your machine, perhaps as a Windows service. Test this hypothesis by starting the Default Console, which is also available under the Windows Start menu. This may be what you want; if not, stop the BEA service, either using your administration console or, if all else fails, through the Task Manager.[1] Alternatively, it's not absolutely out of the question that some other service has claimed that port, though that is pretty unlikely.
[bookmark: ch02fn01][1] Task Manager is invoked with the <Ctrl>+<Alt>+<Del> key combination.


Finally, you should also be aware that if WebLogic is started as a Windows application, it will run only as long as the window in which it was invoked remains open. In a production environment this is a bad thing�so, once again, this method is strongly discouraged for anything other than testing purposes.

[bookmark: ch02lev2sec3] config.xml.booted

The config.xml.booted file is a backup of the last configuration file that was successfully started. This file can be used as a backup in the event that the config.xml file is corrupted badly enough that the server is unable to boot.









[bookmark: ch02lev1sec3] Windows Service Start

As we discussed in Chapter 1, the preferred method for running WebLogic in a Windows environment is as a service. If you chose to install WebLogic as a service, it should always be started and stopped through the Services application in the Control Panel. (See Figure 2-2.)

[bookmark: ch02fig02]Figure 2-2. Windows Service Panel
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Note that the name of the service is the server name that you provided during the install process ("d1server1" in Figure 2-2) rather than "BEA WebLogic" or some variation thereof. This is done so that you can control multiple servers running on the same machine individually.

[bookmark: ch02lev2sec4] Installation

The distribution comes with a script that can be used to install WebLogic as a Windows service. In most cases the script will run without any modifications. To install WebLogic as a Windows NT service, locate and run the script:


installNTService.cmd


Windows will use the script startWebLogic.cmd to bring the service up. If you need to add, remove, or change any command-line options, do so in that script. (The scripted start is discussed in more detail in the next section.)

[bookmark: ch02lev2sec5] Passwords

Note that by default the installNTService script will use the system password that you entered when you installed the server. The installNTService script is created at the time WebLogic is installed. There is no mechanism for automatically updating passwords in the script or in Windows if/when they are changed in WebLogic. Lamentably, this means that if you change the password after the Windows service is installed, you will first have to uninstall the service. Take comfort in the knowledge that an uninstall script is provided for that purpose:


uninstallNTService.cmd


To change the password, edit the installNTService script and add the following to the end of the install command line, just after -cmdline:%CMDLINE%:


-password:"yourpassword"


Finally, rerun the installNTService script to reinstall with the new password.

[bookmark: ch02lev2sec6] beasvc.exe

If you examine the install and uninstall scripts mentioned above, you'll notice that the heart of each is an executable program that we've not yet talked about, beasvc.exe. The beasvc.exe program is provided to serve as an interface between WebLogic and the Windows operating system�it installs and uninstalls WebLogic as a Windows service.

As the .exe extension implies, it is a standalone executable, not a Java program. By default it is installed in the bin directory under wlserver6.1. To run it, simply call it with the absolute path:


C:\bea\wlserver6.1\bin\beasvc.exe


It has eight command-line options:

	-help
	Display a usage message.

	-svcname:<name>
	Specify the name by which the windows service will be known. In a one-server installation this can be something generic, like "wlserver." However, if you are planning to install more than one server instance on the Windows machine, now is your chance to choose a meaningful name by which the WebLogic servers can be distinguished.

	-install
	Install the service specified with -svcname.

	-remove
	Uninstall the service specified with -svcname.

	-cmdline:"Java options"

Use a quoted string to specify the list of parameters that Windows will pass to Java when invoking WebLogic server.

	-javahome:"/java/home/directory"

Use a quoted string to specify the Java home directory on this machine.

	-execdir:"/weblogic/server/home"

Use a quoted string to specify the path to the WebLogic server home directory.

	-extrapath:
	Use a quoted string to specify parameters that you need to have prepended to the path.












[bookmark: ch02lev1sec4] Scripted Start

Unix/Linux installations do not provide a GUI application for starting WebLogic. Instead, two scripts are provided in a directory called "config" under the directory that you specified in the installation as the home directory for WebLogic. In my particular case, that is


/BEA/wlserver6.1/config/mydomain


The scripts are:

	startWebLogic.sh
	Start WebLogic as an administration server.

	startManagedWebLogic.sh
	Start WebLogic as a managed server.




There's nothing particularly exotic about these scripts. First they set a bunch of environment variables that describe the location of Java and BEA products on your system. These include:

	JAVA_HOME
	The home directory of the Java installation on your server.

	WL_HOME
	The home directory of the WebLogic installation on your server.




Both of those are fairly self-explanatory. One slight caveat is that if you have multiple Java instances in your environment, the JAVA_HOME variable should always point to the home directory of the Java development kit that BEA used during the installation. Depending on your platform, you may also see environment variables corresponding to the location of shared library files.

[bookmark: ch02lev2sec7] WLS_PW

Perhaps the most interesting environment variable is WLS_PW. If set, this contains the password that is normally typed in by hand when the server is started. By default, it is left blank. When set, you can perform a totally automated startup of the server when the host machine is rebooted. This must be balanced against the security risk of storing an unencrypted password on your system.

[bookmark: ch02lev2sec8] Java Command Line

The heart of the script is, of course, the Java command line that starts WebLogic server. The exact appearance of this command line varies slightly depending on your platform, but the one below, which starts an administration server on a Windows-NT platform, is illustrative:


%JAVA_HOME%\bin\java" -hotspot -ms64m -mx64m
   -classpath "%CLASSPATH%"
   -Dweblogic.Domain=PH-domain
   -Dweblogic.Name=NT4-server "-Dbea.home=C:\bea"
   -Dweblogic.management.password=%WLS_PW%
   -Dweblogic.ProductionModeEnabled=%STARTMODE%
   "-Djava.security.policy=
      =C:\bea\wlserver6.1/lib/weblogic.policy"
   weblogic.Server


If, as in the case of new installations, the server you are starting is the only one in the domain, it must be started as an Administration server. If you are configuring a new server installation that you plan to add to a domain as a Managed server, it is permissible to start it as a Managed server to do the initial configuration.

The script for starting a Managed server is very similar. Again we see environment variables set for the Java class path, the home directory for WebLogic server, and the (possibly distinct) BEA home directory. The main difference between the Managed server startup script and the Administration server startup script is in the Java command line that actually starts the server.

The command-line options are discussed in more detail below. For the moment, just notice that the Managed server instance is started with a parameter (printed in bold) telling it where to find the Administration server that will be its boss.


java $JAVA_OPTIONS
   -classpath $CLASSPATH
  -Dweblogic.Domain=PH-domain
  -Dweblogic.Name=$SERVER_NAME
  -Dweblogic.management.server=$ADMIN_URL
  -Dbea.home=/home/bea
  -Dweblogic.management.password=$WLS_PW
  -Dweblogic.ProductionModeEnabled=$STARTMODE
  -Djava.security.policy=
     =$WL_HOME/lib/weblogic.policy
   weblogic.Server


If there is an Administration server already running in that domain, the server must be started as a Managed server.

The scripts will prompt you for a password before they start the server, unless you have configured the WLS_PW variable in the script. Once the server is started, you access the console by pointing your browser to the following URI:

http://127.0.0.1:7001/console









[bookmark: ch02lev1sec5] Command-Line Start

WebLogic server is a Java application and, like all Java applications, it can be started by passing the class definition as a parameter to the Java command. However, as shown in this section, the number of options required for even a basic start is lengthy enough that you will want to create a shell script containing the options you desire.

The basic format is, of course,


java -classpath $CLASSPATH weblogic.Server


where the $CLASSPATH is as appropriate for your machine. Note, however, that it must contain the weblogic.jar and weblogic_sp.jar archive files. To get any work done, you will also need to specify (at a minimum) the domain and server name. A complete list of possible command-line WebLogic server options follows. Note that the application options can also be passed at start time.


-Dweblogic.Domain=<domain>



Specify the name of the WebLogic domain that the server it to join. Note that this is "domain" in the WebLogic context, not (necessarily) the Internet context.



-Dbea.home=<path>



The <path> parameter is an absolute path to the BEA home directory on your system.



-Dweblogic.ListenAddress=<host>



This is the IP address or fully qualified domain name that the server monitors for incoming client requests.



-Dweblogic.management.password=<password>



If you want to automate the server start process to the extent that no human has to do any typing before the server will start, you can use this option. Be advised that storing your passwords in unencrypted form, as this option requires, is a security hole.



-Dweblogic.pkpassword=<pkpassword>



When starting servers that utilize the Secure Socket Layer protocol, you may need to pass in a password for the server to use to decrypt the file containing the private key.



-Dweblogic.Name=<servername>



A server name must be provided.



-Dweblogic.RootDirectory=<path>



The <path> parameter is an absolute path to the root directory of WebLogic server on your system. In the case of WebLogic server 6.1, this defaults to the wlserver6.1 directory under BEA home.



-Dweblogic.security.SSL.HostnameVerifier=<class>



Use this option to pass in the location of a class that performs the host-name verification.



-Dweblogic.security.SSL.ignoreHostNameVerification=true



Sometimes, in order to get any work done, you have to live with some insecurity. The option above tells WebLogic to permit connections even when the host name of the client is of dubious authenticity.



-Dweblogic.security.SSL.sessionCache.size=<bytes>



Sets an upper limit on the size of the SSL session cache.



-Dweblogic.security.SSL.sessionCache.ttl=<seconds>



Sets an upper limit on the number of seconds a session cache can remain on the server.










[bookmark: ch02lev1sec6] Remote Start

As we have seen, WebLogic can be started on a local machine in a variety of ways. However, in a multiserver environment it would quickly become cumbersome if you were forced to start and stop each server individually. WebLogic is designed to be administered from a central location�the Administration server. On a running cluster, the Administration server does its work by communicating with Managed server processes on the remote machines.

But what about situations where the Administration server is running, but the Managed servers are not? There are two problems to overcome. First, for obvious reasons, network operating systems have some very deep-seated reservations about starting and stopping programs based solely on instructions from outsiders. The solution to this is to have some program on the Managed server monitoring a port for a startup instruction from the Administration server. The second problem is that you don't necessarily want to keep a full server instance running at all times.

[bookmark: ch02lev2sec9] Node Manager

Owing to those and other design considerations, BEA provides a program called Node Manager with all its WebLogic distributions. Node Manager is not another name for WebLogic server. It is an entirely separate program whose job is to monitor a network port for instructions from the Administration server and start and stop WebLogic based on those instructions. (See Figure 2-3.)

[bookmark: ch02fig03]Figure 2-3. Managed Server Start with Node Manager

[image: graphics/02fig03.gif]

Node Manager functions very much like a Unix daemon in that it monitors an IP address and port for requests coming in across the network.[2] By default, the port it listens on is 5555, not 7001 (see Figure 2-3). Both the port and the IP address Node Manager monitors are configurable. Upon receipt of a request from the Server Console, it will attempt to either start or stop WebLogic on the remote machine, as appropriate. Regardless of the number of servers on a particular machine, only one instance of node manager needs to be running.
[bookmark: ch02fn02][2] It fails to qualify for daemon-hood on a couple of technicalities.


This section discusses the configuration, installation, and use of the Node Manager utility. Configuration is accomplished using environment variables and command line arguments. The command-line arguments in the examples below may either be typed in the Java command line used to start Node Manager or incorporated into the script with which you start Node Manager.

To get the most value out of Node Manager, you will want to configure it so that it is started automatically by the host operating system at boot time.

[bookmark: ch02lev2sec10] Environment Variables

Node Manager needs to be made aware of the locations of both Java and WebLogic in the directory tree. This is accomplished by setting environment variables. The exact values you need to set are system-specific. Typical examples are provided below:

	For Windows:
	JAVA_HOME is the home directory of the Java installation used by WebLogic. For example


set JAVA_HOME=C:\bea\jdk131


WL_HOME is the home directory of the WebLogic installation you're trying to use WebLogic to start.


set WL_HOME=C:\bea\wlserver6.1


PATH is the list of directories that will be searched for WebLogic executables and Java classes.


set PATH=%WL_HOME%\bin;%JAVA_HOME%\bin;%PATH%


	For Unix:
	WL_HOME is the home directory of the WebLogic installation that you're trying to use Node Manager to start. It should have been set when you installed WebLogic.


$WL_HOME=/BEA/wlserver6.1


PATH is a variable containing a list of directories to be searched by the operating system when it is attempting to execute a program. It should include both the /bin directory under the WebLogic installation and the /bin directory under the $JAVA_HOME directory.


PATH=$WL_HOME/bin:$JAVA_HOME/jre/bin:$JAVA_HOME/bin:$PATH


In addition, you need to set the environment variables pointing to the Unix libraries used by WebLogic. This path is slightly different for each variation of Unix, but should always be found in the /lib directory under the $WL_HOME directory. For Linux, we have:


export SHLIB_PATH=$SHLIB_PATH:$WL_HOME/lib/linux/i686





[bookmark: ch02lev2sec11] Basic Starts

As with any Java program, you can, of course, start Node Manager from the command line. However, the number of options involved in a typical start will quickly make that tedious. For that reason, your WebLogic installation comes with a scipt you can use to start NodeManager. It is found in the /config directory under WebLogic Home. For Windows, the script is


startNodeManager.cmd


For Unix, it is


startNodeManager.sh


Starting Node Manager via script is usually preferable to starting it by hand from the command line. However, in both cases you have to tell the default script what IP address to monitor before it will do anything.

This is accomplished with the listenAddress command-line option. Add the following to the start command[3] found within that script to tell Node Manager which IP address to monitor:
[bookmark: ch02fn03][3] If you're not comfortable with programming jargon, this is going to be the line in the startNodeManager script that starts with "java" and ends with "weblogic.nodemanager.NodeManager."



-Dweblogic.nodemanager.listenAddress=192.168.100.1


On that IP address the default port monitored is 5555. You can change it as follows:


-Dweblogic.nodemanager.listenPort=5555


As mentioned earlier, it is also possible to start Node Manager from the command line. Your CLASSPATH variable must be set so that Java can find the classes, but otherwise Node Manager is invoked just like any other program:


java weblogic.nodemanager.NodeManager


The node manager will need to know the BEA home directory:


-Dbea.home=/bea/home/directory


[bookmark: ch02lev2sec12] SSL

Node Manager uses the Secure Socket Layer (SSL) to encrypt all communication between it and the Administration server. In order to communicate via SSL,[4] Node Manager needs to know two things: where the certificate files are stored, and whether they are of type RSA or DSA. To specify the location of the certificate, start Node Manager with the following option.
[bookmark: ch02fn04][4] Basics of the Secure Socket Layer are provided in the Introduction.



-Dweblogic.nodemanager.certificateFile=/path/to/file


The default type of the certificate is RSA. If you wish to use a DSA certificate, you should tell Node Manager about it with the following parameter:


-Dweblogic.nodemanager.certificateType=DSA


The trusted authority that is used to validate the certificate you are using should also be specified in a file on the local machine. The trusted authority is the third party that client machines refer to when validating the certificate.


-Dweblogic.nodemanager.trustedCerts=/path/to/authority


Finally, you may wish to provide the pass phrase for accessing your encrypted private key. It is permissible to do so, though you should take into account the security risks inherent in storing a pass phrase in an unencrypted file:


-Dweblogic.nodemanager.certificatePassword=1mn0tsaf3


[bookmark: ch02lev2sec13] Logging

Normally, when you start up or shut down a server you can expect to see a certain amount of message traffic displayed to the screen. Node Manager intercepts these messages and saves them in a log file. These files are created and named automatically; however, you can specify the directory in which they are stored with the savedLogsDirectory option:


-Dweblogic.nodemanager.savedLogsDirectory=/path/to/directory


[bookmark: ch02lev2sec14] Installing Node Manager

It is best to configure the host operating system to start Node Manager when the system is booted�if not, all you've done is push the who-starts-the-remote-service problem back one step. On Unix machines this is usually accomplished by invoking the startNodeManager.sh script when you enter your target run level. You might also consider writing a cron script that checks every so often to see if Node Manager is running and starts it if it is not.

In Windows environments, you will instead be starting Node Manager as a Windows service. This is accomplished as follows:

[bookmark: ch02pr01]
	Locate the installNtService.cmd script that was included with your installation and copy it to installNmNtService.cmd


	Edit the script and make the following changes:

	Change the startup class from weblogic.Server to weblogic.nodemanager.NodeManager.

	Add command-line options appropriate for your system.

	Change the -svcname to something appropriate for Node Manager.



	After you've made the changes, you can install Node Manager as an NT service by running the script.










[bookmark: ch02lev1sec7] Stopping the Server

Stopping a running server is considerably less complicated that starting it in the first place. The exact method you use depends largely on how the server was started. By design, the most common method of stopping a WebLogic server is from the console of the Administration server that controls it�that is, either its own Administration console or, in the case of Managed servers, from the console of the Administration server.

[bookmark: ch02lev2sec15] Console

To stop a server from the Administration console that controls it, right-click on the server instance you want to stop and select "Stop this Server" from the pop-up list. This method works for both Administration and Managed servers.

[bookmark: ch02lev2sec16] Windows Stop

If you started WebLogic as a Windows application, you can of course stop it by closing the application window in which it is running. This is not the preferred method, however. If possible, you should try to stop it from the Administration console as described above.

[bookmark: ch02lev2sec17] Windows Service

If your WebLogic server has been installed as a Windows service, you should stop it using the tools provided by Windows for working with services. Depending on the version of Windows you are using, this should be something like the following:


Start
         Settings
                Control Panel
                       Services
                              <Click on the service you want to stop>
                                     Stop










[bookmark: ch02lev1sec8] Recap

In this chapter we have covered the various means of starting and stopping WebLogic server. In the Windows environment, you have two choices: application start (as from the Start menu) and Service start. Starting WebLogic as a Windows service is preferable for most production environments. In a Unix environment, you will generally find it easier to start WebLogic from the command line.

It is important to note that the difference between an Administration server and a Managed server lies in the command-line options passed to it at start time.

For ease of administration, the Node Manager utility, which enables you to start a remote server from the administration console, should be installed in multiserver environments.
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[bookmark: ch03lev1sec1] Introduction

OK, you've installed and started the server. Now what do you do with it? I went back and forth on whether to put this chapter ahead of Chapter 4 ("Architecture") before finally deciding that doing so was logical. You will be better equipped to understand the discussion of architecture after you've installed a domain. However, if you're not too impatient to get started, you might want to read both chapters before you do any actual typing.

This chapter deals with the creation and administration of domains, the basic unit of WebLogic organization. Not to be confused with the Windows NT or DNS concepts of the same name, a WebLogic domain consists of exactly one Administration server and zero or more Managed servers.

[bookmark: ch03lev2sec1] Administration Server: Special Considerations

Because the managed servers rely on the Administration server to provide configuration information at startup time, the Administration server can be a single point of failure for your entire domain. For that reason, special care should be taken to ensure that your managed server is as disaster proof as it is possible to make it. For example, you should consider:

	Hardware Redundancy
	At the high end, this takes the form of identically configured duplicate servers in another time zone. If that's impractical from a financial standpoint, a number of intermediate solutions are available, including disk mirroring, hardware clustering (for some operating systems), or, at the very least, having your replacement-part vendor on speed dial.

	Regular Backups
	This should go without saying, but you'd be amazed at how many otherwise reasonably professional shops don't have a good backup program in place. Regardless of how good you think your backup procedure is, you should perform periodic audits to ensure that you are backing up all necessary files. It is also a good idea to do a full-scale test of your recovery procedures. Yes, it's a lot of work, but there is such a thing as an unacceptable risk.




Particular attention should be paid to the config.xml file. Store backup in secure locations onsite and offsite each time changes are made to the configuration of the domain.

[bookmark: ch03lev2sec2] Backup Servers

It is a good policy to configure one or more separate servers to serve as a backup for the Administration server. In the event of a failure of the primary Managed server, identically configured servers can be restarted and insinuate themselves in a domain as a new Administration server without interrupting the domain's functioning.

I'll talk more about this in Chapter 4, but it is a bad idea to configure your domain so that the Administration server does anything but administer other servers. That is to say, the Administration server should not be responsible for handling client requests.









[bookmark: ch03lev1sec2] Creating a New Domain

Creating a new domain is done partly through the system console and partly through the operating system. Somewhat perversely, in order to start up the system console, you must already have a valid domain on your system. (This is one of the reasons you were encouraged to create a backup copy of the default domain.) So, as with most WebLogic tasks, the first step is get the server console up and running, using either the default domain, the PetStore example domain, or perhaps something else you've got lying around your site. Log in as the system user.

Once the console is up and running, right-click on the current domain as it appears in the left pane. It's the one with the icon of the globe just to the left of it. Select "Create or edit other domains" from the pop-up list that appears. The only property you need to fill out is the name of the domain. In deference to my publisher, I'm going to call my new domain PH-domain. You will see it frequently in examples throughout the rest of this book.

Notice that the domain you started with has been replaced in the left pane by the domain you just created. However, your new domain is not yet the Active Domain as displayed in the header of the right pane. In order to make the new domain the Active Domain, we need to stop and restart the server, and our configuration of the new domain is not yet far enough along for that to be possible.

[bookmark: ch03lev2sec3] Machine

It's not strictly necessary to instantiate a new machine before configuring the server that will run on it. However, it is arguably more logical to do so, and the process doesn't take long.

To create a new instance of the Machine class on your system, right-click on the Machines folder in the left pane. From the pop-up list, select "Configure a new machine" or "Configure a new Unix machine," as appropriate.

The only attribute immediately presented is the name of the machine. I suggest that you use the same name here as that which the machine uses for network name resolution. By clicking on the Node Manager tab that pops up after you click the "Create" button, it's also possible to do some configuration of the network identity of the new machine, but it's not strictly necessary to do so at this point.

[bookmark: ch03lev2sec4] Server

Before you can do anything substantial with the new domain, you will need to create an Administration Server within that domain. To do so, make sure that the new domain is still showing up next to the globe icon in the left pane, and click on the Servers folder. Again, don't worry that the server is still showing your original domain as the Active Domain in the right pane�this is normal.

Because the domain is brand new, your only real option at this point is to "Configure a new server." The first property of the new server is the name. I'm going to call the server that will run on this machine "NT4-server."

You need to fill out four fields:

	Name
	The name of the new server.

	Machine
	Pick the machine you just created from the drop-down list.

	Listen Port
	The default value, 7001, should be appropriate for most circumstances.

	Listen Address
	The IP address or DNS name of the Administration Server.




[bookmark: ch03lev2sec5] Startup Scripts

The next part of the process is a wee bit delicate. Read all the directions before starting work, and be very careful to follow them exactly. Even very small errors can leave your server in an unbootable state.[1] Do not attempt to boot the new domain until you have completed every step in this process and double-checked your work.
[bookmark: ch03fn01][1] I made a little typo when modifying the script�"PH-Domain" instead of "PH-domain". Well, I say 'little typo,' but there's not really any such thing when you're doing server configuration. However, I still maintain that the punishment was all out of proportion to the crime. When I tried to start the server with the new domain, it laughed in my face. Because I was running under NT, it was difficult to capture the error and figure out what went wrong. There was no real harm done, but it cost me an hour, and all the cussing frightened my dog. Consider yourself warned.


You need to copy over the startup scripts and modify them with a text editor. On Windows, these are:


startWebLogic.cmd
startManagedWebLogic.cmd


and on Unix:


startWebLogic.sh
startManagedWebLogic.sh


Once you have the files open, use your editor to do a search for the name of the default domain. Change all instances of the default domain to the name of the new domain you are creating. In most cases, the default domain is going to be called "mydomain," but recall that you had the option of setting it to something else when you did the install. If you don't see "mydomain" listed under the config directory, search your memory for the name of the default domain on your system.

[bookmark: ch03lev2sec6] Change 1: mydomain

Change the name of the default domain everywhere it appears to the name of the domain you just created. There should be three instances of the domain name in each of the start scripts. In my case, the new lines looked like the following:


-Dweblogic.Domain=PH-domain
cd config\PH-domain


and


echo startWebLogic.cmd must be run from the config\PH-domain directory


[bookmark: ch03lev2sec7] Change 2: -Dweblogic.Name

Next, locate the string "-Dweblogic.Name=" and change the value after the equals sign to be the name of the new server you created a minute ago. Just to be clear, you're typing in the name of the new server at this point, not the new domain. Remember to be very careful about typos when making this modification.


-Dweblogic.Name=NT-server


Finally, you need to copy the following files into your new domain directory. Assuming they worked in the default domain, they will require no modification and may be used as is.


SerializedSystemIni.dat
fileRealm.properties
setEnv.cmd


[bookmark: ch03lev2sec8] Boot the Domain

By default, the new domain and the old domain want to monitor the same IP port for incoming connections. Only one server process can bind to any given port at one time. This means that before you can start your new server, you're most likely going to have to stop your old domain first. Detailed instructions on how to start and stop the server can be found in Chapter 2, but to save you some page flipping I'll resummarize here:

In a Windows environment stopping the original server is usually going to be done in one of two ways:

[bookmark: ch03pr01]
	Close the window in which the server process is running.

	Stop the server process in the services tab of the Control Panel.



On Unix, either use <Ctrl>-C to kill the process in the window, or perhaps use the kill command to stop the process.

If you did everything right, you should be able to use the startWeb Logic script in your new domain directory.


startWebLogic.cmd


On Unix, it's


startWebLogic.sh


Now use your browser to connect to the server console of the new domain.









[bookmark: ch03lev1sec3] Adding a Managed Server

As we discussed earlier, there are two ways to start a WebLogic server instance. Up until this point we've confined our discussion to the default method, that of Administration server.

However, with the recent creation of the new domain, it is appropriate to begin our discussion of Managed servers. Each domain must have exactly one Administration server, but multiple Managed servers are possible. A Managed server is the exact same program as the Administration server; you just start it with different command-line options.

There are three steps to the process:

[bookmark: ch03pr02]	Create a new Server on the Administration server.

	Create a matching machine, server, and domain on the Managed server.

	Tell the two how to talk to one another.



The first step is to tell the Administration server about the Managed server. For the moment, it's not a problem that the Managed server does not yet exist.

If you choose to associate a machine with a server (it's not necessary to do so on single-CPU machines), that is the first step. Click on the Machines folder in the left pane. The right pane will display a list of the server machines that are already configured (in the case of my new example domain, PH-domain, there is one: NT4-server) and also two links: one to create a new Unix machine, and one to create a new machine of all other types. Click on the link that is appropriate for your environment.

In my case, the machine on which I'm creating the managed server happens to be running Red Hat Linux 7.2, so I choose the Unix link. The only attribute you have to fill out is the name of the machine. This should be pretty self-explanatory. Fill it out and click the Apply button.

[bookmark: ch03lev2sec9] Create a New Server

Still working in the Server Console of the Administration server, we next create a server instance for the soon-to-be Managed server. This is of course done in the server applet, so click on the Servers folder in the left pane.

As before, this will bring up a link to "Configure a new server . . ." in the right pane. Click it. Fill out the name of the new server and select the machine on which it is to be run from the drop-down list.

In my example, I'm creating a server "RHat72-server" on the machine named Odin. (See Figure 3-1.)

[bookmark: ch03fig01]Figure 3-1. Adding a Server

[image: graphics/03fig01.jpg]

You need to fill out four fields:

	Name
	The name of the managed server.

	Machine
	Pick the machine you just created from the drop-down list.

	Listen Port
	The default value, 7001, should be appropriate for most circumstances

	Listen Address
	The IP address or DNS name of the new Managed server.




When you've finished filling out the fields, click Apply.

[bookmark: ch03lev2sec10] Create the Managed Server

Because the server that will ultimately become the Managed server does not yet know how to talk to the Administration server that will become its boss, you must temporarily configure it to behave as an Administration server.









[bookmark: ch03lev1sec4] Adding a Managed Server, Part 2�On the Managed Server Side

This means that before you can start the server on your second machine as a Managed server, you must go through the same steps you did on the Administration server, plus a couple of new ones.

Specifically, you need to:

[bookmark: ch03pr03]	Duplicate the new domain on the Managed server. This means going through the same process you went through on the Administration server a second time�start the server console on the Managed server, create a domain, and modify the start scripts.

	If you're using machines to differentiate between the available hardware, instantiate two new machines within that domain, one for the Administration server and one for the Managed server. The names of the machines on the Managed server should match the names that you created on the Administration server.

	Create two new servers on the Managed server. The names of these servers must precisely match the server names as defined on the Administration server.



[bookmark: ch03lev2sec11] Starting the Managed Server

At this point you're ready to start the Managed server. In general, you're going to find that it's more convenient to do this from the system console. However, that requires the use of the Node Manager software, and we haven't talked about that yet. So, for the moment, the only option we have is to log in to the machine where we just created the new server and start the node from the command line.









[bookmark: ch03lev1sec5] Recap

In this chapter we discussed the process of configuring domains. There are three steps to the process: first, you must back up the configuration of your Administration server prior to making any changes. Second, you should create a new server instance on the Administration server and modify the startWebLogic scripts to contain the new domain. Third, you should create the new domain on any Managed servers and modify their startManagedWebLogic scripts to reflect the new domain.
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[bookmark: ch04lev1sec1] Introduction

This chapter discusses the issues you will need to take into account when planning a multiserver installation.

Although WebLogic server can be used in a standalone configuration, in most environments you will want to take advantage of the load-balancing and high-availability features available when multiple servers are installed and configured to act together as a cluster. The exact nature of the cluster you create will depend on the needs of the application(s) you run at your site.

Considerations include:


availability

application architecture

security


[bookmark: ch04lev2sec1] Application Structure

In the most basic configuration, all the components of your application may run on a single physical machine. It is, of course, possible and frequently desirable to spread the application across multiple pieces of physical hardware. However, regardless of the number of physical components, a properly designed application will generally be divided into two or more logical components, called tiers.

	Web
	The Web tier is responsible for serving the static components of your application (HTML pages) to clients.

	Presentation
	The presentation tier generates dynamic content. Historically, the presentation tier included CGI programs run as separate executables and perhaps scripted output executed by mod_perl or some other server module. In the case of WebLogic this tier is more likely to be composed of JSPs or servlets. However, it is still possible to incorporate legacy scripts through the use of Apache, IIS, and Netscape server proxy plug-ins.

	Object
	The object tier is optional.[1] If your application provides Enterprise JavaBeans or Remote Method Invocation classes to its clients, you have it.

	Database
	For security and performance reasons, the database tier is likely to be located on a separate machine, perhaps behind a second firewall.



[bookmark: ch04tn01][1] Well, strictly speaking, all the tiers are optional, but the other three are always recommended.


BEA Systems recommends that you install your servers in one of two possible configurations, basic or multiple tier. In a basic installation most or all of the tiers are run on a single server or a single cluster of identically configured servers. This architecture is the easiest to administer and has the capability for load balancing and high availability.

In a multiple-tier architecture you sacrifice some ease of administration for better load balancing and failover capabilities. In particular, with multiple-tier architectures you have the capability for balancing the load to method calls of clustered EJBs.









[bookmark: ch04lev1sec2] Basic Architecture

As you can see from Figure 4-1, even the so-called basic architecture can be fairly intricate.

[bookmark: ch04fig01]Figure 4-1. Basic Architecture

[image: graphics/04fig01.gif]

BEA Systems do not provide the firewall and load-balancer components. They don't even explicitly recommend vendors, though their Web site does contain some fairly subtle endorsements. Feel free to use anything that works for you. Also, it is important to note that all servers participating in a cluster must use the same version of WebLogic.

[bookmark: ch04lev2sec2] Firewall1

You will want to have a firewall somewhere between you and the outside world. This is more or less a no-brainer and has little impact on your WebLogic configuration per se. The only thing to keep in mind is that the ports that clients use to connect to your application front end (typically 80 and 443) need to be permitted through the firewall.

[bookmark: ch04lev2sec3] Load Balancer

A load balancer is optional but recommended for multiple-server configurations. Load balancer is a generic term referring to any piece of hardware or software that distributes incoming requests among a pool of server addresses. To the client, load balancing is transparent�all requests appear to be handled by the same server.

In Figure 4-2 you can see more details of what the load balancer does. Say that the firewall permits a packet destined for port 80 of IP address 216.135.241.61 to pass through. That IP/port combination is actually handled by a cluster of WebLogic servers located on the private LAN. The load balancer sits between the firewall and the servers. Its job is to intercept incoming packets relayed by the firewall and translate the external IP address of the client request into the corresponding internal IP addresses of the server machines.

[bookmark: ch04fig02]Figure 4-2. Load Balancer in Action

[image: graphics/04fig02.gif]

In this example, the external IP address 216.135.241.61 is actually handled by three servers located on the private LAN, 192.168.100.1, 192.168.100.2, and 192.168.100.3. The load balancer is configured with rules associating the two sets of IPs. When incoming packets are received, it uses some algorithm[2] to distribute the packets among the servers. Before outgoing packets are forwarded on to the client, the load balancer changes the originating IP of the packet (which now reads 192.168.0.something) to match the IP that the client thinks it is talking to (216.135.241.61). As far as the client is concerned, it is talking to a single fast server located at 216.135.241.61.
[bookmark: ch04fn01][2] Typically round robin, but it could be some more exotic formula that takes the capabilities of the servers into account.


Load balancing can be achieved without special hardware. All of the supported HTTP servers (HttpClusterServlet, Apache, Netscape, and IIS) can be configured to distribute traffic to WebLogic Servers in round-robin order. This method is frequently cheaper than a dedicated hardware load balancer and may be suitable for some sites. For the most part, however, this chapter will assume the use of a dedicated hardware load balancer.

Load balancers that use active cookie persistence mechanisms may cause problems if you are using HTTP session state replication. Only hardware load balancers that insert additional cookies rather than overwriting the WebLogic HTTP session cookie will work with WebLogic Server 6.1. Those that overwrite the cookie used for HTTP session state replication will leave the client session in an undetermined state that, while wild and wacky, is probably not what you want.

Load balancers that use passive cookie persistence can add an identifier (a string constant) after the session ID and delimiter. By default the offset for starting the string constant is 52 bytes plus a 1-byte delimiter. However, it is possible that the value may be something else if the ID-length in the session descriptor XML Element is set to something other than the default of 52. If so, use as an offset the new ID-length plus 1 byte for the delimiter.

[bookmark: ch04lev2sec4] Administration Server

All WebLogic clusters need an Administration server. It should not handle client requests; it exists solely to manage the working servers in the cluster.

For security reasons, the Administration server should be placed on the same subnet as the servers it manages and behind the same firewall as well.

[bookmark: ch04lev2sec5] Managed Servers: Server1 . . . ServerN

The configuration of the servers is the attribute that distinguishes basic architecture from multiple-tier architecture. In basic architecture, all of the content-generating tiers of the application are found on each individual server. In particular, the EJBs and JDBC method calls are not handled by dedicated servers.

The main advantage of this configuration is the simplicity of administration. All servers should be configured identically so that the load balancer can route client requests to all the available servers. A single Administration server controls the entire server pool.

The down side is that with this configuration you cannot balance the method calls to EJBs. As shown above, the EJBs are deployed on each server in the cluster and thus are available locally. The optimal invocation method in such a situation is to utilize the local resource rather than incurring additional network overhead.

However, it is possible in this configuration that individual servers may be tasked with a disproportionately expensive chunk of the EJB invocations. While handling that, they are unable to service other requests, and overall cluster performance suffers. The solution is to balance the load between clustered EJBs. However, in order to do so you must split out your EJBs onto separate servers. This configuration is called multiple-tier architecture.

[bookmark: ch04lev2sec6] Database

On the back end of most enterprise applications you will find at least one database server. By design, this service should be located in the most inaccessible portion of the network, preferably behind at least one firewall. In the configurations shown in Figures 4-1, 4-3, 4-4, and 4-5 you will note that multiple databases are shown. While clustering of your database servers is, of course, optional, it is strongly recommended for enterprise applications. If the database goes down, there is typically very little for the Web, presentation, and object tiers to do.

[bookmark: ch04fig03]Figure 4-3. Multiple-tier Architecture
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[bookmark: ch04fig04]Figure 4-4. Proxy Architecture
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[bookmark: ch04fig05]Figure 4-5. Proxy Architecture with Multitier WebLogic
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[bookmark: ch04lev1sec3] Multiple-Tier Architecture

The multiple-tier architecture is a true enterprise-caliber solution (Figure 4-3). By breaking out the EJBs onto their own dedicated servers, you incrementally increase the availability and performance of the cluster as a whole. The architecture is reliable, scalable, and complicated to administer.

In order to take advantage of multiple-tier architecture, your EJB application must be designed with replica-aware stubs. The actual implementation of these stubs is outside the scope of this book. However, for purposes of this discussion, it's worth providing a brief background description. (Also see the discussion on EJBs in the Introduction.)

[bookmark: ch04lev2sec7] Replica-Aware Stubs

To the caller, a replica-aware stub appears to be a normal RMI stub. However, the stub must contain program logic for locating a replica of an EJB or RMI class on any WebLogic server in the cluster in which it is deployed.

In a multitier architecture, all the presentation logic occurs on the standard servers. Consequently, no client ever gets a replica-aware stub that is located on the same server as the clustered object. Therefore, the calls to the clustered objects are load balanced according to the logic implemented in the replica-aware stub.









[bookmark: ch04lev1sec4] Proxies

As mentioned earlier, it is also possible to incorporate other types of HTTP servers into your WebLogic installation. This is a big selling point for BEA�among other things, it means that WebLogic server can be integrated into existing Web sites with relatively little trauma. In order to interact with WebLogic server, an HTTP server must be configured with a plug-in. Plug-ins are available for the following server classes:

	Apache

	Netscape Enterprise server

	Internet Information server



Ideally, these servers should handle only requests for static Web pages. To support legacy applications it may be necessary to permit them to serve some interpreted code, either as CGI or from a script module such as mod_perl. However, it will always be a bad idea for JSPs and servlets to be handled by anything other than WebLogic server. Note also that for administration purposes plug-in enabled HTTP servers are not really part of the cluster. In particular, they cannot be configured or invoked through the Administration Console.

In the configuration shown in Figure 4-4 there are two tiers to the application architecture. The Web tier consists of some number of plug-in enabled HTTP servers. These servers handle all requests for static Web pages. Requests involving servlets, JSPs, and EJBs are passed through the proxy plug-in to a WebLogic server cluster that incorporates servers capable of servicing the requests.

This architecture is interesting in that it provides an opportunity for additional security. To the outside world, it appears as though all requests are being handled by the HTTP servers. The WebLogic servers are invisible, shielded from hacking eyes by carefully configured HTTP servers that now stand between them and the cruel, cruel world. Only the HTTP servers should be accessible through the firewall. The truly paranoid will also be tickled by the addition of a second firewall between the WebLogic servers and the database cluster.

Note that the above architecture is essentially a variation on the basic architecture shown in Figure 4-1. The details that we are primarily concerned with�EJBs, JSPs, and servlets�are housed together on each server.

A more interesting configuration is shown in Figure 4-5. As you can see, this is a variation on the enterprise architecture of Figure 4-3 in the sense that there are two tiers of WebLogic servers. The presentation tier handles the generation of conventional dynamic content via JSPs, servlets, and the like, and the object tier provides a pool of WebLogic servers dedicated to handling object requests. Note also that, as in Figure 4-1, we have a layer of plug-in enabled HTTP servers between the WebLogic servers and the outside world.[3]
[bookmark: ch04fn02][3] Yes, I'm familiar with the term "DMZ." I avoided using it on purpose. My feeling is that if your job does not place you in danger of attack by mortar or machine gun, the use of military acronyms is a little silly. I also don't say "niner."










[bookmark: ch04lev1sec5] Recap

This chapter discusses the architecture of your WebLogic domain. The basic architecture consists of firewall, load balancer, server, and database. It is possible to break out the object layer as well, but doing so incurs cost for both the administrator and the developer. In particular, the multitier architecture requires that your application be implemented with replica-aware stubs.
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[bookmark: ch05lev1sec1] Introduction

As we have discussed, WebLogic is designed to service requests for the various types of J2EE resources. It is not, in and of itself, an HTTP server. This chapter discusses the options available for handling HTTP requests in the context of a WebLogic server installation.

The WebLogic server distribution includes a servlet that will enable WebLogic to recognize and service requests for static HTTP. In the absence of a legacy system, this is probably the best choice for administrative purposes. Because the HttpClusterServlet is a native WebLogic application, it can be controlled entirely from within the WebLogic console. The same is not true of the other three options.

If, for reasons of legacy application support, you need to get WebLogic to work cooperatively with a third-party HTTP server, the odds are good that you can. The WebLogic distribution includes software modules that extend the functionality of the three most popular HTTP servers, namely Apache, IIS, and Netscape.

The plug-ins serve two purposes:

	They serve requests for static HTML pages. It is also possible to configure the HTTP servers in such a way that they will also handle requests for CGI. However, for performance reasons this is not recommended.

	They route requests for dynamic content to individual WebLogic servers or to WebLogic clusters.











[bookmark: ch05lev1sec2] HttpProxyServlet

This servlet is also provided as part of the WebLogic server distribution. It redirects a client HTTP request from the WebLogic server to a plain old HTML server such as Apache, Netscape, or IIS. The proxy server is installed by configuring it as part of an installed Web application.

This is accomplished by including the proxy servlet in the deployment descriptor for your example server. The class name for the ProxyServlet is "weblogic.tc.srvr.HttpProxyServlet." The XML clause for this might be as follows:


<servlet>

<servlet-name>ProxyServlet</servlet-name>

<servlet-class>
  weblogic.t3.srvr.HttpProxyServlet
</servlet-class>

<init-param>
  <param-name>redirectURL</param-name>
    <param-value>
      <scheme>server:port
    </param-value>
</init-param>

</servlet>


In addition, you'll need to use the servlet-mapping tag to tell the ProxyServlet what sort of resources to handle:


<servlet-mapping>
<servlet-name>ProxyServlet</servlet-name>
<url-pattern>*.html</url-pattern>
</servlet-mapping>


A complete example of a deployment descriptor configured to proxy HTTP requests is available on the BEA Web site at:


http://e-docs.bea.com










[bookmark: ch05lev1sec3] Apache

This section discusses the process of configuring Apache to participate in WebLogic clusters. Apache is a Web server, the most popular one, actually. It runs on Unix/Linux, Windows, OS/X, and other platforms as well, but only HP-UX, Solaris, and Linux plug-ins are provided with WebLogic. Apache is free, open-source software available for download from


http://www.apache.org


In its most basic form, Apache provides very little functionality. In order to preserve its flexibility, the developers implemented virtually all of its functionality as modules. Most Apache modules are also available from the Web site above. Quite a few of them come with the default Apache distribution. Apache modules may be incorporated into the server in two ways:

	They may built into the httpd executable when it is compiled, a process known as static inclusion (for Apache versions 1.3.x).

	They may be compiled separately into dynamic shared objects and loaded into the server at run time.



[bookmark: ch05lev2sec1] Plug-In Installation (Static)

The HTTP server plug-in is implemented as an Apache module. This section discusses how to compile the HTTP server plug-in provided with your WebLogic distribution into an Apache server whose source code you have downloaded. If your Apache server is not already enabled for dynamic shared objects, this is probably the easiest method. You can determine whether your Apache module is so enabled for dynamic shared objects by typing:


httpd -1 | grep mod_so


which tells your Apache server (httpd) to list the modules compiled into it (-| option) and look for the shared object module. If mod_so is not found, shared objects are not enabled on your server. If you find all this talk of shared objects baffling, you should probably go with the static compilation method.

First, create a subdirectory in your Apache distribution to hold the WebLogic module. In a default installation[1] this will be in the following path under the ServerRoot[2] directory.
[bookmark: ch05fn01][1] Note that the distribution of Apache that comes with the most popular commercial distribution of Linux (RedHat) is not, repeat not, a default installation of Apache. The RedHat installation works fine if all you want is Apache, but for our purposes you are much better off building your own executable from source.

[bookmark: ch05fn02][2] ServerRoot is defined in your httpd.conf file.



src/modules


So, from the ServerRoot directory create a subdirectory called weblogic as follows:


mkdir src/modules/weblogic


The library file needed for compilation into a static httpd server is included in your WebLogic distribution. Under the bea/wlserver6.1 directory is a subdirectory called lib. Within that directory is a file libweblogic.a. If you are still in the ServerRoot directory, it can be copied as follows:


cp /bea/wlserver6.1/libweblogic.a src/modules/weblogic


Next, use the configure utility provided with the Apache distribution to build a make file that can be used to compile your httpd executable.


configure --activate-
module=src/modules/weblogic/libweblogic.a


Use the make utility on your Unix/Linux system to build the httpd executable:


make


When that is successful, install the new executable:


make install


[bookmark: ch05lev2sec2] Dynamic Installation

If you're using Apache and your httpd executable is already configured for DSO support (check by typing httpd -l|grep mod_so), the easiest way to install the WebLogic proxy plug-in is as a DSO. Assuming that your Apache server is already configured with shared object support, the Apache plug-in can be installed with a single line. Find the file mod_wl.so that was provided with your WebLogic server distribution. Change to the directory where that file is located. Install the WebLogic module with the following command.


perl $SERVERROOT/bin/apxs -i -a -n weblogic mod_wl.so


where "$SERVERROOT" is the ServerRoot directory of Apache as defined in your httpd.conf file, not an actual shell variable. If the above command comes back without complaint, check to make sure it put the following lines in your httpd.conf file:


LoadModule weblogic_module
AddModule mod_weblogic.c


Finally, restart your Apache server with the apachectl script:


apachectl restart


[bookmark: ch05lev2sec3] Enable Proxying in Apache

After you have successfully installed the Apache plug-in, you still need to configure Apache to redirect requests for WebLogic resources to the appropriate servers. As with all Apache configuration, this is done by changing the directives in the httpd.conf file.

If you are proxying requests to a nonclustered server, you need to define two Apache directives, WebLogicHost and WebLogicPort. WebLogicHost is the name or IP address of the WebLogic server. For performance reasons you would be better off using the IP address, but either will work. The WebLogicPort directive is the IP port on which the WebLogic server is listening for connections.


<IfModule mod_weblogic.c>
      WebLogicHost              192.168.0.1
      WebLogicPort              7001
</IfModule>


If you are proxying to a cluster of WebLogic servers, the WebLogicHost and WebLogicPort directives are replaced by the single directive WebLogicCluster, which takes as a parameter the list of all servers in the cluster:


<IfModule mod_weblogic.c>
   WebLogicCluster NT4-server:7001, RHat72server:7001
</IfModule>


You still need to tell Apache what sort of pages to relay to the WebLogic server(s). This is usually done with the MatchExpression directive. MatchExpression is used to recognize MIME types based on file extensions. For example, the following configuration passes all requests for files ending in JSP (presumably Java Server Pages) on to the WebLogic cluster:


<IfModule mod_weblogic.c>
   WebLogicCluster NT4-server:7001, RHat72server:7001
   MatchExpression *.jsp
</IfModule>


MatchExpression is equally valid with individual machines. Another method of distinguishing static page requests from requests for dynamic objects is by location. Say that you have your site configured so that all JSPs appear to the client to be in the directory /dynamic under your URL. If so, you could configure Apache as follows


<IfModule mod_weblogic.c>
   WebLogicCluster NT4-server:7001, RHat72server:7001
   <Location /dynamic>
      SetHandler weblogic-handler
   </Location>
</IfModule>


The <Location> directive is used in pairs (<Location> </Location>) to delimit those directives that will apply only to a portion of the URL. In this case, we are telling Apache that all client requests that involve the location /dynamic need to be handled by the weblogic-handler. A handler is an Apache concept and well outside the scope of this book. In this case it refers to the collection of services provided by the WebLogic module. In practice, what's going to happen is that the WebLogic module that we just installed in Apache is going to relay all requests to the /dynamic portion of the tree on to the two servers defined in the WebLogicCluster directive.









[bookmark: ch05lev1sec4] Netscape

There are two stages to configuring Netscape to work with WebLogic servers or server clusters. First, you must install the plug-in. This is simple�in essence, you just copy over the library file from your WebLogic distribution and tell Netscape where to find it. Second, you must define the circumstances in which Netscape uses the installed plug-in to pass requests along. Both of these tasks are accomplished by editing the Netscape configuration file, obj.conf.

Plug-ins exist for Netscape servers installed on both Unix and Windows platforms. The Unix plug-in is a shared object file, with a ".so" extension. The Windows plug-in is a dynamic linked library file, with a ".dll" extension. The exact name of the file varies with the release, so you should check your documentation or the BEA Web site to be sure. However, at the time of this writing the appropriate libraries were:


\BEA\weblogic6.1\bin\proxy6.1


for Windows and


/BEA/weblogic6.1/lib/<Unix OS Vendor>/libproxy.so


for Unix, where <Unix OS Vendor> was one of Solaris, RedHat Linux, AIX, or HP-UX. Copy the library file that is appropriate for your operating system to the plugins directory of your Netscape Enterprise Server installation. For example, this might be something like:


cp libproxy.so /usr/local/netscape/plugins


Next, you need to modify the obj.conf file. As mentioned earlier, there are two sets of modifications to be made. First, you tell Netscape to load the library file that we just copied over:


Init fn="load-modules" funcs="wl_proxy,wl_init"\
shlib=/usr/local/netscape/plugins/libproxy.so
Init fn="wl_init"


Second, you tell Netscape what sort of requests it will be relaying and where to find the WebLogic servers to which it will be relaying them. A common configuration option is to distinguish static page requests from dynamic requests by their location in the URL space. This is accomplished with the <Object> container directive. In the example below, all URLs containing the string "/dynamic/" are being associated with the WebLogic service.


<Object name="dyn" ppath="*/dynamic/*">
</Object>


Finally, you complete the configuration by placing the directives that tell Netscape how to locate the WebLogic server (note�that's "server," not "cluster") to which it will be relaying requests between the object directives.


<Object name="dyn" ppath="*/dynamic/*">
      Service fn=wl_proxy \
      WebLogicHost=myserver.com \
      WebLogicPort=7001
</Object>


If you are proxying to a cluster, the configuration might look like this.


<Object name="dyn" ppath="*/dynamic/*">
 Service fn=wl_proxy \
 WebLogicCluster="cluster1.com:7001,cluster2.com:7001"
</Object>

Service fn=wl_proxy WebLogicHost=cluster1.com WebLogicPort=7001


You need to tell Netscape under what circumstances it is to relay client requests to the WebLogic server.









[bookmark: ch05lev1sec5] IIS

Finally we come to IIS. IIS is a popular Web server in the Microsoft environment, though it still lags well behind Apache in terms of overall popularity. This section discusses the process of configuring WebLogic to work with IIS.

[bookmark: ch05lev2sec4] Installation

First you need to install the IIS extension. Under the directory in which IIS is installed, create a subdirectory called WebLogic. Copy the file iisproxy.dll from the /bin directory under your WebLogic server installation to that directory. Make sure that the new directory is accessible to IIS.

Next, select the Web instance on which you want to enable WebLogic from the left pane of your IIS service manager. Click the Play arrow in the toolbar to start the Web site. Right-click on the Web site and select Properties. Click on the Home Directory tab. Click the Configuration button.

To enable proxying, click on the App Mappings tab. Click the Add button and specify the file extensions that you want WebLogic server to handle. Click the Browse button and locate the iisproxy.dll file that you installed under the IIS directory. Make sure that the Script Engine check box is selected and the "Check that file exists" check box is not selected.

[bookmark: ch05lev2sec5] Configuration

Next, you need to create a configuration file that the IIS plug-in can use to find the servers to which it will be relaying requests. This file must be called iisproxy.ini. It is best to locate it in the same subdirectory as the IIS extension .dll file.

If you are proxying to a single server, the file should contain the name of the server and the port that the WebLogic server monitors for incoming requests�for example:


WebLogicHost=192.168.0.1
WebLogicPort=7001


Note that the WebLogic server to which you are proxying may be on the local host, as in the example below. However, in production systems, it is best if the WebLogic server has its own more-or-less dedicated CPU.


WebLogicHost=localhost
WebLogicPort=7001


If you are proxying to a cluster, you should use a WebLogicCluster directive in place of the WebLogicHost directive, as in the example below. The WebLogicCluster directive takes as a parameter a comma-separated list of all the members of the cluster. It will proxy to each member of the list in round-robin order.


WebLogicCluster=NT4-server.com:7001,RHat72-server.com:7001


[bookmark: ch05lev2sec6] IIS Proxying by Path

The phrase "proxying by path" means redirecting requests from your IIS server to a WebLogic server or cluster based on some characteristic of the path of the resource the client requested from the IIS server. Usually this means sending all traffic containing a particular character sequence (e.g., "/weblogic," "/dynamic") to the WebLogic server/cluster.

As with Apache and Netscape, you can do this with IIS but not with your IIS GUI.









[bookmark: ch05lev1sec6] Parameters

Once you've installed the plug-ins, you will need to configure the Web server to work with WebLogic. This section contains a listing of the directives available for configuring your Web server to work with your WebLogic.

You don't need to use all of the directives listed here, only those that you think would help you. To use a directive, include it in your Web server configuration file and restart the Web server. Note also that any log or debugging information will be written to the log file(s) associated with your Web server, not to the WebLogic server logs.

[bookmark: ch05lev2sec7] WebLogicHost

This parameter defines the WebLogic server or cluster to which the HTTP server will be proxying requests. If proxying to a single server, this directive takes the name of the WebLogic server handling nonstatic HTTP requests:


WebLogicHost NT4-server


[bookmark: ch05lev2sec8] WebLogicPort

This directive is used to tell the HTTP server what port to use when attempting to connect to the server specified with the WebLogicHost directive:


WebLogicPort 7001


[bookmark: ch05lev2sec9] WLLocalIP

If the HTTP server and the WebLogic server are running on the same host (usually a bad idea; definitely a bad idea on single-CPU machines), this directive tells them the IP address they should use to communicate with one another:


WLLocalIP 127.0.0.1


[bookmark: ch05lev2sec10] WebLogicCluster

If directing requests to a cluster, use this directive to specify the members of the cluster. The HTTP server will proxy requests to the servers on this list in round-robin order. Both the server name and port number should be specified for each host when using this directive; consequently, this directive takes the place of WebLogicHost and WebLogicPort. If both WebLogicCluster and WebLogicHost directives are present in a single configuration file, the value specified with the WebLogicCluster directive will supersede the WebLogicHost:


WebLogicCluster NT4-server:7001,
      RHat72-server:7001,ThirdServer:7001


[bookmark: ch05lev2sec11] DynamicServerList

This directive takes one of two possible values, ON and OFF. When set to OFF, it will ignore the dynamically generated cluster list and use only those servers specified with the WebLogicCluster parameter on the HTTP server. Generally it should be set to ON.


DynamicServerList ON


[bookmark: ch05lev2sec12] WlForwardPath

Use this directive to tell the HTTP server which requests are to be forwarded to the WebLogic server. A value of "/" means forward all requests.


WlForwardPath /dynamic


[bookmark: ch05lev2sec13] PathTrim

Use this directive to tell the HTTP server to remove portions of the URL it received from the client before passing the client request on to the server. For example, say your PathTrim was set to remove the string "/dynamic", as in the following example:


PathTrim /dynamic


If the HTTP server received a request from the client containing the URL "http://www.mydomain.com/dynamic/page1", it would modify the URL so that the WebLogic server saw "http://www.mydomain.com/page1". This directive is applied before DefaultFileName and PathPrepend.

[bookmark: ch05lev2sec14] DefaultFileName

This directive specifies a default file that will be served by the WebLogic server. It is applied after the PathTrim but before the PathPrepend directives, if they are present.


DefaultFileName frontpage.html


[bookmark: ch05lev2sec15] PathPrepend

Use this directive to modify the URL received by the HTTP server from the client before passing them on to the WebLogic server. PathPrepend is applied to the URL after any changes made by PathTrim and DefaultFileName.


PathPrepend /dyn


[bookmark: ch05lev2sec16] TrimExt

Use this directive to specify an extension that will be trimmed from the end of the URL.


TrimExt .html


[bookmark: ch05lev2sec17] ConnectTimeOutSecs

Use this directive to place an upper limit on the time (in seconds) that an HTTP server will wait when attempting to contact a WebLogic server. For example, to wait 15 seconds, use


ConnectTimeOutSecs 15


[bookmark: ch05lev2sec18] ConnectRetrySecs

Use this directive to specify the interval (in seconds) that an HTTP server should wait after an unsuccessful attempt to contact a WebLogic server before making another attempt. This number should be less than ConnnectTimeOutSecs.


ConnectRetrySecs 5


[bookmark: ch05lev2sec19] HungServerRecoverSecs

This directive tells the HTTP server how long to wait for a response from a WebLogic server. At the end of this interval, the HTTP server will begin to consider the unresponsive server dead.


HunServerRecoverSecs 240


[bookmark: ch05lev2sec20] Idempotent

This directive takes two possible parameters, ON and OFF. If set to ON, the servers will fail over if they do not respond within the time specified by HungServerRecoverSecs. If set to OFF, the plugins won't fail over.


Idempotent ON


[bookmark: ch05lev2sec21] MaxSkips

This directive specifies the number of times an HTTP server will try to contact a WebLogic server before marking that server as "bad."


MaxSkips 5


[bookmark: ch05lev2sec22] Debug

Use this directive to specify the type and amount of information that will be sent to a log file. As the name implies, for performance reasons this directive should be set to a low level in production systems. The possible logging levels are:

	OFF
	No logging.

	ON
	Logs error messages.

	HFC
	Error messages plus Headers From Client.

	HTW
	Headers sent To the WebLogic server plus error messages.

	HFW
	Error messages, plus Headers From WebLogic.

	HTC
	Error messages plus Headers To Client.

	ALL
	All of the above are logged.




[bookmark: ch05lev2sec23] WLLogFile

This directive is used with the Debug directive. It specifies a file on the local machine to which information will be logged.


WLLogFile /var/log/weblogic.log


[bookmark: ch05lev2sec24] ErrorPage

Use this directive to specify an error page (other than the default, presumably) that is displayed to the client when the HTTP server is unable to contact the WebLogic server.


ErrorPage /usr/local/apache/htdocs/whoops.html


[bookmark: ch05lev2sec25] CookieName

This directive specifies the name of the WebLogic server session cookie. It should match the value set in the WebLogic server session descriptor.


CookieName


[bookmark: ch05lev2sec26] MaxPostSize

This directive specifies, in bytes, the maximum size of data posted with the POST method. A value of -1 means unlimited. This directive is generally used to stop denial-of-service attacks that overload the server with posted data.


MaxPostSize 2048


[bookmark: ch05lev2sec27] KeepAliveEnabled

This directive enables connection pooling between the WebLogic server and the HTTP server. Usually this will improve performance.


KeepAliveEnabled true


[bookmark: ch05lev2sec28] KeepAliveSecs

This directive is used to limit the amount of time an inactive connection from an HTTP server to a WebLogic server will be permitted. The value should match the corresponding value set in the HTTP tab of the Servers folder.


KeepAliveSecs 30


[bookmark: ch05lev2sec29] WLProxySSL

This directive can be set either ON or OFF. It should be set to ON when you wish to pass client requests for SSL communication through the HTTP plug-in to the WebLogic server.


WLProxySSL ON


[bookmark: ch05lev2sec30] SecureProxy

When you want to use SSL for all communication between WebLogic and the HTTP proxy, set this directive to ON. SSL communication is more secure but does incur a certain amount of overhead and will hurt overall performance. It is probably not necessary to enable this feature for traffic that takes place behind a firewall.


SecureProxy OFF


[bookmark: ch05lev2sec31] TrustedCAFile

This directive specifies the location of the file containing the certificate for the trusted certificate authorities.


TrustedCAFile /some/local/file


[bookmark: ch05lev2sec32] RequireSSLHostMatch

There are two possible values, true and false. If set to true, the proxy will require that the name of the host to which it is connecting match the Subject Distinguished Name field in the digital certificate of the WebLogic server to which it is connecting.


RequireSSLHostMatch true










[bookmark: ch05lev1sec7] Recap

In this chapter we discussed how to make WebLogic work with the three most popular Web servers: Apache, Netscape, and IIS. In each case, you will need to obtain an extension for the Web server software from BEA, install that extension in your Web server, and configure the server to work with your WebLogic server or servers. At a bare minimum, you will need to specify the IP address and port used for communication among the servers. A number of other configuration options are available; a complete listing is given in the section on Parameters, above.
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[bookmark: ch06lev1sec1] Introduction

A cluster is one of those industry concepts that everyone sort of understands but for which no universally applicable definition exists. Generally speaking, a cluster is a group of two or more servers that share responsibility for a set of tasks and resources for carrying out those tasks. That definition is probably vague enough to avoid being flagrantly wrong in any of the half-dozen vendor-specific contexts in which it might be used. However, nonspecificity is a luxury of the marketing department and has no place in IT.

In the context of BEA WebLogic server, a cluster consists of three elements:

	HTTP Server
	This may be either the HttpClusterServlet provided with WebLogic, or some third-party web server configured with a proxy plug-in. Plug-ins exist for Apache, Netscape, and IIS. HTTP servers in the cluster fulfill two functions: (1) Return static Web pages to clients. (2) Proxy requests for nonstatic resources to the WebLogic servers of the cluster.[1]

	WebLogic Server
	One or more instances of WebLogic server, usually but not necessarily on different physical hardware.

	Services
	The services that the cluster provides.



[bookmark: ch06tn01][1] The configuration and use of HTTP servers is discussed in more detail in Chapter 5.


Nothing I've seen in the documentation explicitly rules out clusters consisting of one node, but in practice there is no point in clustering less than two servers. Similarly, while it is technically possible to have multiple instances of WebLogic server running on a single CPU, so doing will create unnecessary administrative headaches and cause a net performance drain. WebLogic is designed to be run at the rate of one server per CPU. Note, however, that that's "CPU" in the electrical engineering sense ("I paid a lot for my four-CPU server with fast/wide SCSI") rather than the emergingly popular bastardized sense where "CPU" is the box into which you plug your monitor. If you have multiple processors within one box, it can be acceptable to run an instance of WebLogic on each processor.

In addition to WebLogic servers, our clusters may make use of non-BEA products such as Apache, Netscape, or Microsoft's IIS. When used, such servers should handle only those clients that request static Web pages. Configure your server so that all requests for dynamic content and/or clustered objects are referred to the servers on the back end.

If a cluster is configured correctly, the client will never know that it is talking to more than one machine. Such a characteristic is called transparency.

[bookmark: ch06lev2sec1] Why Cluster?

Administering a cluster is more intricate than administering a single machine. However, the increased overhead involved in administering a cluster is amply justified. WebLogic clusters are designed to address two overwhelming business needs:

	High availability
	If the chances that a particular server will fail are 1 in N, the chances that two independent servers will fail simultaneously are 1 in N2. For three servers, the chance decreases to 1 in N3, and so on. The more servers you have, the less risk you run that your business will fall off the Web.




Note that the above rule is completely true only for independent servers, a theoretical phenomenon rarely seen in the wild. If, for example, you own two identically configured servers that were purchased at the same time, you will find that their component parts start failing at about the same time.

	Scalability
	When clustered services approach the limits of their capacity, you simply add another server.




Finally, note that all members of a cluster, including the Administration server, must be running the same version of WebLogic server.









[bookmark: ch06lev1sec2] Communication

In order for there to be a cluster, the servers must communicate among themselves. Member servers use the TCP/IP communication facilities provided by their host operating system to communicate within the cluster. Communication occurs in one of two ways:

	Peer-to-peer sockets

	IP multicast



[bookmark: ch06lev2sec2] Peer-to-Peer Sockets

IP sockets are used for all nonbroadcast cluster communication. This includes:

	Transmitting HTTP session states between peer WebLogic Server instances

	Accessing clustered objects on a remote server in some multtier architectures

	RMI communication with the client programs



Because all the members of a cluster need to know how to talk to each other, it is not possible to create a cluster whose member servers rely on DHCP addresses. All servers participating in a cluster, including any non-BEA HTTP servers, must have fixed IP addresses. In addition, the IP address(es) that the outside world uses to request cluster connections and resources must also be fixed. Because the cluster servers rely on multicast communication, all member servers must be reachable via IP multicast, preferably on the same subnet.

You may be surprised to learn that the use of pure Java socket readers is discouraged for performance reasons. By default, each WebLogic server instance creates three socket-reader threads at startup. It is not at all uncommon to have more than three sockets open simultaneously. If so, there is a likely performance drain. The problem is that pure Java socket readers have no way of distinguishing between the active and inactive open sockets. They are forced to assume that all of the sockets are open and monitor them until some timeout threshold is reached. Even if there are enough socket-reader threads to service all the open sockets, this is not ideal, but if there are not, the performance worsens dramatically. The reader threads must poll each of the open sockets in turn, even the inactive ones. Obviously, having an active socket wait while one of the reader threads services an inactive socket is a suboptimal situation. Native TCP/IP mechanisms do not suffer from this limitation.

If you do choose to use native sockets, you should adjust the number of server threads to match the number of sockets that may be open simultaneously. Several factors affect the number of sockets in use:

	Because RMI access is multiplexed across a single socket, allocate one socket for RMI access.

	On each individual server, allocate one socket for each nonclustered RMI object which the server may need to access.



The number of sockets is adjusted in the Servers folder in the left pane.

[bookmark: ch06lev2sec3] Cluster Address

The field labeled "Cluster Address" is a little misleading; clusters may or may not share a domain name or IP address. This field is where you define to the cluster who its members are and how they are to communicate with each other. It may contain either a single domain name that is configured within DNS to map to one or more servers in the cluster, an IP address, or some combination thereof. Individual entries should be separated with commas.

Once the method of network access is defined for each member of the cluster, you next must tell the cluster how to distribute requests among the servers. The requests are distributed to the individual machines in the cluster according to a load algorithm. There are three choices of load algorithm in BEA clusters:

	Round Robin
	Requests are routed to the individual machines in sequential order. Choose this algorithm when all the machines in the cluster have roughly equal resources.

	Weight Based
	Requests are routed to some machines in the cluster more than to others, based on a weight assigned to them.

	Random
	Requests are assigned to servers in the cluster in random order.




Round Robin or Random should be used when all servers are of roughly equal capability. Weight Based may be used to distribute the bulk of the load to the fastest server.









[bookmark: ch06lev1sec3] HttpClusterServlet

The HttpClusterServlet comes with the WebLogic server. Like other servlets, it is used to extend the functionality of the WebLogic server�it cannot be used on its own. The primary purpose of the HttpClusterServlet is to distribute HTTP requests among the members of a cluster.

This facilitates two design goals of clusters:

	Load Balancing
	HTTP requests can be distributed evenly among the members of a cluster.

	Failover
	If one HTTP server in a cluster dies, the other members of the cluster can assume its responsibilities. The assumption of responsibilities is transparent to the client process.




In addition, the HttpClusterServlet also provides connection pooling, in which connections are left enabled, thereby saving on startup costs, and keep-alives, in which client and server remain connected through multiple client requests. By eliminating the overhead required to re-establish the connection with each request, performance is improved.

[bookmark: ch06lev2sec4] Installation

The HttpClusterServlet must be registered within the XML deployment descriptor of the application it is going to cluster. The class name for the servlet is "weblogic.servlet.internal.HttpClusterServlet."


<servlet>
<servlet-name>HttpClusterServlet</servlet-name>
<servlet-class>

weblogic.servlet.internal.HttpClusterServlet
</servlet-class>

. . . other configuration parameters . . .
</servlet>


The defaultServer is a list of host IPs and port numbers. The server name is given first, followed by the port for regular HTTP communication, optionally followed by the port for SSL communication. For example:


<init-param>
<param-name>defaultServers</param-name>
<param-value>
s1:7010:7010|s2:7010:7020|s3:7010:7020
</param-value>
</init-param>


The connectionTimeout parameter is the number of seconds that a server will wait before concluding that the client has disconnected for some reason.


<init-param>
<param-name>connectionTimeout</param-name>
<param-value>30</param-value>
</init-param>
</servlet>


The numOfRetries parameter is the number of connection attempts a server will make before concluding that the connection is broken.


<init-param>
<param-name>numOfRetries</param-name>
<param-value>5</param-value>
</init-param>
</servlet>


The secureProxy parameter may be set to OFF or ON. It indicates whether SSL communication is enabled between the members of the cluster. For example:


<init-param>
<param-name>secureProxy</param-name>
<param-value>ON</param-value>
</init-param>


The DebugConfigInfo parameter is a toggle indicating whether the server will write out debugging information. For example:


<init-param>
<param-name>DebugConfigInfo</param-name>
<param-value>ON</param-value>
</init-param>
</servlet>


Example XML configuration files are available online at:


http://www.bea.com/wls










[bookmark: ch06lev1sec4] HTTP Servers

In almost all cases HTTP servers of one sort or another (Apache, IIS, Netscape) are used as a front end to the cluster. A client process is not required to know what server it is requesting a resource from�it sends all requests to the DNS name or IP on the front end. If the request is for a static Web page or perhaps a non-Java CGI script, it is handled by the HTTP server. All other requests are passed on to the WebLogic Server members of the cluster.

The HTTP servers pass requests on to the WebLogic servers in round-robin order�weighted algorithms are not supported.

[bookmark: ch06lev2sec5] HTTP Session State Replication

The other important feature of clustered HTTP servers is that they all support session state replication. This is a high-availability feature of WebLogic clusters. In session state replication, the session state object of an HTTP server is replicated in the memory of one or more other servers in the cluster. If the first server fails, the task it was performing at the time of failure can be completed by one of the servers containing the replica. In order to use HTTP session state replication, all the HTTP servers in a cluster must be configured identically.

[bookmark: ch06lev2sec6] Replication Groups

By default, when replication is enabled, the server will attempt to duplicate its session states on some other member of the cluster.

For small clusters (< 3 nodes) this is adequate. In larger clusters, however, some machines may be more desirable as backup servers than others. It is possible to configure primary and secondary replication groups to reflect these choices.

To configure a replication group:

[bookmark: ch06pr01]	In the left pane, click on an individual server.

	In the right pane, click on the Clusters tab.

	Enter the name of the replication group in the tab of this server. If desired, you may also specify a preferred secondary group. The preferred secondary group must be distinct from the replication group.

	Click Apply.

	Repeat for each server in the replication group.



Note that before any cluster-related configuration changes take effect, the servers involved must be restarted. For this reason, it is recommended that your Administration server not participate in any replication groups or, indeed, service any client requests.

HTTP session state and session state for stateful EJBs may be persisted in a variety of ways:

	Cookies
	In this method, cookies that contain information about the session state are written out to cluster clients.

	JDBC
	The session state is stored in a JDBC database. Each node in the cluster writes in via a connection pool.

	File
	The session state is stored in a shared directory that is accessible by all members of the cluster.

	Memory
	Session state is maintained in RAM and propagated to caches on the replication nodes.




See Chapter 5 for more detailed discussion of the process of configuring HTTP servers.









[bookmark: ch06lev1sec5] Configuration

Configuration of the clusters is done from the Clusters tab in the left pane of the Administration console. (See Figure 6-1.)

[bookmark: ch06fig01]Figure 6-1. Configuring Socket Readers in WLS 6.x

[image: graphics/06fig01.jpg]

[bookmark: ch06lev2sec7] General

In this tab you set the basic attributes of the cluster.

	Name
	The collective name of the elements of the cluster.

	Cluster Address
	The IP address(es) shared by servers in the cluster. As with the individual servers, this must be a static IP address, not one obtained via DHCP.

	Default Load Algorithm
	The system used to route requests among the nodes in the cluster.

	Service Age Threshold
	A value used in the load-calculation algorithm. It specifies the number of seconds by which two services must differ in age before one is considered older than the other.




To record your changes to the data values on this screen and put them into effect, click the Apply button.

[bookmark: ch06lev2sec8] Multicast

Servers in a cluster must be on the same subnet. The information in this tab is used to define the properties of the TCP/IP connection that they use to communicate among themselves.

	Multicast Address
	The multicast IP address which the servers use to broadcast messages to one another.

	Multicast Send Delay
	The number of milliseconds servers will wait before sending messages. This value exists to fix a problem whereby servers sent messages too fast and overflowed the buffer of their host OS.

	Multicast TTL
	Multicast Time To Live. This is sort of an expiration date, given in milliseconds, for multicast broadcasts. The larger the network on which your cluster lives, the larger the value in this field. It is recommended, however, that you build your clusters on a LAN, which means that the Multicast TTL should be set to a value of 1.




On WebLogic versions 7 and above, you can also set the following properties:

	Port
	IP Port used for multicast communication

	Multicast Buffer Size
	Size of the buffer used for multicast communication




[bookmark: ch06lev2sec9] \Servers

This tab is used to define the membership of a cluster. The arrow interface is pretty intuitive; to add a server to the cluster, highlight it from the collection of servers on the left side of the right pane and click the right arrow. To remove it from a cluster, highlight a server in the cluster and click the left arrow.

[bookmark: ch06lev2sec10] Monitoring

This tab is display-only with two sets of values:


Number of servers configured for this cluster

Number of servers participating in this cluster.


For any situation other than a server being down for maintenance, the two values should be the same. If not, you have a problem.









[bookmark: ch06lev1sec6] Cluster Operations

In order to administer a cluster from the Administration console, you should configure NodeManager on each server in the cluster. See Chapter 2, "Starting and Stopping," for details on how to configure NodeManager.

	Start a cluster
	Right-click on the icon of the cluster in the left pane of the Administration console. Select "Start this Cluster" from the drop-down list.

	Stop a cluster
	Right-click on the icon of the cluster in the left pane of the Administration console. Select "Stop this Cluster" from the drop-down list.




Of course, it is also possible to start and stop the cluster by starting and stopping the individual servers within the cluster. A clustered server contains information about the cluster to which it belongs in its config.xml file. It will automatically rejoin the cluster when it is started.[2]
[bookmark: ch06fn01][2] Assuming, of course, that the Administration server is there to tell it what to do.


[bookmark: ch06lev2sec11] Deploying Applications

Deploying an application, EJB or what have you, to a cluster is similar to deploying to an individual server. In the left pane of the Administration console, click on the element you wish to deploy. From there, click on the Clusters tab. Click on the cluster to which you wish to deploy the element, and press the Apply button.

[bookmark: ch06note01]Note:

For WebLogic 7.0 the process is identical, but you must also click on the Deploy tab and the Deploy button contained therein.

 

Note that the deployment process described above assumes that your application has been developed, tested, and configured as a .war file. When running in production mode, WebLogic server will only recognize .war files. In particular, it will not recognize expanded directory structures. Make sure the setenv.cmd file contains the classpath of your application. The .war file is created with the following command:


jar cvOf YourApplication *.war


Under the Web Applications tab, click on the application you wish to deploy. On the Servers tab, use the arrows to select the servers on which you wish to deploy the application. Click Apply. If everything is configured correctly, the application will be copied to all the servers selected.

[bookmark: ch06lev2sec12] JDBC

JDBC connections cannot be configured to fail over automatically. However, roughly the same effect can be achieved by configuring identically named JDBC connection pools on each node in the cluster.

[bookmark: ch06lev2sec13] JNDI

When a new server joins a cluster, all the servers in the cluster work together to update their trees. Any resource that is not explicitly excluded from the clustering process ends up on all trees on all servers in the cluster. This process is transparent to both the user and the administrator.

[bookmark: ch06lev2sec14] JMS

Connection factories are associated with specific WebLogic servers. For this reason, they cannot be failed over. However, as with JDBC connection factories, roughly the same effect can be achieved by configuring a JMS server on each node in the cluster with identical copies of the associated queues and topics. (See Chapter 8 for more information about configuring JMS.)

[bookmark: ch06lev2sec15] RMI

Any RMI object can be deployed to a cluster. The same stub + skeleton mechanism that is used for remote invocation also works with cluster configurations.









[bookmark: ch06lev1sec7] Configuration in WebLogic Server 7.x

The cluster configuration screen for WLS 7.x is shown in Figure 6-2. The organization differs slightly between WLS 6.x and WLS 7.x, but the fields are similar.

[bookmark: ch06fig02]Figure 6-2. Configuring Clusters in WLS 7.x

[image: graphics/06fig02.gif]

Configuration of a cluster is a relatively simple process, provided you plan carefully and attend to the prerequisites. Note that all the servers in the cluster must be running the same version of WebLogic server, including the Administration server.

To create a cluster, click on the Clusters tab in the left pane. Click on the "Create a new cluster" link that appears in the right pane. Fill out the following fields:

	Name
	The unique name for the cluster.

	Default Load Algorithm
	The system by which requests will be distributed to members of the cluster. "Round Robin" sends to all members in order, "Weight Based" gives to some more than others, and "Random" is in fact more or less random.

	Service Age
	The threshold, in seconds, used to define whether one service is "older" than another.




You will need to install and configure each of the managed servers in the cluster separately.









[bookmark: ch06lev1sec8] Recap

This chapter discussed the configuration of WebLogic server clusters. Most cluster configuration is accomplished from the Administration console. However, in order to use the HttpClusterServlet to share HTTP requests among the members of a cluster, you must modify the config.xml file by hand.
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[bookmark: ch07lev1sec1] Introduction

JDBC is an amusing acronym in that it doesn't actually stand for anything. It's widely agreed that the "J" means Java and the DB means "database," but no one seems quite sure about the "C". Connectivity? Connection? Something like that, anyway.[1] JDBC is probably a play off ODBC, Microsoft's Open Database Connect utility, but at this writing no definitive expansion of the acronym exists. Regardless of what JDBC stands for, it refers to the suite of mechanisms whereby Java applications interact with databases.
[bookmark: ch07fn01][1] Here's a mean-spirited but possibly fun office game: get the local windbag in a public situation (perhaps a meeting, but one of the periodic gatherings-with-cake would also do nicely) and ask him/her what JDBC stands for. Express doubt at whatever answer he/she gives. Force him/her to commit. You get extra points if the windbag commits to a wager of some sort.


One problem JDBC addresses is the wide variety of database vendors�Oracle, MySQL, Informix, MS-Access, and so on. The syntax of the actual SQL statements used to interact with a particular database is usually portable between vendors, more or less. However, the protocols used to interact with the database engine�create a connection, authenticate, pass in the SQL statements, receive and return the results�are vendor specific. If an application is written to interact directly with the database, significant code changes will be required if the vendor or even the version of the database changes.

JDBC addresses this problem by imposing itself as in intermediate layer between an application and the database that the application is trying to access. The idea is that the application should make its requests for interaction with the database to the JDBC layer, not to the database itself. (See Figure 7-1.) JDBC, not the application program, is responsible for direct communication with the database.

[bookmark: ch07fig01]Figure 7-1. JDBC

[image: graphics/07fig01.gif]

As you can see, JDBC is divided into two conceptual layers. The layer that deals with the client programs is the same for all vendors and all versions. Underneath it is a vendor-specific driver that can be swapped in and out as needed. The application processes don't need to care if they are talking to Oracle 8.0.5 or MySQL 3.2�JDBC handles those details for them. The transparency, as this property is called, isn't absolutely perfect�there can still be some vendor-specific variations in SQL syntax, and a few other quibbles�but it is dramatically better than the vendor-dependent architecture that it supplants.

JDBC drivers come in four types:

	Type 1
	Type 1 drivers are a JDBC-ODBC bridge. They were the first type implemented. Even fanatic Sun boosters will admit that these drivers are a quick-and-dirty fix. Sun apparently felt a certain amount of pressure to put out a product that could compete with ODBC. Type 1 drivers are a direct map from the JDBC API to the ODBC API.

	Type 2
	Type 2 drivers are a map from the JDBC API to the network libraries provided by the database vendor.

	Type 3
	Type 3 drivers implement a middle tier for database access. The middle tier houses drivers for one or more data sources, and the client application interacts with it rather than housing libraries locally. Among other things, this circumvents an applet security property that says an applet may directly interact with only one data source.

	Type 4
	Type 4 drivers are the Java ideal. Rather than relying on interaction with intermediate libraries, they are implemented entirely in Java.




[bookmark: ch07lev2sec1] Choosing a JDBC Driver

A number of Type 2 and Type 4 drivers are provided with the WebLogic distribution. They do not require specific installation. Additional JDBC drivers are available from:


http://industry.java.sun.com/products/jdbc/drivers


This chapter discusses the administration of JDBC as it relates to the WebLogic server.









[bookmark: ch07lev1sec2] Connection Pools

When writing an application that interacts with a database, the obvious strategy from a programmer's viewpoint is to create and destroy connections on an as-needed basis. Closer inspection, however, reveals this strategy to be a wellspring of performance problems. Even if the application and the data source are located on the same physical machine, the handshaking between the database and the application that occurs is time consuming and expensive in terms of server resources.

When, as is commonly the case, the database connection must be made across a network, the problem is compounded. Besides the fact that communication across a network is dramatically slower than communication among processes on a local machine, you must also take into account the overhead incurred in establishing a fresh network connection for each database transaction before you can even begin to address the database handshaking that I was whining about a couple of sentences ago.

Clearly something had to be done. That something turns out to be connection pools. (See Figure 7-2.) A connection pool is a named collection of JDBC connections.

[bookmark: ch07fig02]Figure 7-2. Connection Pools

[image: graphics/07fig02.gif]

Connection pools are another aspect of the J2EE application framework. They are based on the clever observation that, regardless of what any particular application is doing at any given time, the set of applications deployed on a server will usually be interacting with the database at about the same rate.

Connection pools work by maintaining some number of open connections to a database at all times. The exact number is server specific and may in fact rise or fall depending on client demand.

When a client process needs to interact with the database, it does not attempt to establish a network connection or go through the normal handshaking process; rather, it simply checks out an existing open connection from the connection pool. Similarly, when the client process is finished with the connection, it does not close it but instead returns it to the pool for reuse by some other client. Thus, the majority of the network and database connection overhead is neatly circumvented.

For obvious reasons, all connections in a given connection pool must be to the same database. If you need to connect to more than one database, you can use MultiPools (see the discussion below).

WebLogic also provides facilities for optimizing the delivery of results.

[bookmark: ch07lev2sec2] Creating a Connection Pool

To create a new connection pool, click the Services folder, expand the JDBC folder, and then click Connection Pools. Click the "Create a new Connection Pool" link and fill out the fields as follows:

	Name
	This can be any (unique) value you like, though it's always a good idea to be as meaningful as possible when specifying resource names.

	URL
	A Protocol Servername Filepath URL that specifies the location of the data source to which you are connecting.

	Driver Classname
	The location of the JDBC driver that is to be used in communication with your database.

	Properties
	Some databases require more information than others to create a connection. The values in this box are passed on to the JDBC driver in key=value pairs (e.g., name=oracle, server=someserver). Distinct key=value pairs can be separated by carriage returns or semicolons.

	ACLName
	The name of the Access Control List that applies to this connection pool. Optional.

	Password
	The password required for database access.




When you have filled out the values under the General tab, click the Create button to create your connection pool. Next, you need to specify the values that will be used in maintaining your connection pool. Under the Connections tab, fill out the following fields as appropriate:

	Initial Capacity
	The number of connections to create when starting up the pool.

	Maximum Capacity
	An upper limit on the number of simultaneous connections to the database.

	Capacity Increment
	New connections to the database will be created in increments of this size.

	Login Delay Seconds
	Some databases bog down when bombarded with multiple simultaneous requests for connections. This value tells WebLogic to wait the specified number of seconds between connection requests. The default is 0 and should remain so for most databases.

	Refresh Period
	The number of minutes WebLogic waits between tests to see whether it needs to add or remove connection-pool members.

	Allow Shrinking
	Whether a pool, once expanded, can later be shrunk. Note that a pool will never be shrunk below the number specified in Initial Capacity.

	Shrink Period
	The number of minutes a connection must be idle before it will be shrunk out of the pool.

	Prepared Statement Cache Size
	The number of prepared statements that can be kept waiting for an available connection.












[bookmark: ch07lev1sec3] MultiPools

A multipool is a metapool�that is, it is a pool of connection pools. (See Figure 7-3.) Multipools are defined under the Services JDBC tab in the administration console. They are essentially a named, ordered list of connection pools. The scope of a multipool is limited to the local machine.

[bookmark: ch07fig03]Figure 7-3. Multipools

[image: graphics/07fig03.gif]

Note that while all the connections in a single connection pool must be to the same data source, connections within a multipool may be to more than one. One important implication that follows directly is high availability. When the connection to the primary data source is perceived to be broken, the multipool can automatically fail over to a redundant data source.

Of course, this is not a coincidence. Multipools are a new development in WebLogic 6.1, designed to implement either High Availability or Load Balancing, as described below:

	High Availability
	If a multipool is configured for High Availability, WebLogic will service client resource requests by passing the request on to each pool in the order it is listed. If the pool handles the request, all is well. If not, the server will pass the request on to the next pool in the list, then the next, and so on until the request is fulfilled or the end of the list is reached.

	Load Balancing
	If a multipool is configured for Load Balancing, WebLogic will distribute client requests to each pool in the multipool in round-robin order.




To create a multipool, first configure the connection pools which will be grouped into it. (See the discussion of connection pools, above.) Next, open the JDBC tab under Services in the Administration pane. Type in the name of the connection pool, which may be anything you like. Select either High Availability or Load Balancing as the algorithm type, and click Create.

Next, click on the Pools tab. From the list of available pools, select the ones you wish to add to the connection pool. Note that the order in which you select them does matter, particularly for high-availability pools.









[bookmark: ch07lev1sec4] Data Sources

The building block of J2EE database interaction is the javax.sql package, particularly the javax.sql.DataSource interface. This interface is a relatively simple connection factory.[2] The javax.sql package is basically a J2EE-flavored enhancement of the familiar java.sql package. For those of you not familiar with it, the java.sql package implements methods for basic database interaction. Broadly speaking, this includes the following tasks:
[bookmark: ch07fn02][2] A connection factory is a mechanism for creating instances of a class without having to explicitly instantiate an implementation class.


	Database driver management

	Connection handling

	Statement execution

	Result-set manipulation



The javax.sql package does all of that, but also provides support for:

	JNDI lookups of database names

	Connection pooling



It is significant to note that a data source is a network resource accessible through JNDI. In order to implement this network accessibility, you as the application server administrator must bind it to some JNDI logical name.

All of the above is background information. From an administration standpoint, data sources are pretty trivial. To create a new data source, open the Services tab, expand the JDBC folder, and click on Data Sources. Click "Configure a new JDBC Data Source" and fill out the values as follows:

	Name
	The name of this data source. This can be anything you like, so long as it is unique to the server or cluster on which it resides.

	JNDI Name
	Here you define the JNDI name of this data source, as it will be accessed by the clients.

	Pool Name
	If you are associating the data source with a connection pool, this is where you specify the pool name. (See the discussion of connection pools, above.)

	Row Prefetch Enabled
	Checking this option improves overall performance in situations (like Internet access) where the data source is being accessed by clients not running on the local machine. It tells WebLogic to send the client some number of rows automatically, rather than waiting for individual rows to be requested.

	Row Prefetch Size
	When Row Prefetch Enabled is checked, this option specifies how many rows will be automatically sent to the client.

	Stream Chunk Size
	The data in a Prefetched result set will be sent to the client in chunks of this size.




Click the Create button when you are done filling out the fields. Next, click the Targets tab and specify the server or cluster on which the data source will reside.
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[bookmark: ch08lev1sec1] Introduction

The Java Messaging Service, or JMS, is a mechanism that enables two or more processes to communicate. The nature and content of the messages are the province of software developers; we, as administrators, are concerned with seeing that the messages are delivered.

In the context of WebLogic, the term producer is used to describe a process that generates messages and sends them out into the world. The term consumer refers to processes that receive messages. Any application process may be a producer, a consumer, or both.

Messages may be sent under either a one-to-one connection protocol (usually called point-to-point or PTP) or a one-to-many connection protocol (usually called publish-and-subscribe or pub/sub). When they are sent point-to-point, the destination is referred to as a queue. When they are sent publish-and-subscribe, the destination is referred to as a topic. Topics and queues are collectively referred to as destinations.

[bookmark: ch08lev2sec1] Point-to-Point

In point-to-point messaging, each message generated by a producer will be received by exactly one consumer. Think of point-to-point messaging as being analogous to a physical mail message (as delivered by the post office), which can be delivered to only one consumer, as opposed to a piece of e-mail, which may be delivered to many consumers.

As you can see in Figure 8-1, the point-to-point model specifies that there will be exactly one producer and exactly one consumer per message. That's all it says, and you should be careful not to read any more into it. In particular, there is nothing that says the producer must send all messages to a single consumer. In PTP messaging, a single producer may send messages to more than one consumer, as long as any individual message goes to exactly one consumer.

[bookmark: ch08fig01]Figure 8-1. The Point-to-Point Distribution Model

[image: graphics/08fig01.gif]

Another noteworthy feature is that the producer and consumer may switch roles. That is, the producer of the first message, M1, may be the consumer of the second message, M2.

[bookmark: ch08lev2sec2] Publish-and-Subscribe

In publish-and-subscribe (pub/sub) messaging, a producer generates messages that may be received by more than one consumer. Such messages are implemented with a broadcast mechanism called a topic. Again, we have one or more publishers generating messages that will be stored to a topic. However, in the pub/sub model we see that all subscribers to a given topic receive all messages published on that topic.

A few fine points about this model are worth mentioning. As shown in Figure 8-2, a consumer may subscribe to more than one topic at time. A topic may be published to by more than one publisher. Although not shown in Figure 8-2, there is nothing to stop a single process from publishing and subscribing to the same topic.

[bookmark: ch08fig02]Figure 8-2. The Publish-and-Subscribe Distribution Model

[image: graphics/08fig02.gif]

[bookmark: ch08lev2sec3] Connections

Regardless of the type of messaging being done, consumer processes do not communicate directly with producer processes. Instead, all communication is done using a connection to JMS. A connection is an object created by a connection factory that contains the parameters needed to route messages between producer and consumer. Connections may reference either a PTP queue or a pub/sub topic.

In a sense, a connection factory is the bridge between you, the WebLogic administrator, and the application developer. All the connections utilized by an application must come from a connection factory. A connection factory is a JNDI-named class that is created within the WebLogic console.

[bookmark: ch08lev2sec4] Messages

JMS messages consist of three parts: a header containing exactly 10 fields (see below), an optional collection of key/value pairs called properties, and the message body.

	Header Field
	Explanation

	JMSMessageID
	A unique ID number assigned by WebLogic server.

	JMSDestination
	The queue or topic to which the message is directed.

	JMSDeliveryMode
	Either "Persistent," which specifies that the message should be stored to protect against server failure, or "Nonpersistent," which is slightly faster but provides no safeguards against message loss.

	JMSTimeStamp
	A timestamp indicating when the server received the message.

	JMSCorrelationID
	This field may be used by the application to indicate a relationship to another message or object.

	JMSReplyTo
	The JNDI-named destination to which a reply should be directed.

	JMSExpiration
	Either 0, indicating that that message does not expire, or the number of milliseconds to expiration.

	JMSType
	This field could be used to specify a message type, but it isn't used by WebLogic.

	JMSPriority
	This field would specify the priority of the message, but it is not used by WebLogic.




As mentioned above, the properties of a message are a collection of key=value pairs. In the context of WebLogic, these pairs are most commonly used by message selectors. A message selector is a class that enables a message consumer to examine the contents of a queue or topic and do some preselection without actually looking at the message content. This is convenient in that property values are available for preconsumption examination but the body of the message is not.

The body of a message is the part in which the consumer is typically interested. It may be one of five possible types:

	Bytes
	A collection of bytes

	Map
	A sequence of key=value pairs, where the key is a string and the value is a Java primitive type

	Object
	A collection of one or more Java objects

	Stream
	A stream of Java primitive values

	Text
	A text string












[bookmark: ch08lev1sec2] Administering JMS

As mentioned earlier, before developers can do anything with JMS on your system, you must first do some configuration. The following tasks must be performed in order before any JMS connections can be made on the server.

[bookmark: ch08pr01]
	Create a connection factory.


	Create a JMS server.

	Create a message queue or topic.


[bookmark: ch08lev2sec5] Creating a Connection Factory

As with most things WebLogic, the connection factory is created from the Administration console pane. Expand the Services folder, click JMS, and then click on Connection Factories. There are 12 fields to fill out:

	Name
	A Java identifier for the connection factory. Possibly but not necessarily the same as the JNDI name.

	JNDIName
	The JNDI identifier as it is known within the JNDI namespace.

	ClientID
	This field is optional. If you fill it in, you are telling WebLogic to deliver all messages on a particular topic to the specified subscriber, regardless of whether or not that subscriber is listening when the message is posted. Such a client is called a durable subscriber. Note that true "durable subscriber"-ness also requires the configuration of a message store.

	Default Priority
	The numeric priority that will be assigned to a message by default. Values range from 0 (low priority) to 9 (highest priority). The default value for the default priority is 4.

	Default Time to Live
	If specified, this value sets the upper limit on a message's existence in the system in milliseconds.

	Default Time to Deliver
	You can use this value to build in a delay between the time the message is passed to the server and the time it is delivered to the intended recipient. Values are given in milliseconds; the default is 0.

	Default Delivery Mode
	Either "Persistent," which guarantees message delivery at a slight cost to performance, or "Nonpersistent," which is slightly faster but doesn't guarantee delivery. Persistent requires the existence of a message store.

	Default Redelivery Delay
	You can use this value to build in a delay between the time messages are rolled back and the time they are redelivered.

	Messages Maximum
	Use this to place an upper limit on the number of messages in an asynchronous session that have not been passed to a message listener. A value of -1 lets the messages expand to the limits of virtual memory.

	Overrun Policy
	What to do if Messages Maximum is exceeded. Either "Keep Old," in which the newest messages are discarded, or "Keep New," in which the oldest messages are discarded.

	Allow Close on Message
	When checked, a close( ) method call executed within an onMessage( ) method call will be permitted to succeed. If unchecked, such a call will hang forever.

	Acknowledge Policy
	Either "Previous," which tells the server to treat the acknowledgement of a message by a session as the acknowledgement of all messages up to and including that message, or "All," which tells the server to treat the acknowledgement of a particular message as the acknowledgement of all messages received by that session. Ask your developers if you need to set it to something other than the default value of "All."




When you have finished filling out the fields in this form, click Create.

[bookmark: ch08lev2sec6] Creating a Message Store

Creating a message store is not always required. However, if you are using a delivery mode of type "Persistent," you must have a message store attached to the queue or topic. A message store is a chunk of disk space (that is, a directory or folder) that has been set aside to hold messages. In the event that the server crashes while messages are in queue, messages in a message store will be recovered, while messages in volatile memory will be lost.

Message stores are associated with at most one JMS server. They have two properties:

	Name
	The name of the store, as referenced by any queue or topic using it.

	Directory
	The location in the directory tree in which messages are stored.




When you have filled out these properties, click create to create the store.

[bookmark: ch08lev2sec7] Creating a JMS Server

The JMS server is created under the JMS tab in the Servers folder. It has three properties:

	Name
	The name for the JMS server.

	Store
	The optional persistent message store, as discussed previously in "Creating a Message Store."

	Temporary Template
	The optional name of the JMS template to be applied to all temporary destinations created on this server.




When you have finished filling out the fields in this form, click Create.

[bookmark: ch08lev2sec8] Create a Message Queue or Topic

Message queues or topics are the destination to which messages are sent. See the Introduction in this chapter for discussion of the differences between them. Queues and topics are always associated with a particular JMS server. To emphasize this point, they can be created only by clicking on the server with which they are associated. (See "Creating a JMS Server," above.) Under the server with which the queue or topic will be associated, click Destinations.

The distinction between queues and topics is made when they are created. They have the same properties:

	Name
	The internal name for the queue or topic, possibly distinct from the JNDI name.

	JNDIName
	The name by which this resource is known to JNDI. This value must be unique within the JNDI namespace.

	Enable Store
	Whether or not the queue or topic will write messages to nonvolatile memory. If true, the store must be defined as discussed in "Creating a Message Store," above.

	Template
	A JMS template used to determine the destination of a message. (See "Creating a Message Template," below, for further discussion.)

	Destination Keys
	JMS destination keys are values used to sort the messages for delivery. They order messages for delivery according to key=value pairs specified in the message header. In order for this to work, your developers should be putting keys in the messages. Multiple keys may be specified, in order from most to least significant.




[bookmark: ch08lev2sec9] Creating a Message Template

The JMS message specification provides for the creation of destination keys that can be used by the server to order the delivery of messages. (These are the key=value pairs discussed in the section on message properties.)

In order to create a message template, you must first define one or more destination keys. They have four properties:

	Name
	The name for the destination key. This is an arbitrary value, but it's best to choose something meaningful.

	Property
	The property of the message that you will be keying off. Note that in order for this to work, your application developers must be including this property in their message.

	Key Type
	The type of the key you will be sorting on. One of: Boolean, Byte, Int, Short, Long, Float, Double, String.

	Direction
	Whether the sort will be ascending or descending.




Once the destination keys are created, you can create the template under JMSTemplates. There are only two properties:

	Name
	An arbitrary name for the template.

	Destination Keys
	This field will be empty until you click the Create button, at which time a list of the applicable destination keys will be generated.




[bookmark: ch08lev2sec10] Configuring a Virtual Destination

Virtual destinations are new to WebLogic 7.0. They allow you to distribute queues or topics across two or more servers. They are defined by three properties:

	Name
	The name of the virtual destination.

	JNDI Name
	The name used to access the virtual destination in JNDI.

	Load Balancing
	The method that will be used to distribute the messages among the consumers.




Next, you will need to specify two or more members as targets of the virtual destination.









[bookmark: ch08lev1sec3] Clustering JMS

It is possible to configure connection factories to run in a clustered environment, but it is sort of a headache and the value is limited. Producers and consumers are clusterable resources. If you have deployed a producer or consumer on each server in the cluster, the producer or consumer will be available as long as at least one server is up.

To distribute a consumer or producer, use the Targets tab to associate a connection factory with two or more servers.

If, however, the server on which the destination (queue or topic) is housed goes down, then the producers and consumers will stop working. The destination is tied to a server by either RAM (in the case of nonpersistent messaging) or disk space (in the case of persistent messaging). Either way, when you lose the server you lose the destination.

Less debilitating but still occasionally a problem is the propagation delay involved in replicating JNDI entries across multiple servers. If a method on one server references a remote destination, there is the potential for a javax.naming.NamingException. This may occur in situations such as server crashes or normal rebooting in which the JNDI on the remote server housing the resource is not yet synchronized with the local machine. This problem was fixed in WLS 6.1 and above by having connections be retried until they become available, so it will be seen less frequently as time goes by.









[bookmark: ch08lev1sec4] Messaging Bridges

Messaging bridges are a new feature of WebLogic 7.0 that allow you to connect two destinations (queues or topics).

	Name
	The name of the messaging bridge.

	Source Destination
	The destination (queue or topic) from which messages will be read.

	Target Destination
	The destination (queue or topic) to which the messages will be written.

	Selector
	Use this field to specify a property of the message that is used to distinguish messages in the source destination that are sent across the bridge from those that are not.

	Quality of Service
	"Exactly-once," in which qualified messages are guaranteed to cross the bridge exactly once; or "Almost-once," in which qualified messages will cross the bridge at almost one time, but without any guarantee of delivery; or "Duplicate-okay," in which qualified messages are guaranteed to cross but may go over more than once.

	QOS Degradation Allowed
	If checked, the server will allow the quality of service to be downgraded when the selected quality is not available.

	Idle Time Maximum
	Set an upper limit (in milliseconds) on the amount of time a message will wait before performing an availability check of the server on the other end.

	Asychronous Mode
	Check to allow the server to work in asynchronous mode, in which the messaging bridge listens for incoming messages on the source target and forwards them as they arrive.

	Durability Enabled
	Check if you want the bridge to save messages that are sent to the source target even when the bridge is not running.

	Started
	Display whether the bridge is started or stopped.












[bookmark: ch08lev1sec5] Recap

This chapter discussed JMS messaging. Messaging is done by two methods, point-to-point and publish=subscribe. Messaging connections are always created via connection factories. Messages consist of three parts: a header, containing 10 ordered fields, an optional collection of key=value pairs, and the message body.
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[bookmark: ch09lev1sec1] Introduction

This chapter is a discussion of the tools and techniques for monitoring WebLogic performance.









[bookmark: ch09lev1sec2] Performance Tab

The first tool that you'll want to use in performance monitoring is found on the administration console. As you've probably noticed by now, each server has a Performance tab available. Click on it and you'll see something like Figure 9-1.

[bookmark: ch09fig01]Figure 9-1. Performance Tab

[image: graphics/09fig01.jpg]

Five resources are graphically monitored on this tab[1]:
[bookmark: ch09fn01][1] It is perhaps worth noting that the server represented in Figure 9-1 is sitting on my desk and not accessible to anyone except me and perhaps an unusually dedicated and creative cracker. On a production server, you'd typically expect to see a bit more activity.


	Idle Threads
	The number of threads on the server currently idle

	Oldest Pending Request
	The amount of time the oldest request has been waiting for service

	Throughput
	The rate at which this server processes requests

	Queue Length
	Number of client processes waiting for service

	Memory Usage
	The amount of memory currently being used by the server












[bookmark: ch09lev1sec3] SNMP

The Simple Network Management Protocol, or SNMP, is a collection of protocols that are designed to facilitate the monitoring and management of network resources. SNMP is not a WebLogic-specific product; actually, it predates the entire company by a couple of decades.

The SNMP protocol has been steadily refined over the years to arrive at its present almost-usable state. The protocol as a whole is primarily defined in RFCs 1155, 1156, 1157 and expanded in a couple of dozen other RFCs.

Generally speaking, SNMP systems have a centralized manager�not the WebLogic server manager�which keeps an eye on one or more agents. In the context of WebLogic, the role of SNMP agent is fulfilled by one or more WebLogic servers with their SNMP component enabled. These agents pass information on to the SNMP manager in response to two types of circumstances:

	Poll requests
	The SNMP manager makes a routine request for information about resources that it manages.

	Traps
	The SNMP agent, acting on its own initiative and not in response to a poll from its manager, reports some condition that you (the administrator) have configured it (the agent) to regard as noteworthy.




[bookmark: ch09lev2sec1] MIB

The SNMP protocol defines a fairly rigid set of standards for the nature of the information that can be passed to a server. In particular, you're not just passing over raw lines from a log file, or the output from a script, or whatever. SNMP managers require that their agents pass over information in the form of dotted number strings. These number strings, collectively referred to as Management Information Bases or MIBs, define a hierarchy of network resources.

To give the idea some flavor, I'll provide a little more explanation, even though it's not strictly relevant to our purposes. A number of more or less standard MIBs are available in the public domain to monitor generic network attributes. Here's one example, taken from RFC-1213:

	sysUpTime
	1.3.6.1.2.1.1.3

	Keeps track of the time elapsed since the network management software was last initialized.




Not all MIBs are publicly available, or need to be. The MIB hierarchy is infinitely extensible. Most vendors of network equipment and software define their own proprietary MIBs. Again, recall that this is strictly on the agent side�in order to actually use the agent to monitor anything, you must first purchase an SNMP manager, upload all the relevant MIBs,[2] and figure out what to do with the information. (See Figure 9-2.)
[bookmark: ch09fn02][2] As anyone who has actually gone through the process will tell you, implementing SNMP is much easier said than done. Compatibility problems between SNMP managers and agents are not infrequent.


[bookmark: ch09fig02]Figure 9-2. SNMP Manager

[image: graphics/09fig02.gif]

BEA is no exception, and why should it be? Developing an MIB agent is a relatively quick and inexpensive method for providing a bullet point for sales meetings. BEA's MIB is registered at .1.3.6.1.4.1.140.

Like things WebLogic, SNMP management is done at the level of the domain. The SNMP manager interacts with a WebLogic Administration server. In a single-server domain, the Administration server simply relays any relevant information passed on from its Managed servers. In a multiple-server domain, a single Administration server can be used as a point of collection for all SNMP information.









	[bookmark: ch09lev1sec4] Configuring SNMP

As I implied earlier, loading WebLogic is a two-stage process. First, you must obtain an SNMP server and load the WebLogic SNMP MIB into the SNMP manager. The WebLogic SNMP MIB is included with the distribution. It can be found in:


/classes/weblogic/management/snmp/mib


It is packaged in the weblogic.jar java archive; the actual file is named BEA-WEBLOGIC-MIB.asn1. Configuring the SNMP manager is outside the scope of this book, but you have my sincere best wishes.

SNMP configuration is done from the Administration console. There are two steps:

[bookmark: ch09pr01]	Authorize the SNMP manager to which you will direct the traps.

	Enable the SNMP agent.

	Configure any agents for whom the server will be proxying.

	Optionally, configure any additional traps you may wish to install.



[bookmark: ch09lev2sec2] Authorize an SNMP Manager

Authorizing an SNMP manager is, of course, done through the Admininstration console. Expand the SNMP folder and click on the Trap Destinations subfolder. There are four fields to fill out:

	Name
	The name of the SNMP manager to which you will be sending the communications.

	Community
	The name by which your SNMP manager software refers to the collection of entities being monitored in your WebLogic server domain. This name will be used by the SNMP manager in requesting information from the agent. Requests for information about a particular Managed server will take the form:


community@server





Requests about the Administration server will be directed simply to:


community


	Host
	The network host upon which the SNMP server is running.

	Port
	The port over which SNMP communication occurs.



[bookmark: ch09lev2sec3] Enable the SNMP Agent

To configure an SNMP agent, click on the SNMP folder in the left pane. Check the Enabled box to activate SNP monitoring. You will need to fill out the following fields:

	SNMP Port
	The network port over which communication will occur.

	MIB Data Refresh Interval
	The number of seconds that will elapse before the SNMP agent will update the values that it is monitoring.

	Server Status Check Interval Factor
	This number will be multipled times the value entered in MIB Data Refresh Interval to arrive at an interval for polling WebLogic Managed servers.

	Community
	The password for the SNMP community. This password must also be configured on the SNMP server. It will be sent to the agent each time an update is requested.




When configuring the intervals at which SNMP does checks, bear in mind that the level of network traffic generated can be nontrivial.

[bookmark: ch09lev2sec4] Proxies

As originally conceived, the SNMP model provided for only a single agent to monitor all activity on a particular IP address. In practice, this idea turned out to be rather limiting. Consequently, WebLogic SNMP incorporates the idea of proxies. A proxy is an SNMP agent that has been configured to act as a collection point for SNMP information about a particular domain.

In the case where multiple servers are being monitored in a single domain, the preferred configuration is to configure the Administration server's SNMP agent as the nexus of communication between the SNMP manager and all other agents in the WebLogic domain.

This is accomplished as follows: Under the SNMP folder in the Administration pane, click on the Proxies folder. There are five fields to fill out:

	Name
	The name of the resource (typically a server) for which the admin server is serving as a proxy.

	Port
	The network port over which SNMP communication should occur. Note that this value must be unique; in particular, it should not be the same as the port of the administration console.

	OID Root
	The MIB number that designates the top of the OID tree under which the resource is proxied.

	Community
	The name of the community of which the resource is a member, as understood by the SNMP manager.

	Timeout
	The number of seconds that must elapse before the resource will be considered to have failed.




[bookmark: ch09lev2sec5] Monitors

Three types of Java Management Extension (JMX) monitors are available:

	Gauge Monitors
	Use a gauge monitor to define an upper and lower threshold for the resource being monitored. Alarms will sound if either threshold is exceeded.

	String Monitors
	String monitors compare the resource being monitored against a text string that you provide.

	Counter Monitors
	A counter monitor is triggered when the monitored resource exceeds the upper limit of a threshold value.




[bookmark: ch09lev2sec6] Log Filters

All WebLogic servers�both administration and managed�log information about server performance and events into files on their respective local machines. SNMP can monitor these log files and alert if it sees particular text strings.

The configuration of these traps is done in the Log Filters folder under SNMP. Most of the configuration values are pretty obvious. Specify the text string that you want to alert on in the "Message Substring" field.

[bookmark: ch09lev2sec7] Attribute Changes

Finally, it is also possible to configure SNMP to take note when a configuration attribute changes. Under the Attribute Changes menu, click the "Configure a New Attribute Change" link. There are five fields:

	Name
	The name of the attribute filter.

	Attribute MBean Type
	The type of the MBean you want to monitor.

	Attribute MBean Name
	The name of the MBean that contains the attribute you wish to monitor.

	Enabled Servers
	Click on the SNMP-enabled WebLogic servers that you want to monitor for this change.




Note also that before the new attribute monitoring will go into effect, you need to restart the Administration server.
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[bookmark: ch10lev1sec1] Introduction

Getting your application to a functional state is only the first step. As your enterprise expands, so will the demands your server. This chapter discusses various techniques for improving the performance of the applications and servers in your WebLogic domain.

In this chapter I discuss three classes of techniques:

	Tuning the JVM

	Tuning the WebLogic Server

	Tuning Your Application











[bookmark: ch10lev1sec2] Tuning the JVM

The Java Virtual Machine, or JVM, on which WebLogic server runs is the single most important software component of your system. Because all aspects of your application rely on the JVM, it is the single easiest place to ruin the performance of your server.

Fortunately, it is not terribly difficult to properly configure your JVM. There are several primary areas of improvement:

	Server performance packs

	Heap configuration

	Garbage collection

	Accepting backlogs



[bookmark: ch10lev2sec1] Server Performance Packs

Depending on the platform that your WebLogic server is running on, a performance pack may be available for your system. The value of a performance pack is that input/output operations are configured to better utilize your server resources.

To enable performance packs and thereby utilize the resources of your server more efficiently:

[bookmark: ch10pr01]	Expand the servers folder.

	Click on the specific server for which you wish to enable the performance pack.

	Click on the Tuning tab.

	Check the "Enable Native I/O" box.



As I said, performance packs are not available for all server platforms. If you are not running WebLogic on one of the lucky few, WebLogic will allocate additional threads for use as socket readers, thereby offsetting the performance drain somewhat.

[bookmark: ch10lev2sec2] Heap Configuration

When it is invoked, the Java Virtual Machine is allocated a certain amount of memory that it organizes into a data structure called a heap. This data structure is used by the JVM to store and access all objects utilized by running processes.

There are four command-line variables you can set to affect the life cycle of the heap and thereby tune performance. Set these values within the script you use to start WebLogic. Values should be multiples of 1024 and may be specified in increments of k (kilobytes), m (megabytes), and g (gigabytes).

	-Xms
	The minimum size of the heap. Values should be multiples of 1024 and may be specified in increments of k (kilobytes) m (megabytes) and g (gigabytes).

Example: -Xms=512m

	-Xmx
	The maximum size of the heap. Values should be multiples of 1024 and may be specified in increments of k (kilobytes) m (megabytes) and g (gigabytes).

Example: -Xms=512m




[bookmark: ch10note01]Note:

The-Xms and-Xmx values should be the same size.

 

For HotSpot Java 1.3 and above, it is also possible to tell the JVM a little bit about how the heap should look after a round of garbage collection.

	-XX:NewSize=
	BEA recommends that the base value of this variable be 25% of the maximum size of the heap. It is increased in increments of 1024. The value should be increased above the base if you have a large number of short-lived objects or if you have more than one processor.

	-XX:MaxNewSize=
	Sets the maximum new-generation heap size.

	-XX:SurvivorRatio=
	The ratio between the Eden and Survivor Space areas in the new heap.




Generally speaking, your JVM should take up about 75% of the available RAM on your system, after the needs of the operating system are met. Beyond that, the ideal size of your heap is determined to a large extent by the garbage-collection process on your system.

[bookmark: ch10lev2sec3] Garbage Collection

When an object is no longer accessible from any pointer in the running program, it is considered to be garbage. In order to keep garbage objects from gradually devouring all of the available memory, Java will systematically comb through the heap and de-allocate space associated with garbage objects. This process is known as garbage collection.

There are two types of garbage collection, "generational" and "naive." Naive garbage collection is the less efficient of the two. It examines every object in the heap to determine which are not referenced. Generational garbage collection takes into account the life cycle of the object to speed the collection process. As shown in Figure 10-1, generational heaps are divided into New and Old areas.

[bookmark: ch10fig01]Figure 10-1. Generational Heaps

[image: graphics/10fig01.gif]

The new area is divided into the colorfully named "Eden" and "Survivor Space" areas. When new objects are examined and found to be in use, they are copied into the Survivor Space area.

When memory use is painfully high (as indicated by the Memory Usage graph under the Monitoring tab), you can force garbage collection. This should be done with caution, however, as garbage collection is an expensive process in terms of CPU time. In order to conclusively discriminate between those objects which are never referenced and those which are, it can be necessary to examine every object in the heap.

In order to get the best performance out of your server, you will need to examine the garbage-collection process for each distinct configuration in your domain. Different applications will generate garbage in different ways. One tool for doing this is the verbosegc option:

	-Xverbosegc
	This option can be included on the command line to turn on verbose garbage collection. It is itself a performance drain and should be used for debugging purposes only.




Once verbose garbage collection is enabled, examine your logs. Look for the following:

	Excessively long collection processes. Anything over 10 seconds is too long.

	The state of the heap after collection. If, after garbage collection, the heap is more than 75% free your heap is probably too large.

	Out-of-memory errors. These indicate that your heap size is too small.











[bookmark: ch10lev1sec3] Tuning WebLogic Server

[bookmark: ch10lev2sec4] Thread Count

You have some control over the number of threads in the default queue. Adding more threads will not necessarily improve performance, however. Generally speaking, you should allocate threads according to the following formula:

	Allocate one thread per CPU on the server.

	Add at least one additional thread. Add another addtional thread for every four CPUs.



If you suspect that your thread count is too low, examine your CPU utilization. Ideally, you want it to fluctuate between 85 and 100%. If utilization only rarely rises above 85%, consider adding a thread. If it stays pegged at or near 100%, remove a thread or two and see if you notice a performance improvement.

[bookmark: ch10lev2sec5] Thread Utilization

By default, one thread in three is allocated to read input from sockets. This may or may not be correct for your application. Socket reader threads are responsible for accepting client requests and passing them on to those threads that fulfill the requests.

[bookmark: ch10lev2sec6] Connection Pools

One of the biggest performance drains available is establishing and releasing a connection to the database. This problem has been somewhat alleviated by the creation of JDBC connection pools. A connection pool is a named collection of database connections accessible to client processes on a first-come-first-served basis. The connections in the pool are never released, so much of the overhead involved in traditional database interaction is avoided. See Chapter 7 for further discussion of connection pools.

[bookmark: ch10lev2sec7] Accepting Backlogs

If you notice that your server seems to be dropping a lot of connections, you can adjust the configuration to temporarily alleviate this problem. Expand the Servers folder and click on the particular server that you're concerned about. Click on the Tuning tab, and set the Accept Backlogs value to a higher number.

This will allow clients the dubious privilege of waiting in line for their turn at the CPU. Note that this is only a temporary stopgap. The underlying problem needs to be identified and corrected before your client processes take their business elsewhere.

[bookmark: ch10lev2sec8] Clusters

There's only so much that you can accomplish by configuration. If your CPU is never idle, there is little or no free memory, and application response time is poor, it's probably time to add another server and build a cluster. See Chapter 6 for further discussion of clusters.









[bookmark: ch10lev1sec4] Execute Queues

An execute queue is a named collection of execute threads. Access to these threads is restricted to specified applications deployed on the server. Typically, access queues are used to improve the chances that critical applications (those which handle purchasing, for instance) have access to server resources. In other instances, you may decide to use execute queues to restrict the access of less important applications (e.g., those used by nonpaying customers) to crucial server resources.

While execute queues can be handy, it is important not to overuse them. Each thread on the server is precious. Restricting a thread to one particular application or even one group of applications is a potential performance problem.

Perhaps for this reason, the resources for configuring an execute are cleverly hidden within the Administration console. To create an execute queue:

[bookmark: ch10pr02]	Click on the server upon you wish to create the queue.

	Click the Monitoring tab and select General, then Monitor All Active Queues.

	Click Configure Execute Queues.

	Enter the following fields:

	Name
	The name of the queue resource you are creating

	Queue Length
	The maximum number of processes that can be waiting on this queue

	Thread Priority
	The priority of threads in this queue relative to other queues out there

	Thread Count
	Upper limit on the number of threads utilized by this queue














[bookmark: ch10lev1sec5] Recap

This chapter discussed methods you can use to improve your server's performance. Thread count, thread utilization, connection pools, backlogs, and clusters are all variables that may be tuned to improve server performance. When all else fails add another node to your cluster.
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[bookmark: ch11lev1sec1] Introduction

Given that WebLogic is an application server, much of the responsibility for secure configuration is incumbent on the developers.









[bookmark: ch11lev1sec2] SSL

Encryption is the process of rendering a sequence of data unreadable. Typically this process utilizes one or more data strings known as keys. Public key encryption is a method of scrambling data using one key, key A, in such a way that it can later be unscrambled, but only with the use of a second key, key B. Data encrypted using key A is decryptable with key B. Data encrypted with key B is decryptable only with key A.

One of the keys is handed out freely to the general public (the "public key") and the other is kept a closely guarded secret (the "private key"). Those who wish to communicate with you securely obtain your public key and use it to encrypt messages. Upon receipt of the encrypted message, you use your private key to decrypt the message and perhaps compose a response.

[bookmark: ch11lev2sec1] Certificates

Certificates are the way you inform the Web-browsing public that you are who you say you are. A certificate is nothing more than a public/private key pair obtained from some trusted source. Because a key pair is nothing more than a long sequence of numbers, it is possible to construct a functioning key for yourself without much difficulty. However, unless you are using a commercially signed certificate, most client browsers will display some kind of warning message to their users when they begin SSL communication.

You use the private key provided by the certificate authority to encrypt some data. When a client requests a secure connection, you respond with the following items:

	Your server certificate signed by some recognized certificate authority

	Some plain-text identification message for use in calculation



The client uses the public key of the certificate authority to decrypt the message which you transmitted. The decrypted message contains your public key. Next, you send the client a message which you have encrypted using your private key. The message contains some data encrypted using your public key. Using your trusted public key that it obtained the first step, it decrypts the message you just sent. It encrypts the plain text message and compares the result with the contents of the second message. If they match, the client will conclude you are who you say you are, and business can commence.

Commercial certificates can be purchased from


http://www.verisign.com

http://www.thawte.com


Once they have been purchased and installed in the directory tree, you are ready to begin configuring SSL.

[bookmark: ch11lev2sec2] Configuring SSL

In 6.x, the SSL configuration pane is accessed by clicking on the particular server for which you wish to perform configuration, then clicking on the SSL tab. In 7.x, the SSL tab is found under the connections tab. (See Figure 11-1.)

[bookmark: ch11fig01]Figure 11-1. Server 7.x SSL Tab

[image: graphics/11fig01.jpg]

Either way, there are four fields of interest:

	Listen Port
	The port that the server is to monitor for SSL communication

	Server Key File Name
	The location of the private SSL key in the directory tree

	Server Certificate File Name
	The location of the public certficate in the directory tree




By default, the server does not require clients to have certificates of their own. However, you can override this and deny communication to any client that lacks a valid certificate. To do so, check the "Client Certificate Enforced" box in the SSL tab.









[bookmark: ch11lev1sec3] 6.x Security

6.x security is designed around simple incremental building blocks. The administrator first creates a user and assigns him to one or more groups. The groups, in turn, have privileges associated with them in the form of Access Control Lists, or ACLs.

[bookmark: ch11lev2sec3] Users

The user is the fundamental unit of access control in WebLogic Server 6.x. Users have only two attributes, their name and their password. This means that after users are created, about the only thing you can do with them is change their password or delete them entirely. Both of these tasks are accomplished from the Security folder in the Administration console. To perform user administration:

[bookmark: ch11pr01]	Expand the security icon.

	Click on users.



WebLogic Server 6.x provides two users of particular importance. The first is the system user, which is the account used to start and stop the server. The second is the guest user, which is an anonymous account used by the system when authorization is not required.

[bookmark: ch11note01]Tip

You can tighten security considerably by disabling the guest user account.

 

[bookmark: ch11lev2sec4] Groups

A group is a collection of users treated as a single unit for administrative purposes. WebLogic server ships with only two groups already created:

	Everyone
	All users of the system.

	Administrators
	Those users with administrative privileges. When shipped, the only member of this group is the system user. In the absence of a strong argument to the contrary, that's the way it should stay.




You will probably find it convenient to create your own groups. A group is created by clicking on the Groups icon under Security, then clicking "Create a new Group." Users can be added one at time or in a comma-separated list. Note that groups can also be added to other groups.

To remove a user from a group, first bring up the group, then click on the checkbox next to the user you want to remove. Click Apply to remove the user.

[bookmark: ch11lev2sec5] ACL

An Access Control List, or ACL, is the mechanism the system uses to determine whether a user can access a system resource. ACLs are associated with a resource and consist of lists of users or groups and the permissions granted to them.

The server comes preconfigured with three ACLs:

	ACL
	Associated Privileges

	weblogic.admin
	Full administrative control of the server

	weblogic.server
	Reboot privileges for the server

	weblogic.passwordpolity
	Unlock a locked user account




It is also possible[1] to define your own access control lists. This is done by clicking the ACL under the Security icon. The access control list has two properties:
[bookmark: ch11fn01][1] Recommended, actually.


	Name
	Just a name tag.

	Permission
	The permissions associated with this access control list. New permissions may be created by the developers for custom resources, or existing system permissions may be assigned.




Access control lists can be defined for the following resource types:

	Resource
	ACL Determines Whether . . .

	weblogic.server.<servername>
	The user has permission to boot the server.

	weblogic.admin
	The user can shut the server down, lock it, unlock it, or modify it from the command line.

	weblogic.admin.mbean.<instance>
	A user can access the mbean.

	weblogic.jms.topic.<name>
	A user can send or receive messages to the specified topic.

	weblogic.jms.queue.<name>
	A user can send and receive messages to the specified queue.

	weblogic.jndi.<path>
	The user can look up, modify, and list the specified path.












[bookmark: ch11lev1sec4] 7.x Security

There were a number of modifications of the security mechanism in WebLogic server 7.0.

	Most of the security APIs provided with release 6.x are now deprecated. BEA recommends that you use the corresponding J2EE APIs.

	The weblogic.security.Audit interface has been supplanted by an Auditing provider. The Auditor, which enables you to generate custom audit logs, is provided by default.

	There is no longer an admin account.

	Access Control Lists are now deprecated. Where in version 6.x you would control access by assigning an ACL to a resource, you now accomplish this with Realms.











[bookmark: app01]Appendix A. Administration Console Reference
This Appendix is provided to supplement the online help provided with the WebLogic server distribution. Though the built-in documentation (accessible by clicking on the "?" icon next to each field) is complete, it is not always as informative as one might hope.
	<Your Domain Name>

	 	Configuration

	 	 	General

	 	 	 	Name
	Name of the WebLogic server domain, which should be distinct from any NT or DNS domain names.

	 	 	 	Console Enabled

	 	 	 	Console Context Path

	 	 	JTA

	 	 	 	Timeout Seconds
	How long a transaction will be allowed to run before the system assumes it has erred and forces a rollback.

	 	 	 	Abandon Timeout Seconds
	The number of seconds a transaction coordinator will attempt to complete a transaction.

	 	 	 	Before Completion Iteration
	How many beforeCompletion call backs will be processed before a rollback is forced.

	 	 	 	Max Transactions
	Limit on the number of transactions that may be simultaneously active on a system.

	 	 	 	Max Unique Name Statistics
	The number of named transactions that the system can handle simultaneously.

	 	 	 	Forget Heuristics
	If checked, the transaction manager will tell the resources it controls to forget any transaction with a heuristic outcome.

	 	 	SNMP

	 	 	 	Enabled
	Check to tell the server to act as a Simple Network Management Protocol (SNMP) agent.

	 	 	 	SNMP Port
	The network port used for SNMP communication.

	 	 	 	MIB Data Refresh Interval
	How often the WebLogic SNMP agent needs to re-sample the system attributes that it monitors.

	 	 	 	Server Status Check Interval
	This number is multiplied by the MIB Data Refresh Interval. The resulting number is how often (in seconds) the SNMP agent will check to see whether Managed servers are active.

	 	 	 	Community Prefix
	The community name as sent by the SNMP manager to the SNMP agent.May be of the form prefix@server for information on an individual server or prefix@domain for information on the full domain.

	 	 	 	Debug Level
	0 to 3, with 0 generating no debug messages and 3 generating a flood.

	 	 	 	Targeted Trap Destinations
	1

	 	 	Logging

	 	 	 	File Name
	File to which log information is written.

	 	 	 	Rotation Type
	One of: "None" (no log rotation), "By size" (logs are rotated when they reach a size threshold), or "By time" (logs are rotated at specified time intervals).

	 	 	 	File Min Size
	If rotation type is "By size," the log file will be rotated when it equals or exceeds the number of kilobytes specified in this field.

	 	 	 	File Time Span
	If rotation type is "By time," the log file will be rotated when the number of hours specified in this field have passed.

	 	 	 	Number of Files Limited
	If logs are being rotated, check this box to limit the number of old log files that will be stored.

	 	 	 	File Count
	If the Number of Files Limited box is checked, this is where the file count is specified.

	 	 	Applications

	 	 	 	Auto Deployed Enabled
	Check to enable auto deployment of applications.

	 	 	 	Auto Update Interval
	If "Auto Deployed Enabled" is checked, this is the number of seconds in the application update interval.

	 	Security

	 	 	General

	 	 	 	Audit Provider Class
	Specify a Java class that will provide security audits in this field.

	 	 	 	Guest Disabled
	Enable or disable guest logins.

	 	 	Filerealm

	 	 	 	Caching Realm
	Select the caching realm you are auditing from the drop-down list.

	 	 	 	Max Users
	0  count  10,000.

	 	 	 	Max Groups
	0  count  10,000.

	 	 	 	Max ACLs
	0  count  10,000.

	 	 	Passwords

	 	 	 	Minimum Password Length
	Minimum number of characters in a password. May be more than 8; must not be less.

	 	 	 	Lockout Enabled
	Check if you want users to be locked out after a specified number of failed login attempts.

	 	 	 	Lockout Threshold
	If Lockout Enabled is checked, users will be locked out after they have failed to log in the number of times specified in this field.

	 	 	 	Lockout Duration
	The number of minutes a user lockout lasts.

	 	 	 	Lockout Reset Duration
	The number of minutes after which the lockout counter will be reset.

	 	 	 	Lockout Cache Size
	The number of bad login attempts that are cached.

	 	 	Advanced

	 	 	 	Connection Filter
	Select your connection filter from the drop-down list.

	 	 	 	Results Batch Size
	The size of the batch results stored.

	 	 	 	Log All Checks
	All checks logged if checked.

	Servers

	 	Configuration

	 	 	General

	 	 	 	Name
	The name of the server.

	 	 	 	Machine
	The machine on which the server is running.

	 	 	 	Listen Port
	The port which the server monitors for SSL messages.

	 	 	 	Listen Address
	The IP address that the server is to monitor.

	 	 	 	External DNSName
	On servers that are in clusters located between address translation firewalls and plug-ins to Web server front ends, this value should be set to the address the plug-in uses to communicate with the server.

	 	 	Cluster

	 	 	 	Cluster
	The name of the cluster.

	 	 	 	Replication Group
	The name of the replication group of the cluster. A replication group is a list of clustered instances to be given preference when replicating clustered data.

	 	 	 	Preferred Secondary Group
	The group that the cluster will replicate to (and, by extension, fail over to) in the event that both the original server instance and all members of the replication group fail.

	 	 	 	Cluster Weight
	The percentage of the cluster's work to be performed by this machine.

	 	 	 	Interface Address
	The IP address for the interface with the cluster.

	 	 	HTTP

	 	 	 	Default Web Application
	The name of the default Web application running on this server.

	 	 	 	Default Server Name
	The server name returned to the HTTP client. Note that this value may be distinct from the server name as understood by WebLogic. This variable is used to trick HTTP clients into thinking their requests are being handled by a single server when in fact they are being serviced by a pool.

	 	 	 	WAP Enabled
	Check this box if you do not want to include JVM information in the session ID.

	 	 	 	Send Server Header Enabled
	When not checked, the server will not send header information. Useful when interacting with wireless clients, where space is at a premium.

	 	 	 	Post Timeout Secs
	The number of seconds that the server will wait for data in an HTTP post area.

	 	 	 	Max Post Time
	Set an upper limit on the time of an HTTP post request.

	 	 	 	Max Post Size
	Set an upper limit (in bytes) on the size of an HTTP post request.

	 	 	 	Duration
	The amount of time an idle connection between an HTTP server and a WebLogic server will be maintained.

	 	 	SSL

	 	 	This screen is used to set the values used in Secure Socket Layer connections with a client browser. SSL connections, unlike regular HTTP connections, are encrypted. They have become the standard for the transmission of sensitive data (such as credit card information) across the Internet. The certificate referred to is a pair of numbers purchased from an independent certificate provider that the client can use to verify that you are who you say you are. One number, the public key, is transmitted to the client and used by the client to encrypt messages sent to the server. The second, the private key, is kept secret, as it is used by the server to decrypt messages encrypted with the public key.

	 	 	 	Enabled
	Whether or not the server can use SSL connections.

	 	 	 	Listen Port
	The IP port across which the SSL connection is made, typically 7002. Note that this must be distinct from the IP port used for non-SSL connections, typically 7001.

	 	 	 	Server Key File Name
	The location of the file containing the private key that the server uses to decrypt client transmissions made with the public key.

	 	 	 	Server Certificate File Name
	The location of the file containing the public key transmitted to the client.

	 	 	 	Trusted CAFile Name
	The path to the file containing the certificate of the certificate authority from whom you purchased your certificate.

	 	 	 	Cert Authenticator
	The Java class used to implement the CertAuthenticator interface.

	 	 	Tuning

	 	 	 	Socket Readers
	Percentage of the Execute threads to be made available as socket readers. In general, the default value of 33 is fine, but if you are using native Java socket readers, this value may need to be adjusted. See Chapter 5 for details.

	 	 	 	Login Timeout
	The number of seconds the server will wait before timing out on a login screen.

	 	 	 	Accept Backlog
	Sets a limit on the number of backlog connections that the server will accept.

	 	 	 	Reverse DNS Allowed
	Whether or not the server will permit reverse DNS (IP to domain name) lookups.

	 	 	 	Enable Native IO
	Is native I/O allowed on the server?

	 	 	 	Show only Workspace User Keys
	Whether user keys will be displayed.

	 	 	 	Enable Tunneling
	Whether IP tunneling will be enabled on this server.

	 	 	 	Tunneling Client Ping
	The number of seconds the server will wait before pinging the client.

	 	 	 	Tunneling Client Timeout
	The number of seconds the server will wait before timing out a tunneling client.

	 	 	 	J2EE12Only Mode Enabled
	Click to limit the server to those features available in J2EE version 1.2.

	 	 	 	J2EE13Warning Enabled
	Click to display a warning to the effect that "This server is running J2EE version 1.3."

	 	 	Protocols

	 	 	 	Default Protocol
	The default network protocol used by the server, typically T3.

	 	 	 	Default Secure Protocol
	The default secure network protocol used by the server, typically T3s.

	 	 	 	T3 Max Message Size
	Upper limit, in bytes, on the size of an individual T3 message. Note that when transmitting across the Internet at large, this value may be overruled by the MTU value of some server across which your packets are sent.

	 	 	 	T3 Message Timeout
	Upper limit (in seconds) on idle time for T3 connections.

	 	 	 	HTTP Max Message Size
	Maximum size, in bytes, of an HTTP message.

	 	 	 	HTTP Message Timeout
	Upper limit, in seconds, on the idle time for HTTP connections.

	 	 	 	Enable IIOP
	Whether this server will use the Internet Inter-ORB Protocol. IIOP is used with CORBA. The best advice I can give you here is that if you need to use this, you already know it.

	 	 	 	IIOP Max Message Size
	The obvious, in bytes.

	 	 	 	IIOP Message Timeout
	Also obvious, this time in seconds.

	 	 	 	Default IIOPPassword
	Password used in establishing IIOP connections.

	 	 	 	Default IIOPUser
	Default user for establishing IIOP connections.

	 	 	Compilers

	 	 	 	Java Compiler
	The path to the Java compiler.

	 	 	 	Prepend to Classpath
	An optional string containing paths to Java class directories. If used, this string will be prepended to the classpath, effectively superseding any identically named classes that may occur after it in the path.

	 	 	 	Append to Classpath
	An optional string containing paths to Java class directories. If used, this string will be tacked onto the end of the Java CLASSPATH variable, effectively adding another set of classes to Java.

	 	 	 	Extra rmic Options
	This directive specifies remote method invocation options.

	 	 	Remote Start

	 	 	The values under this tab apply to servers that you want to start remotely using Node Manager. See the discussion on the Node Manager utility in Chapter 3 for further information on Remote Start. Also recall that only Managed servers can be started remotely.

	 	 	 	BEA Home
	The root directory for all BEA products on this server.

	 	 	 	Root Directory
	The root directory for WebLogic server, typically a subdirectory of BEA Home.

	 	 	 	Class Path
	Search path on the local machine used by Java to locate the classes used in starting WebLogic Server.

	 	 	 	Arguments
	Arguments passed to Java for use in starting the local server.

	 	 	 	Security Policy File
	Path to the security policy file in effect on the Managed server.

	 	 	General

	 	 	 	State
	The state of the server. Ideally this is "running."

	 	 	 	Activation Time
	The date and time the server was started.

	 	 	 	Monitor all Active Queues
	Hyperlink to information about active queues.

	 	 	 	Monitor all Connections
	Hyperlink to information about connection

	 	 	 	Monitor all Active Sockets
	Hyperlink to information about sockets.

	 	 	Performance

	 	 	 	Idle Threads
	The number of Execute threads currently idle.

	 	 	 	Oldest Pending Request
	The start time of the oldest request.

	 	 	Security

	 	 	 	Total Users Locked Out
	This field shows the total number of users locked out of the server.

	 	 	 	Invalid Logins Total
	A count of all the failed login attempts made by all users.

	 	 	 	Total Login Attempts while Locked
	A count of all the login attempts made to locked user accounts.

	 	 	 	Total Users Unlocked
	A count of the previously locked user accounts that are now unlocked.

	 	 	 	Locked Users
	A count of the number of users whose login accounts are locked.

	 	 	JMS

	 	 	 	Connections
	The number of JMS connections currently active on this server.

	 	 	 	Connections High
	The maximum number of simultaneous connections on this server.

	 	 	 	Connections Total
	A running count of the number of connections to this server.

	 	 	 	Servers
	The number of JMS servers currently active on this server.

	 	 	 	Servers High
	The maximum number of JMS servers simultaneously active.

	 	 	 	Servers Total
	A running count of the number of JMS servers since start.

	 	 	JTA

	 	 	 	Total Transactions
	Running count of processed transactions.

	 	 	 	Total Committed
	Count of transactions that completed successfully.

	 	 	 	Total Rolled Back
	Count of transactions that were aborted�an aggregate of Timeout, Resource, Application and System Rollbacks.

	 	 	 	Timeout Rollbacks
	Count of transactions that timed out before committing.

	 	 	 	Resource Rollbacks
	Count of transactions that were rolled out due to resource (e.g., table) unavailability.

	 	 	 	Application Rollbacks
	Count of transactions that were rolled back due to an error within the application.

	 	 	 	System Rollbacks
	Count of transactions rolled back due to a system error.

	 	 	 	Transaction Abandoned Total Count
	Count of transactions that were abandoned prior to committing.

	 	 	 	Average Commit Time
	The average time it took a transaction to occur.

	 	 	Versions

	 	 	 	WebLogic Version
	Detailed information about the version, including build date and compilation number.

	 	 	 	JDK Vendor
	Vendor of the Java Development Kit.

	 	 	 	JDK Version
	Version number for the JDK in use by WebLogic.

	 	 	 	Operating System
	The OS of the machine Weblogic is running on.

	 	 	 	OS Version
	The version of the OS WebLogic is running on.

	 	Logging

	 	 	General

	 	 	 	File Name
	The path to the file in which log messages are written.

	 	 	 	Log to Stdout
	Check if you want error messages to go to the screen rather than to a log file.

	 	 	 	Debug to Stdout
	Check if you want debugging messages directed to the screen.

	 	 	 	Stdout Severity Threshold
	There are seven possible values: Info, Warning, Error, Notice, Critical, Alert, and Emergency. If you set the threshold too low (Info or Warning would most likely qualify as "too low"), you can fill up your disk or filesystem with garbage. Too high, and you risk missing something important. A value of "Error" or "Notice" is probably correct for most environments.

	 	 	Rotation

	 	 	 	Rotation Type
	Log files may be rotated based on the time they were in service or the file size.

	 	 	 	File Min Size
	If Rotation Type is set to "by Size," then the minimum size for rotating the log is set here.

	 	 	 	File Time Span
	If Rotation Type is set to "by Time," this is the length of time (in hours) that any given file will be used before rotation.

	 	 	 	Number of Files Limited
	If you wish to place a limit on the number of log files in use, check this box.

	 	 	 	File Count
	If you checked "Number of Files Limited," this is where you set the limit.

	 	 	Domain

	 	 	 	Log to Domain Logfile
	Check to send log messages to the Domain log file.

	 	 	HTTP

	 	 	 	Enable Logging
	Check this box if you want to perform HTTP logging. This box must be checked in order for the rest of this screen to have any meaning.

	 	 	 	Logfile Name
	Path to the log file. This may be either absolute or relative to the WebLogic home directory.

	 	 	 	Format
	Common or extended.

	 	 	 	Log Buffer Size
	Size, in kilobytes, of the buffer that needs to be filled before writing to the log file.

	 	 	 	Max Log File Size KBytes
	Use to set an upper limit on the size of the log file. A value of 0 means unlimited.

	 	 	 	Rotation Type
	Log files must be rotated periodically to keep from filling up their host filesystem. Rotation may be by file size or date.

	 	 	 	Rotation Period Flush Every
	How many minutes between log rotations. How long to wait between buffer flushes.

	 	 	 	Rotation Time
	Use this to set a time of day at which the log will be rotated.

	 	 	JDBC

	 	 	 	Enable JDBC Logging
	Check to enable logging.

	 	 	 	JDBC Logfile
	Name the file in which database log messages are stored.

	 	 	JTA

	 	 	 	Transaction Log File Prefix
	The location in the directory tree where the JTA log file is stored.

	 	 	Debugging

	 	 	 	Log Remote Exceptions
	Check if you want your Administration servers to record the exceptions of Managed servers in the local log.

	 	 	 	Instrument Stack Trace
	Check to include a stack trace with the exception messages.

	 	Deployments

	 	 	EJB

	 	 	 	Choose EJBs for This Server
	Assign the available EJBs to servers on this screen.

	 	 	Web Applications

	 	 	 	Web App Component
	Assign Web applications on this screen.

	 	 	JCA

	 	 	 	Connector Component
	Activate connector components on this screen.

	 	 	Startup and Shutdown

	 	 	 	Startup Class
	Assign classes that will be invoked at startup time.

	 	 	 	Shutdown Class
	Assign classes that will be invoked at shutdown time.

	 	Services

	 	 	JDBC

	 	 	 	JDBC Connection Pools
	Activate JDBC connection pools.

	 	 	JMS

	 	 	 	Enable Default JMS Connection Factories
	Click to enable.

	 	 	 	JMS Thread Pool Size
	The size of JMS thread pools.

	 	 	XML

	 	 	 	XMLRegistry
	Select an XML registry as defined under the ServicesXML tab.

	 	 	 	Cache Memory Size
	RAM used for XML caching, in kilobytes.

	 	 	 	Cache Disk Size
	Disk space used for caching, in megabytes.

	 	 	 	Cache Timeout Interval
	Timeout interval, in seconds.

	 	 	WLEC

	 	 	 	WLECConnection Pool
	Activate WebLogic Enterprise Connectivity connection pools. These are connection pools to Tuxedo CORBA objects.

	 	 	Jolt

	 	 	 	Jolt Connection Pools
	Activate Jolt connection pools. Jolt is a tool for interacting with BEA Tuxedo.

	 	 	File T3

	 	 	 	File T3
	File T3 is a mechanism for interacting with the native operating system files.

	 	 	Virtual Hosts

	 	 	 	Virtual Hosts
	In the context of WebLogic, "virtual host" is a pseudonym applied to an application. Virtual hosts are created under the Services tab but invoked here.
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	<Cluster Name>

	 	Configuration

	 	 	General

	 	 	 	Name
	Name of the cluster.

	 	 	 	Cluster Address
	IP address clients will use to connect to members of the cluster. May be a DNS name, an IP address, or a comma-separated list.

	 	 	 	Default Load Algorithm
	One of: "Round Robin" (each server in order), "Weight Based" (assign requests to servers based on a percentage rate), or "Random" (for the wacky spirit in all of us).

	 	 	 	Service Age Threshold
	Use this field to specify a threshold (in seconds) for one service to be considered older than another.

	 	 	Multicast

	 	 	 	Multicast Address
	The address used by the servers in a cluster to communicate among themselves.

	 	 	 	Multicast Port
	Port over which multicast communication occurs.

	 	 	 	Multicast Send Delay
	Number of milliseconds to delay sending message fragments.

	 	 	 	Multicast TTL
	Time (in milliseconds) after which a multicast will be considered outdated.

	 	 	 	Multicast Buffer Size
	Size of multicast buffer (in kilobytes).

	 	 	Servers

	 	 	 	Choose Servers for this Cluster
	Assign servers to a cluster.
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	<Machine Name>

	In the context of WebLogic, machines are a mechanism for specifying the physical hardware on which a server process is to run.

	 	Configuration

	 	 	General

	 	 	 	Name
	Machine name.

	 	 	Node Manager

	 	 	 	Listen Address
	The IP address that the node manager for this machine will be monitoring.

	 	 	 	Listen Port
	The port which the node manager for this machine will be monitoring.

	 	 	 	Certificate
	The location in the directory tree of the certificate for the defined machine.

	 	 	 	Certificate Password
	The password of the certificate for the defined machine.

	 	 	 	Trusted Certs File
	The location in the directory tree of the trusted certificates file.

	 	 	Servers

	 	 	 	Servers
	On this tab, assign the server processes that will run on the current machine.
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	JDBC

	 	Connection Pools

	 	 	General

	 	 	 	Name
	 	The user-defined name of the connection pool.

	 	 	 	URL
	 	This is the URL that you would use in a Java program to open a direct connection to the database.

	 	 	 	Driver Classname
	 	The full class name of the JDBC driver you want to use to access the data source.

	 	 	 	Properties key=value
	 	Use this field to enter various fields such as user, password, server, and so on. These key=value pairs (e.g., name=oracle) will be passed to the JDBC driver.

	 	 	 	ACLName
	 	Name of the access control list.

	 	 	 	 	Password
	The password specified in this field will override any password you may have specified in the Properties box as a name=value pair.

	 	 	Connections

	 	 	 	Initial Capacity
	 	The number of database connections that will be created when the pool is started. Note that if the server is unable to create this number of connections, creation of the connection pool will fail.

	 	 	 	Maximum Capacity
	 	An upper limit on the number of connections.

	 	 	 	Capacity Increment
	 	The number of new connections that will be created when all the existing connections are occupied.

	 	 	 	Login Delay Seconds
	 	Some databases freak out if bombarded by simultaneous requests for connections. Use this property to build in a (brief) delay between new connection requests.

	 	 	 	Refresh Period
	 	WebLogic tests the database connections every so often to make sure that they are still in working order. This value sets the number of minutes between tests.

	 	 	 	Supports Local Transaction
	 	Set to true if the XA connection pool supports SQL with no global transaction.

	 	 	 	Allow Shrinking
	 	Whether or not the number of connections in the pool is permitted to shrink.

	 	 	 	Shrink Period
	 	If shrinking is allowed, this is the number of minutes that must elapse between a connection going idle and the connection pool being shrunk. Note also that this comes into play only when the pool has been enlarged beyond its initial capacity.

	 	 	Testing

	 	 	 	Test Table Name
	 	For databases such as Oracle that do connection testing, enter the test table name here. (DUAL is the test table name for Oracle.)

	 	 	 	Test Reserved Connections
	 	By checking this box, you are telling WebLogic to test a connection requested by a client. So doing incurs a slight performance hit but guarantees the client a working connection.

	 	 	 	Test Released Connections
	 	By checking this box you are telling WebLogic to check whether connections that have just been released by a client process are still functional.

	 	Multipools

	 	 	In WebLogic 6.x, Multipools are a mechanism for creating pools of pools.

	 	 	General

	 	 	 	Name
	 	Name of the multipool.

	 	 	 	Algorithm Type
	 	"High Availability" or "Load Balancing."

	 	 	 	ACLName
	 	Optional Access Control List.

	 	 	Pools

	 	 	 	Pool List
	 	The regular pools contained in your multipool.

	 	Data Sources

	 	 	Configuration

	 	 	 	Name
	 	Unique name for the data source.

	 	 	 	JNDI Name
	 	The data source name under JNDI.

	 	 	 	Pool Name
	 	The JDBC connection pool to which the data source will be linked. The pool specified here should already have been created.

	 	 	 	Row Prefetch Enabled
	 	When checked, this option improves performance by precaching the number of rows specified by Row Prefetch SIze. It is not necessary to prefetch rows if all processes are running on the same machine.

	 	 	 	Row Prefetch Size
	 	When Row Prefetch is enabled, this is the number of rows that will be sent to client processes upon request.

	 	 	 	Stream Chunk Size
	 	The size of the batches of data that are sent to the client processes.

	 	 	Targets

	 	 	 	Targets-Server
	 	The WebLogic server instance for the data source.

	 	 	Clusters

	 	 	 	Targets-Cluster
	 	The WebLogic cluster instance for the data source.

	 	Tx Data Sources

	 	Tx, or transactional, data sources are used by JTA. They are essentially a transaction-aware front end to a JDBC connection pool.

	 	 	Configuration

	 	 	 	Name
	 	Name of the Tx data source.

	 	 	 	JNDI Name
	 	JNDI name of the data source.

	 	 	 	Pool Name
	 	Name of the JDBC pool with which this Tx data source is to be associated.

	 	 	 	Enable Two-Phase Commit
	 	Two-phase commitment increases recoverability in the case of a disaster at a slight cost to performance.

	 	 	 	Row Prefetch Enabled
	 	When checked, this option will download rows to (presumably remote) client processes in batches of the size specified by Row Prefetch Size. Not necessary if client processes are running under the local JVM.

	 	 	 	Row Prefetch Size
	 	The number of rows to be prefetched.

	 	 	 	Stream Chunk Size
	 	Size, in kilobytes, of the data blocks containing the rows.

	JMS

	 	Connection Factories

	 	 	General

	 	 	 	Name
	 	A Java identifier for the connection factory. Possibly but not necessarily the same as the JNDI name.

	 	 	 	JNDIName
	 	The JNDI identifier as it is known within the JNDI namespace.

	 	 	 	Client ID
	 	This field tells WebLogic to deliver all messages on a particular topic to the specified subscriber, regardless of whether or not that subscriber is listening when the message is posted. Such a client is called a durable subscriber. Note that true "durable subscriber"-ness also requires the configuration of a message store.

	 	 	 	Default Priority
	 	Default numeric priority assigned to a message. Range is 0 (lowest) to 9 (highest), with a default of 4.

	 	 	 	Default Time To Live
	 	Upper limit on a message's existence.Given in milliseconds.

	 	 	 	Default Time To Deliver
	 	Specify a number of milliseconds to wait before delivering message.

	 	 	 	Default Delivery Mode
	 	"Persistent" (guarantee message delivery but slower) or "Nonpersistent" (faster but no guarantee of delivery).

	 	 	 	Default Redelivery Delay
	 	You can use this value to build in a delay between the time messages are rolled back and the time they are redelivered.

	 	 	 	Messages Maximum
	 	Upper limit on the number of messages in an asynchronous session that have not been passed to a message listener. �1 = "unlimited."

	 	 	 	Overrun Policy
	 	One of "Keep Old" or "Keep New."

	 	 	Transactions

	 	 	 	Transaction Timeout
	 	When transactions are enabled, this value specifies the number of seconds before a timeout.

	 	 	 	User Transactions Enabled
	 	When checked, the connection factory will create sessions that are JTA aware.

	 	 	 	XAConnection Factory Enabled
	 	Check to create new connections with the transaction-aware connection factory.

	 	Templates

	 	 	General

	 	 	 	Name
	 	Name of the template.

	 	 	 	Destination Keys
	 	Choose from the supplied list of registered destination keys.

	 	 	Thresholds and Quotas

	 	 	 	Bytes Maximum
	 	Maximum number of bytes that may be stored in the destination. �1 means unlimited.

	 	 	 	Bytes Threshold High
	 	If not set to �1 (unlimited), destination-level bytes paging will begin when this threshold is exceeded.

	 	 	 	Bytes Threshold Low
	 	Below this threshold, bytes paging is stopped.

	 	 	 	Bytes Paging
	 	Check to enable bytes paging.

	 	 	 	Messages Maximum
	 	Upper limit on the number of messages that can be stored in the destination.

	 	 	 	Messages Threshold High
	 	Destination-level messages paging starts when this threshold is exceeded.

	 	 	 	Messages Threshold Low
	 	Destination-level messages paging is stopped when the number of messages falls below this level.

	 	 	Override

	 	 	 	Priority Override
	 	When set, all arriving messages will have their priority set to the new value. �1 leaves message priority as set by the originator.

	 	 	 	Time-To-Live Override
	 	When set, all arriving messages will have their time-to-live updated to this new value. The default value of �1 leaves the TTL at the value set by the message originator.

	 	 	 	Time-To-Deliver Override
	 	When set, all arriving messages will have their time-to-deliver updated to this new value. The default value of �1 leaves the TTL at the value set by the message originator.

	 	 	 	Delivery Mode Override
	 	When set, all arriving messages will have their delivery mode updated to this new value. The default value of �1 leaves the TTL at the value set by the message originator.

	 	 	Redelivery

	 	 	 	Redelivery Delay Override
	 	The number of milliseconds the server will delay before it attempts to redeliver rolled-back messages.

	 	 	 	Redelivery Limit
	 	Upper limit on the number of redelivery attempts.

	 	 	 	Error Destination
	 	The final resting place for redelivered messages that have exceeded their redelivery limit.

	 	Destination Keys

	 	 	Configuration

	 	 	 	Name
	 	The name for the destination key. This is an arbitrary value, but it's best to choose something meaningful.

	 	 	 	Property
	 	The property of the message that you will be keying off. Note that in order for this to work, your application developers must be including this property in their message.

	 	 	 	Key Type
	 	The type of the key you will be sorting on. One of: Boolean, Byte, Int, Short, Long, Float, Double, String.

	 	 	 	Direction
	 	Whether to sort ascending or descending.

	 	Stores

	 	 	Configuration

	 	 	 	Name
	 	Name of the JMS backing store.

	 	 	 	Store Connection Pool
	 	Connection pool associated with the store.

	 	 	 	Prefix Name
	 	Use this prefix to distinguish between multiple backing stores in the same database.

	 	 	Servers

	 	 	 	Name
	 	Name of the server.

	 	 	 	Store
	 	A persistent store from the JMS server. (The store must already exist at creation time.)

	 	 	 	Temporary Template
	 	JMS template used to create all temporary destinations.

	 	XML

	 	 	Configuration

	 	 	 	Name
	 	Name of the XML registry.

	 	 	 	DocumentBuilder-Factory
	 	When left blank, the server will use the default mechanism for generating XML documents.

	 	 	 	SAXParserFactory
	 	When left blank, the server will parse documents in the default manner. If a custom value is specified, it should be compatible with the builder specified above.

	 	 	 	Transformer Factory
	 	Specify the transformer factory used to apply XSL style sheets to the XML documents.

	 	 	 	When To Cache
	 	Cache on reference (for lightly used documents) or cache on initialization (for heavily used documents).

	 	 	Targets

	 	 	 	Server
	 	Specify a target server.

	 	 	Notes

	JTA

	 	Configuration

	 	 	General

	 	 	Name
	 	 	Name of the domain.

	 	 	 	Console Enabled
	 	When checked, you can manage the domain using the console. Otherwise, management must be done from the command line.

	 	 	 	Console Context Path
	 	If you wish to invoke the console from your browser under some name other than console, specify that name here. If you do change it, make sure you don't forget what you change it to.

	 	 	JTA

	 	 	 	Timeout Seconds
	 	The number of seconds before a transaction is rolled back.

	 	 	 	Abandon Timeout Seconds
	 	Number of seconds before a transaction is abandoned.

	 	 	 	BeforeCompletion Iteration Limit
	 	Use this value to set an upper limit on the number of times the beforeCompletion() method can be called.

	 	 	 	Max Transactions
	 	Upper limit on the number of transactions that may be simultaneously active.

	 	 	 	Max Unique Name Statistics
	 	Upper limit on the number of unique names that the server will track performance of.

	 	 	 	Forget Heuristics
	 	When checked, the server will not track the completions of transactions that fall outside the domain of the transaction manager.

	 	 	SNMP

	 	 	 	Enabled
	 	Click to enable the SNMP agent.

	 	 	 	SNMP Port
	 	The port over which the SNMP agent will communicate with the SNMP manager.

	 	 	 	MIB Data Refresh Interval
	 	The number of seconds between updates to the MIB.

	 	 	 	Server Status Check Interval Factor
	 	The factor by which the number of seconds specified in the MIB data refresh interval is multiplied to arrive at an interval between which the Managed servers are polled by the Administration server.

	 	 	 	Community Prefix
	 	Use this value to define an SNMP community name; the default is "public."

	 	 	 	Debug Level
	 	0 is no debugging, 3 is very verbose.

	 	 	 	Targeted Trap Destinations
	 	Toggle the trap destinations from the list.

	 	 	Logging

	 	 	 	File Name
	 	The domain log file.

	 	 	 	Rotation Type
	 	Rotate by size, time, or none.

	 	 	 	File Min Size
	 	When rotating by size, this value specifies a threshold for log rotation.

	 	 	 	File Time Span
	 	When rotating by time, this value specifies the number of hours between rotations.

	 	 	 	Number of Files Limited
	 	If checked, logging will stop when the number of log files is exceeded.

	 	 	 	File Count
	 	When the number of log files is limited, this is the limit.

	 	 	Applications

	 	 	 	Auto Deployed Enabled
	 	Uncheck to prevent applications from deploying automatically (the default behavior).

	 	 	 	Auto Update Interval
	 	The number of milliseconds between checks for newly deployed applications.

	 	Security

	 	 	General

	 	 	 	Audit Provider Class
	 	Click to enable custom security auditing by the specified Java class.

	 	 	 	Guest Disabled
	 	Click to disable guest account access.

	 	 	Filerealm

	 	 	 	Caching Realm
	 	The class that is doing audits for the filerealm.

	 	 	 	Max Users
	 	Upper limit on the number of users in the realm.

	 	 	 	Max Groups
	 	Upper limit on the number of groups in the realm.

	 	 	 	Max ACLs
	 	Upper limit on the number of ACLs in the realm.

	 	 	Passwords

	 	 	 	Minimum Password Length
	 	Shortest acceptable user password.

	 	 	 	Lockout Enabled
	 	When checked, user accounts will be disabled when they exceed the number of failed logins specified by Lockout Threshold.

	 	 	 	Lockout Threshold
	 	Upper limit on the number of failed logins, after which the user account will be locked.

	 	 	 	Lockout Duration
	 	Number of minutes a user lockout lasts.

	 	 	 	Lockout Reset Duration
	 	The number of minutes that must elapse before the "failed lockout" counter is reset.

	 	 	 	Lockout Cache Size
	 	The size of the failed lockout cache.

	 	Proxies

	 	 	General

	 	 	 	Name
	 	The name of the resource (typically a server) for which the Administration server is serving as a proxy.

	 	 	 	Port
	 	The network port over which SNMP communication should occur. Note that this value must be unique; in particular, it should not be the same as the port of the Administration console.

	 	 	 	OID Root
	 	The MIB number that designates the top of the OID tree under which the resource is proxied.

	 	 	 	Community
	 	The name of the community of which the resource is a member, as understood by the SNMP manager.

	 	 	 	Timeout
	 	The number of seconds that must elapse before the resource will be considered to have failed.

	 	Traps

	 	 	Monitors

	 	 	Monitors may be of type Gauge, String, or Counter depending on how the attribute that they monitor is displayed. Regardless of the display type, all the general attributes are the same.

	 	 	General

	 	 	 	Name
	 	Name of the Monitor (not the MBean)

	 	 	 	Monitored MBean Type
	 	Type of the MBean containing the monitored atrribute.

	 	 	 	Monitored MBean Name
	 	Name of the MBean to monitor.

	 	 	 	Monitored Attribute Name
	 	Name of the attribute contained within the MBean to be monitored.

	 	 	 	Polling Interval
	 	Number of seconds between checks.

	 	 	 	Threshold High
	 	When the monitored value exceeds this threshold, an SNMP trap is generated.

	 	 	 	Threshold Low
	 	When the monitored value drops below this threshold, an SNMP trap is generated.

	 	Log Filters

	 	 	General

	 	 	 	Name
	 	Name of the log filter.

	 	 	 	Severity Level
	 	Threshold of warning level.

	 	 	 	Subsystem Names
	 	The name of the subsystem to be monitored.

	 	 	 	User IDs
	 	The user IDs to whom notification is sent when a trap is generated.

	 	 	 	Message IDs
	 	Use this value if you wish to trap message IDs in the log.

	 	 	 	Message Substring
	 	Use this value to specify a text string to look for in the log.

	 	Attribute Changes

	 	 	Configuration

	 	 	 	Name
	 	Name of the attribute change to be trapped.

	 	 	 	Attribute MBean Type
	 	Type of the MBean to be monitored for attribute changes.

	 	 	 	Attribute MBean Name
	 	Name of the MBean to monitor.

	 	 	 	Attribute Name
	 	Attribute within the MBean to monitor.

	 	 	 	Enabled Servers
	 	Servers enabled with this trap.

	 	Trap Destinations

	 	 	General

	 	 	 	Name
	 	Name of the SNMP manager to notify when traps are generated.

	 	 	 	Community
	 	The name of the SNMP community to which the trap applies.

	 	 	 	Host
	 	The host on which the SNMP manager is running.

	 	 	 	Port
	 	The port that the SNMP manager monitors for reports from its agents.

	WLEC
	 	 	 	 	 
	WLEC is a mechanism for creating a pool of connections to Tuxedo CORBA objects.

	 	Configuration

	 	 	General

	 	 	 	Name
	 	Name of the WLEC connection pool.

	 	 	 	Primary
	 	The addresses for the IIOP listener/handlers that establish a connection between the WLEC connection pool and the WLEC domain.

	 	 	 	Failover
	 	The address of failover listener/handlers.

	 	 	 	Domain
	 	The name of the WLEC domain to which the pool is connected.

	 	 	 	Minimum
	 	Minimum number of IIOP connections in the pool.

	 	 	 	Maximum
	 	Maximum number of IIOP connections in the pool.

	 	 	Security

	 	 	 	User Name
	 	The name of the qualified WLEC user.

	 	 	 	User Password
	 	Password for the user specified above.

	 	 	 	User Role
	 	Values are application specific. Generally speaking, a valid role as implemented by the developer.

	 	 	 	Application Password
	 	The obvious.

	 	 	 	Minimum
	 	Lower limit on encryption level.

	 	 	 	Encryption Level
	 	0 = Unencrypted

40 = 40-bit encryption key

56 = 56-bit encryption key

128 = 128-bit encryption key

	 	 	 	Maximum
	 	Upper limit on encryption level.

	 	 	 	 	Encryption Level
	0 = Unencrypted

40 = 40-bit encryption key

56 = 56-bit encryption key

128 = 128-bit encryption key

	 	 	 	Enable Certificate Authentication
	 	Check to use certificate authentication.

	 	 	 	Enable Security Context
	 	Check to enable security context.

	Jolt

	 	Configuration

	 	 	General

	 	 	 	Name
	 	Name of the Jolt connection pool.

	 	 	 	Minimum Pool Size
	 	Number of connections created at startup.

	 	 	 	Maximum Pool Size
	 	Upper limit on the number of simultaneous connections.

	 	 	 	Recv Timeout
	 	Number of seconds to wait for a response from Tuxedo before timing out. The default value of 0 means unlimited.

	 	 	 	Security Context Enabled
	 	Enable the security context for the connection pool.

	 	 	Addresses

	 	 	 	Primary Addresses
	 	Primary IP addresses for the Tuxedo domain.

	 	 	 	Failover Addresses
	 	Failover IP addresses for the Tuxedo domain.

	 	 	User

	 	 	 	User Name
	 	User name.

	 	 	 	User Role
	 	Security role.

	 	 	 	User Password
	 	The obvious.

	 	 	 	Application Password
	 	Ditto.

	Virtual Hosts

	In the context of WebLogic, a virtual host is a collection of one or more nicknames to which an application may be configured to respond. This is a simple textual link between a configured application and the client processes that may access it.

	 	 	General

	 	 	 	Name
	 	Name of the virtual host.

	 	 	 	Virtual Host Names
	 	The names to which the application will respond.

	 	 	 	Default Web App
	 	The applications linked to the virtual host names.

	 	 	Logging

	 	 	 	Logging Enabled
	 	Check to enable logging by the virtual host.

	 	 	 	Log File Name
	 	Name of the file to which virtual host information will be logged.

	 	 	 	Log File Format
	 	common = common HTTP log file format, extended = more verbose logging.

	 	 	 	Max Log File Size KBytes
	 	If rotation is by size, this is the threshold above which logs will be rotated.

	 	 	 	Log Rotation Type
	 	Must be either "by size" or "by date."

	 	 	 	Log Rotation
	 	The number of minutes after which the log.

	 	 	 	Period Mins
	 	files will be rotated.

	 	 	 	Log File Flush Secs
	 	The number of seconds after which data is flushed from the buffer into the log file.

	 	 	 	Log Rotation Time Begin
	 	The time of the first rotation of the log file.

	 	 	HTTP

	 	 	 	Default Server Name
	 	The name of the local HTTP server, as presented by WebLogic when redirecting requests.

	 	 	 	WAP Enabled
	 	Check to shrink the size of the session ID.

	 	 	 	Post Timeout Secs
	 	How long the HTTP server will wait between receiving portions of POSTed data before assuming the client process is timed out.

	 	 	 	Max Post Time Secs
	 	Upper limit on the number of seconds in any individual POST transaction.

	 	 	 	Max Post Size
	 	Upper limit, in kilobytes, of any one POST.

	 	 	 	Keep Alive Enabled
	 	Whether the HTTP server will allow a client process to perform multiple requests in a single transaction. (Enable keepalives whenever possible, as they improve performance.)

	 	 	 	Keep Alive Secs
	 	Upper limit on a single session, when keepalives are enabled.

	 	 	 	HTTPs Keep
	 	Upper limit on the length of secure (SSL).

	 	 	 	Alive Secs
	 	keepalive sessions, in seconds.

	 	Mail

	 	 	Configuration

	 	 	 	Name
	 	Name of the mail session.

	 	 	 	JNDI Name Properties
	 	JNDI name of the mail session.

	 	File T3

	 	 	Configuration

	 	 	 	Name
	 	Name of the file T3.

	 	 	 	Path
	 	Path to the file T3 component.
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See Chapter 11 for a more detailed discussion of the WebLogic security model.

	Users

	 	Name
	User name.

	 	Password
	User password.

	Groups

	 	Name
	Name of the group.

	 	Add Users
	Name of users in the group.

	 	Add Groups
	Name of other groups in the group.

	ACLs

	 	Permission
	The permission for the ACL.

	 	Grantees
	Those who have the permission.












[bookmark: app02]Appendix B. Networking Concepts
This Appendix is a collection of background information that, while not specific to WebLogic, is still important to WebLogic administrators.









[bookmark: app02lev1sec1] TCP/IP

In practice, virtually all WebLogic networking occurs over the TCP/IP protocol suite.

TCP/IP stands for Transport Control Protocol/Internet Protocol, which probably doesn't tell you much. In computer jargon, a protocol is a published set of standards used to define the order and nature of communication across a network. The idea behind protocols is to give programmers working on network software a set of rules which, if followed precisely, will enable two programs written entirely independently of one another (for example, Internet Explorer and the WebLogic server) to open a session, communicate information, and disengage from one another gracefully.

Technically, TCP/IP is not one protocol but rather a collection of them. The TCP portion concerns itself with formatting data into discrete units called packets, transmitting those packets across the network, and ensuring that they made it across safely. The IP portion is concerned with network addressing and the routes the packets take on their journey across the network.

[bookmark: app02lev2sec1] IP Addresses

An IP address is a 32-bit number which, when used in conjunction with a netmask, identifies the position of a host on a network. IP addresses are usually written in dotted octet form:


145.186.47.50


Note that this format is for the convenience of the human reader only. The computer deals with the 32-digit binary number directly. To make IP address values pronounceable, we place dots at the byte boundaries and translate the byte values into decimal numbers.

It is also worth noting that the number of available IP addresses is limited by the 32-bit length. Just as a 3-digit decimal number may take on only 1000 possible values:


103 = 1000


where 10 is the number of possible values of an individual digit and 3 is the length of the number, similarly, the number of possible IP addresses is limited to 2 (the number of possible values of an individual digit) to the 32nd power (the length of the number).


232 = 4294967296


4294967296 sounds like a large number and in fact is, but it is not infinitely large. Lamentably, a side effect of dividing IP addresses into classes (see "Address Classes," below) is that there are far fewer than that number of addresses available�few enough that we are in fact running out. There is a plan to change the IP address standard from 32 to 128 bits, but actually doing this will be at least as big a pain in the butt as Y2K was hyped to be.[1]
[bookmark: app02fn01][1] It so happens that, like every other able-bodied programmer in the world, I spent a certain amount of time working on the Y2K problem. As you may recall, Y2K was caused by shortsighted programmers of the cold-war era failing to provide adequate space in their variables for a four-digit year. The solution was for shortsighted programmers of the late '90's (actually that's 1990's, ha-ha) to implement solutions like the following:



if (2_digit_year > = 50) then
         {
         let century = 19
         }
else
         {
         let century = 20
         }



This will, of course, work fine until the year 2049, at which point any legacy code which uses one of these so-called "fixes" will have to be hunted down and repaired again. I sometimes suspect that if mankind's nature turns out to have a fatal flaw, it will not be lack of compassion or warmongering or any of that other hippie stuff, but rather that we don't handle numbers all that well.


You will probably notice that most of the examples in this book used addresses in the range 192.168.100.1�192.168.100.255. These aren't real addresses, at least not ones that you can get to from the Internet. They are part of a range of addresses that was set aside for private networks not connected to the Internet. As such, they are perfect for examples. Because they are not publicly accessible, they are more difficult to hack.

A common configuration option for WebLogic server is to have a single publicly accessible IP address that is presented to the public. All requests go to that IP. At the site, however, the requests are intercepted by a load balancer or HTTP server and routed to a collection of server machines on a private subnet not accessible to the public. The theory is that this configuration reduces the number of machines accessible to the public and thereby reduces the chance of a security breach.

[bookmark: app02lev2sec2] Netmask

Perhaps the steepest portion of the TCP/IP learning curve is the concept of netmasking. Recall that dividing the 32-bit address up into four tidy little 1-byte chunks was just a convenience for humans. In practice, the boundary can be anywhere, not just at the byte boundaries.

	network bits
	Portion of the IP address which specifies the network on which the node exists.

	host bits
	Portion of the IP address which specifies the node's number within a subnetwork.




The location of the boundary between the network bits and the host bits is defined by the netmask.

In order to understand netmasking, you have to know how to translate dotted octet numbers into their corresponding binary values. In decimal arithmetic we have a ones place, a tens place, a hundreds place, and so on.

Similarly, in binary arithmetic there is a 1's place, a 2's place, a 4's place, an 8's place, and so on.

[bookmark: app02lev2sec3] An Illustrative Example

If you've ever worked a cash register, you know that the way to make change is to hand over the largest denomination that won't be over your limit.

Say you owe a customer $28. You can't give her a $100 bill or a $50 bill, because that would be more than you owe her. The largest bill that is less than what you owe is a $20. For purposes of illustration, let's say you hand it over now, rather than waiting until you have all of her change counted out:

	Handed Over
	Still Owe

	$20
	$8




Now you owe her $8.00. You can't give her another 20, because that would be too much change. Nor will a $10 work. The largest bill that is less than you owe is a $5. So, give her that and adjust the subtotals accordingly

	Handed Over
	Still Owe

	$20 + $5
	$3




You can't give her another $5, because that would be too much. The largest bill that won't put you over the limit is the $1. Hand it over.

	Handed Over
	Still Owe

	$20 + $5 + $1
	$2




Can you give her another $1 bill? Yes, because $1 is less than the amount you still owe, $2.00. Hand it over.

	Handed Over
	Still Owe

	$20 + $5 + $1 + $1
	$1




Once again, the largest value which is less than or equal to the amount you still owe is the $1 bill, so give her a third $1.

	Handed Over
	Still Owe

	$20 + $5 + $1 + $1 + $1
	$0




[bookmark: app02lev2sec4] Decimal to Binary

The process of translating decimal into binary is very similar. In this sequence of examples, 0 is 0, 1 is 1, and the dash (-) is used as a place holder to show that we don't know what the value is yet. Therefore, when we start off, we have eight dashes, one for each bit in a byte:


- - - - - - - -


Say you want to know the binary value for the number 137. The leftmost bit value in a byte is 128. Because 128 is less than 137, you can use it, so mark a 1 in the leftmost bit:


1 - - - - - - - -


which puts us in the state of

	Handed Over
	Still Owe

	128
	9




You can't use 64, because that's greater than 9, so mark a 0 in the 64's place:


1 0 - - - - - - -


	Handed Over
	Still Owe

	128 + 0
	9




Similarly, you can't use 32 or 16 (the next two possibilities), because both of those are greater than your "Still Owe" value of 9. Therefore, you need to mark a 0 in the 32's place to indicate it is unused and another 0 in the 16's place for the same reason:


1 0 0 0 - - - - -


	Handed Over
	Still Owe

	128 + 0 + 0 + 0
	9




Now we're down to the 8's place, and 8 is in fact less than our Still Owe value of 9. So, mark a 1 in the 8's place to indicate that it is to be used:


1 0 0 0 1 - - -


which leaves us with:

	Handed Over
	Still Owe

	128 + 0 + 0 + 0 + 8
	1




The remainder of the answer is probably obvious, but I'm going to go through it for purposes of illustration. The next "denomination" lower than 8 is 4. 4 is greater than our Still Owe value of 1, so we can't use it. Mark a 0 in the 4's place


1 0 0 0 1 0 - -


	Handed Over
	Still Owe

	128 + 0 + 0 + 0 + 8 + 0
	1




Our next lower denomination, 2, is also greater than our Still Owe value of 1. Mark a 0 in the 2's place.


1 0 0 0 1 0 0 -


	Handed Over
	Still Owe

	128 + 0 + 0 + 0 + 8 + 0 + 0
	1




At long last, we come to the 1's place. Because 1 is equal to our Still Owe value, we have the happy privilege of marking a 1 in the 1's place and terminating this exercise.


1 0 0 0 1 0 0 1


	Handed Over
	Still Owe

	128 + 0 + 0 + 0 + 8 + 0 + 0 + 1
	0




We now know that the binary representation of the decimal number 137 is 10001001. The same process can be used to determine the binary representation of any decimal number less than or equal to 255, which is the largest possible 8-bit number.

[bookmark: app02lev2sec5] Converting Netmasks to Binary

Because IP addresses and netmasks are, by convention, presented to you already broken up into 1-byte segments, the process described above should carry you through your networking career. For example, the netmask


255.255.252.0


converts into the following four 8-bit segments:


11111111.11111111.11111100.00000000


Another common netmask, 255.255.255.0, converts as follows:


11111111.11111111.11111111.00000000


[bookmark: app02lev2sec6] Using Netmasks

The netmask concept is very simple. As I said earlier, the netmask defines the boundary between the host portion of an IP address and the network portion.

For example, say we have an IP address of 145.186.47.50. The corresponding binary value is:


145.186.47.50 = 10010001.10111010.00101111.00110010


Say that this IP address is used with a netmask of 255.255.252.0, which has a binary value of:


255.255.252.0 = 11111111.11111111.11111100.00000000


The way to determine which portion of your address is network and which is host is to stack the IP address value on top of the netmask. Any bit in the IP address that has a corresponding value of 1 in the underlying netmask is in the network portion of the IP address. Any bit in the IP address which has a corresponding value of 0 in the underlying netmask is part of the host portion of the IP address:


IP Address:   10010001.10111010.00101111.00110010
Netmask:      11111111.11111111.11111100.00000000

Network Part: 10010001.10111010.001011
Host Part:                            11.00110010


[bookmark: app02lev2sec7] Address Classes

IP addresses are divided into classes based on the number of network bits they contain.

	Class
	Value of First Byte
	Netmask

	A
	< 128
	255.0.0.0

	B
	128 to 191
	255.255.0.0

	C
	192 to 223
	255.255.255.0

	reserved
	> 223
	 



[bookmark: app02lev2sec8] Name Resolution

As members of the browsing public, we are accustomed to thinking of Web addresses in terms of their domain names. A domain name is an address of the form:


www.abc-corp.com


You may be surprised to learn that those names are of almost no use to your computer. Computers almost never care about English names for things. In order to connect to your server and start downloading information, the Web browser that wishes to be your client must know two things about you:


the IP address of your machine

the port which your server is monitoring


However, in all likelihood, when users try to connect to your Web site, all they will have is your domain name. How do we get from the


www.abc-corp.com


printed on your business card to the IP address and port number that the networking software cares about?

The first step in the process is name resolution. Name resolution is the process of looking up the IP address associated with a domain name. Name resolution usually occurs without any help from the end-user. When you install networking software on your PC�such as the kind provided by your Internet service provider�part of the installation process is to tell your machine where to go when it needs some name resolution done.

Usually, name resolution is performed by large, powerful server machines that are dedicated to that one task. Most of them run software called DNS, the Domain Name Service. Not every machine that runs DNS contains every single address of the Internet. DNS servers store only the addresses that are most popular among their client base. When they are asked to resolve a domain name that they are not familiar with, they pass the question on to another DNS server. The details of the name-resolution process aren't really important to you as an administrator. The key point to remember is this:


When you decide to add a new Web site to your server, you must make sure that the Internet at large knows that the domain name you are supporting is associated with the IP address of your server. The actual mechanics of this process are probably outside of your control. In practice, DNS registration is usually accomplished by picking up the phone and calling your Internet service provider. Tell them that you want the domain name that you are hosting to be registered in DNS as belonging to your IP address. Generally this process takes a couple of hours on hold and $50 or so. You should also allow a couple of days for news of the change to travel from the DNS software of your ISP out to the world at large.


Once you have found an unclaimed domain name that you can live with and registered it with DNS, the worst is over.

Depending on your architecture, you may choose to use a hardware or software tool to perform address translation. In address translation an external IP address�as, for instance, one associated with a Web site�is mapped to one or more internal Web addresses. This technique is common on large sites where load balancing is necessary.

[bookmark: app02lev2sec9] Ports

Let us assume that the example browser has contacted a DNS server and that name resolution has been completed successfully. Now the browser knows the IP address of the machine that it wants to communicate with.

However, you may recall my saying a couple of pages ago that in order to make a network connection, the client browser also needs to know what port the Web server will be listening on. The machine associated with the IP address you found may be running multiple network services (FTP, telnet, . . .). Each of these services must respond in different requests in different ways. How does it keep them separated? The answer is ports.

A port is a secondary number associated with an IP address. Ports come in the range 1�65535. Rather than asking each individual machine which service it associates with which port, it has become customary for all machines connected to the Internet to use the same port for the same services. The term for this custom is "well-known port." The well-known port for Web service is number 80. When connecting across the Secure Socket Layer (SSL), port 43 is also used.

Depending on the limitations of your hardware, ports may also undergo address translation. For example, secure HTTP traffic (port 443) and nonsecure HTTP traffic (port 80) can be routed to different servers.

[bookmark: app02lev2sec10] Sockets

A socket is a network programming construct that enables two machines to communicate across a network. A socket is defined by the IP address of the originating machine, the IP address of the terminating machine, and the port which they are using in order to communicate.

Socket connections are requested by the client browser. If there is a server process (such as WebLogic) on the machine at the IP address requested by the client, monitoring the well-known port associated with Web connections, that server will accept the connection. At that point, a socket is created.

The actual transmission of Web pages occurs across the socket connection.

[bookmark: app02lev2sec11] Protocol

The term protocol, as used in computer science, is derived from the term protocol as used in human interaction. Just as diplomats and debutantes have all sorts of rituals that they perform to facilitate a smooth interaction between parties, so do computers. The idea is that computers aren't versatile enough to improvise, so the order and nature of each request�and each response to each request�must be rigidly defined.

All network services use some sort of protocol. Sometimes, as in the case of FTP (File Transfer Protocol) and HTTP (HyperText Transfer Protocol) the names reflect this. The protocol associated with the World Wide Web is HTTP.

[bookmark: app02lev2sec12] SSL

The Secure Socket Layer, or SSL, is a protocol used to communicate securely across a network. In principle, an SSL layer can be added to almost any network application. In practice, you will most frequently see SSL used in the HTTPs protocol.

Briefly, SSL communication occurs as follows.

[bookmark: app02pr01]	A client sets up a nonsecure socket connection to a server.

	The client transmits a list of ciphers which it is prepared to use in this session.

	The server selects a cipher from the list provided by the client.

	Depending on the particular cipher chosen, the server sends one or more of the following:


a temporary, or ephemeral key

a certificate containing information about the server's identity and a cryptographic key


	The client validates the server's identity according to the particular protocols.

	The client and server exchange information encrypted using each other's public keys.



It is worth noting that once an SSL session has been successfully negotiated, the details of the encryption are transparent to the SSL developer. SSL libraries have been created in Java, C, and other languages.









[bookmark: app02lev1sec2] Network Troubleshooting

Before I start blathering on about card configuration and routing, I'd like to issue a couple of caveats. First, the concepts and techniqes discussed in this chapter are not specific to WebLogic and therefore don't really belong in this book. I'm including them because, in my experience, about half of the time when the users come whining about how "the Web server is down" the actual problem ends up being some sort of network SNAFU which has nothing to do with WebLogic.

Second, this is not a complete treatment of network techniques and concepts. To really do the topic justice you'd need about three volumes of dense technobabble in tiny type. Instead, what I'm hoping to do is identify the handful of problems which cause 80% to 90% of the world's network outages.

Third, the example commands shown below will not necessarily work on your system. The closer you get to the hardware level (and network cards are relatively close), the more variations there are across Unix systems. To the best of my knowledge, the commands shown below exist on all the Unix variations. On the other hand, I know for a fact that the output, the options used, and the syntax all vary to some degree. If a particular command won't work for you as displayed, read your man pages.









[bookmark: app02lev1sec3] Physical Connection Failures

Doctrine has it that more than 50% of the world's network problems have nothing whatsoever to do with software configuration. I personally would be inclined to say that's a little high, but 25% would probably be fair. Here are some of the things you may encounter.

[bookmark: app02lev2sec13] Common Problems

	
Loose connection. 
You don't see it so much with UTP, but some of those old coaxial cable connections were pretty shaky. The first and easiest thing to check when you have a network problem is that all of your connections are tight.


	
Bad cable. 
Cables are the most exposed portion of your network. They get kicked, stepped on, tripped over, and even chewed.

	
Bad port. 
Once you're sure of your connection and your cable, try plugging into a different port.

	
Bad network card. 
If all else fails, swap out the network card. The downside of this technique is that unless the model of the new card is identical to the old, you may introduce new problems. But then life is often hard.


[bookmark: app02note01]Tip:

In the absence of a cable tester, it's not a bad idea to keep one "known good" cable around for diagnostic purposes.

 

[bookmark: app02note02]Tip:

It is dramatically cheaper to manufacture your own cables than to buy them pre-prepared. Good cable crimpers are commercially available for about $40 at most computer and electronic stores. For another $50 you can get 200 meters of Cat-5 UTP and a box full of jacks. Compare this to a 30-meter length of pre-prepared cable for $79.99.

 

[bookmark: app02lev2sec14] Diagnostics of Physical Connection Problems

	Everything was fine 20 minutes ago AND you haven't changed the software setup AT ALL.











[bookmark: app02lev1sec4] Software Diagnostics

If you're reasonably confident that your network hardware is OK but the network still doesn't work, the only thing left is software. Successful Web server connections depend on two components:


Simple network connectivity

Configuration of services (including httpd)


[bookmark: app02table01]Table B-1. Network Commands
	If you need to. . .
	Use

	find network interface card name
	netstat -i

	find default route
	netstat -r

	test connection between two hosts
	ping

	view or modify network interface settings
	ifconfig

	add or delete routing information
	route

	determine your name resolution method
	nslookup

	look up a specific host name or IP address
	nslookup




[bookmark: app02lev2sec15] Unix/Linux Troubleshooting

Network connectivity includes such things as your IP address and netmask, Ethernet, card configuration, and name resolution.

The first thing to test is network connectivity. Say you're trying to access the Web server on the host named loki. Use the following command to test whether you have simple connectivity:


ping loki


The ping command does nothing besides send out a request to a specified host (or gateway) requesting that that host return an acknowledging packet. If it works, you get output like the following:


PING loki (192.251.100.10): 56 data bytes

64 bytes from 192.251.100.10: icmp_seq=0 tt1=32 time=0.8 ms
64 bytes from 192.251.100.10: icmp_seq=1 tt1=32 time=0.7 ms
�- loki ping statistics �-
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 0.7/0.7/0.8 ms


If the above version of ping doesn't work, there's something else you can try. Note that in the above example you are trying to contact the host by name. This presumes that your computer knows how to translate a computer name (loki, in the example above) into a numeric IP address. This is not necessarily true[2] and may in fact be your problem.
[bookmark: app02fn02][2] The process of turning numeric IP addresses into symbolic host names and back again is known as name resolution. Typically this is accomplished either by means of a static hosts file (always /etc/hosts on Unix/Linux machines) or by use of the Domain Name Service (DNS).


To test a connection to a host without relying on name-resolution software, use the host's IP address rather than the name.


ping 192.251.100.10


If pinging by IP address works (as in the above example) but pinging by host name does not, your problem is at least partly with your name-resolution mechanism. A quick-and-dirty fix is to add the host name and IP address to the /etc/hosts file of your local machine.[3] If you're not using DNS, that is all you need to do. If you are using DNS (you can tell by trying the nslookup command), you need to add the machine information to your DNS database and/or troubleshoot your connection to the DNS server.
[bookmark: app02fn03][3] Host files may also be used on Windows machines. Create a file named hosts in the Windows root directory.


[bookmark: app02lev2sec16] Windows Troubleshooting

The Windows operating system(s) offer a much more limited suite of troubleshooting tools. For troubleshooting Windows network problems, your best bet is to get a command-line interface:


Start . Run . command


which should generate a DOS-esque command-line screen. From there, you can use some of the network troubleshooting tools mentioned in the section on Unix diagnostics. In particular, both ping and telnet should work.

Also of interest is the GUI tool winipcfg, available under some versions of Windows. It will generate a display showing information about your network connection, including IP address, MAC address connection, and connection type.

[bookmark: app02lev2sec17] telnet

The telnet client is surprisingly useful. While it is normally used to set up a nonsecure interactive session between client and server (and thus is more or less archaic), the optional port command-line argument makes it an invaluable diagnostic tool.

For example, the following command line tells telnet to attempt to create a network connection to the server found at 192.168.0.100 on port 80.


telnet 192.168.0.100 80


Why should you care? Well, port 80 is traditionally associated with HTTP traffic. If you can connect on port 80, you know that your network connectivity is fine, and any problem you may be having lies somewhere else. The same principle also applies to secure ports (443/https, 22/ssh, . . .) Better still, telnet is reliably found on almost all operating systems.

Use telnet to confirm or deny the existence of basic network connectivity on any network application that is giving you trouble.









[bookmark: app02lev1sec5] Things to Look at When You Can't Connect

Your computer's connection to an IP network is primarily defined by two things: the IP address and the netmask. If either one of these values is anything other than 100% perfect, your IP connection will not work.

First, determine which LAN (Local Area Network) interface you are attempting to connect through using the netstat command. As the name suggests, the netstat utility is used to determine the status of your network connections. Netstat implementations are different across the various Unix systems, but I am not aware (he said carefully) of any variation which does not support the -r option, which yields routing information. Type in the following command:


netstat -r


That should return output similar to the following:


Kernel IP routing table
Destination    Gateway   Genmask        Plags   MSS    Window   irtt   Iface
192.251.100.0  *         255.255.255.0  U       1500   0        0      eth0
135.187.35.0   ^         255.255.252.0  U       1600   0        0      eth1
127.0.0.0      *         255.0.0.0      U       3584   0        0      lo
default        odin      0.0.0.0        UG      1500   0        0      eth0


In the leftmost column, locate the Destination to which you are attempting to send a packet. Continuing the example we started in the section on ping, we will be looking at the 192.251.100.0 Destination. Note that the Destination value does not exactly match the IP address of our target machine (192.251.100.10 for the machine named loki, as opposed to a Destination value of 192.251.100.0 for loki's subnet. In IP addressing, a value of 0 is often used as a sort of wildcard.)

At any rate, once you have identified your subnet in the leftmost column, look in the Iface column to see which network interface you are using. In the example above, that would be eth0. Once you know the name of the interface, you can use the ifconfig command to determine its network properties.


ifconfig eth0


Implementations of the ifconfig command vary widely, but they will always include information on IP address, netmask, and whether or not the card is UP. Here is an example from Red Hat Linux 5.2:


eth0   Link encap:Ethernet HWaddr 00:20:78:17:9A:EB
       inet addr:192.251.100.1 Bcast:192.251.100.255 Mask:255.255.255.0
       UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
       RX packets:90 errors:0 dropped:0 overruns:0 frame:0
       TX packets:1031 errors:0 dropped:0 overruns:0 carrier:0
       collisions:0
       Interrupt:11 Base address: Oxef80


Note that the word UP is included in the output. This indicates that the operating system not only acknowledges the card's existance, but that the card is willing to accept input. If the output did not include the word UP, you would need to attempt to bring it into an UP state. This is also accomplished by means of the ifconfig command.


ifconfig eth0 up


A bewildering variety of things can prevent an Ethernet card from activating. You may not have the proper driver for the card you are using (common in Linux�check the manufacturer's Web site and/or buy a card for which there is a known driver). The driver may be buggy (check the manufacturer's Web site for patches and updated drivers). The IP address or netmask which you are attempting to use may violate some deep dark corner of the relevant RFCs.[4] (In this case, test the card with a known good IP address and netmask.) The card itself may be damaged or defective. (Try swapping out the card.)
[bookmark: app02fn04][4] RFC stands for "Request For Comment." An RFC is a de facto standard for one of a variety of computer and electrical engineering topics.


If the ifconfig command shows the card in an UP status, try to ping your own IP address. If that works, but you still can't connect to the outside world, your problem most likely has something to do with the physical connection.

[bookmark: app02lev2sec18] Reconfiguring Your Network Card

The ifconfig command can also be used to set the values of your network card. Bear in mind that the ifconfig command varies slightly across the different flavors of Unix, so you should definitely consult your man pages before typing. But just for purposes of illustration I'll use the following command, which would, on HP UX 11.0, set the card to an IP address of 192.251.100.32 with a netmask of 255.255.255.0:


ifconfig lan1 192.251.100.32 netmask 255.255.255.0


[bookmark: app02lev2sec19] Clearing the ARP Table

Your computer's IP address is associated with the unique MAC address of your Ethernet card. The intermediate network hardware (routers, switches, etc.) between the client and server may sometimes become confused as to which MAC address owns a particular IP address.

This problem usually shows up when you have assigned an IP address to a new card on the same network. It will usually correct itself eventually, but to speed things up you can manually force the routing hardware to clear the address-resolution-protocol (ARP) table with a hardware-specific command like:


clear arp


This must be issued on the hardware that you suspect is the culprit.









[bookmark: app02lev1sec6] If You Can Ping Successfully

If you can ping successfully back and forth between the two machines, you're in relatively good shape. Almost certainly, any problems you may be having with your connection are due to the way your service is configured. The following techniques may be useful in diagnosing and fixing your problem.

[bookmark: app02lev2sec20] Is the Service Running?

Use the ps command to test whether or not the service (for purposes of this book, httpd) is running. In the example below, the -e option generates an extended listing of the relevant data and the -f option generates a full listing of all processes running on the system. A similar thing is accomplished in a Linux environment using ps aux. The I grep httpd portion of the command line redirects the output to the grep command (global regular expression parser) whose purpose in life is to search through large chunks of text for a particular sequence of characters, in this case httpd.


ps -ef #HP-UX
ps aux #Linux


On Windows, you can check with the Task Manager utility, accessed via <Ctrl>+<Alt>+<Delete>.

If the above commands show your service isn't running, you should try starting it from scratch.

[bookmark: app02lev2sec21] Is Your Server Monitoring the Port?

This particular technique isn't particularly applicable to WebLogic or even HTTP. However, it comes up frequently on the standard nonsecure services (FTP, telnet, . . .) so I'll include it for completeness.

Unix machines used to have a centralized file, inetd.conf. that was used to centralized the monitoring of network ports and start and stop daemons as necessary.[5] However, running services that you don't actually use creates something of a security hole, so some past system administrator may have removed the line for your service from the /etc/inetd.conf file. To check for this problem, run the following command:
[bookmark: app02fn05][5] For performance reasons, you will not want to start either httpd or WebLogic under inetd.



cat /etc/inetd.conf | grep [your service]


Blank space as output is not good. It means that your computer is not monitoring port 80 for http connections. Add a line like http 80/tcp to your services file. A pound sign ("#") at the very beginning of the line is also bad; it means that the service is commented out. To fix this problem, use your favorite text editor to remove the pound sign from the beginning of the line.

[bookmark: app02lev2sec22] Run as Root

This isn't particularly useful for Windows machines, but it sometimes works on Unix. Try to access the service while running as user root. If it works like that but not as one of the lesser users, your problem is with file permissions. Use the ls -l command to display permissions and the chmod command to alter them.









[bookmark: app03]Appendix C. Selected Procedures

Starting the Administration Console
Starting All Managed Servers in a Domain
Starting All Managed Servers in a Cluster
Killing All Servers in a Domain
Killing All Servers in a Cluster
Storing the Username and Password in a Boot Identity File
Confirming Windows Service Configuration
Using the Control Panel to Set Startup Options
Removing a Server as a Windows Service
Configuring a Virtual Host
Configuring JTA Transactions
Enable Transactions across Multiple Domains
Logging and Monitoring Transactions
Recovering Transactions on a Backup Server
Recovering Transactions for a Failed Clustered Server
Configuring JDBC Connectivity
Configuring a Basic JMS Implementation
Monitoring JMS Objects
Monitoring Durable Subscribers
Creating a Paging Store for a JMS Server
Configuring Paging on a JMS Server
Configuring Paging on a JMS Template
Configuring Paging on Destinations
Overriding Paging Settings on a JMS Template
Configuring Message Load Balancing
Configuring Server Affinity
Configuring a JMS Bridge Destination
Configuring a General Bridge Destination
Configuring a Messaging Bridge
Configuring Connectors for Deployment
Display a Connection Profile for a Connector
Deploying Resource Adapters (Connectors)
Displaying a Deployed Connector
Undeploying Deployed Resource Adapters
Updating Deployed Resource Adapters
Monitoring Connections
Viewing Leaked Connections
Identifying Idle Connections








[bookmark: app03lev1sec1] Starting the Administration Console

[bookmark: app03pr01]
	Start a WebLogic Administration server.


	Open one of the supported Web browsers and open the following URL:


http://hostname:port/console


Here hostname is the DNS name or IP address of the Administration server and port is the address of the port on which the Administration server is listening for requests (7001 by default). If you started the Administration server using Secure Socket Layer (SSL), you must add the letter s after http as follows:


https://hostname:port/console


For more information about setting up SSL for system administration, see Server  Connections  SSL Ports.

	On the login page, enter the user name and the password for this Administration server. You may also use a user name that belongs to one of the following security groups: Administrators, Operators, Deployers, or Monitors.










[bookmark: app03lev1sec2] Starting All Managed Servers in a Domain

The following steps will start all of the managed servers in a domain.

[bookmark: app03pr02]
	Start the Administration server for the domain.


	Start the Node Manager utility on all machines in the domain.

	On the Administration console, right-click on the active domain shown in the left panel.

	Click "Start this domain ...".

	The Administration console server will prompt you to confirm the command. Click "Yes."

	Results of the start operation for each individual server can be viewed by clicking on the icon for that server in the left pane.










[bookmark: app03lev1sec3] Starting All Managed Servers in a Cluster

The following steps will start all of the managed servers in a cluster.

[bookmark: app03pr03]
	Start the Administration server for the domain.


	Start the Node Manager utility on all machines in the domain.

	From the Administration console, right-click on the name of the cluster in the left panel.

	Select the "Start this cluster ..." option from the drop-down menu.

	The Administration console server will prompt you to confirm the command. Click "Yes."

	Results of the start operation for each individual server can be viewed by clicking on the icon for that server in the left pane.










[bookmark: app03lev1sec4] Killing All Servers in a Domain

To force all servers in a domain to shut down:

[bookmark: app03pr04]
	On the Administration console, right-click on the name of the target domain in the left panel.


	Choose "Kill this domain ..." from the list of options.

	The Administration console will ask you whether that is really what you want to do. Click "Yes." All the affected servers should immediately stop work. Node Manager will kill any server that does not respond.

	Check the output of the process/thread that started the Administration server to confirm the success of the process and review any error messages.










[bookmark: app03lev1sec5] Killing All Servers in a Cluster

To force all servers in a cluster to shut down:

[bookmark: app03pr05]
	On the Administration console, right-click on the name of the target cluster in the left panel.


	Choose "Kill this cluster ..." from the list of options.

	The Administration console will ask you whether that is really what you want to do. Click "Yes." All the affected servers should immediately stop work. Node Manager will kill any server that does not respond.

	To confirm the success of the operation, click the Tasks node in the left pane. On the Tasks page, click the shutdown task's name. Then click the Details tab.










[bookmark: app03lev1sec6] Storing the Username and Password in a Boot Identity File

For security reasons, you may choose not to store login credentials in the Windows registry. Login credentials may be removed from the Windows registry by following the procedure below:

[bookmark: app03pr06]
	Edit the installService.cmd file and remove the credentials.


	Place the following lines in a text file:


username=<username>
password=<password>


where username is the name of a user who is a member of a role that is allowed to start a server.

	Save the file. The default location is:


<domain>\boot.properties


If you choose, you may save the file in some other location. If so, you must tell the server where it is with the following JAVA_OPTIONS directive:


-Dweblogic.system.BootIdentityFile=filename


	Run the installService.cmd script. On the first invocation, the server will read its values from the file, encrypt them, and store them. In all subsequent invocations the server will read the encrypted values.










[bookmark: app03lev1sec7] Confirming Windows Service Configuration

To confirm that WebLogic has been correctly installed as a Windows service:

[bookmark: app03pr07]
	At a command prompt, set your PATH environment variable as follows:


set path=WL_HOME\server\bin;%path%



	Make the location in the directory tree just above your domain directory your current working directory.

	From that location, execute the following command:


beasvc �debug "WhatYouCalledYourService"


If your service is configured correctly, the command above will start your service. For production starts, eliminate the �debug option.










[bookmark: app03lev1sec8] Using the Control Panel to Set Startup Options

Once a WebLogic server has been configured to run as a Windows service, you have the option of using the Services Control Panel to stop and start the server as well as set other startup options.

[bookmark: app03pr08]
	Within Windows, select Start  Settings  Control Panel.


	For Windows 2000 operating systems, double-click the Administrative Tools Control Panel. Then open the Services Control Panel. On Windows NT, you can open the Services Control Panel directly from the Control Panel window.

	Once in the Services Control Panel, find the service. The default name begins with beasvc, but it could be anything you chose to name it.

In Windows 2000, you can change the startup properties by right-clicking on the service name and clicking "Properties" in the pop-up list, then modifying the properties as you see fit. For Windows NT, your only option is to make the services Automatic, Manual, or Disabled.










[bookmark: app03lev1sec9] Removing a Server as a Windows Service

To remove your WebLogic server instance from the set of Windows services:

[bookmark: app03pr09]
	On the command line, make the Domain directory your current working directory.


	Run the uninstallService.cmd script. Successful output will be something along the lines of


beasvc mydomain_myserver removed.











[bookmark: app03lev1sec10] Configuring a Virtual Host

Virtual hosts are created using the Administration console.

[bookmark: app03pr10]
	Create a new virtual host.

	Double-click on the Services node in the left pane. The node should expand and display a list of services.

	Select the Virtual Hosts node. Any previously defined virtual hosts will be displayed.

	Select "Create a New Virtual Host" in the right pane.

	Type in the name of the new virtual host.

	Optionally, you may choose to assign a default Web application to this virtual host.

	Click "Create."




	Specify HTTP and logging parameters.

	Select the Logging tab and fill in HTTP access log attributes.

	Click on the HTTP tab and enter the HTTP parameters.



	Specify the servers that will run to this virtual host.

	Click the Targets tab.

	Click the Servers tab. This will display a list of the available servers.

	Click at least one server in the available column and use the right arrow button to move the server to the chosen column.



	Optionally, you may specify the clusters that will use this virtual host. In order to do this, you need to have previously defined a WebLogic cluster.

	Click on the Targets tab.

	Click the Clusters tab. This will display a list of available clusters.

	Click a cluster in the available column and use the right arrow button to move the cluster to the chosen column. The virtual host is targeted on all the servers the cluster.



	Associate Web Applications with the virtual host.

	Select the Web Applications node in the left panel.

	Click the Web Application you want to associate with the virtual host.

	Click the Targets tab in the right pane.

	Select the Virtual Hosts tab.

	Select a virtual host in the "available" list and use the right arrow button to move the virtual host to the chosen list.












[bookmark: app03lev1sec11] Configuring JTA Transactions

JTA transaction settings are configured at the domain level and are thus applied equally to all servers within a domain. By contrast, logging and monitoring are done at the server level. All attributes except TransactionLogFilePrefix can be set while the server is running.

To modify transaction attributes, do the following:

[bookmark: app03pr11]
	Get into the Administration console.


	In the left pane, click the Domain node. This will display the configuration tab for that domain.

	Click on the JTA tab.

	At this point you can alter the values of the individual attributes or accept the defaults.

	To save the new values, click "Apply."










[bookmark: app03lev1sec12] Enable Transactions across Multiple Domains

In WebLogic server 7.0 and above it is possible to have transactions that exist in multiple domains. However, in order for this to work, you must create a single security credential that exists in all the target domains.

The following steps should be performed on each of the participating domains.

[bookmark: app03pr12]
	Access the Administration console.


	In the left pane, click the name of the domain you wish to work on.

	In the right pane, click the Security tab (which should have been displayed as a result of your actions in step 2), then click the Advanced tab.

	Uncheck the Enable Generated Credential control. Click "Apply."

	Locate the "Change Text" link next to the Credential control. Click it.

	Type in the new credential, then confirm it. This credential will need to be the same for each affected domain, so make a note of it for later reference. If WebLogic 6.x servers will participate in the distributed transactions, you will need to use the system password from the WebLogic 6.x server as your credential.

	Restart this server.

	Repeat this process for each domain that will be using interdomain transactions. Make sure that you use the same credential for each domain.










[bookmark: app03lev1sec13] Logging and Monitoring Transactions

Logging and monitoring occur at the server level. On each server, you can specify a transaction log file prefix (though for administrative purposes you'll probably wish to maintain some level of uniformity).

To display transaction statistics and to set the prefix for the transaction log files, do the following:

[bookmark: app03pr13]
	Get to the Administration console screen.


	In the left pane, expand the Server icon. This should display a list of configured servers.

	Click on the particular server you're interested in.

	In the right pane, click on the Monitoring tab.

	Click on the JTA tab.

	Click on the Logging tab.

	Click on the JTA tab.

	Type in the prefix for your transaction log file and click "Apply." The settings will take effect after you restart the server.










[bookmark: app03lev1sec14] Recovering Transactions on a Backup Server

The following procedure describes how to recover transactions for a failed server. Note that these instructions apply only to nonclustered servers.

[bookmark: app03pr14]
	Copy all the transaction log files from the failed server to a new server. Note that you must complete this step before starting the new server.


	On the new server, set the TransactionLogFilePrefix attribute to match the location of the log files you copied over in step 1.

	Start the new server. As part of the startup process, the Transaction Recovery Service will search the transaction log files you copied over for incomplete transactions and attempt to complete them.










[bookmark: app03lev1sec15] Recovering Transactions for a Failed Clustered Server

In the case of clustered servers, the recovery process is fairly automated. A server can perform recovery for another server while simultaneously processing its own transactions. Note also that, should the backup server die during the recovery process, recovery can be forwarded to another server.

The following describes the sequence of events.

[bookmark: app03pr15]
	A clustered server crashes.


	The clustered server's backup server takes control of the transaction log on the crashed server.

	The Transaction Recovery Service on the backup server sifts through the transaction log files on the failed server. For each incomplete transaction it identifies, it attempts to recover it.

	If the recovery/completion process is successful, the backup server will relinquish control of the Transaction Recovery Service for the crashed server so that the crashed server can reclaim control when and if it restarts. If a backup server has not released control of the Transaction Recovery Service for a failed server and is inactive when the failed server attempts to restart, the failed server will not be able to start, because it needs access to the Transaction Recovery Service.


In addition, the following limitations apply:

It is not possible to migrate the Transaction Recovery Service to a backup server from a running server. The server must be stopped before migration.

Backup servers cannot accept new transactions for the failed server; they can only process old ones.

Backup servers cannot process heuristic log files.

Backup servers cannot process log records written by gateway implementations such as WebLogic Tuxedo connector. They can only process log records written by WebLogic server.









[bookmark: app03lev1sec16] Configuring JDBC Connectivity

In order to access the screens necessary for configuring Java Database Connectivity, follow the steps below:

[bookmark: app03pr16]
	Access the Administration console.


	In the left pane, expand the Services node. Under that, expand the JDBC icon.

	Click on the icon associated with the service you wish to manage. Your choices are Connection Pools, MultiPools, Data Source, or Tx Data Source.

	Configure the service as necessary. When you are done, click "Apply." If you need to restart the server in order for your changes to take effect, you will be see a Restart Server icon next to the field you just changed.










[bookmark: app03lev1sec17] Configuring a Basic JMS Implementation

This section describes how to configure a basic JMS implementation using the Administration console.

[bookmark: app03pr17]
	Get into the Administration console. In the left pane, locate and expand the JMS node.


	Using the steps below, you may choose to create a file store for storing persistent messages or a paging store for swapping messages out to memory.

	In the left pane, select the Stores node. Then click "Configure a New JMSFile Store" in the right pane.

	Specify a name for the store and the directory in which you wish to create it. When this is done, click the Create button.



The process for creating a paging store is identical.

	You also have the option of creating a JDBC store, which will store messages in a database. Use the following steps to create a JDBC store.

	In the left pane of the Administration console, expand the JDBC node.

	Under the JDBC node, locate and click the Connection Pools node. In the right pane, click the "Configure a New JDBC Connection Pool" link.

	Enter the attributes for the connection pool, including Name, URL, and Database properties. Click "Apply" to save your changes.

	Click on the Targets tab. From the list of servers (or the list of clusters) select an object on which to deploy the connection pool. Use the arrow button to move the selected target to the Chosen list, then click "Apply."

	On the JMS  Stores node (in the right pane) click the "Configure a new JMSJDBCStore" link.

	Enter a name connection pool and prefix name for the store, then click "Create."



	You may choose to create a JMS template. A JMS template will define multiple destinations with similar attribute settings. Also, JMS templates are prerequisites for the creation of temporary queues. The steps below describe how to create a JMS template.

	In the left pane of the Administration console click the Templates node. Then, in the right pane, click the "Configure a New JMS Template" link.

	Enter a name for the template and click "Create."

	Enter Thresholds and Quotas, Override, and Redelivery tabs, as appropriate. When you're done making changes, click "Apply."



	The JMS server (not optional) is configured as follows:

	In the left pane, click the Server node. Then, in the right pane, click the "Configure a New JMSServer" link.

	Enter a name for the server. Optionally, if you have created them, you may now enter the Store, Paging Store, and Templates created in the steps above. When you are finished, click "Create."

	Optionally, enter data in the Thresholds and Quotas tab. Click "Apply" when you are finished.

	Click on the Targets tab. Select one or more targets from the Available list and use the arrow button to move them to the Chosen list. Click "Apply" when you are done.



	Next, you need to create the JMS destinations. These fall into two categories: queues (from one producer to one consumer) and topics (one producer, potentially multiple consumers). The following steps detail how to create a JMS destination.

	In the left pane, expand the Servers node. Expand the particular JMS server you want to work with. Finally, click the Destinations node.

	Depending on what JMS destination you're trying to create, click either the link for "Configure a New JMS Queue" or the link for "Configure a New JMS Topic."

	Fill in the destination name, JNDI name, and other properties on the General tab.

	If you are creating a topic, enter values for "Thresholds and Quotas," "Override," "Redelivery," and "Multicast."

	Click "Apply" to save your changes.



	Create a connection factory. (This is necessary for your JMS clients to create JMS connections.)

	In the left pane, expand the Connection Factory node. Then, in the right pane, click "Configure a New JMS Connection Factory."

	Fill out the name and JNDI name for the connection factory, as well as any of the optional attributes you need.

	Enter values in the Flow Control and Transaction tabs as needed.

	Click "Apply" to save your changes.

	On the Targets tab, deploy the connection factory on at least one WebLogic server or cluster instance by clicking it and moving it from the Available to the Chosen list.

	Click "Apply" to save your changes.



	You may define a sort order for a specific destination using the Destination Keys node in the left pane.

	You may make physical destinations part of a logical distributed destination using the Distributed Destinations node.

	You may make one or more JMS session pools. These make it possible for your application to handle multiple messages simultaneously.


Similarly, you may also create connection consumers that retrieve server sessions and process messages.









[bookmark: app03lev1sec18] Monitoring JMS Objects

The Administration console provides facilities for viewing information about JMS servers, destinations, and session pools.

[bookmark: app03pr18]
	Bring up the Administration console.


	In the left pane, click and expand the JMS node.

	From the expanded list under JMS, click the Server node.

	In the right pane, click on the particular JMS server that you want to monitor.

	Click on the Monitoring tab. The monitoring options include the following:


Monitor all Active JMS Servers

Monitor all Active JMS Destinations

Monitor all Active JMS Session Pool Runtimes



Choose the data you wish to view and click on the appropriate link to display it.









[bookmark: app03lev1sec19] Monitoring Durable Subscribers

It is also possible to monitor JMS durable subscribers. The following procedure tells how:

[bookmark: app03pr19]
	Bring up the Administration console.


	In the left pane, click and expand the JMS node.

	From the expanded list under JMS, click the Server node.

	In the left pane, click on the Destinations node under Servers. This should expand the list of JMS topic and queue destinations. Destination information is displayed in the right pane. The Durable Subscriber Runtimes column shows the number of durable subscribers running.

	You can display information for a specific topic by clicking the icon associated with that topic in the Durable Subscriber Runtimes column.










[bookmark: app03lev1sec20] Creating a Paging Store for a JMS Server

For each server instance in your JMS domain, perform the following steps:

[bookmark: app03pr20]
	Bring up the Administration console.


	In the left pane, select the JMS Store node. This should display all JMS stores in the right pane.

	In the right pane, click on the "Create a New JMS File Store" link.

	In the right pane, fill out the Name and other properties for the JMS store as appropriate.

	Click "Create."










[bookmark: app03lev1sec21] Configuring Paging on a JMS Server

The following steps describe how to configure paging on an existing JMS server. Steps 2�6 should be performed on each JMS server in the domain.

[bookmark: app03pr21]
	In the left pane of the Administration console click the JMS Servers node.


	In the right pane, click the link for the server on which you wish to configure paging.

	Select the Paging Store that you configured to store list messages from the Paging Store list box on the General tab. Click "Apply."

	Click on the Thresholds and Quotas tab. Follow the instructions below to configure bytes paging.

	Click the Bytes Paging Enabled check box.

	Specify a threshold value (in bytes) above which bytes paging will start on this server in the Bytes Threshold High box.

	Specify a threshold value (in bytes) below which bytes paging will stop on this server in the Bytes Threshold Low box.



	Also on the Thresholds and Quotas tab, follow the instructions below to configure messages paging:

	Click the Messages Paging Enabled check box.

	Specify a threshold value above which mesages paging will start on this server in the Messages Threshold High box.

	Specify a threshold value below which messages paging will stop on this server in the Messages Threshold Low box.



	When you are satisfied that the values you have entered are correct, click "Apply."

	When the server or servers are configured for paging, you should either:

	Reboot WebLogic server. This will activate paging and should be done in the case where you are not configuring a JMS server's destinations for paging.




or

	Configure paging on a JMS template. This should be done in the case where you are configuring a server's destinations for paging.











[bookmark: app03lev1sec22] Configuring Paging on a JMS Template

To use a configured JMS template to configure paging on a template for destinations, do the following:

[bookmark: app03pr22]
	In the left pane of the Administration console, click the JMS node.


	Select the JMS Templates node to display all configured templates in the right pane.

	In the right pane, click the template you want to configure for paging.

	In the right pane, click on the Thresholds and Quotas tab. To configure bytes paging:

	Click on the check box labeled "Select Bytes Paging Enabled."

	Specify a threshold value (in bytes) above which bytes paging will start on this server in the Bytes Threshold High box.

	Specify a threshold value (in bytes) below which bytes paging will stop on this server in the Bytes Threshold Low box.



	Also on the Thresholds and Quotas tab, follow the instructions below to configure messages paging:

	Click the Messages Paging Enabled check box.

	Specify a threshold value above which messages paging will start on this server in the Messages Threshold High box.

	Specify a threshold value below which messages paging will stop on this server in the Messages Threshold Low box.



	When you are satisfied that the values you have entered are complete and correct, click "Apply."

	Reboot WebLogic server.










[bookmark: app03lev1sec23] Configuring Paging on Destinations

The instructions below describe how to configure paging on destinations without using a JMS template. One prerequisite for this procedure is that the target server must already be configured for paging.

[bookmark: app03pr23]
	In the Administration console, expand the JMS server instance.


	Click the Destinations node to display the server's topics and queues in the right pane.

	In the right pane, select the queue or topic that you are trying to configure for paging.

	In the right pane, click on the Thresholds and Quotas tab. To configure bytes paging:

	Click on the check box labeled "Select the Bytes Paging Enabled."

	Specify a threshold value (in bytes) above which bytes paging will start on this server in the Bytes Threshold High box.

	Specify a threshold value (in bytes) below which bytes paging will stop on this server in the Bytes Threshold Low box.



	Also on the Thresholds and Quotas tab, follow the instructions below to configure messages paging:

	Click the Messages Paging Enabled check box.

	Specify a threshold value above which messages paging will start on this server in the Messages Threshold High box.

	Specify a threshold value below which messages paging will stop on this server in the Messages Threshold Low box.



	When you are satisfied that the values you have entered are complete and correct, click "Apply."

	Reboot WebLogic server.










[bookmark: app03lev1sec24] Overriding Paging Settings on a JMS Template

The following procedure describes how to override a template's settings and enable or disable paging on a JMS template's destination. The steps should be performed for each affected JMS destination on a particular server instance.

[bookmark: app03pr24]
	In the Administration console under JMS Servers, expand the server instance in question. It must already be configured for paging.


	Click on the Destinations node for that server. This will display the server's topics and queues in the right pane.

	In the right pane, click on the topic or queue whose paging settings you want to alter.

	Click the Thresholds and Quotas tab. On that tab, change the "Bytes Paging Enabled" and "Messages Paging Enabled" settings to the new values.

	To enable paging, click "True" in the Bytes Paging Enabled or Messages Paging Enabled list boxes.

	To enable paging, click "False" in the Bytes Paging Enabled or Messages Paging Enabled list boxes.



	When you are satisfied with the new settings, click the Apply button.

	Repeat for each affected JMS destination on the same server instance.

	When you are finished, reboot WebLogic server to activate paging.










[bookmark: app03lev1sec25] Configuring Message Load Balancing

To configure load balancing on a connection factory:

[bookmark: app03pr25]
	In the left pane of the Administration console, expand the JMS node.


	Select the Connection Factories node. This will display the JMS Connection Factories table in the right pane of the Administration console.

	In the right pane, select the connection factory that you want to configure for load balancing. This will bring up a property sheet in the right pane with tabs corresponding to the properties of connection factories.

	On the General tab, set the Load Balancing Enabled property.

	When Load Balancing Enabled is checked, the producers are load balanced every time the send() or publish() methods are called.



	When the Load Balancing Enabled check box is not selected, all nonanonymous producers perform load balancing at the time of their first send() or publish() method call. Thereafter, they produce to the same destination until they fail, at which point a new physical destination is chosen.

	When you are satisfied with the configuration, click "Apply."










[bookmark: app03lev1sec26] Configuring Server Affinity

In the context of a JMS connection factory, the "Server Affinity Enabled" attribute determines whether a WebLogic server that is performing load balancing for consumers and/or producers across more than one physical destination will attempt to balance load across any physical destinations that are also running on the same WebLogic server.

To turn off server affinity on a connection factory:

[bookmark: app03pr26]
	In the left pane of the Administration console, expand the JMS node in question.


	Select the Connection Factories node. This should display all the connection factories defined for your domain in the right pane.

	In the right pane, select the connection factory on which you are trying to turn off server affinity. This will bring up a property sheet for that connection factory in the right pane.

	Click on the General tab. Set the "Server Affinity Enabled" attribute as follows:

	When the Server Affinity Enabled box is checked, a WebLogic server that is load balancing producers or consumers across more than one physical destination will first attempt to balance load across other physical destinations that are running on the same WebLogic Server.

	When the Server Affinity Enabled box is not checked, a WebLogic server will attempt to balance load across physical destinations in a distributed destination and will disregard physical destinations running on the same Weblogic server.



	When you are satisfied with the configuration, click "Apply."










[bookmark: app03lev1sec27] Configuring a JMS Bridge Destination

JMS bridge destinations are configured as follows:

[bookmark: app03pr27]
	Bring up the left pane of the Administration console and select the Messaging Bridge node.


	In the left pane, click the JMS Bridge Destinations node. This should bring up the Bridge Destinations tab in the right pane.

	In the right pane, click the "Configure a New JMS Bridge Destination" link. This should bring up a Configuration dialog showing the tabs associated with configuring a new JMS bridge destination.

	On the Configuration tab, enter values for the new JMS bridge destination.










[bookmark: app03lev1sec28] Configuring a General Bridge Destination

A general bridge destination instance is a mechanism for defining unique names for the following:


A bridge destination within a WebLogic domain

The adapter used to communicate with the specified destination

The properties associated with the adapter

An optional user name and password


The steps below describe how to configure a bridge destination.

[bookmark: app03pr28]
	In the left pane of the Administration console, expand the Messaging Bridge node.


	Under the Messaging Bridge node in the left pane, click on the General Bridge Destinations node. This should bring up the Bridge Destinations tab in the right pane.

	Click on the "Configure a New General Bridge Destination" link in the right pane. A Configuration dialog shows the tabs associated with configuring a new general bridge destination.

	Click the Configuration tab. Enter values for the attributes and click "Apply."










[bookmark: app03lev1sec29] Configuring a Messaging Bridge

A messaging bridge is a mechanism to facilitate communication between source and target destinations. Messaging bridges must be created each time a source destination such as a WebLogic JMS implementation, a third-party JMS provider, or some other product is mapped to a target destination. Message bridges have the following attributes:

	source and target destinations

	message filters

	a QOS

	transaction semantics

	reconnection parameters



To configure a messaging bridge, follow these steps:

[bookmark: app03pr29]
	In the left pane of the Administration console, expand the Messaging Bridge node.


	In the left pane, click on the Bridges node. This should open the Bridges tab in the right pane.

	In the right pane, click the "Configure a New Messaging Bridge" link. Subsequently, the right pane should display the property sheet associated with configuring a new messaging bridge.

	Click on the General tab. Enter values on this tab appropriate for your configuration.

	Click "Apply."










[bookmark: app03lev1sec30] Configuring Connectors for Deployment

To configure a connector using the WebLogic Server Administration console:

[bookmark: app03pr30]
	Bring up the WebLogic server Administration console.


	In the left pane, click on the domain you will be working in.

	Expand the Deployments node.

	Under Deployments in the left pane, click on the Connectors node. This should display a table of all the deployed connectors in the right pane.

	In the right pane, click on the "Configure a New Connector" link.

	From the options now listed in the right pane, select the RAR (archive file) that you want to configure.

	Click on "Select a Target Server From Among Available Servers."

	Type in a name for the connector in the provided field.

	Click the Configure and Deploy button. The Deploy panel should display in the right pane of the Administration console.

	Information needs to be filled out on each of the tabs shown in the left column below. In the right column is a brief description of what information needs to be filled in.


	Configuration
	Enter the deployment order.

	Target
	Move the target server from the Available list to the Chosen list.

	Deploy
	Deploy the connector to all or selected targets or undeploy it from all or selected targets.

	Monitoring
	Check the Enable Session Monitoring box associated with the Connector.

	Notes
	Optionally, fill out any notes you feel might be of use to yourself or other administrators.












[bookmark: app03lev1sec31] Display a Connection Profile for a Connector

The following procedure describes how to make call stacks for leaked and idle connections available for display on the Administration console.

[bookmark: app03pr31]
	In the left pane of the Administration console, click on the (previously deployed) connector that you want to configure.


	Expand the WebLogic RA node in the left pane. Click "Map Config Properties."

	Click on the "Configure a New Map Config Property ..." link in the right pane.

	In the Description box in the right pane, type in some sort of description.

	Enter connection-profiling-enabled in the Config Property Name box.

	Enter a value of True in the Config Property Value box.

	When you are satisfied with the configuration, click "Apply."










[bookmark: app03lev1sec32] Deploying Resource Adapters (Connectors)

To deploy a connector using the WebLogic Server Administration console:

[bookmark: app03pr32]
	In the left pane of the Administration console, click on the Deployments node.


	Right-click on the Connectors node. This should generate a pop-up list.

	From the pop-up list, select "Configure a New Application."

	Click on the archive file you want to configure.

	Click on "Select a Target Server From Among Available Servers."

	Type in a name for the connector.

	Click on the Configure and Deploy link.

	Using the Deploy button, deploy the connector to some or all of the targets. This same screen can also be used to undeploy the connector.


Viewing Deployed Resource Adapters (Connectors)









[bookmark: app03lev1sec33] Displaying a Deployed Connector

[bookmark: app03pr33]
	In the left pane of the Administration console, click "Deployments."


	Select the Connectors option.

	View a list of deployed connectors in the table displayed in the console.










[bookmark: app03lev1sec34] Undeploying Deployed Resource Adapters

To undeploy a deployed connector from the WebLogic Server Administration console:

[bookmark: app03pr34]
	In the left pane of the Administration console, click the Deployments node.


	Select the Connectors option.

	In the displayed table, click the name of the connector you wish to undeploy.

	Click "Apply."










[bookmark: app03lev1sec35] Updating Deployed Resource Adapters

To update a deployed connector:

[bookmark: app03pr35]
	In the left pane of the Administration console, click "Deployments."


	Click the Connectors option. This should display a table of connectors in the right pane.

	Click the name of the connector you wish to update.

	Click on the Deploy tab. On the Deploy tab, manipulate the deployment status of the connector.

	When you are satisfied with the configuration, click "Apply."










[bookmark: app03lev1sec36] Monitoring Connections

There are two options for accessing monitoring tools using the console:

Option A

[bookmark: app03pr36]
	In the left pane of the Administration console, click on the Deployments node.


	Click on "Connectors." This should display a list of connectors.

	Right-click on the connector you're interested in. From the pop-up menu, select "Monitor All Connector Connection Pool Runtimes."


Option B

[bookmark: app03pr37]
	In the right pane of the Administration console select Connectors. This should display a connector table.


	From the Name column, select the particular connector that you want to monitor.

	Click the Monitoring tab. Select "Monitor All Connector Connection Pool Runtimes."


Regardless of which method you choose, information about the connection pool will be displayed in the right pane.









[bookmark: app03lev1sec37] Viewing Leaked Connections

There are two options for viewing leaked connections using the console:

Option A

[bookmark: app03pr38]
	On the left pane of the Administration console, click "Deployments."


	Click "Connectors" from the list expanded under Deployments. This should display a list of connectors.

	Right-click on the connector you are interested in. Select "View Leaked Connections" from the pop-up list. This should display run-time information in the right pane of the Administration console.

	Click the number of leaked connections pertaining to the selected connector.


Option B

[bookmark: app03pr39]
	In the right pane of the Administration console click on "Connectors." This should display a connector table in the right pane.


	Under the Name column, click the name of the connector to monitor.

	In the right pane, click on the Monitoring tab. Click on "Monitor all Connector Connection Pool Runtimes."

	Click on the number of leaked connections pertaining to the selected connector.


In either case, leaked connection information is displayed in the right pane of the Administration console.









[bookmark: app03lev1sec38] Identifying Idle Connections

There are two options for displaying idle connections from the Administration console:

Option One

[bookmark: app03pr40]
	In the left pane of the Administration console, click "Deployments."


	Under Deployments, click "Connectors." This will display a list of connectors in the right pane.

	Right-click on the particular connector that you're interested in. Choose "View Idle Connections" from the pop-up menu. This should display information for the selected connector in the right pane.

	Under the Connection Idle Profiles column, click the number of idle connections pertaining to the selected connector.


Idle connection information is displayed in the right pane.

Method Two

[bookmark: app03pr41]
	In the right pane of the Administration console, click "Connectors." This should display a table listing the defined connectors.


	Click the name of the particular connector you want to monitor.

	In the Monitoring tab, select "Monitor All Connector Connection Pool Runtimes." This should display connection-pool information for the chosen connector.

	Click the number of idle connections on the Connections Idle column for the selected connector.


Either of the above methods will display connection information in the right pane.
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