
        
            
                
            
        

    
00 8699 fm/intro/assess  11/19/02  10:09 AM  Page i

Solaris 9

System

Administrator 

Darrell Ambro

00 8699 fm/intro/assess  11/19/02  10:09 AM  Page ii

Solaris 9 System Administrator Exam Cram 2

Executive Editor

Copyright © 2003 by Que Certification

Jeff Riley

All rights reserved. No part of this book shall be reproduced, stored in a retrieval system, or transmitted by any means, electronic, mechanical, Development Editor

photocopying, recording, or otherwise, without written permission from the publisher. No patent liability is assumed with respect to the Ginny Bess Monroe

use of the information contained herein. Although every precaution has been taken in the preparation of this book, the publisher and author assume no responsibility for errors or omissions. Nor is any lia-Managing Editor

bility assumed for damages resulting from the use of the information Charlotte Clapp

contained herein. 

International Standard Book Number: 0-7897-2869-9

Project Editor

Library of Congress Catalog Card Number: 2002114425

Carol Bowers

Printed in the United States of America

First Printing: December 2002

Copy Editor

Kezia Endsley

05

04

03

02

4

3

2

1

Indexer

Trademarks

All terms mentioned in this book that are known to be trademarks or Heather McNeill

service marks have been appropriately capitalized. Que Certification cannot attest to the accuracy of this information. Use of a term in this book should not be regarded as affecting the validity of any trademark Proofreaders

or service mark. 

Benjamin Berg

Juli Cook

Warning and Disclaimer

Every effort has been made to make this book as complete and as accu-Technical Editors

rate as possible, but no warranty or fitness is implied. The information Grant Carstensen

provided is on an “as is” basis. The author and the publisher shall have Edgar Danielyan

neither liability nor responsibility to any person or entity with respect to any loss or damages arising from the information contained in this book or from the use of the CD or programs accompanying it. 

Team Coordinator

Rosemary Lewis

Multimedia Developer

Dan Scherf

Page Layout

Stacey Richwine-DeRome

Graphics

Stephen Adams

Tammy Graham

Oliver L. Jackson, Jr. 

Laura Robbins









00 8699 fm/intro/assess  11/19/02  10:09 AM  Page iii

Que Certification • 201 West 103rd Street • Indianapolis, Indiana 46290

 A Note from Series Editor Ed Tittel

You know better than to trust your certification preparation to just anybody. That’s why you, and more than two million others, have

purchased an Exam Cram book. As Series Editor for the new and

improved Exam Cram2 series, I have worked with the staff at Que Certification to ensure you won’t be disappointed. That’s why we’ve taken the world’s best-selling certification product—a finalist for “Best Study Guide” in a CertCities reader poll in 2002—and made it even better. 

As a “Favorite Study Guide Author” finalist in a 2002 poll of

CertCities readers, I know the value of good books. You’ll be

impressed with Que Certification’s stringent review process, 

which ensures the books are high-quality, relevant, and 

technically accurate. Rest assured that at least a dozen industry experts—including the panel of certification experts at

CramSession—have reviewed this material, helping us deliver an

excellent solution to your exam preparation needs. 

We’ve also added a preview edition of PrepLogic’s powerful, full-featured test engine, which is trusted by certification students throughout the world. 

As a 20-year-plus veteran of the computing industry and the original creator and editor of the Exam Cram series, I’ve brought my IT experience to bear on these books. During my tenure at Novell from 1989 to 1994, I worked with and around its excellent education and certification department. This experience helped push my writing and teaching activities heavily in the certification direction. Since then, I’ve worked on more than 70 certification-related books, and I write about certification topics for numerous Web sites and for  Certification  magazine. 

In 1996, while studying for various MCP exams, I became frustrated with the huge, unwieldy study guides that were the only preparation tools available. As an experienced IT professional and former instructor, I wanted “nothing but the facts” 

necessary to prepare for the exams. From this impetus, Exam Cram emerged in 1997. It quickly became the best-selling computer book series since “…For Dummies,” and the best-selling certification book series ever. By maintaining an intense focus on subject matter, tracking errata and updates quickly, and following the certification market closely, Exam Cram was able to establish the dominant position in cert prep books. 

You will not be disappointed in your decision to purchase this book. If you are, please contact me at etittel@jump.net. All suggestions, ideas, input, or constructive criticism are welcome! 
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Before you walk into your local 

testing center, make absolutely sure

you’re prepared to pass your exam. 

In addition to the Exam Cram 2

series, consider our Training Guide

series. Que Certification’s Training

Guides have exactly what you need

to pass your exam:

• Exam Objectives highlighted in every chapter

• Notes, Tips, Warnings, and Exam Tips advise what 

to watch out for

• Step-by-Step Exercises for “hands-on” practice

• End-of-chapter Exercises and Exam Questions

• Final Review with Fast Facts, Study and Exam Tips, and 

another Practice Exam

• A CD that includes PrepLogic Practice Tests for complete 

evaluation of your knowledge 

• Our authors are recognized experts in the field. In most 

cases, they are current or former instructors, trainers, or 

consultants – they know exactly what you need to know! 

www.examcram.com
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 For my parents, my brother and his family, and my wife and kids. 
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Introduction

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Welcome to  Solaris 9 System Administrator Exam Cram. This book helps you get ready to take—and pass—the two exams required to obtain the Sun Certified System Administrator for Solaris 9 certification. In this introduction, I talk about Sun’s certification program in general and how the  Exam Cram  series can help you prepare for the Solaris 9 certification exams. 

 Exam Cram  books help you understand and appreciate the subjects and materials you need to pass Solaris certification exams. The books are aimed strictly at test preparation and review. They do not teach you everything you need to know about a topic. Instead, I present and dissect the questions and problems that you’re likely to encounter on the test. 

Nevertheless, to completely prepare yourself for any Solaris test, I recommend that you begin by taking the self-assessment included in this book immediately following this introduction. This tool will help you evaluate your knowledge base against the requirements for a Solaris 9 System Administrator under both ideal and real circumstances. 

Based on what you learn from that exercise, you might decide to begin your studies with some classroom training or by reading one of the many system administration guides available from Sun and third-party vendors. 

I also strongly recommend that you install, configure, and fool around with Solaris 9 and other software that you’ll be tested on, because nothing beats hands-on experience and familiarity when it comes to understanding the questions you’re likely to encounter on a certification test. Book learning is essential, but hands-on experience is the best teacher of all! 
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The Sun Certified System

Administrator for Solaris 9

Certification

The certification program currently includes two separate tests. A brief description of each test follows:

➤  Sun Certified System Administrator for the Solaris 9 Operating Environment, Part I (Exam 310-014)—The first exam (Part 1) covers basic system administration. Knowledge tested includes installing the operating system, software package administration, patches, the boot process, system security and file permissions, account administration, disk and file system management, backup, and recovery. 

➤  Sun Certified System Administrator for the Solaris 9 Operating Environment, Part II (Exam 310-015)—The second exam (Part 2) covers advanced topics and several add-on software packages that are used to enhance system administration capabilities. Knowledge tested includes the Solaris 9 network environment and network clients; device administration; virtual disk management systems; Network File System (NFS), along with automounting; naming services such as DNS, NIS, and NIS+; along

with automated installation using JumpStart. 

To  become a certified system administrator, an individual must pass both exams. You must pass the Part I exam before you can take the Part II exam. 

This order is preferred anyway, because the knowledge tested builds from the first exam to the second. 

It’s not uncommon for the entire process to take a year or so, and many individuals find that they must take a test more than once to pass. The primary goal of the  Exam Cram  series is to make it possible, given proper study and preparation, to pass both of the exams on the first try. 

Because certification is associated with a particular version of the Solaris operating system, there is no requirement to recertify. However, once a Solaris version becomes obsolete, being certified on that version will have little value. It would be in your best interest to work on the certification for the next version of Solaris. 

In the past, Sun has used the certification requirements and test objectives from the previous version as a starting point for the next version. Therefore, once you’re certified on a version of Solaris, you should be very familiar with 00 8699 fm/intro/assess  11/19/02  10:09 AM  Page xxv
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most of the test objectives for certification in the next version of Solaris. I estimate that about 15 to 20% of the test objectives changed between Solaris 8 and Solaris 9. 

The best place to keep tabs on Sun’s certification program is on the Sun Web site. The current URL for Sun’s System Administrator program is

http://suned.sun.com/US/certification/sysadmin.html. Sun’s certification Web site changes frequently, so if this URL doesn’t work, try using the Search tool on Sun’s site (www.sun.com) with either “certification” or the quoted phrase “certified system administrator” as the search string. This will help you find the latest and most accurate information about the company’s certification programs. 

Taking a Certification Exam

Alas, testing is not free. You’ll be charged $150 for each test you take, whether you pass or fail. In the United States and Canada, tests are administered by Sylvan Prometric. 

First, you must purchase an examination voucher from Sun Educational Services. In the U.S., they can be contacted at 1-800-422-8020. This requires the use of a credit card. The voucher can be used for up to one year from the date of purchase. 

Next, contact Sylvan Prometric to register for the exam. In the U.S., their number is 1-800-795-3926. You can also use the Sylvan Web site

(www.2test.com). 

To schedule an exam, call at least one day in advance. To cancel or reschedule an exam, you must call at least one day before the scheduled test time (or you may be charged the $150 fee). When calling Sylvan Prometric, please have the following information ready for the telesales staffer who handles your call:

➤ Your name, organization, mailing address, and social security number. 

➤ The name of the exam you want to take. 

➤ The number of the Sun voucher. (This information may not be needed, because the Sylvan Prometric staffer may already have it.)

An appointment confirmation will be sent to you by mail if you register more than five days before an exam, or will be sent by fax if there are fewer than five days before the exam. A Candidate Agreement letter, which you must sign to take the examination, will also be provided. 
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On the day of the test, try to arrive at least 15 minutes before the scheduled time slot. You must supply two forms of identification, one of which must be a photo ID. 

All exams are closed book. In fact, you will not be permitted to take anything with you into the testing area. I suggest that you review the most critical information about the test you’re taking just before the test. ( Exam Cram books provide a brief reference—The Cram Sheet, located inside the front of this book—that lists the essential information from the book in distilled form.) You will have some time to compose yourself, to mentally review this critical information, and even to take a sample orientation exam before you begin the real thing. I suggest you take the orientation test before taking your first exam; they’re all more or less identical in layout, behavior, and controls, so you probably won’t need to do this more than once. 

When you complete a Solaris 9 certification exam, the testing software will tell you whether you’ve passed or failed. Results are broken into several topical areas. Whether you pass or fail, I suggest you ask for—and keep—the detailed report that the test administrator prints for you. You can use the report to help you prepare for another go-round, if necessary, and even if you pass, the report shows areas you may need to review to keep your edge. If you need to retake an exam, you’ll have to call Sylvan Prometric, schedule a new test date, and pay another $150. 

Tracking Certification Status

Sun maintains a database that indicates the exams you have passed and your corresponding test scores. This database is accessible at

www.galton.com/~sun. After you pass both exams, you’ll be certified as a System Administrator for Solaris 9. Official certification normally takes anywhere from four to six weeks (generally within 30 days), so don’t expect to get your certificate overnight. Once certified, you will receive a package with a Welcome Kit that contains a number of elements:

➤ A System Administrator for Solaris 9 certificate, suitable for framing

➤ A logo sheet, which includes camera-ready artwork for use on letter-head, business cards, and so on

➤ A Sun Certified System Administrator lapel pin

Many people believe that the benefits of certification go well beyond the perks that Sun provides to newly anointed members of this elite group. I am starting to see more job listings that request or require applicants to have a 00 8699 fm/intro/assess  11/19/02  10:09 AM  Page xxvii
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Solaris certification, and many individuals who complete the program can qualify for increases in pay and/or responsibility. As an official recognition of hard work and broad knowledge, Solaris certification is a badge of honor in many IT organizations. 

How to Prepare for the Exam

At a minimum, preparing for Solaris 9 exams requires that you obtain and study the following materials:

➤ The Solaris 9 documentation in printed form, on CD-ROM as delivered with Solaris 9, or on the Web at docs.sun.com. 

➤ The exam test objectives and sample questions on the Sun certification page (http://suned.sun.com/US/certification/solaris/sysadmin.html). 

➤ This  Exam Cram  book. It’s the first and last thing you should read before taking the exam. 

In addition, you’ll probably find any or all of the following materials useful in your quest for Solaris 9 system administration expertise:

➤  Hands-on Experience—Obtain a copy of Solaris 9 from the www.sun.com Web site. As you work through the book, try the commands and explore the details. Experience is the best way to learn and remember the details that you’ll need to know to pass the exams. The Solaris 9 operating system can be downloaded for free or obtained on CD-ROM for the cost of media and shipping. 

➤  Classroom Training—Sun offers classroom and computer-based training that you will find useful to help you prepare for the exam. But a word of warning: These classes are fairly expensive. However, they do offer a condensed form of learning to help you “brush up” on your Solaris knowledge. The tests are closely tied to the classroom training provided by Sun, so I would suggest taking the classes to get the Solaris-specific (and classroom-specific) terminology under your belt. 

➤  Other Publications—You’ll find direct references to other publications and resources in this book, and there’s no shortage of materials available about Solaris; however, many are not written specifically for Solaris 9. For that reason, I have not referenced a large number of these publications. To help you sift through some of the publications out there, I end each chapter with a “Need to Know More?” section, which provides pointers to more complete and exhaustive resources covering the chapter’s subject matter. This section tells you where to look for further details. 
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These required and recommended materials represent a collection of sources and resources for Solaris 9 System Administrator topics and software. In the section that follows, I explain how this book works and give you some good reasons why this book should also be on your required and recommended materials list. 

Test-Taking Strategies

There should be no doubt in your mind that you’re facing a test full of specific and pointed questions. 

For these exams, questions belong to one of these types:

➤ Multiple choice (with a single answer)

➤ Multiple choice (with multiple answers)

➤ Multiple match (drag-and-drop)

➤ Fill in the blank (free choice)

Always take the time to read a question at least twice before selecting an answer, and always look for an Exhibit button as you examine each question. 

Exhibits include graphics information related to a question. An exhibit is usually a screen capture of program output or GUI information that you must examine to analyze the question’s contents and to formulate an answer. 

The Exhibit button brings up graphics and charts used to help explain a question, provide additional data, or illustrate program behavior. 

Not every question has only one answer; many questions require multiple answers. If you don’t select all the correct answers, you will not get credit for answering the question correctly. Therefore, you need to read each question carefully to determine how many answers are necessary or possible and to look for additional hints or instructions when selecting answers. Such instructions often occur in brackets immediately following the question itself (as they do for all multiple-choice, multiple-answer questions). 

Unfortunately, some questions do not have any straightforward correct answers and you’re forced to find the “most correct” choice. 

The multiple match (drag-and-drop) questions are new to the Solaris exams and require you to match items; for example, you might be asked to match terms with definitions. On the real exam, you’ll have to use the mouse to drag-and-drop one part (such as the term) so that it is in front of its definition. These will be easy if you know all or all except one of the matches. But if you don’t know two or more, they could be a problem. Several multiple 00 8699 fm/intro/assess  11/19/02  10:09 AM  Page xxix
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match questions have been included (more than you’ll see on the exam). 

Because you can’t use a mouse on the questions in this book, you’ll need to match the lettered items with the numbered ones. 

Choosing the Best Answers

Obviously, the only way to pass a Sun exam is to select enough of the correct answers to obtain a passing score. However, the exams are not standardized like the SAT and GRE exams; in some cases, questions are strangely worded, and deciphering them can be a real challenge. In those cases, you might need to rely on answer-elimination skills. Almost always, at least one answer out of the possible choices can be eliminated immediately because it matches one of these conditions:

➤ The answer does not apply to the situation. 

➤ The answer describes a nonexistent issue, an invalid option, or an imagi-nary state. 

➤ The answer can be eliminated because of the question itself. 

After you eliminate all answers that are obviously incorrect, you can apply your retained knowledge to eliminate further answers. Look for items that sound correct but that refer to actions, commands, or features that are not present or not available in the situation that the question describes. 

If you’re still faced with a blind guess among two or more potentially correct answers, reread the question. Try to picture how each of the possible remaining answers would alter the situation. Be especially sensitive to terminology; sometimes the choice of words (“print” instead of “display”) can make the difference between a right answer and a wrong one. 

Only when you’ve exhausted your ability to eliminate answers, but remain unclear about which of the remaining possibilities is correct, should you guess at an answer. An unanswered question offers you no points, but guess-ing gives you at least some chance of getting a question right; just don’t be too hasty when making a blind guess. 

Because you’re taking a fixed-length test, you can wait until the last round of reviewing marked questions (just as you’re about to run out of time or out of unanswered questions) before you start making guesses. Guessing should be your technique of last resort! 
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Decoding Ambiguity

You’ll discover that many exam questions test your knowledge of issues that are not directly related to the issue that a question raises. This means that the answers you must choose from—even incorrect ones—are just as much a part of the skill assessment as the question itself. If you don’t know something about a variety of system administration topics, you might not be able to eliminate obviously wrong answers because they relate to a different area of system administration than the area that the question at hand is addressing. 

In other words, the more you know about Solaris system administration, the easier it will be for you to tell a right answer from a wrong one. 

Questions often give away their answers, but you have to be alert to see the clues. Often, subtle hints appear in the question’s text in such a way that they seem almost irrelevant to the situation. You must realize that each question is a test unto itself and that you need to inspect and successfully navigate each question to pass the exam. Look for small clues, such as a reference to  raw  as opposed to  block  device names and invalid commands. Little things like these can point at the right answer if you properly understand the question; if missed, they can leave you facing a blind guess. 

Another common difficulty with certification exams is vocabulary. Be sure to brush up on the key terms presented at the beginning of each chapter. You might also want to read through the glossary at the end of this book the day before you take the test. 

Working Within the Framework

The test questions appear in random order, and many elements or issues that receive mention in one question might also crop up in other questions. It’s not uncommon to find that an incorrect answer to one question is the correct answer to another question and vice versa. Take the time to read every answer to each question, even if you recognize the correct answer to a question immediately. That extra reading might spark a memory or remind you about a function or command that helps you on another question elsewhere in the exam. 

Because you’re taking a fixed-length test, you can revisit any question as many times as you like. If you’re uncertain of the answer to a question, check the box that’s provided to mark it for easy return later. You should also mark questions that you think offer information you can use to answer other questions. The testing software is designed to let you mark every question if you choose; use this framework to your advantage. Everything you’ll want to see again should be marked; the testing software can then help you return to marked questions quickly and easily. 
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Deciding What to Memorize

The amount of memorization that you must undertake for an exam depends on how well you remember what you’ve read and how well you know Solaris system administration by heart. The tests will stretch your recollection of system administration commands and functions. 

At a minimum, you’ll want to memorize the following kinds of information:

➤ File system administration and maintenance (creating, mounting, backing up, and restoring)

➤ Commands related to printing and printer management

➤ Commands related to user administration (creating, modifying, and deleting user/group accounts)

If you work your way through this book while logged in as root to a Solaris 9 system and try to manipulate this environment’s features and functions as they’re discussed throughout the book, you should have little or no difficulty mastering this material. In addition, don’t forget that the Cram Sheet at the front of the book is designed to capture the material that’s most important to memorize; use this to guide your studies as well. 

Preparing for the Test

The best way to prepare for the test—after you’ve studied—is to take at least one practice exam. One is included in this chapter for that reason; the test questions are located in the pages that follow (and, unlike the preceding chapters in this book, the answers don’t follow the questions immediately. 

Give yourself a maximum of 105 minutes to take each exam, keep yourself on the honor system, and don’t look back at the text in the book or jump ahead to the answer key. When your time is up or you’ve finished the questions, you can check your work. Pay special attention to the explanations for the incorrect answers; these can also help reinforce your knowledge of the material. Knowing how to recognize correct answers is good, but understanding why incorrect answers are wrong can be equally valuable. 

Also, review all the questions at the end of each chapter. They cover the topics from a different point of view than the questions in this sample test. This should help you better understand the similarities and differences between related topics. 
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Taking the Test

Relax. Once you’re sitting in front of the testing computer, there’s nothing more you can do to increase your knowledge or preparation. Take a deep breath, stretch, and start reading that first question. 

There’s no need to rush; you have plenty of time to complete each question and return to those questions that you skip or mark for return. If you read a question twice and remain clueless, you can mark it. Both easy and difficult questions are intermixed throughout the test in random order. Don’t cheat yourself by spending too much time on a difficult question early on in the test, thereby depriving yourself of the time you need to answer the questions at the end of the test. 

About This Book

Each topical  Exam Cram  chapter follows a regular structure, along with graphical cues about especially important or useful material. Here’s the structure of a typical chapter:

➤  Opening Hotlists—Each chapter begins with lists of the terms, tools, and techniques that you must learn and understand before you can be fully conversant with the chapter’s subject matter. I follow the hotlists with one or two introductory paragraphs to set the stage for the rest of the chapter. 

➤  Topical Coverage—After the opening hotlists, each chapter covers a series of topics related to the chapter’s subject. Throughout these sections, I highlight material most likely to appear on a test using a special Exam Alert layout that looks like this:

This is what an Exam Alert looks like. Normally, an Exam Alert stresses concepts, terms, software, or activities that will most likely appear in one or more certification test questions. For that reason, any information found offset in Exam Alert format is worthy of special attention on your part. Indeed, most of the facts appearing in the Cram Sheet appear as Exam Alerts within the text. 

➤ Even if material isn’t flagged as an Exam Alert,  all  the contents of this book are associated, at least tangentially, to something test-related. This book is tightly focused for quick test preparation, so you’ll find that what appears in the meat of each chapter is critical knowledge. 

➤ Exam Prep  Practice Questions—This section presents a series of mock test questions and explanations of both correct and incorrect answers. 
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➤  Details and Resources—Every chapter ends with a section titled “Need to Know More?”. This section provides direct pointers to Sun and third-party resources that offer further details on the chapter’s subject matter. 

In addition, this section tries to rate the quality and thoroughness of each topic’s coverage. If you find a resource you like in this collection, use it; but don’t feel compelled to use all these resources. On the other hand, I recommend only resources I use on a regular basis, so none of my recommendations will be a waste of your time or money. 

The bulk of the book follows this chapter structure faithfully, but there are a few other elements that I would like to point out. Included are two sample tests that provide a good review of the material presented throughout the book to ensure you’re ready for the exam. Finally, look for the Cram Sheet, which appears inside the front of this  Exam Cram  book. It is a valuable tool that represents a condensed and compiled collection of facts, figures, and tips that I think you should memorize before taking the test. Because you can dump this information out of your head onto a piece of paper before answering any exam questions, you can master this information by brute force—you need to remember it only long enough to write it down when you walk into the test room. You might even want to look at it in the car or in the lobby of the testing center just before you walk in to take the test. 
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I’ve included a self-assessment in this  Exam Cram  to help you evaluate your readiness to tackle Sun Certified System Administrator for Solaris 9 certification. It should also help you understand what you need to master the topic of this book—namely, Exam 310-014, “Sun Certified System Administrator for Solaris 9 Operating Environment, Part 1” and Exam 310-015, “Sun Certified System Administrator for Solaris 9 Operating Environment, Part 2”. But before you tackle this self-assessment, let’s talk about the concerns you may face when pursuing a Solaris 9 System Administrator certification, and what an ideal candidate might look like. 

Solaris 9 System Administrators in

the Real World

In the next section, I describe an ideal Solaris 9 System Administrator candidate, knowing full well that only a few actual candidates meet this ideal. In fact, my description of that ideal candidate might seem downright scary. But take heart, because, although the requirements to obtain a Solaris 9 System Administrator certification may seem pretty formidable, they are by no means impossible to meet. However, you should be keenly aware that it does take time, requires some expense, and consumes a substantial effort. 

You can get all the real-world motivation you need from knowing that many others have gone before you. You can follow in their footsteps. If you’re willing to tackle the process seriously and do what it takes to obtain the necessary experience and knowledge, you can take—and pass—the certification tests. In fact, the  Exam Crams  and the companion  Exam Preps  are designed to make it as easy as possible for you to prepare for these exams. But prepare you must! 

The same, of course, is true for other Solaris certifications, including:

➤ Solaris 9 Network Administrator, which concentrates on the networking aspects but requires only one exam. The Solaris 9 System Administrator certification is a prerequisite. 
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➤ Solaris 8 System Administrator, which is similar to the Solaris 9, but addresses the previous version of Solaris and requires two exams. 

➤ Solaris 8 Network Administrator, which concentrates on the networking aspects of the Solaris 8 environment and requires only one exam. 

The Ideal Solaris 9 System

Administrator Candidate

Just to give you some idea of what an ideal Solaris 9 System Administrator candidate is like, here are some relevant statistics about the background and experience such an individual might have. Don’t worry if you don’t meet these qualifications (or, indeed, if you don’t even come close), because this world is far from ideal, and where you fall short is simply where you’ll have more work to do. The ideal candidate will have

➤ Academic or professional training in Unix operating systems and more specifically the AT&T System V Release 4 (SVR4) Unix operating system on which Solaris is based. 

➤ Three-plus years of professional system administration experience, including experience installing and upgrading operating systems, performance tuning, troubleshooting problems, creating users, and managing backup and recovery scenarios. 

I believe that well under half of all certification candidates meet these requirements. In fact, most probably meet less than half of these requirements (that is, at least when they begin the certification process). But, because all those who have their certifications already survived this ordeal, you can survive it, too—especially if you heed what this self-assessment can tell you about what you already know and what you need to learn. 

Put Yourself to the Test

The following series of questions and observations is designed to help you determine how much work you’ll face in pursuing Solaris certification and what kinds of resources you may consult on your quest. Be absolutely honest in your answers, or you’ll end up wasting money on exams you’re not ready to take. There are no right or wrong answers, only steps along the path to certification. Only you can decide where you really belong in the broad spec-trum of aspiring candidates. 
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Two things should be clear from the outset, however:

➤ Even a modest background in computer science will be helpful. 

➤ Hands-on experience with the Solaris operating system and technologies is an essential ingredient to certification success. 

Educational Background

1. Have you ever taken any computer-related classes? [Yes or No]

If yes, proceed to question 2; if no, proceed to question 4. 

2. Have you taken any classes on the Unix operating system? [Yes or No]

If yes, you will probably be able to handle the discussions that relate to the Solaris operating system and system administration. If you’re rusty, brush up on the basic Unix concepts and networking. If the answer is no, consider some basic reading in this area. I strongly recommend a good Solaris system administration book such as  A Practical Guide to Solaris  by Mark Sobell. Or, if this title doesn’t appeal to you, check out reviews for other, similar titles at your favorite online bookstore. 

However, don’t expect a long list. Solaris 9 is still new in terms of available titles. 

3. Have you taken any networking concepts or technologies classes? [Yes or No]

If yes, you will probably be able to handle the networking terminology, concepts, and technologies (but brace yourself for frequent departures from normal usage). If you’re rusty, brush up on basic networking concepts and terminology. If your answer is no, you might want to check out some titles on the Transport Communication Protocol/Internet Protocol (TCP/IP). 

4. Have you done any reading on Unix or networks? [Yes or No]

If yes, review the requirements from questions 2 and 3. If you meet those, move to the next section, “Hands-On Experience.” If you

answered no, consult the recommended reading for both topics. This kind of strong background will be of great help in preparing you for the Solaris exams. 
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Hands-On Experience

Another important key to success on all of the Solaris tests is hands-on experience. If I leave you with only one realization after taking this self-assessment, it should be that there’s no substitute for time spent installing, configuring, and using the various Solaris commands and tools upon which you’ll be tested repeatedly and in depth. 

1. Have you installed, configured, and worked with Solaris 9? [Yes or No]

If yes, make sure you understand basic concepts as covered in 

Exam 310-014. 

You can obtain the exam objectives, practice questions, and other information about Solaris exams from the Sun’s Training and Certification page on the Web at http://suned.sun.com/. 

If you haven’t worked with Solaris 9, you must obtain a copy of it. 

Then, learn about the installation and administration. 

If you have the funds or your employer will pay your way, consider taking a class at a Sun training and education center. 

Before you even think about taking any Solaris exam, make sure you’ve spent enough time with Solaris 9 to understand how it can be installed and configured, how to maintain such an installation, and how to troubleshoot that software when things go wrong. This will help you in the exam—as well as in real life. 

Testing Your Exam-Readiness

Whether you attend a formal class on a specific topic to get ready for an exam or use written materials to study on your own, some preparation for the Solaris certification exams is essential. At $150 a try, pass or fail, you want to do everything you can to pass on your first try. That’s where studying comes in. 

I have included in this book several practice exam questions for each chapter as well as two sample tests, so if you don’t score well on the chapter questions, you can study more and then tackle the sample tests at the end of each
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part. The score needed to pass Part I is 64 percent and Part II is 65 percent. 

But if you don’t earn a score of at least 70 percent on either the Part I test or the Part II test, I recommend that you investigate the other practice test resources available via the Web (locate them using your favorite search engine). 

For any given subject, consider taking a class if you’ve tackled self-study materials, taken the test, and failed anyway. If you can afford the privilege, the opportunity to interact with an instructor and fellow students can make all the difference in the world. For information about Sun classes, visit the Certification Program page at http://suned.sun.com. 

If you can’t afford to take a class, visit the Certification Program page anyway, because it also includes free sample questions. Even if you can’t afford to spend much at all, you should still invest in some low-cost practice exams from commercial vendors, because they can help you assess your readiness to pass a test better than any other tool. Check with the www.unixcert.net Web site for other available resources. 

1. Have you taken a practice exam on your chosen test subject? [Yes or No]

If yes—and you scored 70 or better on both Part I and Part II—you’re probably ready to tackle the real thing. If your score isn’t above that crucial threshold, keep at it until you break that barrier. If you answered no, obtain all the free and low-budget practice tests you can find (or afford) and get to work. Keep at it until you can comfortably break the passing threshold. 

There is no better way to assess your test readiness than to take a good-quality practice exam and pass with a score of 70 percent or better on both parts. When I’m preparing, I shoot for 80 plus percent, just to leave room for the “weirdness factor” that sometimes shows up on Solaris exams. 

Assessing Your Readiness for

Exams 310-014 and 310-015

In addition to the general exam-readiness information in the previous section, other resources are available to help you prepare for the exams. 

Two Web sites come to mind. These are www.solarisguide.com and

www.solariscentral.org. Also the comp newsgroups—comp.unix.solaris and comp.sys.sun.admin—available via news services or via Google Groups at groups.google.com are good. These are great places to ask questions 00 8699 fm/intro/assess  11/19/02  10:09 AM  Page xxxix
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about topics you are having trouble understanding and get good answers, or simply to observe the questions that others ask (along with the answers, of course). The Sun Blueprints Programs at www.sun.com/blueprints provide in-depth articles on various Solaris topics as well. 

I’d also like to recommend that you check these books as you prepare to take the exam:

➤ Mulligan, John P.  Solaris 8 Essential Reference. New Riders, 2001. 

➤ Sun Microsystems. The two volume  System Administration Guide (Basic and Advanced)  for Solaris 9 (Sun Microsystems). 

One last note: It makes sense to stress the importance of hands-on experience in the context of the exams. As you review the material for the exams, you’ll realize that hands-on experience with Solaris 9 commands, tools, and utilities is invaluable. 

Onward, Through the Fog! 

Once you’ve assessed your readiness, undertaken the right background studies, obtained the hands-on experience that will help you understand the products and technologies at work, and reviewed the many sources of information to help you prepare for a test, you’ll be ready to take a round of practice tests. When your scores come back positive enough to get you through the exam, you’re ready to go after the real thing. The Introduction includes information about obtaining vouchers and scheduling the exams. If you follow my assessment regime, you’ll not only know what you need to study, but when you’re ready to make a test date at Prometric. Good luck! 
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Terms You Need to Understand

✓ Software packages

✓ Software clusters

✓ Software groups

✓ Package management

✓ Patches

✓ Cluster patches

Concepts You Need to Master

✓ Installing Solaris

✓ Adding packages

✓ Checking packages

✓ Removing packages

✓ Adding patches

✓ Removing patches
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Introduction

This chapter covers the Solaris 9 distribution, which is the mechanism used to deliver the Solaris Operating Environment in an installable format. The next section covers installing the operating system, including different methods used to install Solaris. The last two sections address the procedures used to perform software package administration and patch administration. 

The Solaris 9 Distribution

The Solaris 9 system and its application software are delivered as collections of files and directories, referred to as  packages.  These packages can be copied onto the system from the CD-ROM or DVD as a single compressed file and uncompressed for installation. 

Included with the package is information about it, such as the title, storage requirements, and version. Also included are any custom scripts needed to properly install the software. 

System software is sometimes distributed in more than one package, but the packages need to be distributed and installed as a unit. A collection of two or more related packages is referred to as a  software cluster. A software cluster is a logical grouping of packages. 

The Solaris 9 operating system is configured into  software groups,  which consist of different collections of software clusters and packages. The five software groups are listed in Table 1.1. 

Some Solaris 9 documents (and documentation for previous versions) refer to the software groups as  software configuration clusters  or simply  clusters. Because the term  software cluster  refers to a collection of packages, this creates some confusion. 

In this book, the term  software groups  is used, because this is the term used in the Solaris 9 Installation Guide. 

Table 1.1

Solaris 9 Software Groups

Software Group

Contents

Core

Required operating system files

End-User System Support

Core plus windowing environments

Developer System Support

End user plus development environment

Entire Distribution

Developer system plus enhanced features

Entire Distribution Plus Original 

Entire distribution plus third-party hardware drivers

Equipment Manufacturer (OEM)
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Installing Solaris 9

Solaris 9 can be installed in one of four ways:

➤ Interactive Methods: The Solaris Interactive Installation program (SunInstall) and Solaris Web Start are covered in this chapter. 

➤ Automatic Methods: Custom JumpStart and Web Start Flash. These are advanced installation methods and are covered in Chapter 17, 

“Advanced Installation.” 

SunInstall is an interactive Open Windows installation program that can be used to install the Solaris 9 software, but does not support installation of copackaged software. Any copackaged software can be installed using the installation programs provided with the copackaged software after installation of the Solaris 9 software is completed. 

Web Start allows installation of Solaris 9 using a Web browser-like interface instead of the Open Windows interface used by SunInstall. By default, all Solaris software, as well as any copackaged software that supports the system hardware, is installed. However, you can also select specific software to be installed. 

By default, Web Start sets up the system disks, including the root and swap partitions. It also allows the size of the system partitions to be changed and provides access to the Layout File Systems utility to set up other disks. The

/opt partition is created automatically for copackaged software. It also allows additional partitions and file systems to be created. 

Hardware Requirements

Solaris 9 can be installed on Sun sun4c, sun4u, and sun4m Scalable Processor Architecture (SPARC) platform groups. Solaris 9 requires a minimum of 96MB of memory (128MB recommended). The recommended space for the smallest Solaris 9 software group (End User System) is 1.6GB of hard disk space. For the largest software group (Entire Distribution Plus OEM with 64-bit support), 2.4GB of hard disk space is required. A CD-ROM or DVD

drive, or the appropriate environment for a network installation, is required. 

The Solaris 9 installation programs can be used to install the 32-bit or 64-bit version of the Solaris operating system. The 64-bit version is selected by default when installing on Sun UltraSPARC systems, but you can choose the 32-bit version instead. However, the Flash PROM on some early UltraSPARC sun4u platforms might need to be upgraded for 64-bit support. 
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Installing Solaris 9 on a New System Using

Web Start

If you’re installing Solaris 9 on a single new system, the preferred installation method is to install from a local CD-ROM/DVD drive using Web Start because it provides a series of graphical screens to collect the required system configuration information. Network-based installation is described briefly later in this chapter and in more detail in Chapter 17. 

The Solaris Web Start can be accessed using a command-line interface or a graphical interface. The installation is logically divided into three phases:

➤ Preparation

➤ Configuration

➤ Software installation

Preparation

The following list summarizes the information that you should collect or determine before installing Solaris 9 from your local CD-ROM/DVD drive. 

➤ If the system is networked (it will be attached to a network), decide whether DHCP (Dynamic Host Control Protocol) will be used. If not, determine the hostname, IP (Internet Protocol) address, and subnet mask information. 

➤ If a name service is used such as Domain Name Service (DNS), 

Lightweight Direct Access Protocol (LDAP), Network Information

Service (NIS), or Network Information Service Plus (NIS+), determine the domain name. 

➤ Determine whether IPv6 should be enabled. 

➤ Determine whether Kerberos security should be configured. If so, determine the default realm, the administrative server, the first KDCS, and the optional additional KDCSs. 

➤ If NIS or NIS+ is used, but you do not want the system to automatically find a NIS/NIS+ server, specify the server’s hostname and IP address. 

➤ If DNS is used, determine at least one server IP address and, optionally, a list of domains to search. 

➤ If LDAP is used, determine the LDAP profile name, the server, and the server’s IP address. 

➤ Determine the IP address of the default router. 
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➤ Determine the time zone and locale(s). 

➤ If the system connects to the Internet via a proxy server, determine the hostname and port of the proxy server. 

➤ Select the software group (End User, Developer, Entire Distribution, or Entire Distribution plus OEM) and determine whether any packages need to be installed or removed. 

➤ Determine the language used to install Solaris. 

➤ Determine whether to use 32-bit and/or 64-bit support. 

➤ Select the disks on which to install the Solaris software. 

➤ Choose between auto-layout of file systems or manual configure during installation. If you decided to lay out the file systems manually, determine which disk should be used for each file system and estimate their sizes. 

The following steps start the installation process on a system currently powered on:

1. Insert the Solaris 9 Installation CD-ROM/DVD into the CD-ROM/

DVD drive and power off the system or press the Stop and A keys at the same time to get the ok prompt. 

2. Boot the system by turning the power on. Or if the system is at the ok prompt, enter boot cdrom (even if you are using a DVD). 

3. The Installer program will prompt for the language to use. 

4. The program searches the disk drives for a place to hold the installation software. After the location is confirmed, the software (mini-root) is copied to the selected disk and the system reboots. 

The graphical Web Start interface will automatically start after the system boots. The install process continues with the configuration phase. 

Configuration

After you start Web Start, you have to configure it. The previously identified configuration information is entered step-by-step using a sequence of Web Start graphical screens. In this sequence of screens, the next screen is typically displayed after you provide the required information on the current screen and click the Next button. 

After entering all the required configuration information, the install process continues with the software installation phase. 
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Software Installation

The following list summarizes the significant steps required to use the graphical interface of Web Start to install the Solaris 9 software on a networked SPARC system with a local CD-ROM/DVD drive. 

1. On the Specify Media screen, select CD/DVD, Network File System, HTTP, or Local Tape as the installation media. Select CD/DVD. 

2. On the Select Upgrade or Initial Install screen, select Initial Install. 

3. On the Select Type of Install screen, select Default Install or Custom Install. If you select Default Install, skip steps 4 through 10. 

4. On the Select Software Localizations screen, select software localization based on geographic region. 

5. On the Select System Locale screen, select the initial locale. 

6. On the Select Products screen, select any additional products that should be installed. 

7. On the Additional Products screen, select None if no other products are to be installed at this time, or select one of the following:

➤ If Product CD is selected, the Solaris 9 Software CD-ROM is ejected and you are prompted to insert the product CD. The CD-ROM

is scanned and the software products found on the CD-ROM are

listed. Select the products to install. 

➤ If Kiosk Download is selected, a list of the products in the Kiosk download directory (/webstart/kiosk/download) is displayed. Select the products to install. 

➤ If Local or Network File System is selected, specify the path to additional products that should be installed. Select the products to install. 

8. On the Select Solaris Cluster Configuration screen, select the desired software group. 

9. On the Disk Selection screen, select one or more disks to be used for the Solaris 9 software. 

10. On the Lay Out File Systems screen, a default file system layout is shown. To modify the file system layout, highlight a listed disk/file system entry and click Modify. A Disk dialog box is displayed, which allows the file systems on the disk to be assigned to different slices and/or the size of each file system to be modified. Click Apply to save the configuration and return to the Lay Out File Systems screen. Click Next when you’re finished modifying the layout of the disk(s). 
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11. On the Ready to Install screen, your selections are summarized. Click Install Now to start the installation or Back to change one or more selections. 

12. On the Installing screen, messages and progress bars are displayed to show the status of the software installation. When the installation of the Solaris 9 Software CD-ROM is complete, the CD-ROM is ejected. 

13. On the Installation Summary screen, the status of the installation is displayed. Additional information can be viewed by clicking Details. 

14. If additional products were selected, a screen is displayed to allow a CD-ROM or Network File System to be selected as a source. 

15. On the Reboot screen, click Reboot Now to reboot the system. 

After the system reboots, log in as the root account and select OpenWindows or CDE as a desktop for the root account. This completes the Solaris 9 installation for a networked standalone system using Web Start. 

Upgrading an Existing Solaris System

Upgrading a system allows you to merge the existing system configuration with the new Solaris 9 operating system. However, planning and sometimes manual intervention might be required to accomplish the upgrade successfully. Web Start, SunInstall, custom JumpStart, and Live Upgrade can be used to upgrade a system using either CD or DVD media. 

Before the Upgrade

There are a number of tasks you should complete before you upgrade your system:

1. Check the Solaris 9 Release Notes to determine whether any Solaris 9

changes or enhancements affect the current operation. This includes software that might no longer be provided with Solaris or patches that might need to be installed. 

2. Check the Solaris 9 Release Notes to verify that the platform is supported. 

3. Solaris can be installed using either a CD-ROM/DVD or via the network. Depending on the method, verify either the proper operation of the CD-ROM/DVD drive or network connectivity. 

4. Some Sun applications, such as Solaris Volume Manager (formerly DiskSuite), cannot be upgraded automatically. Manual configuration changes are required before the software can be used. Check the documentation provided with the applications. 

01 8699 ch01  11/19/02  10:12 AM  Page 8

8

Chapter 1

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

5. If any third-party software is installed on the system, check with the software manufacturer to verify that the software will run on Solaris 9. 

It might be necessary to purchase new versions of third-party software. 

6. Back up the existing system completely. If the upgrade fails, it might be necessary to restore to the existing system until the reasons for failure can be determined and resolved. 

7. Collect any configuration information that might be needed during the upgrade, such as hostname, network interface, IP address, subnet mask, and domain name. You can avoid the need to respond to prompts during installation by preconfiguring system configuration information, which is discussed later in this chapter. 

8. Set up a backup medium for use during the upgrade. In the event that disk space needs to be reallocated, file systems will need to be copied to a backup medium, and then reloaded after the space on the system disk(s) has been adjusted. You can use local devices, such as an unused system disk, a tape, or a disk, along with remote files systems, for backup media. 

9. If you’re using the Solaris 9 distribution CD/DVD, insert the CD/DVD in the system CD-ROM/DVD drive. If installation is to be

performed over the network, set up an install server and possibly a boot server. 

10. Reboot the system. 

During the Upgrade

If the current layout of the system disks does not provide enough space for the upgrade, the Solaris Interactive Installation (SunInstall) will use the auto-layout feature to reallocate disk space as required. If the auto-layout fails or a different layout is desired, the disk layout must be manually specified. 

If the system configuration information was not preconfigured, you need to provide the appropriate information when prompted. 

After the Upgrade

Merging the existing system configuration with the Solaris 9 operating system might not have been completely successful, and it might be necessary to perform some manual cleanup. Check the /a/var/sadm/system/data/

upgrade_clean file to determine whether any configuration problems need to be reviewed and possibly modified before the system can be rebooted. 

After resolving any cleanup issues, reboot the system. 
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Preconfiguring System Configuration

Information

You can preconfigure the system configuration information required for installation in two ways: via the name service method or via the sysidcfg file method:

➤ Name service method—This method adds the system information to an available name service (NIS or NIS+). During installation, the information is retrieved from the name service and used to configure the system. 

➤ Sysidcfg method—This method creates a file named sysidcfg, which contains the configuration information. The file must conform to a defined format (keywords and syntax) and must be available on a local drive. The local disk drive on the remote drive must be also accessible via the network. 

You can preconfigure the following information:

➤ Date and time

➤ Default router

➤ DHCP

➤ Domain name

➤ Hostname

➤ IP address

➤ IPv6

➤ Language (locale)

➤ Name server

➤ Name service

➤ Netmask

➤ Network interface

➤ Root password

➤ Security policy

➤ Terminal type

➤ Time zone

01 8699 ch01  11/19/02  10:12 AM  Page 10

10

Chapter 1

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

All system information can be preconfigured using the sysidcfg method. With the name service method, only the name service, the hostname and IP address, the time zone, and the date and time can be preconfigured. If you’re using NIS or NIS+

as the name service, you can also preconfigure the language (locale) of the Installer program. 

Over-the-Network Installation

Typically, a system is installed with the Solaris 9 distribution CD or DVD

using a local drive. However, software can be installed over the network if the appropriate systems are set up. These systems are as follows:

➤ Install server—A server created by copying the contents of the Solaris 9

distribution CD or DVD to its disk drive or has the distribution CD or DVD available and mounted in its CD-ROM/DVD drive. 

➤ Boot server—A server used for installing clients that are located on a different subnet than the install server. The boot server should be located on the same subnet as the clients. 

Systems to be installed over the network are set up either using Solstice Host Manager to add (preconfigure) information about the systems to NIS/NIS+

or by adding the information to the configuration files of an install or boot server. 

Software Package Administration

Sun Microsystems and third-party vendors deliver software as easily manipulated collections of files and executable installation or removal procedures, referred to as  packages. 

Package Tools

Solaris 9 package tools provide a convenient mechanism for installing and removing packaged software. These are standard Solaris commands and are accessible through the shell command-line interface. In addition, the system administration tool (admintool), the Product Registry tool, and the Web Start program provide a graphical user interface (GUI) for installing and removing packages. 

The most commonly used command-line package tools are:

➤ pkgadd—Used to install packages

➤ pkginfo and pkgparam—Used to display information about packages 01 8699 ch01  11/19/02  10:12 AM  Page 11
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➤ pkgchk—Used to check the proper installation of a package

➤ pkgrm—Used to remove a package

Installing a Package Using the pkgadd Command

The  pkgadd command can install a package from disk or CD-ROM. 

Typically, software obtained through the network or from magnetic tape or disk is copied into a spool directory on the system before installation. The default package spool directory is /var/spool/pkg, but any location with adequate free space can be used. 

To install one or more packages located in the default spool directory using the pkgadd command, you specify the package names as command-line arguments. For example, to install the SUNWzipS package, use the following command:

# pkgadd SUNWzipS

Processing package instance <SUNWzipS> from </var/spool/pkg> Source for the Info-Zip (zip) compression utility

(sparc) 11.9.0,REV=2001.10.18.00.44

. 

. 

. 

Using </> as the package base directory. 

## Processing package information. 

## Processing system information. 

3 package pathnames are already properly installed. 

## Verifying package dependencies. 

## Verifying disk space requirements. 

## Checking for conflicts with packages already installed. 

## Checking for setuid/setgid programs. 

This package contains scripts which will be executed with super-user permission during the process of installing this package. 

Do you want to continue with the installation of <SUNWzipS> [y,n,?] y Installing Source for the Info-Zip (zip) compression utility as <SUNWzipS> 

## Installing part 1 of 1. 

4939 blocks

Installation of <SUNWzipS> was successful. 

#

If a package was spooled onto the system into a different directory, the alter-nate spool directory is specified using the –d command-line argument. For example, if the /tmp directory was used to spool the SUNWzipS package onto the system, you use the following command to install the package: pkgadd –d /tmp SUNWzipS
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To  install a package located on CD-ROM, you use the –d command-line argument to specify the pathname to the CD-ROM drive. For example, you can use the pkgadd command to install SUNWzipS from a CD-ROM

mounted at /cdrom/cdrom0. 

pkgadd –d /cdrom/cdrom0/SUNWzipS

Actually, the pkgadd command does not require the name of a package. If no package name is specified, the pkgadd command will prompt you with a list of packages available in the specified spool directory or on the CD-ROM. 

The  –s command-line argument is used to spool a package into a spool directory instead of installing it. The following command will spool the SUNWzipS package in from the second CD-ROM of the Solaris

Distribution to the /var/spool/pkg directory. 

# pkgadd -s /var/spool/pkg -d /cdrom/sol_9_sparc_2/Solaris_9/Product SUNWzipS

Transferring <SUNWzipS> package instance

# 

If you’re using the default spool directory, you can simply specify the phrase spool with the -s command-line argument. 

Obtaining Package Information Using the pkginfo Command

The pkginfo command with no command-line arguments displays a list of installed packages. The following example shows a partial listing of installed packages:

# pkginfo

system IPLTadcon Administration Server Console

system IPLTadman Administration Server Documentation

system IPLTadmin Administration Server

system IPLTcons  Console Client Base

system IPLTdscon Directory Server Console

. 

. 

. 

system SUNWzip   The Info-Zip (zip) compression utility

system SUNWzipS  Source for the Info-Zip

system SUNWzlib  The Zip compression library

system SUNWzlibx The Zip compression library (64-bit)

system SUNWzsh   Z shell (zsh)

#

Each software package includes a file named pkginfo that contains various information about the package. It is also used to store information generated during and after installation, such as installation date and a list of any patches applied to the package. To view the contents of the pkginfo file for a particular package, use the pkginfo command and specify the –l command-line argument along with the name of the package. For example, to display
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the pkginfo file for the SUNWast package, use the following pkginfo command:

# pkginfo -l SUNWzipS

PKGINST:  SUNWzipS

NAME:  Source for the Info-Zip (zip) compression utility

CATEGORY:  system

ARCH:  sparc

VERSION:  11.9.0,REV=2001.10.18.00.44

BASEDIR:  /

VENDOR:  Sun Microsystems, Inc. 

DESC:  Source for the Info-Zip (zip) compression utility

PSTAMP:  sfw8120011018004824

INSTDATE:  Jul 19 2002 09:47

HOTLINE:  Please contact your local service provider

STATUS:  completely installed

FILES:    326 installed pathnames

3 shared pathnames

30 directories

1 executables

5012 blocks used (approx)

#

The pkginfo file, along with other package-related files for each installed package, is located in the /var/sadm/pkg directory, within subdirectories with the same name as the packages. 

Obtaining Package Information Using the pkgparam

Command

You can display specific parameters associated with a particular package by using the pkgparam command. The following examples list parameters of the SUNWcsu package:

# pkgparam SUNWrcmds ARCH

sparc

# pkgparam SUNWrcmds VERSION

11.9.0,REV=2001.10.18.00.44

#

Checking a Package Using the pkgchk Command

You can check the integrity of the files and directories associated with a package by using the pkgcghk command. Any discrepancies are displayed. For example, the group associated with the zipcloak.c file was changed to root to create a discrepancy:

# pkgchk SUNWzipS

ERROR: /usr/share/src/zip/zipcloak.c

group name <bin> expected <root> actual

#
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Removing a Package Using the pkgrm Command

The pkgrm command is used to remove installed packages. To remove one or more packages, only the package names need to be specified as command-line arguments. For example, to remove the SUNWast package, the following command is used:

# pkgrm SUNWzipS

The following package is currently installed:

SUNWzipS        Source for the Info-Zip (zip)

(sparc) 11.9.0,REV=2001.10.18.00.44

Do you want to remove this package? y

## Removing installed package instance <SUNWzipS> 

## Verifying package dependencies. 

## Processing package information. 

## Removing pathnames in class <none> 

. 

. 

. 

/usr/share/src/zip/LICENSE

/usr/share/src/zip/INSTALL

/usr/share/src/zip/CHANGES

/usr/share/src/zip/BUGS

/usr/share/src/zip

/usr/share/src <shared pathname not removed> 

/usr/share <shared pathname not removed> 

/usr <shared pathname not removed> 

## Updating system information. 

Removal of <SUNWzipS> was successful. 

#

The Software Installation Database

The Software Installation Database is an ASCII file used by the package-administration tools to record the files and directories associated with packages. When the pkgadd command installs package components, it adds an entry in the Software Installation Database for each file and directory. 

Likewise, when the pkgrm command removes package components, the entries in the Software Installation Database entries associated with the package components are removed. The pkgchk command uses this information to verify package integrity. 

The Software Installation Database is stored in the /var/sadm/install/

contents file. File and directory entries consist of the following fields:

➤ Name

➤ Type (d for directory, f for file, and so on)

➤ Installation class
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➤ File mode

➤ Owner

➤ Group

➤ Size (in bytes)

➤ Checksum

➤ Timestamp

➤ Package name(s)

Entries for symbolic links, special files, and other components use variations of this format. The Software Installation Database should not be edited. 

However, entries can be manually added using the installf(1M) command or removed using the removef(1M) command. 

Package Administration Using Graphical

Tools

Although it is not covered by the test objectives for 310-014, the system administration tool (admintool), the Product Registry tool, and the Web Start program can be used to install and remove packages. 

Patch Administration

A   patch  is a collection of files intended to update or fix problems with installed software. For example, a patch might be required to fix a problem with a system command or to address a security issue. Because most system and application software is installed as packages, patches are applied against one or more packages. Actually, patches are special packages that update other packages. Like packages, a collection of patches can be grouped together into a  patch cluster. 

The abilities to obtain and install patches, keep track of installed patches, and occasionally remove patches are key skills of a competent system administrator. 

Obtaining Patches and Patch Information

Patches can be obtained from Sun Microsystems. Customers who purchase a SunSpectrum service contract have access to an online patch database and an extended set of patches. Patches can be downloaded from Sun’s Web site
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or FTP site. In addition, SunSpectrum service customers receive a CDROM containing patches every six to eight weeks. 

For everyone else, recommended and security patches for supported systems can be obtained on the Web or through anonymous FTP at 

sunsolve.sun.com. 

Sun provides a bimonthly report that summarizes recommended and security patches for each supported system. Like the patches, the information is available at sunsolve.sun.com, along with other system support information. 

Patches are identified with an eight-digit number. The first six digits identify the base patch, and the last two digits identify the revision. For example, patch number 112785-04 is a security patch for the rpc.rwalld(1M) utility. 

Installing a Patch

Patches are installed using the patchadd command. The appropriate type of system configuration must be specified using a patchadd command-line argument. It might also be necessary to specify a target directory. In addition, a single patchadd command can be used to install more than one patch. 

Regardless of the type of system configuration being patched, the patchadd command is typically executed on the system where the software being patched resides (the target directory). However, patches can be installed remotely over the network if the target directory can be accessed through Network File System (NFS) services. 

If the patch is on a CD-ROM, it can be installed directly from the CDROM. A patch downloaded from the Sun Web or FTP site must reside on a system hard disk. The area where patches are stored before they are installed is referred to as the  spool directory. 

Although patches have no  required  spool directory, the most commonly used location is the /var/spool/patch directory. You can, however, use any area on the system where adequate free space exists. 

If a patch was obtained via a download, chances are good that the patch is zipped (compressed) to make it easier and quicker to download. Some patches are compressed using the gzip(1) command and have filenames that end with the .gz suffix. Others are compressed using the zip(1) command and 01 8699 ch01  11/19/02  10:12 AM  Page 17
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have filenames that end with .zip suffix. To uncompress or  unzip  the SPARC

rpc.rwalld patch (112875-01), which is located in the current directory, use the unzip(1) command, as shown in the following listing:

# unzip 112875-01.zip

Archive:  112875-01.zip

creating: 112875-01/

inflating: 112875-01/.diPatch

inflating: 112875-01/patchinfo

creating: 112875-01/SUNWrcmds/

inflating: 112875-01/SUNWrcmds/pkgmap

inflating: 112875-01/SUNWrcmds/pkginfo

creating: 112875-01/SUNWrcmds/install/

inflating: 112875-01/SUNWrcmds/install/checkinstall

inflating: 112875-01/SUNWrcmds/install/copyright

inflating: 112875-01/SUNWrcmds/install/i.none

inflating: 112875-01/SUNWrcmds/install/patch_checkinstall

inflating: 112875-01/SUNWrcmds/install/patch_postinstall

inflating: 112875-01/SUNWrcmds/install/postinstall

inflating: 112875-01/SUNWrcmds/install/preinstall

creating: 112875-01/SUNWrcmds/reloc/

creating: 112875-01/SUNWrcmds/reloc/usr/

creating: 112875-01/SUNWrcmds/reloc/usr/lib/

creating: 112875-01/SUNWrcmds/reloc/usr/lib/netsvc/

creating: 112875-01/SUNWrcmds/reloc/usr/lib/netsvc/rwall/

inflating: 112875-01/README.112875-01

#

A subdirectory with the same name as the patch is then created under the current directory and the unzipped files are placed in this subdirectory. 

The patchadd command is then used to install a patch. Because patches have no default spool directory, the full pathname to the patch must be specified as a command-line argument if it is not in the current directory. The following example shows the installation of the SPARC rpc.rwalld patch on a standalone system:

# patchadd 112875-01

Checking installed patches... 

Verifying sufficient filesystem capacity (dry run method)... 

Installing patch packages... 

Patch number 112875-01 has been successfully installed. 

See /var/sadm/patch/112875-01/log for details

Patch packages installed:

SUNWrcmds

#

Note that the patch modified the SUNWrcmds package (Remote Network Server Commands). The patchadd command is actually a ksh script that calls the pkgadd command to install the patch. 
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image. For example, to apply the Solaris 9 SPARC find patch to a diskless client that uses a root image stored under the /export/root/client directory of the current system, you use the following command:

patchadd -R /export/root/client /var/spool/patch/112875-01

To apply a patch to an operating system (OS) service, use the -S command-line argument and specify the service. For example, to apply the Solaris 9

find patch to a SPARC Solaris 9 OS service named Solaris_9 on the OS server, you use the following command:

patchadd -S Solaris_9 /var/spool/patch/112875-01

To apply a patch to the mini-root of a net install image (the image used to install a system over the network), you use the -C command-line argument and specify the pathname to the net install image. For example, to apply the Solaris 9 find patch to SPARC Solaris 9 image on a net install server named Solaris_9 on an install server, you use the following command:

patchadd -C /export/Solaris_9/Tools/Boot /var/spool/patch/112875-01

You can install multiple patches by specifying a directory where all the patches are located, along with a list of the patch numbers. For example, to install patches 108529-05, 108653-23, and 108876-07, all located in the

/var/spool/patch directory, you use the following command:

patchadd -M /var/spool/patch 108529-05 108653-23 108876-07

Instead of listing a large number of patches on the command line, you can create a text file that contains a list of patches. You can then specify the name of the text file on the command line in place of all the individual patch names. 

For example, to install the 108529-05, 108653-23, and 108876-07 patches located in the /var/spool/patch directory, create a text file with the name

/var/spool/patch/patchlist containing the name of the three patches (separated by spaces or returns). Then use the following command to install the patches: patchadd -M /var/spool/patch /var/spool/patch/patchlist

The  -M command-line argument can be used to install patches for clients, services, or install servers by specifying the previously described -R,  -S, or 

-C command-line arguments. This should be specified after the -M patch spool directory and patch names or patch list command-line arguments. 

By default, any files that will be changed by installing the patch are copied to one or more backup directories. This allows the patch to be removed and the system to be returned to its original state; that is, before the patch was installed. 

However, if the -d command-line argument is specified on the patchadd command, the files are not backed up, and the patch cannot be removed. 
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The default backup directories are located under /var/sadm/pkg and are based on the installed package or packages being modified by the patch and the patch number. For example, the SPARC rpc.rwalld patch (112875-01) modified the SUNWrcmds package. Any files changed by installing this patch are saved under the /var/sadm/pkg/SUNWrcmds/112875-01 directory. You can specify a different backup directory by using the -B command-line argument. 

The patchadd command will fail if any of the following occur:

➤ A package being patched is not installed or is only partially installed. 

➤ The patch requires another patch that is not installed. 

➤ The patch is incompatible with another patch already installed. 

➤ The current version or a higher version of the patch is already installed. 

➤ The architecture of the patch and the system do not match. 

After unzipping a patch, the zip file can be deleted to save space. Likewise, after installing a patch, the files associated with the patch in the patch spool directory can be deleted to save space. 

Determining Installed Patches

Two commands can be used to generate a list of installed patches for a standalone system:

➤ showrev -p

➤ patchadd -p

These commands generate almost identical lists. The following example illustrates the use of the showrev command (the output is formatted for readability):

# showrev -p

Patch: 112875-01 Obsoletes:  Requires:  Incompatibles:  Packages: SUNWrcmds

#

When a patch is installed, information regarding the patch is added to the pkginfo files of the package(s) that are updated by the patch. The pkginfo files are located in subdirectories under the /var/sadm/pkg directory. The showrev and  patchadd commands extract and format information from the pkginfo files. In addition to the patch number and the package(s) that the patch updates, any related information, such as other required patches or incompatible patches, is listed. 
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The patchadd command can be used to display a list of installed patches for other system configurations using the -C,  -R, and -S command-line arguments, as previously described. For example, to display the patches applied to an OS service named Solaris_9, you use the following patchadd command: patchadd -S solaris_9 -p

You can display a list of patches applied to a particular package by using the pkgparam command. The following example lists the patches applied to the SUNWcsu package:

# pkgparam SUNWrcmds PATCHLIST

112875-01

#

Removing a Patch

The patchrm command is used to remove or back out a patch. The system configurations supported by the patchadd command are also supported by the patchrm command. 

# patchrm 112875-01

Checking installed patches... 

Backing out patch 112875-01... 

Patch 112875-01 has been backed out. 

#

The same -C, -R, and -S command-line arguments, as previously described, are used. For example, to remove patch 112875-01 from the bootable root image of a diskless client named client5, you use the following patchrm command: patchrm -R /export/root/client5    112875-01

Because the default backup directory could have changed during installation (by using the –B command-line argument with the patchadd command), the patchrm command also supports the -B argument. 

In addition, you can use the -f command-line argument of the patchrm command to remove a patch that has been superseded by another patch. 

You can remove installed patches and return the system to the state it was in before the patch was installed as long as the following conditions are met:

➤ The patch is not required by another patch or has been made obsolete by a later patch. 

➤ The patch was not installed using patchadd –d, which informs patchadd not to save a copy of files before they are updated or replaced. 
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Installing Patches Using the Solaris

Management Console

Patches can also be installed using the Solaris Management Console. Start the console using the following command:

# smc

The Solaris Management Console, as shown in Figure 1.1, is displayed. To install a patch, click Patches in the left pane and then select Add Patch from the pull-down Action menu. The patch installation is a four-step process: 1. Specify the source of the patch files (see Figure 1.2). Then click Next. 

2. Available patches are listed. Highlight the patch number(s) to install and click the Add button. The highlighted patch(es) move to the

Patches to Add list. Then click Next (see Figure 1.3). 

3. Specify a backout directory and then click Next (see Figure 1.4). 

4. Review the specified information and then click Finish (see Figure 1.5). 

Figure 1.1

Solaris Management Console. 
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Figure 1.2

Solaris Management Console—Add Patch (Step 1). 

Figure 1.3

Solaris Management Console—Add Patch (Step 2). 
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Figure 1.4

Solaris Management Console—Add Patch (Step 3). 

Figure 1.5

Solaris Management Console—Add Patch (Step 4). 

The patch is installed and listed as in the Solaris Management Console (see Figure 1.6). 

To remove a patch, highlight the patch name, and then select Delete from the pull-down Edit menu. The Remove Patch Warning box (see Figure 1.7) is displayed. If you confirm the process, the patch will be removed and will no longer be listed as an installed patch in the Solaris Management Console. 
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Figure 1.6

Solaris Management Console (with installed patch). 

Figure 1.7

Solaris Management Console—Remove Patch Warning. 

Summary

System software is distributed in packages, but sometimes several packages need to be distributed and installed as a unit. A collection of two or more related packages is referred to as a  software cluster. 

The Solaris 9 operating system is configured into software groups ,  which consist of different collections of software clusters and packages. 
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A software group is installed using one of the four installation methods: SunInstall, Web Start, JumpStart, or Custom JumpStart. 

Individual software packages can be installed using the pkgadd command and removed using the pkgrm command. 

Updates to packages (that is, patches) can be installed using the patchadd command and removed using the pathcrm command. 
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Exam Prep Practice Questions

Question 1

Which of the following methods can be used to install multiple patches? [Select all that apply.]

❑ A. patchadd -M /var/spool/patch 104567-03 106583-10 103276-04

❑ B. Use patchadd to install each patch separately

❑ C. patchadd -M /var/spool/patch patchlist

All the answers are correct and can be used to install multiple patches. 

Answer A shows installing three patches located in the /var/spool/patch directory. Answer C uses a file named patchlist that contains a list of patches to install. Of course, the patchadd command can be used to installs several patches, one at a time (answer B). 

Question 2

Which of the following tools can be used to install packages? [Select all that apply.]

❑ A. admintool

❑ B. Product Registry

❑ C. pkgadd

❑ D. Web Start

All of the listed utilities can be used to install packages. 

Question 3

Which of the following methods cannot be preconfigured using the Name Service method? [Select all that apply.]

❑ A. Root password

❑ B. Default router

❑ C. Time zone

❑ D. IP address

❑ E. DHCP
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The correct answers are A, B, and E. The root password, default router, and DHCP cannot be preconfigured using the Name Service method. 

Question 4

Which of the following is the default spool directory for packages? 

❍ A. /var/spool

❍ B. /var/sadm/pkg

❍ C. /tmp

❍ D. /var/spool/pkg

The correct answer is D. Answer A is the system spool directory. Answer B

is the directory that contains information about installed packages. Answer C

is the temporary directory. 

Question 5

What is the minimum amount of memory required for Solaris 9? 

❍ A. 64MB

❍ B. 96MB

❍ C. 128MB

❍ D. 256MB

The correct answer is B, 96MB. 128MB is recommended. More is obviously better. 

Question 6

Which of the following methods will display selected information from the SUNWast pkginfo file? [Select all that apply.]

❑ A. pkginfo SUNWast

❑ B. pkginfo –l SUNWast

❑ C. display pkginfo SUNWast

❑ D. Highlighting SUNWast in the Admintool Software window and clicking Show Details
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The correct answers are A, B, and D. Although the command in answer A provides only package title and type of software, the pkginfo file is the only place this information can be stored. Answer C is not a valid answer. 

Question 7

Which of the following commands can be used to remove a patch? 

❍ A. rmpatch

❍ B. patchrm

❍ C. pkgrm -p

❍ D. patchadd -d

The correct answer is B. Answer A (rmpatch) is not a valid command. Answer C (pkgrm -p) is used to remove packages (and no -p command-line argument exists). Answer D (patchadd -d) is used to add a patch without saving files before they are updated or replaced. 

Question 8

Which of the following commands can be used to list all installed patches? 

[Select all that apply.]

❑ A. showrev -p

❑ B. patchinfo

❑ C. patchlist all

❑ D. patchadd -p

The correct answers are A and D. B and C are not valid answers. 

Question 9

During an upgrade, the disk space needs to be reallocated. Which of the following can be used as the backup media? [Select all that apply.]

❑ A. Unused system disk

❑ B. Tape

❑ C. Disk

❑ D. CD-ROM

❑ E. Remote file system
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The correct answers are A, B, C, and E. All of these media can be used as the backup media during an upgrade, assuming that they provide enough storage space. A CD-ROM, as the name implies, is read-only (Compact Disk—

Read Only Media). Read-only media cannot be used for backup. On the other hand, a writable CD could probably be used, but it was not a choice. 

Question 10

Which of the following items can be selected during a custom installation using Web Start? [Select all that apply.]

❑ A. File system lay out

❑ B. Software localizations

❑ C. Additional software products

❑ D. System locale

❑ E. Software group or cluster

All of these answers are correct. The File system lay out provides the capability to add file systems or adjust the size of file systems. Software localizations can be used to select a geographical region (for example, North America) and the System Locale further defines the system language (for North America, one of several English variations can be selected). Also, the software group and additional products can be selected. These items are only available when you choose a  custom installation. 
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Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, New Riders, Indianapolis, IN, 2001. 

Sun Microsystems,  Solaris 9 Installation Guide.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9 operating system. 

Sun Microsystems,  System Administration Guide: Basic Administration. 

Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—System Administration Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 
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Terms You Need to Understand

✓ OpenBoot

✓ Nonvolatile RAM (NVRAM)

✓ Device aliases

✓ System run levels

✓ rc scripts

Concepts You Need to Master

✓ Using OpenBoot commands

✓ Performing a system boot

✓ Controlling boot processes

✓ Performing a system shutdown
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Introduction

This chapter addresses topics related to booting and shutting down the system. The first section covers key aspects of the system firmware on Sun SPARC platforms. The boot process is discussed next. The third section describes system run levels, the services available at the different run levels, and how to move between the run levels (including shutdown). Also included is a description of how to add a custom service at a selected run level. 

The Boot PROM Firmware (OpenBoot)

The boot Programmable Read-Only Memory (PROM) of a system is used to store the firmware that is executed immediately after the system hardware finishes the Power On Self Test (POST). This firmware is called OpenBoot and is the standard firmware for Sun systems. 

OpenBoot is used to boot the operating system, run diagnostics, modify boot-related parameters stored in nonvolatile RAM (NVRAM), and provide a Forth interpreter. 

Currently, three versions of OpenBoot are supported: version 2.x, version 3.x, and version 4.x. OpenBoot 2.x was introduced with SPARCstation 2 and SPARCStation IPX systems. OpenBoot 3.x and 4.x are enhanced versions of OpenBoot 2.x and are based on IEEE Standard 1275-1994, Standard for Boot Firmware. OpenBoot 3.x and 4.x are used on Sun Ultra series and newer SPARC platforms. 

OpenBoot provides a command-line interface for the system console. The command-line interface has two modes:

➤ Restricted Monitor—Allows the administrator to boot the operating system, continue a suspended operation, or start the Forth Monitor. The prompt for the Restricted Monitor is the greater than (>) symbol. 

➤ Forth Monitor—Allows the administrator to boot the operating system, run diagnostics, and modify system configuration parameters. The prompt for the Forth Monitor is the word ok and is typically referred to as the  OpenBoot prompt. 

System-configuration parameters are stored in the system NVRAM. These parameters determine the initial configuration and related communication characteristics of the system and retain their value even if the power to the system is shut off. The value of these parameters can be viewed and modified using the OpenBoot commands. 
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Important OpenBoot Commands

Some of the more important OpenBoot commands are used to view and modify NVRAM parameters, display system configuration information, perform hardware testing, and control the system booting. All these commands are entered at the Forth Monitor or at the OpenBoot ok prompt. 

Table 2.1 lists the OpenBoot commands used to view and modify NVRAM

parameters. 

Table 2.1

OpenBoot Commands for Viewing and Modifying NVRAM Parameters

Command

Description

printenv

Displays the current value of all variables and current default

values. 

printenv  variable

Displays the current value of  variable. 

setenv  variable value

Sets the  variable  to  value. 

set-defaults

Resets all variables to original default values. 

set-default  variable

Resets  variable  to its default value. 

Table 2.2 lists the OpenBoot commands that are used to display system configuration data. 

Table 2.2

OpenBoot Commands for Displaying System Configuration Data

Command

Description

banner

Displays the power-on banner. 

devalias

Lists all device aliases. 

.enet-addr

Displays the Ethernet address. 

.idprom

Displays formatted ID PROM contents. 

module-info

Displays CPU speed (2.x only). 

show-devs

Lists installed devices. 

.speed

Displays CPU and bus speeds (3.x only). 

.traps

Lists the types of SPARC traps. 

.version

Displays the boot PROM version and data. 

Table 2.3 lists the OpenBoot commands that are used to perform basic hardware testing. 
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Table 2.3

OpenBoot Commands for Performing Hardware Testing

Command

Description

pcia-probe-list

Tests PCI (3.x only). 

probe-scsi

Tests built-in SCSI for connected devices. 

probe-scsi-all

Tests all SCSI buses. 

test-all

Tests a group of install devices. 

test floppy

Tests the disk drive. 

test /memory

Tests system memory (2.x only). 

test net

Tests the on-board Ethernet interface. 

watch-clock

Monitors the system clock. 

watch-net

Monitors the network connection. 

Table 2.4 lists the variations of the OpenBoot boot command that are used to select different boot devices. 

Table 2.4

OpenBoot Commands for Selecting Different Boot Devices

Command

Description

boot cdrom

Boots from the local CD-ROM. 

boot disk

Boots from the default hard disk. 

boot floppy

Boots from the disk drive. 

boot net

Boots from the network. 

boot tape

Boots from the SCSI tape drive. 

The boot command supports a couple of options that might be useful. The

–a option requests an interactive boot so that information will be prompted for when needed. In addition, the –s option causes booting to single-user mode instead of the default system run level. When booting from the hard disk, you specify the default device by the boot-device NVRAM configuration parameter. From the OpenBoot ok prompt, use the following command to display the default device:

ok printenv boot-device

boot-device = disk

ok

The default device can be changed as required. For example, to change the default boot device to a device with the alias of disk2, use the following command. Then use reset to reboot:

ok setenv boot-device disk2

ok reset
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Device Aliases

OpenBoot identifies system hardware using a full device pathname that represents the type of device and its location in the system. A device pathname consists of system buses, addresses, and possibly driver names. The following is an example of a full device name for a partition of a SCSI disk drive:

/sbus@1f,0/SUNW,fas@e,8800000/sd@3,0:a

For more details on device names, see Chapter 7, “Disk and File System Administration.” Because device names are typically long, complex, and awk-ward to enter, OpenBoot provides the capability to assign a short, easy-to-remember-and-type name or device alias to a full device name. 

Creating a Device Alias

A device alias can be created in two ways. The first method uses the devalias command. Aliases created with this command are lost when the system is rebooted. The second method uses the nvalias command. Aliases created with this command are stored in nonvolatile memory and remain there until removed by the use of other OpenBoot commands. These commands use the same syntax. 

For example, both of the following commands, entered at the OpenBoot ok prompt, will assign the alias disk2 to the device named /sbus/esp/sd@2,0, which is a SCSI disk:

ok devalias disk2 /sbus/esp/sd@2,0

ok nvalias disk2 /sbus/esp/sd@2,0

ok

Whenever the device name is required in the OpenBoot environment, the alias can be used instead. When the nvalias command is entered, this command is actually stored in nonvolatile memory. This portion of memory is treated as an OpenBoot parameter called the  nvramrc parameter. The contents of the nvramrc parameter are called the  script. In addition to storing user-defined commands, this parameter is used by device drivers to save startup configuration variables, to patch device driver code, and to store bug patches or other installation-specific device configuration information. 

If the OpenBoot use-nvramrc parameter is set to true, the script is executed during system boot. Any aliases defined in nvramrc using the nvalias command will be set, and then the aliases can be used in a later part of the script or as the value of one or more other OpenBoot parameters. 
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Displaying a Device Alias

The  devalias command is also used to display defined device aliases. 

Without any command-line arguments, all defined device aliases are listed. 

If a device alias is listed as a command-line argument, the devalias command will display only the named device alias. The following example shows the devalias command from the OpenBoot ok prompt of a SPARC 20 workstation:

ok devalias

screen      /iommu@f,e000000/sbus@f,e001000/cgsix@2,0

ttyb        /obio/zs@0,100000:b

ttya        /obio/zs@0,100000:a

keyboard    /obio/zs@0,0

floppy      /obio/SUNW,fdtwo

scsi        /iommu/sbus/espdma@f,400000/esp@f,800000

net-aui     /iommu/sbus/ledma@f,400010:aui/le@f,c0000

net-tpe     /iommu/sbus/ledma@f,400010:tpe/le@f,c0000

net         /iommu/sbus/ledma@f,400010/le@f,c0000

disk        /iommu/sbus/espdma@f,400000/esp@f,800000/sd@3,0

cdrom       /iommu/sbus/espdma@f,400000/esp@f,800000/sd@6,0:d

tape        /iommu/sbus/espdma@f,400000/esp@f,800000/st@4,0

tape1       /iommu/sbus/espdma@f,400000/esp@f,800000/st@5,0

tape0       /iommu/sbus/espdma@f,400000/esp@f,800000/st@4,0

disk3       /iommu/sbus/espdma@f,400000/esp@f,800000/sd@3,0

disk2       /iommu/sbus/espdma@f,400000/esp@f,800000/sd@2,0

disk1       /iommu/sbus/espdma@f,400000/esp@f,800000/sd@1,0

disk0       /iommu/sbus/espdma@f,400000/esp@f,800000/sd@0,0

ok devalias disk

disk        /iommu/sbus/espdma@f,400000/esp@f,800000/sd@3,0

ok

Deleting a Device Alias

An alias defined by the nvalias command is stored in the script and remains there until it is removed by using the nvunalias command, or until the system configuration is restored to its original defaults using the set-defaults command. Keep in mind that an alias defined using the devalias command is  not  stored in the script and is lost when the system is rebooted. 

To  delete the nonvolatile device alias (an alias stored in the script) named disk2, enter the following command at the OpenBoot ok prompt:

ok nvunalias disk2

ok

When deleting an alias, be certain that the alias is not used anywhere; otherwise, a possibly critical system parameter might become undefined. 
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Viewing and Modifying NVRAM Parameters

from Solaris

Typically, the NVRAM parameters are viewed and modified using OpenBoot commands. It is possible to view and modify the NVRAM parameters from the Solaris 9 environment using the eeprom(1M) command. However, only the superuser can modify NVRAM parameters using the eeprom command. 

To view the value of the auto-boot? NVRAM parameter, enter the following eeprom command at the system prompt:

# eeprom auto-boot? 

auto-boot?=true

#

To  view all NVRAM parameters, enter the eeprom command without any command-line arguments. 

The eeprom command can also be used to modify a NVRAM parameter. To set the value of auto-boot? to  false, enter the following command at the system prompt:

# eeprom auto-boot?=false

#

Troubleshooting Boot Problems

When reset or powered on, a SPARC system typically runs the POST. After this, the system boots automatically (if auto-boot? is  true) or enters the Forth Monitor. 

The boot process or OpenBoot initialization sequence performs various checks and loads the appropriate modules. Status messages regarding this initialization sequence can be viewed in the /var/adm/messages file after the system has successfully loaded and started the operating system. 

However, if a boot problem occurs, the Solaris 9 system will not be started, and the messages cannot be viewed. To get around this situation, OpenBoot has the ability to send the initialization sequence messages to tty serial port A (TTYA). This is accomplished by setting the diag-switch? OpenBoot parameter to true and using the setenv command before starting the system boot, as in the following example:

ok setenv diag-switch? true

ok

By attaching a terminal or PC to TTYA, the messages generated by the OpenBoot initialization sequence can be observed and the boot problem can be identified. 
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Emergency Keyboard Commands 

(SPARC Only)

Sometimes it is necessary to take control of a system regardless of its state. 

From the keyboard of a SPARC system, it is possible to immediately enter the Forth Monitor. Table 2.5 lists the emergency keyboard commands supported by OpenBoot. All make use of the stop function key on the SPARC keyboard. 

Table 2.5

Emergency Keyboard Commands (SPARC Only)

Sequence

System Response

stop

Bypasses the POST. 

stop+a

Aborts the operating system or boot process (returns to OpenBoot ok prompt). 

stop+d

Enters diagnostic mode. 

stop+f

Enters the Forth Monitor on TTYA (instead of the system console). 

stop+n

Resets NVRAM contents to the default values. 

When it is necessary to recover a system that has stopped responding after the stop+a sequence, be sure to enter the OpenBoot sync command to synchronize the system disks and write a crash dump before issuing the appropriate boot command. 

The stop+a sequence can be enabled or disabled by use of the kbd(1) command. This command can also set the keyboard characteristics by modifying the  /etc/default/kbd file, and then executing the kbd -i command. For example, the following kbd command will disable the keyboard abort sequence:

# kbd -a disable

Or place the KEYBOARD_ABORT=disable entry in /etc/default/kbd and execute the following:

# kbd -i

The SPARC Boot Process

The boot PROM stores firmware that is responsible for booting the operating system. The SPARC boot process consists of the following phases:

➤ Boot PROM: The Boot PROM phase displays system information and then runs the POST diagnostics. After the completion of the diagnostics, the primary boot program, bootblk, is loaded. Its function is to locate the secondary boot program, ufsboot, on the boot device. 
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➤ Boot Programs: In this phase, bootblk loads the ufsboot program into memory and executes it. 

➤ Kernel Initialization: In this phase, the ufsboot program loads the core kernel into memory and causes it to execute. The kernel initializes its data structures and begins loading other kernel modules on the basis of the /etc/system file using the ufsboot program. After all the necessary modules are loaded and initialized, the kernel starts the /sbin/init program. 

➤ init: In this phase, the init program starts other processes on the basis of the information contained in the /etc/inittab file. These include a program that calls the run control (rc) scripts that set up various system services. 

Kernel Modules

Kernel software is divided into groups of related functions referred to as  modules. Some modules are part of a small, common core of the operating system. 

Some modules provide platform-specific operations, whereas other modules are device drivers. This architecture allows portions of the kernel to be included or excluded on the basis of the desired functionality or allows portions of the kernel to be updated without replacing the entire kernel. The device drivers are dynamic kernel modules that are loaded when the device is accessed. 

The kernel modules are stored in three directories—two under the root file system and one under the /usr file system:

➤ /platform/sun4c/kernel for sun4c platforms—This directory is used for modules that are specific to the platform. 

➤ /kernel—This directory is used for common kernel modules required for booting. 

➤ /usr/kernel—This directory is used for common kernel modules used by platforms with a particular instruction set. 

The /etc/system file is used to determine which kernel modules are loaded and to define various kernel parameters. The format of this file takes the form of one or more keywords followed by one or more parameters. The supported keywords are as follows:

➤ exclude—Prevents modules from loading

➤ forceload—Forces a module to load

➤ moddir—Changes the common kernel module directories
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➤ rootdev—Sets the physical pathname to the root device

➤ rootfs—Defines the type of root file system

➤ set—Sets kernel or module variables

The init Program

The last phase of the boot process is the init program. The init program is used to control system processes and services. Its primary purpose is to create or stop processes on the basis of the current state of the system. The system state is referred to as a  system run level. Several run levels are defined on the basis of the type of activities that the system should be supporting while at a particular run level, such as maintenance, a single user, multiple users, and so on. Information regarding which processes and services should be running at a particular run level is stored in the /etc/inittab file. 

The init program also sets the default environment variables as defined in

/etc/default/init. These include local variables and system parameters based on location, such as time zone. 

The /etc/inittab file controls the operation of the init program. It defines which programs to execute at different run levels or other special handling for processes. The /etc/inittab  file contains entries that consists of four fields delimited by the colon (:) character. The /etc/inittab fields are defined in Table 2.6. 

Table 2.6

The Fields of the /etc/inittab File

Field

Purpose

id

A one- to four-character ID tag used to uniquely identify the entry. The “r” 

and “t” characters are reserved and should not be used as the first or only character of the id field. 

rstate

The run level (0, 1, 2, 3, 4, 5, 6, or s) associated with this entry. When the init program needs to change run level, any process associated with an entry that has that run level specified in the rstate field is executed. Likewise, any process associated with an entry that does not have that run level specified in the rstate field is sent a SIGTERM signal and given five seconds to exit, and then killed with a SIGKILL signal. Three additional values of rstate are supported. These are a, b, and c. Each can be executed independent of the current run level. 

action

A keyword that instructs the init program how to treat the process specified in the  process  field. See Table 2.7 for a description of its keywords. 

process

The command to be executed when the rstate field matches the current run level. 
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Table 2.7

Keywords of the /etc/inittab Action Field

Keyword

Meaning

boot

Execute  process  once when the init program reads the /etc/inittab file. 

Do not wait for  process  to terminate and do not restart it when it exits. 

bootwait

Execute  process  the first time the system run level changes from single user to multi-user. Wait for process to terminate, but do not restart it when it exits. 

initdefault

Special keyword to identify the default run level, which is specified in the rstate field. 

off

If  process  is executing, warn of pending termination by sending it a SIGTERM signal, wait five seconds, and then kill process by sending it a SIGKILL signal. 

once

Execute  process  when the system enters any of the run levels specified in the rstate field. Do not wait for  process  to terminate and do not restart it when it exits. If  process  is still running from a previous run level, do not restart  process. 

ondemand

Similar to respawn but not associated with a run level. Only used with a, b, or c in the rstate field. 

powerfail

Execute  process  when init receives a SIGPWR (power failure) signal. 

powerwait

Execute  process  when init receives a SIGPWR signal, but wait for

 process  to terminate before continuing. 

respawn

Execute  process  if it is not running. Do not wait for it to terminate, but restart it if it does. 

sysint

Execute  process  that is used to initialize devices that init may use to ask about run level changes (such as the system console). Wait for  process

to terminate before continuing. 

wait

Execute  process  and wait for it to terminate. 

The following listing shows a sample of the default Solaris 9 /etc/inittab file. 

ap::sysinit:/sbin/autopush -f /etc/iu.ap

ap::sysinit:/sbin/soconfig -f /etc/sock2path

fs::sysinit:/sbin/rcS sysinit >/dev/msglog 2<>/dev/msglog </dev/console is:3:initdefault:

p3:s1234:powerfail:/usr/sbin/shutdown -y -i5 -g0 >/dev/msglog 2<>/dev/msglog sS:s:wait:/sbin/rcS  >/dev/msglog 2<>/dev/msglog </dev/console s0:0:wait:/sbin/rc0  >/dev/msglog 2<>/dev/msglog </dev/console s1:1:respawn:/sbin/rc1 >/dev/msglog 2<>/dev/msglog </dev/console s2:23:wait:/sbin/rc2 >/dev/msglog 2<>/dev/msglog </dev/console s3:3:wait:/sbin/rc3  >/dev/msglog 2<>/dev/msglog </dev/console s5:5:wait:/sbin/rc5  >/dev/msglog 2<>/dev/msglog </dev/console s6:6:wait:/sbin/rc6  >/dev/msglog 2<>/dev/msglog </dev/console fw:0:wait:/sbin/uadmin 2 0 >/dev/msglog 2<>/dev/msglog </dev/console of:5:wait:/sbin/uadmin 2 6   >/dev/msglog 2<>/dev/msglog </dev/console rb:6:wait:/sbin/uadmin 2 1   >/dev/msglog 2<>/dev/msglog </dev/console sc:234:respawn:/usr/lib/saf/sac -t 300

co:234:respawn:/usr/lib/saf/ttymon -g -h -p “ùname -n` 
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Keep in mind that the processes listed in the /etc/inittab file are only executed when the system enters one of the run levels specified in the rstate field on that entry. The default run level is defined in the /etc/inittab by the  initdefault entry. The following example shows run level 3 as the default run level:

is:3:initdefault:

Every run level (except 4) has an entry in the /etc/inittab file that identifies an rc program to execute. In addition, each run level has a directory associated with it. This directory contains rc scripts that should be executed by the  rc program to start or stop processes and services when that run level becomes the current one. 

System Run Levels

To provide a convenient way for the system administrator to shut down or reboot the system and control system services and resources, eight system run levels (also referred to as  init states) are defined and assigned specific functionality. Table 2.8 describes the eight run levels. 

Table 2.8

The Eight System Run Levels

Run Level

init State

Functionality

0

Power Down

The system is being shut down. All users are

forced off the system. All operating system serv-

ices are stopped in an orderly manner. When

complete, the system is in firmware mode. For

SPARC platforms, firmware mode is the ok

OpenBoot prompt. It is safe to turn off the power

to the system and peripherals. 

s or S

Single User

The system is prepared for maintenance. Any

users are logged off the system. Any services

except the most basic operating system services

are stopped in an orderly manner. Any mounted

file systems remain mounted. A command-line

interface (with superuser privileges) is started

and associated with the system console. This

allows the system administrator to perform

maintenance, such as system backup, without

interference from users or applications. 
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Table 2.8

The Eight System Run Levels  (continued)

Run Level

init State

Functionality

1

Administrative

Users that are logged on are not affected. 

Multiple users can log on and use available 

system resources. All services except the most

basic operating system services are stopped in

an orderly manner. Any mounted file systems

remain mounted. A command-line interface 

(with superuser privileges) is started and asso-

ciated with the system console. This allows the

system administrator to perform maintenance

while allowing users to access the system. 

2

Multiuser

The system is set up for normal operations. 

Multiple users can log on and use the system

resources. All services, except the Network File

System (NFS) server, are started. All default file

systems are mounted. 

3

Multiuser with NFS

The system is set up for normal operations. This

is typically the default system state. Multiple

users can access and use the system resources. 

All services, including resource sharing (the NFS

server), are started. All default file systems are

mounted. 

4

Alternative Multiuser

Currently, this state is not used and is unavail-

able. 

5

Power Down

The system is shut down. All users are logged

off the system. All operating system services are

stopped in an orderly manner. When complete, it

is safe to turn off the power to the system and

peripherals. If supported by the system hard-

ware, the power to the system is automatically

turned off. 

6

Reboot

The system is shut down (run level 0) and then

restarted and brought back up to the default run

level (as defined in the /etc/inittab file, typically 3). 

Solaris has eight run levels, of which seven are used. Even though no functionality is defined for run level 4, it is still considered a valid run level. Also note that the NFS

client is started at run level 2, whereas the NFS server is started at run level 3. 
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Changing the System Run Level

Occasionally, it is necessary to change the system run level. This includes shutting down the system to add or remove hardware, performing backups, preparing for an expected power outage, or preparing to physically move the system. Table 2.9 lists the commands that change the system run level from the command line. 

Table 2.9

Commands Used to Change the System Run Level

Command

Path

Run Level(s)

Description

halt

/usr/sbin

0

Stops the processor(s)

init

/sbin

0,1,2,3,4,5,6,s

Processes control initialization

poweroff

/usr/sbin

5

Stops the processor(s) and powers off

the system (if possible)

reboot

/usr/sbin

6

Reboots the system

shutdown

/etc

0,1,5,6,s

Used for compatibility (symbolically

linked to /usr/sbin/shutdown)

shutdown

/usr/sbin

0,1,5,6,s

Changes system run level

telinit

/etc

0,1,2,3,4,5,6,s

Used for compatibility (symbolically

linked to /usr/sbin/init)

uadmin

/sbin

0,5,6

Used for administrative control

The  halt(1M) command normally logs the shutdown to the system log, writes a shutdown record to the system accounting file, performs a call to the sync(1M) command to write out any pending information to the disks, and halts the processor(s). The system and account logging along with disk sync-ing can be prevented by the use of command-line arguments. The halt command changes to run level 0 but does not execute the rc scripts associated with run level 0 as the shutdown(1M) and init(1M) commands do. 

The init(1M) and telinit(1M) commands can be used to change to any of the eight run levels. The commands identified in the /etc/inittab for each run level are executed, and any running process not in /etc/inittab is sent a SIGTERM and possibly a SIGKILL to cause them to terminate. For each run level, an entry in the /etc/inittab runs the appropriate rc scripts to start and stop processes. 

The  init command is unique in that it is the only command that can be used to change to any system run level. Although all the commands can shutdown/reboot the system (run levels 0, 1, 5 ,6 , s), the init command is the only one that can be used to bring a system up from run levels s or 1 to run levels 2 or 3. 
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The poweroff(1M) command changes the system to run level 5. Normally, it logs the shutdown to the system log, writes a shutdown record to the system accounting file, performs a call to sync(1M) to write out any pending information to the disks, and halts the processor(s). If possible, it then shuts off the power. The poweroff command is equivalent to the init 5 command. 

The reboot(1M) command changes the system to run level 6. Normally, it logs the reboot to the system log, writes a shutdown record to the system accounting file, performs a call to the sync to write out any pending information to the disks, and initiates a multiuser reboot (but does not execute the rc scripts associated with run level 0). 

The reboot command is unique in that it can pass arguments to the OpenBoot boot command using the -- argument. For example, the command reboot -- -rv passes the -rv command-line arguments to the OpenBoot boot command, which are then passed to the kernel. In this case, the r causes the system to be reconfigured (that is, all devices are probed and the device nodes are rebuilt) and the v enables verbose mode. 

The shutdown command (under the /usr/sbin and /etc directories) provides a grace period and warning message capability along with executing the appropriate rc scripts. The shutdown command can be used to change to run levels, 0, 1, 5, 6, and s. 

The shutdown command without any command-line arguments will result in a one-minute grace period with a warning message at 1 minute, 30 seconds, and now. The shutdown command will prompt for confirmation to continue before the “shutdown now” message is broadcast and the run level change continues. The system is then changed to run level s. 

The uadmin(1M) command provides basic administrative functions, such as shutting down or rebooting a system. Typically, it is called by various system administration procedures and not intended for general use. 

The who –r command can be used to determine the current run level of the system and the date on which the change to that run level occurred. 

The init and shutdown Commands

The most frequently used commands to change system run level are the init and  shutdown commands. Both use the /etc/inittab to determine the processes to start and stop, and both execute the appropriate rc scripts on the basis of system run level. 
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In addition, the shutdown command provides a user-friendly warning message and grace period to allow users to close files and log out before the system changes run levels. 

Run Control (rc) Scripts

As previously stated, every run level (except 4) has an entry in the /etc/

inittab file that identifies an rc program to execute. In addition, each run level has a directory associated with it. 

The directory contains rc scripts that should be executed by the rc program to start or stop processes and services when that run level becomes the current one. These rc program and rc script directories use a standard naming convention based on the run level:

➤ For run level 0, the rc program is /etc/rc0, and /etc/rc0.d is the rc script directory. 

➤ For run level 1, the rc program is /etc/rc1, and /etc/rc1.d is the rc script directory. 

➤ For run levels 2, 3, and s, the same naming convention applies. 

➤ Run levels 5 and 6 do not have separate rc directories, but rather use the run level 0 rc directory. 

Typically, both the rc program and the scripts under the rc script directories are referred to as rc scripts. Referring to the script called directly from the

/etc/inittab as the rc program helps avoid confusion. 

The rc scripts are shell scripts (typically Bourne shell scripts) that have been written to start and stop various processes and services. An rc script is usually written in two portions: a start portion and a stop portion. As their names imply, the start portion is executed to start a service, whereas the stop portion is called to stop a service. This allows a single script to control the service. When the rc script is called by the rc program, it provides either a start or a stop command-line argument to the rc script, depending on whether the service should be started or stopped at a particular run level. The decision to start or stop a particular service is based on the name of the rc script in the appropriate rc directory. 

For example, the standard Unix utility to execute maintenance commands automatically is the cron program. It is usually started at run level 2 and stopped at run levels 0, 1, 5, 6, and s. To start cron at run level 2, the cron rc script is copied (or linked) into /etc/rc2.d and given the name S75cron. The 02 8699 ch02  11/19/02  10:10 AM  Page 47
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S at the beginning of an rc script causes the rc program to start the service at the particular run level (in this example, run level 2) by calling the rc script with the start argument. 

Likewise, the same cron rc script is copied (or linked) into the /etc/rc0.d, 

/etc/rc1.d, and /etc/rcS.d directories and given the name K40cron. The K

at the beginning of an rc script causes the rc program to stop the service at the particular run level by calling the rc script with the stop argument. 

Note that the number included in the names of the cron rc script files are different. The number provides a method for the rc program to start or stop services in a particular and consistent order. The rc scripts with lower numbers are executed before the rc scripts with higher numbers. This is necessary, as some services might require the presence of other services to operate properly. 

For example, a networking application requires that the networking services be available. This means that the rc script to start the application should have a higher number than the rc script to start the networking. In addition, services should be stopped in reverse order. In the case of a networking application, the rc script to stop the application should have a lower number than the rc script to stop the networking. 

A copy of all rc scripts is placed in the /etc/init.d directory. To start or stop a particular service, the system administrator only has to locate the appropriate rc script in a single directory. 

Adding rc Scripts

The following procedure should be used to add rc scripts to a new service: 1. Write a shell script that will accept the command-line arguments start and stop along with the appropriate actions to perform those functions. 

2. As the superuser, copy the new rc script to the /etc/init.d directory. 

3. Determine the run level at which to start the service (typically 2). 

4. Determine the two-digit number to control the start sequence (00

through 99). Look at the other startup rc scripts in the appropriate rc directory and choose a number that is greater than any required services but less than any services that will use the new service. 

5. Copy or link the new script from the /etc/init.d directory to the appropriate rc directory, giving it a name starting with S followed by the selected two-digit number and then the service name. 
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6. Determine the run level(s) at which the service should stop (typically, 0, 1, and s), meaning that the script needs to be linked to one or more of the rc directories. 

7. Determine the two-digit number to control the stop sequence (00

through 99). Look at the other stop rc scripts in the appropriate rc directories and choose a number that is less than any required services but greater than any services that were using the service. 

8. Link the new script from the /etc/init.d directory to the appropriate rc directories, giving it a name starting with K followed by the selected two-digit number and then the service name. 

Be sure to understand the procedure for adding rc scripts the system, especially the use of different directories, the K and S prefixes, and the selection of script numbers. 

Summary

The OpenBoot is firmware used to perform basic system operations such as booting the system, running hardware diagnostics, and storing boot-related parameters in NVRAM. 

OpenBoot commands such as banner and  printenv are used to display NVRAM parameters. The setenv, set-default  parameter, and set-defaults commands are used to set NVRAM parameters. 

The eight run levels are 0 (power down), s (single user), 1 (administrative), 2

(multiuser without NFS server (NFS client only)), 3 (multiuser with NFS

server), 4 (not used), 5 (power down), and 6 (reboot). The init command supports changing to any run level, whereas the shutdown command can be used change to run levels 0, 1, 5, 6, and s. 

The  /etc/inittab file contains information on which programs should be started or stopped at each run level. 
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Exam Prep Practice Questions

Question 1

Which /etc/inittab keyword identifies the default run level? 

❍ A. initdefault

❍ B. defaultinit

❍ C. sysinit

❍ D. boot

The correct answer is A. Answer B, defaultinit, is not valid. Answer C, sysinit, identifies the process to initialize the console. Answer D, boot, identifies a process that should be executed when boot reads the

/etc/inittab file for the first time. 

Question 2

Which OpenBoot command can be used to view system configuration 

information? 

❍ A. env

❍ B. display

❍ C. banner

❍ D. list

❍ E. show

The correct answer is C. Answer A is a Solaris 9 command that lists shell variables in the current environment. The commands in answers B, D, and E do not exist, although a show-dev OpenBoot command does. 

Question 3

Which of the following OpenBoot commands are used to test hardware? 

[Select all that apply.]

❑ A. probe-scsi

❑ B. test floppy

❑ C. test net

❑ D. watch-clock

❑ E. test memory
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Answers A, B, C, and D are correct. These commands test the SCSI controller, the floppy disk drive, the network interface, and the system clock. 

test /memory (note the / before  memory) is the correct command to test memory. Therefore, answer E is incorrect. 

Question 4

Name the OpenBoot command used to delete a nonvolatile device alias. 

The correct answer can be unnvalias or set-defaults. 

Question 5

Which emergency keyboard command is used to abort the boot process? 

❍ A. stop

❍ B. stop+a

❍ C. stop+n

❍ D. stop+s

❍ E. stop+! 

The correct answer is B. Answer A bypasses the POST. Answer C results in the reset of the NVRAM parameters to their default values. The commands in answers D and E do not exist. 

Question 6

Provide the OpenBoot command to boot a system from the CD-ROM. 

The correct answer is boot cdrom. 

Question 7

Which of the following is the last phase in the Solaris boot process? 

❍ A. init

❍ B. Boot PROM

❍ C. Kernel initialization

❍ D. Boot programs
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The correct answer is A. All of these answers represent phases of the SPARC

boot process. The Boot PROM phase tests hardware, the Boot programs phase locates and loads boot programs, then the kernel initialization phase loads the kernel. Only then can the init phase initialize the operating system services. 

Question 8

Which of the following is the correct format of the /etc/inittab file? 

❍ A. rstate:id:action:process

❍ B. id:action:rstate:process

❍ C. id:rstate:action:process

❍ D. process:action:rstate:id

The correct answer is C, id:rstate:action:process. None of the other answers have the fields listed in the proper order. 

Question 9

Which of the following default directories are used to store kernel modules? 

[Select all that apply.]

❑ A. /kernel

❑ B. /usr/kernel

❑ C. /var/kernel

❑ D. /etc/system

❑ E. /etc/kernel

The correct answers are A and B. Answers C and E are not valid. Answer D

is used to configure the system kernel. 

Question 10

Which of the following commands can be used to change to system run levels 2 or 3? [Select all that apply.]

❑ A. init

❑ B. reboot

❑ C. shutdown

❑ D. poweroff

❑ E. uadmin

❑ F. halt
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The correct answer is A. Answer B, reboot, can be used to change only to system run level 6. Answer C, shutdown, can be used to change to system run levels 0, 1, 5, 6, and S. Answer D, poweroff, can be used only to change to system run level 5. Answer E, uadmin, can be used only to change to run levels 0, 5, and 6. In addition, this command is not intended for direct use. 

Answer F, halt, can be used only to change to system run level 0. 

Question 11

How many run levels are there in Solaris 9? 

❍ A. 6

❍ B. 7

❍ C. 8

❍ D. 9

The correct answer is C. Answers A and D are not feasible. Answer B might be assumed to be correct, as run level 4 is not used, but run level 4 is included even though it is not used. 

Question 12

Name the OpenBoot command used to list or create device aliases. 

The correct answer is devalias. 
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Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, (New Riders, Indianapolis, IN, 2001). 

Sun Microsystems,  OpenBoot 2.x Command Reference Manual. 

Available in printed form and on the Web at docs.sun.com. 

Sun Microsystems,  OpenBoot 3.x Command Reference Manual. 

Available in printed form and on the Web at docs.sun.com. 

Sun Microsystems,  OpenBoot 4.x Command Reference Manual. 

Available in printed form and on the Web at docs.sun.com. 

Sun Microsystems,  System Administration Guide: Basic Administration. 

Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—System Administration Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 
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Terms You Need to Understand

✓ User accounts

✓ Group accounts

✓ admintool

✓ Initialization files

✓ The system profile

Concepts You Need to Master

✓ Creating and deleting user accounts

✓ Administering passwords

✓ Creating and deleting group accounts

✓ Initialization files and templates
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Introduction

This chapter covers the administration of user and group accounts, the system files used to store the user and group account information, and the initialization files associated with user accounts. 

Account Administration

User and group accounts control access to the system. The administration of user accounts and group accounts along with the passwords associated with these accounts is a key system administration activity. 

User Accounts

User accounts can be added, modified, or deleted using command-line utilities or by using the admintool(1M) command. Use of the admintool command reduces or eliminates the possible introduction of typos and other errors that might affect all the user accounts. 

However, the admintool command requires a graphical interface and is more time consuming than using the command-line utilities manually. These command-line utilities are as follows:

➤ useradd(1M)

➤ usermod(1M)

➤ userdel(1M)

Both the admintool command and the command-line utilities are described in this chapter. 

Creating an Account Using the admintool Command

When the admintool command is started, the Users window is displayed. To display the Add User window, select Add from the Edit pull-down menu. 

The Add User window, consists of three sections: User Identity, Account Security, and Home Directory. 

The User Identity section provides the information that needs to be defined to add a user account. All this information is stored in the /etc/passwd file, except secondary groups information, which is stored in the /etc/group file. 

Table 3.1 lists the fields of the User Identity section. 
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Table 3.1

User identity Fields of the admintool: Add User Window

Field

Description

User Name

A unique user account name consisting of a maximum of

eight upper- and lowercase letters and/or numbers. 

User ID

The UID associated with the user account. A unique number, 

typically between 1000 and 60000. The next available num-

ber starting at 1000 is provided automatically. 

Primary Group

The group to which the user should be assigned. By default, 

10 (staff) is provided. Any specified group must exist before

members can be added. 

Secondary Groups

Additional groups (separated by commas) to which the user

should be assigned. Specified groups must exist before

members can be added. 

Comment

Any text that should be placed in the /etc/passwd Comment field. 

Login Shell

The Bourne (default), C, or Korn shell can be selected. 

Another shell can be specified by selecting Other from the

pull-down menu and entering the name of the shell in the

field. 

The Account Security section provides the information used to determine how the password should be defined and to set up password aging. All this information is stored in the /etc/shadow file. Table 3.2 lists the fields of the Account Security section. 

Table 3.2

Account Security Fields of the admintool: Add User Window

Field

Description

Password

The choices are Cleared until first login, Account is locked, 

No password—setuid only, and Normal Password. 

Min Change

Minimum days required between password changes. 

Max Change

Maximum days a password is valid. 

Max Inactive

Maximum number of days account can be inactive before

password must be changed. 

Expiration Date

Date account expires. 

Warning

Number of days user is warned before password expires. 

The Home Directory section is used to define the home directory of the account and to create it if necessary. This path is stored in the /etc/passwd file. The appropriate initialization files are created in the home directory based on the type of login shell selected. 

03 8699 ch03  11/19/02  10:04 AM  Page 58

58

Chapter 3

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Modifying an Account Using the admintool Command

To modify a user account, start the admintool command if it is not already active. Display the Users window by selecting Users from the Browse pull-down menu. 

Click the desired account entry and then select Modify from the Edit pull-down menu. The Modify User window is displayed. Change the fields as appropriate and click Apply to save the changes. 

Deleting an Account Using the admintool Command

To  delete a user account, start the admintool command if it is not already active. Display the Users window. 

Click the desired account and then select Delete from the Edit pull-down menu. In the Warning window, select Delete to delete the user account. 

Because using the admintool command makes creating, modifying, and deleting user accounts very easy and intuitive, Exam 310-014 concentrates on using the useradd, usermod, and userdel commands for administering user accounts. 

Creating an Account Using the useradd Command

The  useradd(1M) command provides a quick method to add a new user account. At a minimum, the account name must be specified as a command-line argument. Table 3.3 lists the command-line arguments supported by the useradd command. 

Table 3.3

Command-Line Arguments for the useradd Command

Argument

Description

 account

Specifies the name of the new user  account (required). 

-A  authorizations

Specifies one or more  authorizations. 

-b  base

Defines a  base  directory. If a home directory (-d) is not specified, the  account  name is added to  base  and used as the home directory. 

-c  comment

Specifies a  comment  that is placed in the comment (gcos) field of the /etc/passwd file. 

-d  directory

Defines the home  directory  of the account. 

-e  date

Specifies the expiration  date  for the account. After the specified date, the account is disabled. 

-f  days

Specifies the maximum number of  days  the account can be inactive before it is disabled. 

 (continued)
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Table 3.3

Command-Line Arguments for the useradd Command  (continued)

Argument

Description

-g  group

Defines the GID or name of an existing  group  that will be the primary group for the user account. 

-G  group

Defines a GID or name of an existing  group  that will be a secondary group for the user account. 

-k  template_dir

Specifies the directory that contains a template (default) profile used for the user account. 

-m

Creates the home directory if it doesn’t exists. The home directo-ry is defined by -b and  account  name or -d. 

-o

Allows an existing UID to be specified. That is, it allows an

account to be created with a duplicate UID (see -u). 

-p  profiles

Specifies one or more execution  profiles. 

-R  roles

Specifies one or more user  roles. 

-s  shell

Specifies the login shell; default is the Bourne Shell (/bin/sh). 

-u  uid

Specifies the UID of the user account. It must be a decimal integer. If not specified, the next highest available UID is assigned. 

The following example shows how to create a user account using the useradd command:

# useradd -d /export/home/user1 -m -g other -u 1050 user1

6 blocks

# 

This command creates the user1 user account, assigns it UID 1050, makes it a member of group other

and creates its home directory

/export/home/user1. 

To  make life a little easier, the useradd command also supports the -D

command-line argument, which allows default values to be assigned to authorizations (-A), base directory (-b), group (-g), expiration date (-e), maximum inactivity (-f), execution profile (-P), and role (-R). Subsequent uses of the useradd command will use these default values if they are not specified. 

For example, the following command can be used to assign a default base directory and default group. Whenever defaults are assigned or changed, the new defaults are listed:

# useradd -D -b /export/home -g other

group=other,1  project=,3  basedir=/export/home  

skel=/etc/skel  shell=/bin/sh  inactive=0  

expire=  auths=  profiles=  roles=  

#

# useradd -m -u 1051 user2

6 blocks

# 
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Because a default base and group were defined, the user2 account is a member of the other group and has a home directory of /export/home/user2. 

User accounts created with the useradd command do not have a password. These accounts are locked and cannot be used until a password is set for the account using the passwd(1) command. 

Modifying an Account Using the usermod Command

The usermod(1M) command is used to modify an existing user account. The command-line arguments are identical to the useradd command-line arguments with the following exceptions:

➤ The base directory (-b) is not available. Use -d to specify a new directory. 

Don’t forget to include the -m if the directory doesn’t exist. 

➤ The set default (-D) is not available. 

➤ The template directory (-k) is not available. 

➤ A new user account name is specified using -l  account  if the account name is being modified. 

Keep in mind that if the account name is changed, the name of the home directory does not change unless the -d and -m command-line arguments are used. The following example shows the usermod command changing the name of the user1 account to user3. 

# ls -l

total 22

drwx------   2 root     root        8192 Jan 13 21:05 lost+found drwxr-x---   2 user3    other        512 Mar 31 13:23 user1

drwxr-x---   2 user2    other        512 Mar 31 13:45 user2

#

# usermod -luser3 -d /export/home/user3 -m user1

6 blocks

#

# ls -l

total 22

drwx------   2 root     root        8192 Jan 13 21:05 lost+found drwxr-x---   2 user2    other        512 Mar 31 13:45 user2

drwxr-x---   2 user3    other        512 Mar 31 13:23 user3

# 

Deleting an Account Using the userdel Command

The userdel(1M) command is used to delete a user account. The user account is specified as a command-line argument. Only one other command-line 03 8699 ch03  11/19/02  10:04 AM  Page 61

User Account Administration

61

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

argument is supported. This is -r, which is used to remove the home directory. 

The following shows deleting the user3 account:

# userdel -r user3

# 

Group Accounts

Group accounts can be added, modified, or deleted using command-line utilities or by using the admintool(1M) command. Use of the admintool command reduces or eliminates the possible introduction of typos and other errors that might affect all the group accounts. 

However, the admintool command requires a graphical interface and is more time consuming than using the command-line utilities manually. These command-line utilities are as follows:

➤ groupadd(1M)

➤ groupmod(1M)

➤ groupdel(1M)

Both the admintool command and the command-line utilities are described in the following sections. 

Creating a Group Using the admintool Command

To create a group account, start the admintool command if it is not already active. Display the Groups window by selecting Groups from the Browse pull-down menu. 

Then, display the Add Group window by selecting Add from the Edit pull-down menu. 

Enter a unique group name in the Group Name field. Use the next available GID number or enter a unique GID in the Group ID field. In the Members List field, enter one or more user account names separated by commas. Using the mouse, click OK. The new group is displayed in the Groups window. 

Modifying a Group Using the admintool Command

To  modify a group account, display the Group window. Click the account you want to modify, and then select Modify from the Edit menu. Change the fields in the Modify Group window, and click Apply to save the changes. 
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Deleting a Group Using the admintool Command

To delete a group account, display the Groups window, and then select the account you want to delete. Select Delete from the Edit menu. A Warning window displays that lists the group. Click Delete. 

Because using the admintool command makes creating, modifying, and deleting group accounts very easy and intuitive, Exam 310-014 concentrates on using the groupadd, groupmod, and groupdel commands for administering group accounts. 

Creating a Group Using the groupadd Command

The groupadd(1M) command provides a quick method to add a new group account. At a minimum, the group account name must be specified as a command-line argument. The groupadd command supports two other com-

mand-line arguments. The first is -g  gid, which used to specify the unique GID associated that should be associated with group. It must be a decimal integer. If GID is not specified, the next highest available GID is assigned. 

The other command-line argument is -o, which allows a duplicate GID to be assigned to the group. 

The following example shows creating a group using the groupadd command. 

# 

# groupadd -g 1000 newgroup

# 

Modifying a Group Using the groupmod Command

The  groupmod(1M) command is used to modify an existing group account. 

The command-line arguments are identical to the groupadd command-line arguments, except the new group account name is specified using -n  name  if the group account name is being modified. The following example shows how to use the groupmod to change group newgroup to ngroup. 

# groupmod -n ngroup newgroup

#

Deleting a Group Using the groupdel Command

The groupdel(1M) command is used to delete a group account. The group account is specified as a command-line argument. 

# groupdel ngroup

# 
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Password Administration

Password administration involves setting parameters to control password aging, changing a user’s password as needed, and possibly locking a user account to prevent use. 

Password Aging

The parameters of the /etc/shadow file determine the password aging policy. These are set through the Account Security fields of the admintool command’s Add or Modify User Account window. This includes how long a password is valid (Max Change), how often it can be changed (Min Change), and how long an account can be inactive before the password must be changed (Max Inactive). These parameters enforce a policy for protecting the integrity of passwords. 

Note that of these three password-aging parameters, only Max Inactive can be specified using the useradd command and modified using the usermod command. 

Password Requirements

Unless specified by a superuser account such as  root, passwords must meet the following requirements:

➤ A password must contain at least the number of characters specified by the PASSLENGTH parameter contained in the /etc/default/passwd file. 

The default is six. It is best to increase this value to eight. 

➤ A password must contain at least two alphabetic characters and at least one numeric character (within the first PASSLENGTH characters). 

➤ A password cannot be the same as user account name, the reverse of the user account name, or a circular shift of the user account name. Any uppercase letters are mapped to lowercase letters for requirement checking. This means that the password for the  guest  user account cannot be guest, tseug, uestg, estgu, GUEST, and so on. 

➤A new password must be different by at least three characters from the old password. Once again, uppercase and lowercase letters are equivalent for requirement checking. 

Passwords can be any length, but only the first eight characters are significant. For example, a password can be defined as  25administration  but   25admini  is actually used to log into the system. 
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Keep in mind that these requirements do not apply when root or some other superuser account defines its own password or the password of another user account. 

Changing Passwords Using the admintool Command

To change the password of a user account, start the admintool command if it is not already active. Display the Users window by selecting Users from the Browse pull-down menu. 

The user account can be selected in two ways: by double-clicking the account entry or by clicking the account entry to highlight it and then selecting Modify from the Edit pull-down menu. Using either method, the Modify User window is displayed. 

To  modify the account password, position the mouse cursor over the Password field and hold down the left button. Then, move the mouse cursor over the Normal Password item and release the mouse button. 

Enter the same password for both the Enter Password and the Verify Password fields. Asterisks are displayed in place of each character entered. 

Using the mouse, click OK. To save the password, click OK in the Modify User window. 

Changing Passwords using the passwd Command

Other than using the admintool command, the passwd(1)  command is the only other way to change the password for a user account. When used without any command-line arguments, the passwd command changes the password of the current user account. The following code shows how to change the password for the currently logged in user (dla):

$ passwd

passwd:  Changing password for dla

Enter login password: 

New password: 

Re-enter new password: 

passwd (SYSTEM): passwd successfully changed for dla

$

Note that the current password must be entered before a new password can be specified. When a superuser account, such as root, uses the passwd command, the current password is not required. 

A variety of command-line arguments are provided to support changing passwords. Table 3.4 lists the more significant command-line arguments. 
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Table 3.4

Selected Command-Line Arguments for the passwd Command

Argument

Description

 account

Specifies the name of the user  account  for which the password will be changed. 

-as

Lists password attributes for all user accounts (displays LK for locked, PS for password, and so on). 

-d

Deletes the password for the specified  account. 

-l

Locks the specified  account  so it cannot be accessed. 

A superuser account can change the password for another user account. The user account is specified as a command-line argument. The following shows the superuser changing the password for the dla account:

# passwd dla

New password: 

Re-enter new password: 

passwd (SYSTEM): passwd successfully changed for dla

# 

Locking a User Account Using the admintool Command

An account can be locked to prevent it from being used. In the admintool’s Users window, select the account you want to lock. Select Modify from the Edit menu. In the Modify User window, choose the Account Is Locked item, save the change, and click OK. 

Administrative System Files 

Three administrative system files are used to define and manage user and group accounts:

➤ /etc/passwd

➤ /etc/shadow

➤ /etc/group

/etc/passwd

The /etc/passwd file is an ASCII file that is used to define user accounts on the local system. Each line represents a user account and consists of seven colon-delimited fields. Table 3.5 lists the fields of an entry in the /etc/passwd file. 
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Table 3.5

/etc/passwd Fields

Field

Purpose

user name

The unique name assigned to the user account. 

password

In earlier versions of Unix, the password field contained the

encrypted account password. For security reasons, the passwords

have been moved to the /etc/shadow file. The letter “x” is typically placed in this field to indicate that the password is in /etc/shadow. 

UID

A unique numeric identification assigned to the user account. Any processes or files created by the user account will be owned by 

this UID. The system administrator account, root, is assigned the UID of 0. This is the UID of a superuser account. System maintenance accounts are usually assigned a UID of less than 100, 

whereas user accounts typically start at 1001. 

GID

The numeric identification of the default group that the user

account has been assigned to as a member. Groups are defined in

the /etc/group file. 

comment field

Information about the owner of the user account, such as real

name, phone number, mailing address, and so on. An ampersand 

in this field is interpreted as the contents of the username field. 

home directory

The full path to the directory where the user is initially located after logging in. 

login shell

The full pathname of the initial shell used as a command inter-

preter. If left empty, the default is /usr/bin/sh. 

The following listing shows the default contents of a Solaris 9 /etc/password file:

root:x:0:1:Super-User:/:/sbin/sh

daemon:x:1:1::/:

bin:x:2:2::/usr/bin:

sys:x:3:3::/:

adm:x:4:4:Admin:/var/adm:

lp:x:71:8:Line Printer Admin:/usr/spool/lp:

uucp:x:5:5:uucp Admin:/usr/lib/uucp:

nuucp:x:9:9:uucp Admin:/var/spool/uucppublic:/usr/lib/uucp/uucico smmsp:x:25:25:SendMail Message Submission Program:/:

listen:x:37:4:Network Admin:/usr/net/nls:

nobody:x:60001:60001:Nobody:/:

noaccess:x:60002:60002:No Access User:/:

nobody4:x:65534:65534:SunOS 4.x Nobody:/:

/etc/shadow

The /etc/shadow file is an ASCII file that is used to store passwords for local user accounts along with any password restrictions or aging. Access is restricted to superusers to protect the passwords. Each line represents the 03 8699 ch03  11/19/02  10:04 AM  Page 67
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password of a user account and consists of nine colon-delimited fields. Table 3.6 lists the fields of an entry in the /etc/shadow file. 

The /etc/shadow file should always be protected from unauthorized access or copying because it contains all user passwords for the system. Although the passwords are stored in encrypted form, it is still possible to find passwords using specialized software. 

Table 3.6

/etc/shadow Fields

Field

Purpose

User account

Used to relate the /etc/shadow entry to a user account defined in the /etc/passwd file. 

password

A 13-character encrypted password for the associated user

account. If the field contains NP, this account is used only to own processes or files (setuid) and cannot be used to log in to the system. If the field contains *LK*, the account is locked and cannot be used to access the system. If the field is empty, no password

exists, and the user is forced to enter a password the first time the account is used. 

last changed

The number of days between January 1, 1970, and the last date the password was changed. 

minimum

The minimum number of days required to pass before the user is

allowed to change the password again. 

maximum

The maximum number of days the password is valid. 

warning

The number of days the user is warned before the password

expires. 

inactivity

The number of days account can be inactive before the password

must be changed. 

expiration

The number of days between January 1, 1970, and the date on

which the account expires. 

flag

Reserved for future use. 

The following listing shows the guest entry from a Solaris 9 /etc/shadow file that uses all the fields except flag:

guest:on7GbE18yYAek:10688:5:30:5:20:10844:

/etc/group

The  /etc/group file is an ASCII file that is used to store information about groups on the local system. Each line represents a group and consists of four colon-delimited fields. Table 3.7 lists the fields of an entry in the /etc/group file. 
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Table 3.7

/etc/group Fields

Field

Purpose

group name

The unique name of the group. 

password

The password associated with the group. If a password is present, the newgrp(1) command prompts users to enter it. 

GID

The unique numeric group identification. 

users

A comma-separated list of user accounts that belong to the group. 

The following listing shows the default contents of a Solaris 9 /etc/group file:

root::0:root

other::1:

bin::2:root,bin,daemon

sys::3:root,bin,sys,adm

adm::4:root,adm,daemon

uucp::5:root,uucp

mail::6:root

tty::7:root,adm

lp::8:root,lp,adm

nuucp::9:root,nuucp

staff::10:

daemon::12:root,daemon

sysadmin::14:

smmsp::25:smmsp

nobody::60001:

noaccess::60002:

nogroup::65534:

User Account Initialization Files

Several initialization (or startup) files are associated with each user account home directory. These files are used to specify commands to be executed when the associated event occurs. Depending on the login shell being used (Bourne Shell, C Shell, or Korn Shell), there might be a login initialization file, a shell startup file, or a logout file. Table 3.8 lists the various initialization files. 

Table 3.8

Initialization Files

File

Bourne (sh)

C (csh)

Korn (ksh)

Login initialization file

.profile

.login

.profile

Shell startup initialization file

N/A

.cshrc

user-defined

Logout file

N/A

.logout

N/A
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Commands in the login initialization file are executed when the user logs in. 

All three common shells provide a login initialization file. Commands in the shell startup file are executed whenever the logged-in user starts a shell. Both csh and ksh provide this capability. The ENV parameter is used to define the name of the ksh shell startup initialization file. Only csh provides a file for automatic execution of commands when a user logs out. 

It is important to know the names of the initialization files and their uses, not only for the Bourne shell, but also the C and Korn shells. 

The System Profile

For user accounts that use sh (Bourne shell) or ksh as a login shell, commands in the system profile are executed before the user’s login initialization file. This file is named /etc/profile and, when executed, sets a default terminal type (TERM) and then calls umask(1) to set the default file permission mask to 022. If the user’s home directory does not include a file by the name of .hushlogin, the user’s storage quota is displayed using quot(1M), the message of the day (if any) is displayed, and a notification message is displayed if new email has arrived for the user. 

The following listing shows the default contents of /etc/profile for a Solaris 9 system:

#ident  “@(#)profile    1.19    01/03/13 SMI”   /* SVr4.0 1.3   */

# The profile that all logins get before using their own .profile. 

trap “”  2 3

export LOGNAME PATH

if [ “$TERM” = “” ]

then

if /bin/i386

then

TERM=sun-color

else

TERM=sun

fi

export TERM

fi

#       Login and -su shells get /etc/profile services. 

#       -rsh is given its environment in its .profile. 

case “$0” in

-sh | -ksh | -jsh | -bash)

if [ ! -f .hushlogin ]

then

/usr/sbin/quota

#       Allow the user to break the Message-Of-The-Day only. 

trap “trap ‘’ 2”  2

/bin/cat -s /etc/motd

trap “” 2
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/bin/mail -E

case $? in

0)

echo “You have new mail.” 

;; 

2)

echo “You have mail.” 

;; 

esac

fi

esac

umask 022

trap  2 3

Initialization File Templates

When a user account is created and a home directory specified, part of setting up the user account is to copy the appropriate default initialization files to the user’s home directory. These initial files or templates are stored in the

/etc/skel directory. 

For user accounts that use sh or ksh as the login shell, the

/etc/skel/local.profile file is copied to the .profile file in the user’s home directory. The following listing shows the default contents of the

/etc/skel/local.profile file:

# Copyright (c) 2001 by Sun Microsystems, Inc. 

# All rights reserved. 

#

# ident “@(#)local.profile      1.10    01/06/23 SMI” 

stty istrip

PATH=/usr/bin:/usr/ucb:/etc:. 

export PATH

#

For user accounts that use csh as the login shell, the /etc/skel/local.login file is copied to the .login file in the user’s home directory. The following listing shows the default contents of the /etc/skel/local.login file:

# Copyright (c) 2001 by Sun Microsystems, Inc. 

# All rights reserved. 

#

# ident “@(#)local.login        1.7     01/06/23 SMI” 

stty -istrip

# setenv TERM `tset -Q -Ìn addition, for user accounts that use csh as the login shell, the

/etc/skel/local.cshrc file is copied to the .cshrc file in the user’s home directory. The following listing shows the default contents of the

/etc/skel/local.cshrc file:

#ident  “@(#)local.cshrc        1.2     00/05/01 SMI” 

umask 022
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set path=(/bin /usr/bin /usr/ucb /etc .)

if ( $?prompt ) then

set history=32

endif

Also in the /etc/skel directory is a simple .profile that can also be used as a default:

#       This is the default standard profile provided to a user. 

#       They are expected to edit it to meet their own needs. 

MAIL=/usr/mail/${LOGNAME:?}

When an account is created using the admintool command, the appropriate

/etc/skel file is copied to the home directory of the user account based on the selected login shell (that is, .profile for Bourne and Korn shells, .cshrc for C shell, and so on). However when the useradd command is used, all the

/etc/skel files (.profile, local.cshrc, local.login, and local.profile) are copied to the home directory regardless of the selected shell. In this case, the appropriate file(s) (based on type of shell) must be manually configured. 

Customizing the User Environment

The initialization file templates can be modified to provide a custom environment for new user accounts. In addition, the system profile (/etc/

profile) can be modified to customize the environment for all users during login initialization. 

Keep in mind that the system profile, /etc/profile, is executed before the user’s profile. This provides the ability to control and restrict the user environment before the user has an opportunity to make any modifications. 

To  customize individual user accounts, the initialization files in the user’s home directories can be modified. For the most part, this will consist of adding commands to be automatically executed or defining shell parameters. 

Defining Shell Variables in .profile

Variables defined and exported in the .profile become part of the user’s environment. These variables are available to programs and shells executed by the user. 

A common shell variable defined in the .profile is LPDEST, which is used to specify a default printer. To define HPLaser as the default printer, include the following in the .profile for a user account:

LPDEST=HPLaser

export LPDEST
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An alternative way is to specify both commands on the same line and separate the commands with a semicolon, as shown in the following:

LPDEST=HPLaser; export LPDEST

A similar syntax can be used for a user account that uses the Korn shell as a login shell. ksh also supports the following variation:

export LPDEST=HPLaser

Although defining variables for csh user accounts is not a certification requirement, the syntax for two csh methods of defining variables is shown in the following listing:

set LPDEST=HPlaser

setenv LPDEST HPlaser

Changes made to the user’s login initialization file do not take effect until the user logs in again, or until the .profile is executed by preceding it with a dot separated by a space. This executes the .profile and makes it part of the current environment. 

Sourcing .profile

For user accounts that use the Solaris Common Desktop Environment (CDE), the /usr/dt/bin/Xsession command that starts the desktop can be configured to read and process the .login (csh) or .profile (sh and ksh) login initialization file in the user’s home directory as part of the startup process. 

The first user-specific file that Xsession calls is the .dtprofile file, located in the user’s home directory. The last line of the default .dtprofile file is as follows:

DTSOURCEPROFILE=true

This will cause the .login or .profile file to be executed (or sourced) automatically. To change this default behavior and prevent the login initialization file from being sourced, change true to false. 

Summary

User accounts are created using admintool or the useradd commands. 

Account information is stored in the /etc/passwd file. The /etc/shadow file is used to store user account passwords. 

Groups are created using admintool or the groupadd commands. Group information and passwords are stored in the /etc/group file. 
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Initialization files are associated with each type of shell (Bourne, C, and Korn). These initialization files can be used to set up the environment before the user has access to the system, when each shell is created, or when the user exits the system. Initialization file templates are available in /etc/skel to provide a starting point for creating custom initialization files. The system profile (/etc/profile) is executed before any user account initialization files. 
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Exam Prep Practice Questions

Question 1

Where are the user account initialization file templates stored? 

❍ A. Under the user account home directories

❍ B. In the /etc/skel directory

❍ C. In the /usr/skel directory

❍ D. In the /skel directory

The correct answer is B. Answer A is incorrect because the user’s copy of the templates (not the templates themselves) are stored under the home directories. The directories in answers C and D do not exist. 

Question 2

Which of the following are valid settings for the admintool command password field? [Select all that apply.]

❑ A. Normal password

❑ B. Account is locked

❑ C. Cleared until first login

❑ D. No password—setuid only

❑ E. One-time password

The correct answers are A, B, C, and D. Solaris 9 does not provide a one-time password capability. Therefore, answer E is incorrect. 

Question 3

Enter the command used to add a user-defined Bourne shell variable to the user environment so that other programs can use the variable. 

The only correct answer is export. 
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Question 4

Which of the following command-line arguments can be specified when using the useradd or usermod commands? [Select all that apply.]

❑ A. -u uid

❑ B. -g gid

❑ C. -d home_directory

❑ D. -l account

The correct answers are A, B, and C. The UID, GID, and home directory can be defined using the specified useradd command-line arguments and modified using the same usermod command-line arguments. Answer D is incorrect because the -l command-line argument is only used with the usermod command to specify a new account name. The account name for the useradd command does not use the -l command-line argument. 

Question 5

Which command can be used to change the members (that is, the user accounts) assigned to an existing group? 

❍ A. usermod

❍ B. groupmod

❍ C. groupadd

❍ D. groupmem

The correct answer is A. The usermod command is used once for each user account that is to be added or deleted from a group. Answer B, the groupmod command, and answer C, the groupadd command, do not affect group membership. Answer D, the groupmem command, does not exist. 

Question 6

Enter the full pathname of the system profile. 

The correct answer is /etc/profile. 
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Question 7

What is the -P command-line argument of the useradd command used to specify? 

❍ A. Account password

❍ B. Execution profile

❍ C. Initialization file (profile) template

❍ D. Primary group

The correct answer is B, the execution profile. Answer A is incorrect because a password cannot be specified using the useradd command. All accounts created using the useradd are locked until a password is defined using the passwd or  admintool commands. Answer C is incorrect because a template cannot be specified. However a profile template directory can be specified using the -k command-line argument. Answer D is incorrect, because the primary group is specified by the -g command-line argument. 

Question 8

When used with the usermod command, what effect does the -o command-line option have? 

❍ A. The existing user information is overwritten. 

❍ B. A duplicate UID can be specified. 

❍ C. The information about the specified user is displayed. 

❍ D. A duplicate GID can be specified. 

❍ E. The user account is deleted. 

The correct answer is B. None of the other answers is supported by the usermod command. 
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Question 9

When using the admintool command to create a user account, which of the following can be specified as the login shell? [Select all that apply.]

❑ a. Bourne (/bin/sh)

❑ b. C (/bin/csh)

❑ c. Korn (/bin/ksh)

❑ d. Other (specify path)

All the answers are correct. 

Question 10

Which commands can be used by root to change a password? [Select all that apply.]

❑ A. admintool

❑ B. passmgmt

❑ C. usermod

❑ D. passwd

The correct answers are A and D. The passmgmt and  usermod commands (answers B and C) do not provide any facility to specify a password. 

Question 11

Enter the name of the system used to store user account passwords. 

The correct answer is /etc/shadow. 
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Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, (New Riders, Indianapolis, IN, 2001). 

Sorbell, Mark G.,  A Practical Guide to Solaris (Addison-Wesley, Reading, MA, 1999). 

Sun Microsystems,  System Administration Guide: Basic Administration. 

Available in printed form on the Web at docs.sun.com and from 

the online documentation provided with the Solaris 9 operating 

system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands.  Available in printed form, on the Web at docs.sun.com and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—System Administration Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 4—File Formats, is available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9 operating 

system. 
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Terms You Need to Understand

✓ User and group accounts

✓ The superuser account

✓ Absolute and symbolic access modes

✓ The /var/adm/utmpx file

✓ The /var/adm/wtmpx file

Concepts You Need to Master

✓ Restricting and monitoring the superuser account

✓ Monitoring user activities

✓ Changing default and existing file permissions

✓ Changing file ownership
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Introduction

This chapter covers system security and file permissions. System security addresses controlling access to the system by use of passwords and restricting/monitoring the use of the administrative user accounts. The file permissions section addresses controlling the access to the data in files by using both basic and extended access controls. 

System Security

Unix system security is based on controlling access to files (programs and data). Access is controlled by defining user and group accounts and granting these accounts different levels of file access. The user accounts are protected by passwords. 

Administrative accounts are given access to system data and tools that allow them to perform system maintenance. These include accounts such as root, sys, bin, and adm. 

Several account administration files are used to store the information associated with user and group accounts, such as account name and password. 

The Superuser (Root) Account

The root, or superuser, account is a special administrative account that provides the ultimate in terms of access to data and services, as it can override any file permissions on the system. To enforce good system security, access to the superuser account must be restricted and monitored as closely as possible. Solaris 9 provides several capabilities that support this activity such as restricting where root can log in and recording root usage. 

Restricting and Monitoring the Superuser Account

Logging into the system as root can be restricted to the console. That is, the root account cannot log in remotely but is allowed only from the system console. This restriction can be enforced by the following entry in the

/etc/default/login file:

CONSOLE=/dev/console

By default, the root account is restricted. To disable this feature, edit the

/etc/default/login file and put the shell comment character (#) at the beginning of the entry. 
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Restricting the root login to the console forces anyone accessing the superuser account remotely to log in with a regular system account and then to use the su(1M) command to become the superuser. The su command can be monitored and logged into several ways. The /etc/default/su file controls this monitoring and logging. 

The use of the su command can be displayed on the system console by enabling the following entry in the /etc/default/su file. You do so by removing the comment character (#) from the beginning of the line:

#CONSOLE=/dev/console

Both failed and successful attempts to use the su command are displayed on the console. By default, the use of the su command is not displayed on the console. To enable this feature, edit the /etc/default/su file and remove the shell comment character (#) at the beginning of the entry. Note that this entry is identical to the entry used in the /etc/default/login file to restrict root login to the system console. 

The following listing shows the messages displayed on the console for two uses of the su command: 

Jul 25 19:53:01 solaris9 su: ‘su root’ failed for ambro on /dev/pts/5

SU 07/25 19:53 + pts/5 ambro-root

Jul 25 19:53:45 solaris9 su: ‘su root’ succeeded for ambro on /dev/pts/5

The first line shows an unsuccessful attempt to become root on the system named  solaris9 from the login ambro. The second and third lines show a successful attempt to become the root. The messages that begin with a date are displayed regardless of the CONSOLE entry in the /etc/default/su file. 

The message beginning with SU is displayed as a result of the CONSOLE entry in the /etc/default/su file being uncommented. 

The use of the su command can be logged to a file dedicated for su logging and through the system logging facility (syslog) by enabling (removing the #

from) the following entry in the /etc/default/su file. (Although the default file is shown here, any file can be used for the sulog.)

#SULOG=/var/adm/sulog

Both failed and successful attempts to use the su command are logged. By default, the use of the su command is logged to the sulog. To disable this feature, edit the /etc/default/su file and add the shell comment character (#) to the beginning of the entry. 

The following listing shows the contents of the /var/adm/sulog file: SU 07/18 12:46 + console root-daemon

SU 07/22 00:36 + pts/5 ambro-root
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SU 07/22 08:21 + pts/5 ambro-guest

SU 07/25 06:40 + pts/5 ambro-root

SU 07/25 19:53 - pts/5 ambro-root

SU 07/25 19:53 + pts/5 ambro-root

The “+” and “-” following the date and time indicate success or failure, respectively. The next field indicates where the command was entered, and the next field lists the from (who executed the su command) and to (who the user became as a result of the su command) user accounts. 

The use of the su command can also be logged using the syslog facility. This is enabled by enabling (removing the #  from) the following entry to the

/etc/default/su file:

#SYSLOG=YES

However, the syslog facility must be properly configured to capture and log these messages. The syslog facility is covered in Chapter 13. 

By default, the use of the su command is logged to the syslog facility. To disable this feature, edit the /etc/default/su file and add the shell comment character (#) to the beginning of the SYSLOG entry. 

The sysadmin Group

User accounts that are a member of the sysadmin group (numerical group 14) can perform some selected system administration activities using admintool(1M) without being granted full superuser privileges. This allows basic system administration (adding and deleting users, printers, software, and so on) to be performed by more than one person without compromising system security. This is accomplished by configuring the setuid to root permission for admintool and requiring membership in the sysadmin group in order to use admintool. Additional information about groups and the setuid permission is provided later in this chapter. 

Login and Logout Procedures

There are several commands used to log in to and out of a system. These logins/logouts and attempts to login are recorded to maintain a usage history. 

Logging into a Solaris 9 System

The login(1) command is used to log  in (or  into  or  on to) a system. When a connection is made to a system via the network or tty device, typically the login command is used to interact with the user to prompt for and obtain a 04 8699 ch04  11/19/02  10:03 AM  Page 83
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user account name and password. These are then compared to the entries in the /etc/passwd and /etc/shadow files to determine whether the user is to be given access to the system. If the user is to be given access, the login shell specified in the /etc/passwd file is started to provide the user an interface to the system. If the user is not specified to be given access, the login command attempts to obtain a valid user account and password several more times. If all these fail, the connection to the system is dropped. 

Logging into a Remote Solaris 9 System

Two commands provide the capability to log in to a remote system as a local user over the network. These are the telnet command and the rlogin command. 

The telnet Command

The telnet command is used to remotely log in to a system over the network. The user must provide a valid user account name and password as defined on the remote system because the telnet command uses standard Unix login/password authentication. 

The hostname or IP address of the remote system is typically specified as a command-line argument. If not specified, the telnet command is placed in an interactive mode. The remote system will prompt for a user account name and password. The following example shows using the telnet command to log into the remote system solaris9 using the dla user account name. 

$ telnet solaris9

Trying 192.168.99.9... 

Connected to solaris9. 

Escape character is ‘^]’. 

SunOS 5.9

login: dla

Password: 

Last login: Sat Sep 3 22:34:56 from winnt40

Sun Microsystems Inc. SunOS 5.9

$ 

The rlogin Command

The rlogin command can also be used to remotely log in to a system over the network. If the  remote authentication database  has been set up properly, the user might be able to log in without providing a valid user account name and password. 

If this database has not been set up properly, the user must, as with the telnet command, provide a valid user account name and password as defined on the remote system. If the user account name executing the rlogin 04 8699 ch04  11/19/02  10:03 AM  Page 84
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command on the local system exists on the remote system, the user account name is not required (it is assumed to be the same as the user account name of the local system). If another user account is to be used on the remote system, the user account name must be specified on the rlogin command line using the -l command-line argument. 

The following listing shows three examples of using the rlogin command to log into the remote system solaris9. In the first, the database has been set up to allow the local user account (dla) to log into the same user account on the remote system. In the second example, the database has not been set up. The user account name of dla is assumed and a prompt is issued for a password. In the third example, a different user account is used (ambro) and the user account name is specified as the rlogin -l command-line argument. 

$ rlogin solaris9   

Last login: Sun Sep  4 21:28:44 from solaris9

Sun Microsystems Inc.   SunOS 5.9

$

$ rlogin solaris9   

Password: 

Last login: Sun Sep  4 21:28:44 from solaris9

Sun Microsystems Inc.   SunOS 5.9

$

$ rlogin -l ambro solaris9   

Password: 

Last login: Sun Sep  4 21:28:44 from solaris9

Sun Microsystems Inc.   SunOS 5.9

$

Failed Login Attempts

Failed login attempts are saved in the /var/adm/loginlog file after five unsuccessful attempts. This logging is enabled by creating the loginlog file and disabled by deleting it. The file should be created with read/write permissions for root only. 

Logging Out of a Solaris 9 System

In most situations, the exit(1) command can be used to log out of (or in some circles, off of) a system. This command is recognized by all three shells. 

For csh, the logout(1) command can also be used to log off a system. 
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User Access and Administrative Information

Two system data files (referred to as extended databases) are used to store user access and other administrative information. These files are

➤ /var/adm/utmpx—current user access (users currently logged in)

➤ /var/adm/wtmpx—history of user access (based on utmpx entries) Both files have identical types of entries that include

➤ User login name

➤ Device used to log in (console, terminal, and so on)

➤ Process ID (PID) of shell

➤ Entry timestamp

➤ Process termination/exit status

The content of these two files is used by the commands in the next section of this chapter to identify the users currently logged in and user login/logout history. 

Identifying and Monitoring Users

Several commands can be used to identify and monitor users:

➤ id(1M)—Displays the real and effective User ID (UID) and Group ID (GID)

➤ finger(1)—Displays information about local and remote users

➤ last(1)—Displays who logged into the system and when, who is still logged in, and who logged out and when

➤ who(1) and w(1)—Display the users currently logged into the system

➤ whodo(1M)—Displays who is doing what

The id Command

The id command is used to display the real and effective UID and GID for the invoking process or specified user account. If invoked with -a as an option, all groups in which the user ID is a member will be returned. The following listing shows the results of executing the id command:

# id -a

uid=0(root) gid=1(other)groups=1(other),0(root),2(bin), 

3(sys),4(adm),5(uucp),6(mail),7(tty),8(lp),9(nuucp),12(daemon)

#
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The finger Command

The finger command is used to display information about the user logged into the local system or a specified remote system by examining the contents of the /var/adm/utmpx file. The -l command-line argument causes the detailed information to be displayed. The user account name of a logged-in user can be specified as a command-line argument to limit the information displayed to a single user. The following listing shows the results of several finger commands using different command-line arguments. 

$ finger

Login  Name          TTY      Idle When        Where

root   Super-User    console       Thu 18:49   :0

ambro  Darrell Ambro pts/6     4   Thu 18:55   solaris9 

$

$ finger -l

Login name: root

In real life: Super-User

Directory: /

Shell: /sbin/sh

On since Jul 25 18:49:31 on console from :0

No unread mail

No Plan. 

Login name: ambro

Directory: /export/home/ambro

Shell: /bin/sh

On since Jul 25 18:55:26 on pts/6 from solaris9

4 minutes 44 seconds Idle Time

No unread mail

No Plan. 

$

$ finger ambro

Login name: ambro                Directory: /export/home/ambro

Shell: /bin/shOn since Jul 25 18:55:26 on pts/6 from solaris9

5 minutes 7 seconds Idle Time

No unread mail

No Plan. 

$

The  finger command can also be used to display information about users logged into a remote system by specifying a hostname preceded with the @

character. For example, to display information about users logged into the system  solaris9, use the following command:

$ finger @solaris9

[solaris9] 

Login    Name       TTY    Idle  When       Where

root  Super-User   console       Thu 18:49  :0 

ambro Darrell Ambro   pts/6     7     Thu 18:55    solaris9 

$
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The last Command

The last command is used to display login and logout activity by examining the contents of the /var/adm/wtmpx file. This is useful because it can identify users who currently are on the system and those that have been on the system recently. The following listing shows the results of the last command. 

$ last

ambro  pts/6        solaris9      Thu Jul 25 18:55   

➥still logged in ambro

root   console     :0             Thu Jul 25 18:49   

➥still logged in

reboot system boot                Wed Jul 24 14:18 

reboot system boot                Mon Jul 22 19:43 

ambro  pts/5       192.168.99.200 Mon Jul 22 08:27 - 08:40

ambro  ftp         192.168.99.200 Sun Jul 21 20:28 - 20:28

root   console     :0             Sun Jul 21 17:57 - down 

reboot system boot                Sun Jul 21 17:56 

root   console     :0             Sat Jul 20 14:38 - 15:03

reboot system boot                Sat Jul 20 14:35 

ambro  pts/7       192.168.99.200 Sat Jul 13 06:52 - 06:53

ambro  ftp         192.168.99.200 Thu Jul 11 13:12 - 13:13

ambro  ftp         solaris9-28    Thu Jul 11 13:09 - 13:10

ambro  ftp         192.168.99.201 Thu Jul 11 13:08 - 13:09

root   console     :0             Fri Jul  5 09:22 - 14:33

reboot system boot                Fri Jul  5 09:02 

root   console     :0             Tue Jul  2 19:38 - 22:14

reboot system boot                Tue Jul  2 17:36 

ambro  ftp         192.168.99.200 Sat Jun 29 17:55 - 17:55

root   console     :0             Sat Jun 29 17:53 - down 

reboot system boot                Sat Jun 29 17:49 

root   console     :0             Fri Jun 21 10:17 - 23:03

reboot system boot                Fri Jun 21 10:15 

reboot system boot                Fri Jun 14 02:11 

ambro  pts/6       192.168.99.200 Sat May 25 18:20 - 18:20

root   console     :0             Sat May 18 21:39 - down 

reboot system boot                 Sat May 18 21:32 

wtmp begins Sat May 18 21:32 

$

The who Command

The who command is used to display the users currently logged into the system and, optionally, information about processes, system reboots, and so on. 

This information is obtained from the /var/adm/utmpx file. The following listing shows the results of two who commands with different command-line arguments:

# who

root       console      Jul 25 18:49    (:0)

root       pts/4        Jul 25 18:50    (:0.0)

root       pts/5        Jul 25 18:50    (:0.0)

ambro      pts/6        Jul 25 18:55

(solaris9)
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# who -a   .       system boot  Jul 24 14:18.run-level 3  

➥Jul 24 14:24     3      0  S

rc2             .       Jul 24 14:24  old      60  id=  s2 term=0   exit=0  

rc3             .       Jul 24 14:25  old     264  id=  s3 term=0   exit=0  

sac             .       Jul 24 14:25  old     309  id=  sc

LOGIN      console      Jul 24 14:25  0:09    310   

zsmon           .       Jul 24 14:25  old     312

root     + console      Jul 25 18:49  0:09    573    (:0)

root     + pts/4        Jul 25 18:50   .      662    (:0.0)

root     + pts/5        Jul 25 18:50  0:06    679    (:0.0)

ambro    + pts/6        Jul 25 18:55  0:06    700    (solaris9)

#

The who command supports the am i command-line arguments that can be used to identify who you are currently logged in as. However it ignores any use of the su command and always reports the real user as opposed to the effective user. The whoami command under the /usr/ucb directory always reports the effective user:

$ who am i

ambro      pts/7        Jul 25 19:40    (192.168.99.200)

$ su

Password:

# who am i

ambro      pts/7        Jul 25 19:40    (192.168.99.200)

# /usr/ucb/whoami

root

# exit

$ /usr/ucb/whoami

ambro

$

The w Command

The w command is similar to the who command, but also lists what each user is currently doing. The following listing compares the output of the who command to the w command:

$ who

root       console      Jul 25 18:49    (:0)

root       pts/4        Jul 25 18:50    (:0.0)

root       pts/5        Jul 25 18:50    (:0.0)

ambro      pts/6        Jul 25 18:55    (solaris9)

ambro      pts/7        Jul 25 19:40    (192.168.99.200)

$ w

8:37pm  up 1 day(s),  6:18,  3 users,  load average: 0.00, 0.00, 0.01

User     tty           login@  idle   JCPU   PCPU  what

root     console       6:49pm  1:48      3         /usr/dt/bin/sdt_shell -c

?    u

root     pts/4         6:50pm  1:03      3         -sh

root     pts/5         6:50pm  1:42                telnet solaris9

ambro    pts/6         6:55pm  1:42                -sh

ambro    pts/7         7:40pm            4         w

$
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The whodo Command

The whodo command allows the system administrator to combine the information from who with process information to produce a list of what users are doing. The following listing shows the results of a whodo command. 

# whodo 

Thu Jul 25 19:02:12 EDT 2002

solaris9

console      root     18:49

?            573    0:00 Xsession

pts/3          617    0:00 sdt_shell

pts/3          632    0:00 ttsession

pts/3          620    0:00 sh

pts/3          633    0:00 dtsession

?            640    0:00 sdtperfmeter

?            638    0:02 dthelpview

?            636    0:07 dtwm

?            671    0:00 dtexec

?            673    0:00 dtaction

?            675    0:00 dtexec

?            676    0:00 dtterm

pts/5          679    0:00 sh

pts/5          697    0:00 telnet

?            659    0:00 dtexec

?            660    0:01 dtterm

pts/4          662    0:00 sh

pts/4          743    0:00 tee

pts/4          744    0:00 whodo

?            637    0:02 dtfile

?            677    0:00 dtfile

?            583    0:00 fbconsole

?            618    0:00 dsdm

pts/4        root     18:50

pts/5        root     18:50

pts/6        ambro    18:55

pts/6          700    0:00 sh

Keep in mind that commands that report current users such as who use the

/var/adm/utmpx file, whereas commands that report login/logout history such as last use the /var/adm/wtmpx file. 

File Permissions and Ownership

File permissions determine the operations that can be performed on files and directories along with who can perform these operations. There are two types of file permissions:

➤ Standard, which provides basic security

➤ Extended, which expands the standard permissions
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Standard File Permissions

Files and directories can have read, write, and execution permissions. 

Permissions can be assigned to three classes of system accounts: the user account that owns the file, the group account that has group permissions, and everyone else. These are referred to as  user,  group, and  other  permissions. 

The read, write, and execution for user, group, and other can be set independently of one another. 

Two types of notation are used to specify file permissions (also known as the file access mode)—absolute mode and symbolic mode. Absolute mode is also referred to as octal mode. Absolute mode is a numeric value assigned to each permission per account class. Table 4.1 lists the absolute modes. 

Table 4.1

Absolute File Permission Modes

Absolute Mode

Description

001

Other execution

002

Other write

004

Other read

010

Group execution

020

Group write

040

Group read

100

User execution

200

User write 

400

User read

The access mode of a file is determined by adding these absolute modes (user permissions plus group permissions plus other permissions). For example, a file with user read (400) and user write (200) without any other permissions for group or other would have an access mode of 400 + 200, or 600. Adding group read (040) and group write (020) to this file would result in an access mode of 600 + 060, or 660. Adding other read (004) and other write (002) would result in 666. Adding user execution (100) results in a file access mode of 766. 

The other type of notation is symbolic mode. Using this mode, read access is represented by the letter r, write by the letter w, and execution by the letter x. Also the letters u, g, and o are used to represent user, group, and other permissions. Symbolic mode supports adding permissions, “+”, removing permissions, “-”, and set only the specified permissions, “=”. 
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Using u+x adds execution permissions to the user, g-w, removes write permission from the group, and o=r sets only read access to other (that is, it removes any other permissions). 

The ls(1) command uses something similar to symbolic mode to represent file access modes. The following listing shows the output of an ls command:

# ls -l

total 2

-rw-rw-rw-   1 ambro    other        384 Jul 24 11:53 file1

-rwxrw-rw-   1 ambro    other       1237 Jul 24 11:53 file2

-rw-r--r--   1 ambro    other      23678 Jul 24 11:53 file3

# 

The  ls command lists three sets of rwx permissions: one for user, one for group, and one for other. In the absence of a permission, the “-” character is displayed. In the previous listing, the file named file1 has read/write access for user, group, and other (absolute mode of 666). The file named file2 has read/write/execute for user and read/write for group and other (absolute mode of 766). The file named file3 has read/write for user and read only for group and other (absolute mode of 644). Using the ls command to list file permissions is discussed in detail later in this chapter. 

Default File Permissions

When a file is created, a set of default permissions are assigned to it. The default permissions are defined using the umask(1) command. The umask command sets a mask of the permissions that should  not  be included in the file access mode by default. 

For example, to allow full permission for owner and to remove write permission for group and others, the umask would be 022. This means that a file created with an access mode of 666 will have the umask of 022 subtracted from its access mode (666 – 022 = 644), which removes write for group and others. The umask command should be added to the contents of the user’s login initialization file to provide a consistent permission mask. 

The following listing shows the impact of the umask command on created files and directories. 

# umask 022

# >file1

# mkdir dir1

# ls -l

total 2

drwxr-xr-x   2 root     other        512 Jun 30 02:28 dir1

-rw-r--r--   1 root     other          0 Jun 30 02:28 file1
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A umask of 022 will remove group and other write permissions for both newly created directories and files. In the previous example, file1 is created with a default mode of 666. Subtracting the umask of 022 results in 644 or rw-r--r--. The directory dir1 is created with a default mode of 777. 

Subtracting the umask of 022 results in 755 or rwxr-xr-x. 

Remember directories  are  created with execution permission (777) and files  are not created with execution permission (666). Specifying a umask that contains execution permission (values of 1,3, 5 or 7) will only affect directories. 

The following code shows the umask command setting the default

file/directory permissions and then creating a file and directory to verify the default permissions:

# umask 111

# >file2

# mkdir dir2

# ls -l

total 2

drw-rw-rw-   2 root     other        512 Jun 30 02:29 dir2

-rw-rw-rw-   1 root     other          0 Jun 30 02:29 file2

# 

# umask 027

# >file3

# mkdir dir3

# ls -l

total 2

drwxr-x---   2 root     other        512 Jun 30 02:48 dir3

-rw-r-----   1 root     other          0 Jun 30 02:48 file3

# 

Changing File Permissions

The access mode of existing files and directories can be modified using the chmod(1) command. The chmod command can use absolute or symbolic mode. 

Absolute mode is straightforward, as shown in the following listing:

# ls -l file1

-rwxrwxrw-   1 ambro    other        636 Jul 24 12:39 file1

# chmod 645 file1

# ls -l file1

-rw-r--r-x   1 ambro    other        636 Jul 24 12:39 file1

#

When using symbolic mode, the class of system account (user, group, or other) is defined using the letters u, g, and o. Permissions are added using the  + character, whereas permissions are removed using the - character. 
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Multiple changes can be specified by separating them with commas. The following listing shows using the chmod command in symbolic mode:

# ls -l file1

-rwxrwxrw-   1 ambro    other        636 Jul 24 12:40 file1

# chmod u-x,g-w,g-x,o-w,o+x file1

# ls –l file1

-rw-r---r-x   1 ambro    other        636 Jul 24 12:40 file1

#

Special Permissions

Several special permissions can be set on files and directories. These are:

➤ Set User ID (setuid)—Sets effective UID to owner on execution

➤ Set Group ID (setgid)—Sets effective GID to group on execution

➤ Mandatory Locking—Prevents reading or writing to files while a program has a file open

➤ Sticky Bit—Allows only the owner to remove files/directories under a specific directory

The setuid and setgid permissions impact security and allow a user account or group account to temporarily become another user account or group account during the execution of a program. These are controlled using the chmod command like the read, write and execute file permissions. 

The setuid permission has an absolute mode of 4000 and a symbolic mode of s when used with the chmod command. 

The user execution permission must be set in order for the setuid to be effective. The setgid permission is shown as s in the user account execution permission field of the output of an ls command. If setuid is added to a file without execution permission, it is an undefined state. This is shown as S in the user execution permission field of an ls command. 

The following listing uses absolute mode with the chmod command to add setuid (4744)and then uses symbolic mode (u-s) to remove the setuid permission from a file:

# ls -l file1

-rwxr--r--   1 ambro    other        636 Jul 24 12:41 file1

# chmod 4744 file1

# ls -l file1

-rwsr--r--   1 ambro    other        636 Jul 24 12:41 file1

# chmod u-s file1

# ls -l file1

-rwxr--r--   1 ambro    other        636 Jul 24 12:41 file1

#
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The setgid permission has an absolute mode of 2000 and a symbolic mode of s when used with the chmod command. 

The group execution permission must be set in order for the setgid to be effective. 

The setgid permission is shown as s in the group account execution permission field of the output of an ls command. Normally, group execution permission is shown as an x in the ls output. If setgid is added to a file without group execution permission, this enables mandatory locking on the file. This is shown as l in the group execution permission field of an ls command. 

The following listing shows the chmod command being used to add and remove the setgid permission from a file. Note in the third chmod example, that if setgid is added (g+s) to a file that does not have group execution permission, mandatory locking permission is enabled instead of setgid. 

# ls -l file1

-rwxr-xr--   1 ambro    other        636 Jul 24 12:42 file1

# chmod g+s file1

# ls -l list

-rwxr-sr--   1 ambro    other        636 Jul 24 12:42 file1

# chmod 764 file1

# ls -l 

-rwxrw-r--   1 ambro    other        636 Jul 24 12:42 file1

# chmod g+s file1

# ls -l 

-rwxrwlr--   1 ambro    other        636 Jul 24 12:42 file1

#

Another special file permission is the  sticky bit.  When the sticky bit is set on a directory that allows write permission for everyone, only the user account that created files and subdirectories under the directory can remove those files and subdirectories. This is especially useful with the /tmp directory, which is available from any user account. 

The sticky bit permission has an absolute mode of 1000 and a symbolic mode of t when used with the chmod command. This permission is shown as t in the other account execution permission field in the output of an ls command, but it is considered a user account (owner) permission. The following listing shows the chmod command being used to remove and then add the sticky bit permission to a directory:

# ls -ld /tmp

drwxrwxrwt   7 sys      sys          410 Jul 28 03:30 /tmp

# chmod u-t /tmp

# ls -ld /tmp

drwxrwxrwx   7 sys      sys          410 Jul 28 03:30 /tmp

# chmod 1777 /tmp

# ls -ld /tmp

drwxrwxrwt   7 sys      sys          410 Jul 28 03:30 /tmp

#
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Changing File Ownership

Two commands are used to control the file ownership:

➤ chown(1M)—Changes file user account ownership

➤ chgrp(1M)—Changes file group account ownership

Changing File User Account

The chown command is used to change the file owner of a file or directory. 

Only the superuser account (root) is allowed to change file ownership. 

The user account name or associated UID is specified along with the name of one or more files that should be owned by the specified user account. The following listing shows the chown command being used to change the ownership of several files to the guest user account, which has a UID of 1001. 

Each chown command is preceded and followed by the ls command, which is used to list the ownership and permissions of files:

# ls -l

total 18

-rw-rw-rw-   1 root     other        120 Jun 28 07:38 data

-rw-rw-rw-   1 root     other       6528 Jun 28 07:38 junk

-rw-r--r--   1 root     other        636 Jun 28 07:39 list

# chown guest junk

# ls -l 

total 18

-rw-rw-rw-   1 root     other        120 Jun 28 07:38 data

-rw-rw-rw-   1 guest    other       6528 Jun 28 07:38 junk

-rw-r--r--   1 root     other        636 Jun 28 07:39 list

# chown 1001 data list

# ls -l     

total 18

-rw-rw-rw-   1 guest    other        120 Jun 28 07:38 data

-rw-rw-rw-   1 guest    other       6528 Jun 28 07:38 junk

-rw-r--r--   1 guest    other        636 Jun 28 07:39 list

#

The  chown command supports a recursive command-line argument, -R. 

When used to change the owner of a directory, the ownership of any files or subdirectories under the directory also changes. 

Even though a separate command exists to change file group account ownership, the chown command can be used to change group ownership at the same time by following the user account name or UID with the colon character and a group account name or GID. The following example shows the chown command changing both user account ownership and group account ownership:

# ls -l

total 18

-rw-rw-rw-   1 guest    other        120 Jun 28 07:38 data

-rw-rw-rw-   1 guest    other       6528 Jun 28 07:38 junk
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-rw-r--r--   1 guest    other        636 Jun 28 07:39 list

# chown sys:staff data junk list

# ls -l

total 18

-rw-rw-rw-   1 sys      staff        120 Jun 28 07:38 data

-rw-rw-rw-   1 sys      staff       6528 Jun 28 07:38 junk

-rw-r--r--   1 sys      staff        636 Jun 28 07:39 list

#

Changing the File Group Account

The chgrp command is used to change the file group account associated with a file or directory. Only the user account that currently owns the file or the superuser account (root) can change file ownership. By default, the owner of a file can change only a group account to which the user belongs. 

The group account name or associated GID is specified along with the name of one or more files that should be owned by the specified group account. 

The following listing shows the chgrp command being used to change the ownership of several files to the other group account, which has a GID of 1. 

Each chgrp command is preceded and followed by the ls command, which is used to list the ownership and permissions of files:

# ls -l

total 18

-rw-rw-rw-   1 sys      staff        120 Jun 28 07:38 data

-rw-rw-rw-   1 sys      staff       6528 Jun 28 07:38 junk

-rw-r--r--   1 sys      staff        636 Jun 28 07:39 list

# chgrp other junk

# ls -l

total 18

-rw-rw-rw-   1 sys      staff        120 Jun 28 07:38 data

-rw-rw-rw-   1 sys      other       6528 Jun 28 07:38 junk

-rw-r--r--   1 sys      staff        636 Jun 28 07:39 list

# chgrp 1 data list

# ls -l

total 18

-rw-rw-rw-   1 sys      other        120 Jun 28 07:38 data

-rw-rw-rw-   1 sys      other       6528 Jun 28 07:38 junk

-rw-r--r--   1 sys      other        636 Jun 28 07:39 list

#

Like the chown command, the chgrp command supports a recursive command-line argument, -R. When used to change the group ownership of a directory, the group ownership of any files or subdirectories under the directory also changes. 

If the chgrp command is used by anyone (other than root) who does not have the appropriate permissions and the file has the setuid special permission and/or the setgid special permission, the setuid and/or getuid special permission is cleared. This prevents a user from setting up a setuid and/or setgid file, changing the ownership to someone else, and then using the file to gain access to another user account and/or group account. 
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As an enhanced security feature of Solaris 9, the chgrp command is restricted by requiring the user account attempting to change group ownership to be a member of the new group. This restriction can be removed by clearing the following kernel parameter in the /etc/system file and rebooting the system: set rstchown = 0

Setting  rstchown to  1 and rebooting the system enforces the restriction again. 

Displaying File Permissions and Ownership

The ls(1) command is used to display file permissions and ownership. The ls command supports the command-line arguments described in Table 4.2. 

Table 4.2

Command-Line Arguments for the ls Command

Argument

Description

 name

The name of a directory or file to display information about. More than one name can be specified by separating them with spaces and/or the use of metacharacters (see Chapter 6, “File System Basics”). If one or more  names  are directories, the contents of those directories are listed. 

If no  names  are specified, all directories/files in the current directory are listed. 

-a

Lists all directories and files, including those that begin with a dot (which are normally not displayed). 

-A

Lists all directories and files, including those that begin with a dot (except the current directory, (.) and the parent directory, (..). 

-b

Displays non-printable characters in file/directory names using octal

\ddd notation. 

-c

Uses the time of the last i-node modification for sorting or listing. 

-C

Generates multi-column output sorted down columns (default). 

-d

Lists names of directories instead of directory contents. 

-f

Interprets all  names  as directories. 

-F

Indicates the type of files by marking with a trailing character. Mark directories with a forward slash (/), doors with a greater than sign (> ), executable files with an asterisk (*), FIFOs with a vertical bar (|), symbolic links with an ampersand (@), and sockets with an equals sign (=). 

-g

Lists file permissions, ACL indication, number of links, group, byte size, and last modification timestamp. This is the same as -l except it does not list the owner. 

 (continued)
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Table 4.2

Command-Line Arguments for the ls Command  (continued)

Argument

Description

-i

Lists i-node. 

-l

Lists file permissions, ACL indication, number of links, owner, group, byte size, and last modification timestamp. 

-L

For symbolic links, lists referenced directory/file instead of the link. 

-m

Lists information across the page, separated by columns. 

-n

Lists file permissions, ACL indication, number of links, UID of owner, GID of group, byte size, and last modification timestamp. Same as -l except UID and GID are listed instead of owner and group. 

-o

Lists file permissions, ACL indication, number of links, owner, byte size, and last modification timestamp. Same as -l except does not list group. 

-p

Marks directories with a trailing forward slash (/). 

-q

Uses the question mark (? ) for any non-printing characters in directory/filenames. 

-r

Reverses the order of sort (zyx…instead of abc…or oldest instead of newest). 

-R

Recursively lists contents of subdirectories. 

-s

Lists size in blocks (including indirect blocks). 

-t

Sorts by modification time instead of alphabetically by directory/file. 

When combined with -u, sorts by access time and when combined with

-c, sorts by i-node modification time. 

-u

Uses last access time for sorting and displaying. 

-x

Multi-column display sorted across the page instead of down the page. 

-1

Displays one directory/file per line. 

The ls command supports a wide variety of command-line arguments to display and sort almost everything you would want to know about directories and files. 

The more important command-line options are -a, -d, -F, -l, -r, -R, -t and -1. Be certain to understand the effect of these command-line arguments on the information displayed by the ls command. 

When using one of the long listing formats of the ls command (-g, -l, -n, or -o), the file permissions and additional information are displayed in the first 11 characters of each directory/file entry displayed. Table 4.3 lists the characters used in the first character of this file permission field. 
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Table 4.3

First Character Used in the File Permisison Field of the ls Command Display

Character

Description

b

Block special file

c

Character special file

d

Directory

D

Door

l

Symbolic link

p

FIFO or named pipe

s

Socket

-

Ordinary file

Table 4.4 lists the characters that are used in the display positions two through ten of the file permission field. 

Table 4.4

Characters Two Through Ten Used in the File Permission Field of the ls Command Display

Character

Description

l

Mandatory locking

r

Read permission

s

Set UID (when in forth position) or Set GID (when in seventh position) S

Undefined state

t

Sticky bit

T

Undefined state

w

Write permission

x

Execution permission

-

No permission granted

Normally, position 11 is a space except when an ACL has been defined on the directory/file. In this case, a plus sign (+) appears in the 11th position. 

The following listing shows examples of the permission field portion of the output generated by the ls command. See Chapter 12, “Advanced Access Control,” for a description of ACLs. 

# ls -l

total 2

drwxrwxrwt   2 ambro    other        512 Jul 24 13:49 dir1

-rwsrwxr-x   1 ambro    other       1112 Jul 24 13:53 file1

lrwxrwsr-x   1 ambro    other       1112 Jul 24 13:53 file2

-rwxrwlrwx+  1 ambro    other       1112 Jul 24 13:53 file3

04 8699 ch04  11/19/02  10:03 AM  Page 100

100

Chapter 4

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

The listing for dir1 shows that it is a directory with mode 1777 (sticky bit plus read, write execute permission for owner, group and others). The listing for file1 shows that it is a file with mode 4775 (setuid; read, write, execute for owner; read, write, execute for group and read, execute for others). The listing for file2 shows that it is a symbolic link with mode 2775 (setgid; read, write, execute for owner; read, write, execute for group and read, execute for others). The listing for file3 shows that it is a file with mode 2777 (mandatory locking; read, write, execute for owner; read, write for group and read, write, execute for others). Also the + indicates that an ACL has been defined for file3. 

Summary

Unix system security is based on controlling access to files (programs and data). Access is controlled by defining user and group accounts and granting these accounts different levels of file access. The user accounts are protected by passwords. 

The root, or superuser, account is a special administrative account that provides the ultimate in terms of access to data and services, as it can override any file permissions on the system. Several administration files are used restrict and monitor use of the root account. 

There are several commands used to log in to and out of a system. Also these logins/logouts and attempts to log in are recorded to maintain a usage history. 

Commands such as id, finger, last, who, w, and whodo can be used to identify and monitor users. The /var/adm/utmpx file is used to record users currently logged in and the /var/adm/wtmpx file is used to record login/logout history. 

Read, write, and execute permissions for files can be independently set for the file owner, the group associated with the file, and everyone else. The default permissions for new files and directories are determined by the umask command. Access permissions can be displayed with the ls command and changed with the chmod command. File ownership can be changed with the chown command and group ownership by the chgrp command. 
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Exam Prep Practice Questions

Question 1

Which command is used to determine the default access mode for files when they are created? 

❍ A. chown

❍ B. chmod

❍ C. umask

❍ D. chgrp

❍ E. ls

The correct answer is C. The chown command is used to change file ownership. The chmod command is used to set the access mode of an existing file. 

The chgrp command is used to change the group ownership of an existing file, whereas the ls command is used to display access mode of existing files. 

Question 2

Which of the following is true about the listing produced by executing the ls -F

command? [Select all that apply.]

❑ A. The names of the directories are followed by a forward slash (/). 

❑ B. The names of symbolic links are followed by an asterisk (*). 

❑ C. The names of directories are followed by a plus sign (+). 

❑ D. The names of executable files are followed by an asterisk (*). 

❑ E. The names of symbolic links are followed by an ampersand (@). 

The correct answers are A, D, and E. Answer B is incorrect because symbolic links are followed by an ampersand. Answer C is incorrect because directories are followed by a forward slash. 
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Question 3

What is the /var/adm/loginlog file used to log? 

❍ A. Logins

❍ B. Logouts

❍ C. Failed logins

❍ D. Successful logins

❍ E. All logins and logouts

The correct answer is C. The last command is used to determine logins (answers A and D), logouts (answer B), and both logins and logouts (answer E). In addition, the who command can be used to identify users currently logged onto the system. 

Question 4

To restrict logging in directly as root to the system console, which file needs to be modified? 

❍ A. /dev/console

❍ B. /etc/passwd

❍ C. /etc/default/login

❍ D. /etc/default/su

The correct answer is C. Answer A is the pathname for the console. Answer B is the password file, and answer D is the file that controls the behavior of the su command. 

Question 5

Which command shows all the users who are currently logged into the system? 

[Select all that apply.]

❑ A. who

❑ B. last

❑ C. whodo

❑ D. id

The correct answers are A, B, and C. Answer D shows the real and effective UID, GID, and groups for a specified user account. 
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Question 6

The file test currently has the access mode 644. Which of the following will add mandatory locking? [Select all that apply.]

❑ A. chmod 2664 test

❑ B. chmod  2674 test

❑ C. chmod g+s test

❑ D. chmod g+l test

❑ E. setfacl -s u::rw-,g::rws,o:r-- test

The correct answers are A, C, and D. Answer B is wrong because group execution is also being added which results in setgid permission, not mandatory locking. Answer E is wrong because setfacl cannot be used to add or remove mandatory locking. 

Question 7

The  file /etc/default/su controls the behavior of the su command, which includes which of the following? [Select all that apply.]

❑ A. Displaying su usage on the system console 

❑ B. Restricting superuser usage to the system console

❑ C. Logging failed su attempts

❑ D. Enabling the logging su usage through syslog

❑ E. Logging successful su attempts

The correct answers are A, C, D, and E. Answer B is accomplished by editing the /etc/default/login file. 

Question 8

Which of the following shows the access mode of a file that has the setuid enabled? 

❍ A. srwxrwxrwx

❍ B. -rwsrwxrwx

❍ C. -rwxrwsrwx

❍ D. -rwxrwxrws

❍ E. -rwxrwxrwt
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The correct answer is B. Answers A and D are not valid file access modes. 

Answer C shows setgid, and answer E shows the sticky bit set. 

Question 9

The file test currently has the access mode 644. Which of the following will add write access for the group owner? [Select all that apply.]

❑ A. chmod test 664

❑ B. chmod 664 test

❑ C. chmod test g+w

❑ D. chmod g+w test

The correct answers are B and D. Answers A and C do not follow the correct syntax, because the mode should be specified first followed by the filename. 

Question 10

Match the following ls command-line arguments with their function. 

A. -R

1. Displays directory names instead of directory contents. 

B. -l

2. Identifies file types using /, > , *, and @ characters. 

C. -a

3. Recursively lists contents of subdirectories. 

D. -F

4. List file permissions, owner, group, size, and so on. 

E. -d

5. Lists directory/filenames that begin with a dot (. ). 

The correct answers are as follows: A matches 3 (-R recursively lists directory contents), B matches 4 (-l lists permission, owner, and so on), C matches 5 (-a lists names beginning with .), D matches 2 (-F identifies file types), and E matches 1 (-d lists directory names). 

Question 11

Enter the full path of the file that records the currently logged in users. 

The correct answer is /var/adm/utmpx. 
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Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, (New Riders, Indianapolis, IN, 2001)

Sun Microsystems,  System Administration Guide: Basic Administration. 

Available in printed form, on the Web at docs.sun.com, and from 

the online documentation provided with the Solaris 9 operating 

system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—System Administration Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 4—File Formats. 

Available in printed form, on the Web at docs.sun.com, and from

the online documentation provided with the Solaris 9 operating 

system. 
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Terms You Need to Understand

✓ Process attributes

✓ Signals

✓ The ps command

✓ The prstat command

✓ The pgrep command

✓ The kill command

✓ The pkill command

✓ The cron command

✓ The crontab command

✓ The crontab files

Concepts You Need to Master

✓ Viewing process attributes using the ps, prstat, and pgrep commands

✓ Terminating processes using the kill and pkill commands

✓ Scheduling processes using the cron and at commands

✓ Controlling the use of the cron and at commands
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Introduction

This chapter covers controlling programs or processes running on the system. This consists of viewing the status of processes, “killing” processes as needed, and scheduling the automatic startup of processes. The  Process Control  test objectives are covered in this chapter. 

Viewing and Terminating Processes

The ps(1), prstat(1M), and pgrep(1) commands are used to view attributes of processes, whereas the kill(1) and pkill(1) commands are used to terminate processes. The following sections discuss each of these commands. 

The ps Command

The  ps command is used to display information about active processes. 

Without any command-line arguments, the ps command displays processes that have the same effective user ID (UID) of the user account that executed the command. Table 5.1 lists the command-line arguments supported by the ps command. 

Table 5.1

The ps Command-Line Arguments

Argument

Description

-a

Displays all processes except process group leaders and

processes not associated with terminals

-A

Displays all processes (identical to -e)

-c

Displays alternative columns

-d

Displays all processes except process session leaders

-e

Displays all processes

-f

Uses the full listing display format

-g  Process Group ID

Displays processes with the specified process group ID

-G  Group ID

Displays processes with the specified group ID (GID)

-j

Displays session and process group ID

-l

Uses the long listing display format

-L

Displays information about each lightweight process

-n  Name

Uses an alternative name list file (ignored)

-o  Format

Uses an alternative display format

-p  Process ID

Displays the process with the specified process ID (PID)

 (continued)
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Table 5.1

The ps Command-Line Arguments  (continued)

Argument

Description

-P

Displays the number of the processor executing the process

(only meaningful on a multiprocessor system)

-s  Process Session ID

Displays processes with the specified process session ID

-t  Terminal Device Path 

Displays processes associated with the specified terminal

device path

-u  Effective User ID

Displays processes with the specified effective user ID

-U  Real User ID

Displays processes with the specified real user ID

-Y

Displays alternative columns in long listing format

A considerable amount of information on processes is available through the ps command and its several variations of display formats. 

The default information displayed for a process is its process ID (PID), the terminal device it is associated with (TTY), its accumulated execution time (TIME), and the program or command name (CMD). This information is included in all formats unless specifically omitted. 

All the command-line arguments used to specify an ID—such as process group ID, real group ID, PID, process session ID, effective UID, and real UID—accept multiple IDs (separated by commas). For the real and effective user IDs and the real group ID, either the numeric IDs or the account names can be specified. 

The following code shows the use of the ps command with several 

command-line arguments:

$ ps -uambro

PID TTY      TIME CMD

781 ?        0:19 xterm

782 pts/5    0:00 sh

910 pts/5    0:10 telnet

913 pts/6    0:01 sh

$ ps -tpts/5

PID TTY      TIME CMD

782 pts/5    0:00 sh

910 pts/5    0:10 telnet

$ ps -f -uambro

UID   PID  PPID  C    STIME TTY      TIME CMD

ambro 781     1  0   Jul 28 ?        0:19 xterm -display

ambro 782   781  0   Jul 28 pts/5    0:00 sh

ambro 910   782  0   Jul 28 pts/5    0:10 telnet solaris

ambro 913   911  0   Jul 28 pts/6    0:01 -sh

$

The  PPID column lists the parent PID of the process, the C column lists processor utilization (obsolete), and the STIME shows the start date. 
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The prstat Command

The  prstat(1M) command is used to generate a statistics report on active processes. If used with no command-line arguments, information on all active processes, sorted by CPU usage, is displayed. The report is updated approximately every three seconds until prstat is killed. The following code listing shows the use of the prstat command:

$ prstat 

PID USERNAME  SIZE   RSS STATE  PRI NICE      TIME  CPU PROCESS/NLWP       

9793 ambro    1032K  844K cpu0    58    0   0:00.00 0.1% prstat/1

9789 ambro    2960K 2132K sleep   58    0   0:00.00 0.1% xterm/1

217 root     1908K 1100K sleep   53    0   0:00.00 0.1% nscd/7

312 root     1936K  660K sleep   48    0   0:00.00 0.1% mibiisa/12

397 root       64M   47M sleep   59    0   0:00.07 0.0% sdtperfmeter/1

9790 ambro     808K  628K sleep   41    0   0:00.00 0.0% sh/1

177 root     1576K    0K sleep   30    0   0:00.00 0.0% lockd/1

229 root     2692K    0K sleep   48    0   0:00.00 0.0% lpsched/1

165 root     1940K  696K sleep   58    0   0:00.00 0.0% in.named/1

180 daemon   2188K  152K sleep   53    0   0:00.00 0.0% statd/4

250 root      804K  480K sleep   58    0   0:00.00 0.0% utmpd/1

188 root     2720K  664K sleep   58    0   0:00.00 0.0% automountd/5

143 root     2144K  672K sleep   58    0   0:00.00 0.0% rpcbind/1

129 root     1552K  300K sleep   59    0   0:00.00 0.0% in.ndpd/1

122 root     1304K  220K sleep   58    0   0:00.00 0.0% in.routed/1

Total: 64 processes, 146 lwps, load averages: 0.11, 0.04, 0.05

$ 

The prstat command supports command-line arguments that can be used to select the processes to monitor based on Process ID (PID), UID of owner, CPU being used, and so on. Table 5.2 lists the prstat command-line arguments. 

Table 5.2

The prstat Command-Line Arguments

Argument

Description

-a

Displays separate reports on processes and users. 

-c

Prints new reports instead of overprinting the initial report. 

-C  sets

Reports only processes bound to the specified processor  sets. 

-L

Reports on each lightweight process (LWP). 

-m

Reports microstate information. 

-n  number

Restricts report to  number  lines in the window or on the terminal. The default is to use the entire display. 

-p  pids

Reports only processes whose PIDs are listed by  pids. 

-P  cpus

Reports only processes executing on the CPUs listed by  cpus. 

-R

Executes prstat in real-time mode. 

-s  key

Sorts report in descending order based on  key (cpu, time, size, rss, or pri). 

 (continued)
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Table 5.2

The prstat Command-Line Arguments  (continued)

Argument

Description

-S  key

Sorts report in ascending order based on key (cpu, time, size, rss, or pri). 

-t

Reports total usage summary for each user. 

-u  euids

Reports only processes whose effective UID is listed in  euids. 

-U  uids

Reports only processes whose real UID is listed in  uids. 

-v

Reports using verbose mode, which includes percentage of time in user mode and system mode. 

The following example shows the prstat command listing the processes associated with the ambro account:

$ prstat -c -u ambro

PID USERNAME  SIZE   RSS STATE  PRI NICE      TIME  CPU PROCESS/NLWP       

9830 ambro     812K  696K cpu0    48    0   0:00.00 0.2% prstat/1

9789 ambro    2960K 2136K sleep   59    0   0:00.00 0.1% xterm/1

9790 ambro     808K  628K sleep   48    0   0:00.00 0.0% sh/1

Total: 3 processes, 3 lwps, load averages: 0.00, 0.00, 0.01

$

Be sure to understand that both ps and  prstat provide information about active processes. The ps command provides more user-oriented information (Parent PID, TTY, start date, and so on), whereas the prstat command provides more system-oriented information (process size, priority, CPU utilization, and so on). 

The kill Command

The kill(1) command is used to terminate a process by sending a signal to it that will cause it to exit. Many types of signals exist. The signals that are typically used to terminate a process are listed in Table 5.3, and a complete listing of base signals can be found in signal(3HEAD). 

Table 5.3

Signals Used to Terminate Processes

Symbolic Name

Value

Description

SIGHUP

1

Hangup

SIGINT

2

Interrupt

SIGKILL

9

Kill

SIGTERM

15

Terminate (default signal for the kill and pkill

commands)

SIGUSR1

16

User signal 1

SIGUSR2

17

User signal 2
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The default response of processes that receive these signals is to terminate, but this behavior can be changed on a process-by-process basis. 

The signal can be specified using either its symbolic name (excluding the SIG

prefix) or its numeric value. If a signal is not specified, SIGTERM (15) is sent by default. The PIDs of the processes to be terminated must be known. The following listing shows the KILL signal (9) sent to several processes using the kill command:

# kill -KILL 4220 4224 4229

# 

4229 Killed

4224 Killed

4220 Killed

# kill -9 4247

#

4247 Killed

A PID preceded by a minus sign is interpreted as a process group ID, and the signal is sent to all processes in that process group. 

The pgrep and pkill Commands

The  pgrep(1) and  pkill(1) commands support viewing and terminating processes by name or other attributes, such as UID, GID, and so on. Table 5.4 lists the command-line arguments supported by both the pgrep and the pkill commands. 

Table 5.4

Common pgrep and pkill Command-Line Arguments

Argument

Description

 pattern

Regular expression to match against program name and/or

arguments

-f

Matches pattern against full arguments instead of program

name

-g  Process Group ID

Matches processes with the specified process group ID

-G  Real Group ID

Matches processes with the specified real group ID

-n

Matches only the newest process that meets the specified

criteria

-P  Parent Process ID

Matches processes with the specified parent process ID

-s  Process Session ID

Matches processes with the specified process session ID

-t  Terminal Device Path

Matches processes associated with the specified terminal

device path

-u  Effective User ID

Matches processes with the specified effective user ID

 (continued)
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Table 5.4

Common pgrep and pkill Command-Line Arguments  (continued)

Argument

Description

-U  Real User ID

Matches processes with the specified real user ID

-v

Matches all processes except those that meet specified 

criteria

-x

Matches only processes that exactly match the pattern

The  pattern  is a regular expression that is used to select processes based on the program name. The following listing shows the difference between obtaining the PID of the admintool command using the ps and  grep(1) commands versus the pgrep command:

$ ps -eaf|grep admintool

root  2898  1096  0   Sep 04 pts/7    0:02 admintool

$ pgrep adm*

2898

$

When the -f  command-line argument is specified along with the  pattern, the  pattern  is compared against the program arguments instead of the program name. In addition, if the -x command-line argument is specified, the regular expression interpretation of  pattern  is disabled, and  pattern  must match the program name or program arguments exactly. 

All the ID types of command-line arguments accept multiple IDs (separated by commas). In the case of real and effective user IDs and real group IDs (-G), either the numeric IDs or the account names can be specified. 

The pgrep command supports two additional command-line arguments. The

-d command-line argument is used to specify a delimiter for separating PIDs when the specified pgrep criteria match more than one PID. By default, this delimiter is the newline character. The following listing shows using the pgrep command to list the processes owned by the ambro user account and the effect of specifying the space character as the delimiter:

$ pgrep -u ambro

781

782

910

913

$ pgrep -d’ ‘ –u ambro

781 782 910 913

$

The delimiter command-line argument allows the output of the pgrep command to be used as the input to other commands or shell scripts. 
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The other command-line argument is -l, which includes the name of the program with the PIDs of matched processes. The following listing shows the use of the -l command-line argument:

$ pgrep -l -u ambro

781 xterm

782 sh

910 telnet

913 sh

$

The  pkill command is similar to the pgrep command, but instead of displaying information on matched processes, the matched processes are terminated using the SIGTERM (15) signal. 

All the common pgrep and pkill command-line arguments listed in Table 5.4 are supported, allowing processes to be selected on the basis of regular expression pattern matching and/or various IDs. In addition, the pkill command supports a command-line argument to specify a signal to be used instead of SIGTERM. This command-line argument is the minus sign followed by a symbolic name (not including the SIG prefix) or the signal number. The following listing shows the use of the SIGKILL signal to terminate all processes associated with the ambro user account:

# pkill –KILL –u ambro

#

Be familiar with the signals used to terminate processes. Know how to specify using both signal numbers and names along with the default signals used by the kill and pkill commands. 

Scheduling Processes

Two commands are available for scheduling automatic execution of processes: cron(1M) and at(1). 

The cron Command

The cron command is a daemon started during system boot. It is responsible for executing commands at a future time and perhaps periodically on a scheduled basis. The commands to be executed are specified in a standardized tabular format and stored in files referred to as  crontab files. These files are located in the /var/spool/cron/crontabs directory. 
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Commands that are executed automatically by being placed in a crontab file are referred to as  cron jobs. Commands to be executed only once at a future time can be submitted using the at command instead of modifying the crontabs. The at command is described in the next section. 

The two general classes of crontabs are system crontabs, which are owned by system accounts such as root, lp, and so on, and user crontabs, which are created and maintained by non-administrative user accounts. 

Default cron Settings

Like other system utilities, parameters can be set to control the behavior of the cron command. These settings are listed in the /etc/default/cron file. 

The cron command will log its activities in the /var/cron/log file if the following entry is contained in the /etc/default/cron file:

CRONLOG=YES

This is the default. To disable logging, change YES to NO and reboot the system or restart cron using the /etc/init.d/cron run control (rc) script. 

Other entries that can be added to the /etc/default/cron include  PATH, which sets the PATH shell environment parameter for user cron jobs, and SUPATH, which sets the PATH shell environment variable for root cron jobs. 

The following listing shows the PATH and SUPATH settings:

PATH=/usr/bin:/usr/ucb:

SUPATH=/usr/sbin:/usr/bin:

The crontab Files

The  /var/spool/cron/crontabs directory contains both the system and the user crontab files. These files have the same name as the account name of the owner. For example, the crontab for the guest user account is named guest. 

The crontab file contains entries that specify a command to execute along with a time and frequency of execution. Commands can be executed daily, weekly, or monthly at any time of the day. 

A crontab entry consists of six fields separated by spaces or tabs. An asterisk (*) is used as a placeholder in a field that is not used. Table 5.5 lists the fields of a crontab entry. 
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Table 5.5

The Fields of a crontab Entry

Field

Values

Description

minute

0–59

Minutes of the hour

hour

0–23

Hour of the day

day

1–31

Day of the month

month

1–12

Month of the year

weekday 

0–6

Day of the week (0 = Sunday)

command

N/A

The command to execute

The following listing shows the contents of a typical root crontab file: 10 3 * * 0,4 /etc/cron.d/logchecker

10 3 * * 0   /usr/lib/newsyslog

15 3 * * 0 /usr/lib/fs/nfs/nfsfind

1 2 * * * [ -x /usr/sbin/rtc ] && /usr/sbin/rtc -c

30 3 * * * [ -x /usr/lib/clean ] && /usr/lib/clean

Note that multiple values in a field can be specified by separating them with a comma as shown in the weekday field on the crontab entry for logchecker. 

In this example, logchecker will be executed at 3:10 a.m. every Sunday and Thursday morning. 

A critical skill for system administrators is the ability to understand and use crontabs to schedule log maintenance, system backups, and other routine maintenance. 

Manipulating crontabs

The  crontab(1) command can be used to create, list, edit, and delete crontabs. One capability of the crontab command (the capability to edit the crontab files of other users) is available only to the superuser. 

When  crontab is executed without any command-line arguments, it reads the standard input (typically the keyboard). When terminated with Ctrl+D, the entered data is used to create the crontab (or overwrite an existing crontab) for the user account that executed the crontab command. When a filename is specified as a command-line argument, the contents of the specified file are used to create/overwrite the user crontab. 

When  crontab is executed with an -e command-line argument, the editor specified by the shell environment parameter EDITOR is invoked on the user crontab. If the EDITOR parameter is not set, the ed(1) text editor is used. This allows editing of the crontab associated with the invoking user account. 
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The crontab -l command can be used to display the contents of the user’s crontab, and the crontab -r command can be used to delete the user’s crontab. 

When the cron daemon starts, it reads all existing crontabs. Because it normally does not re-read the crontabs, it will not be aware of any changes made unless they are made using the crontab command. The crontab command notifies the cron daemon that a crontab has changed or been added. The cron daemon then updates its information. 

The superuser can specify a user account name after the crontab command argument to control the crontab of another user account. This can be used with the -l or -r command-line arguments to list or delete the crontab of another user account; however, do not specify a user account name with the

-e command-line argument. 

If the superuser attempts to modify the crontab of another user account using the crontab -e command and specifying the user account name as a command-line argument, the results will be unpredictable. Instead, use the su(1) command to become the other user account and then use the crontab -e command. 

Access Control

Access to the crontab command is controlled by two files—cron.allow and cron.deny—both of which reside under the /etc/cron.d directory. These text files contain lists of user account names (one per line) that are allowed or denied access. 

Users are allowed access to the crontab command if their user account name is listed in the /etc/cron.d/cron.allow file. If the cron.allow file does not exist, users will be allowed access if their user account name is not listed in the  /etc/cron.d/cron.deny file. In addition, users will be denied access if neither file exists. 

These access rules also apply to the root account if either the cron.allow or the cron.deny file exists. By default, the /etc/cron.d/cron.deny file is created and contains all initial non-administrative user accounts. If neither file exists, only the superuser can submit jobs. 

Note that the /usr/lib/cron directory is symbolically linked to the

/etc/cron.d directory. Therefore, the crontab control files can be accessed using either pathname. 
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The at Command

A simple way to execute one or more commands once without modifying a crontab is to use the at(1) command. Commands submitted for later execution are grouped together as an at-job and are assigned an at-job ID. 

The basic format of the at command is at   time, where  time  specifies the time at which the command(s) should be executed. The time can be specified using any combination of either a.m./p.m. or 24-hour format, plus month and day in conjunction with the keywords now, today, tomorrow, and so on. 

The following listing shows several types of time specifications: at now

at 10am

at 2pm

at noon

at 3pm + 1 week

at 3pm next week

at 2am jan 24

at 1400 tomorrow

The command(s) to be executed can be entered from the standard 

input and ended with Ctrl+D or can be read from a file that is specified by using the -f   file  command-line argument. The at-jobs are stored under the /var/spool/cron/atjobs directory, which serves as the at queue. 

The  at command supports other command-line arguments to specify that the commands should be executed using the Bourne shell (-b), the C shell (-c), or the Korn shell (-k) and whether the user should be notified by mail when the command is executed (-m). Like the crontab command, the at command supports the -l and -r command-line arguments and allows atjobs to be listed and removed by an at-job ID. 

The batch(1) command is equivalent to at -m now and allows a batch job to be entered by means of the standard input. 

Use of the at

and  batch

commands is controlled by the

/etc/cron.d/at.allow and /etc/cron.d/at.deny files. These files function similarly to the cron access control files except that an empty at.deny allows access to everyone. 

Note that the /usr/lib/cron directory is symbolically linked to the

/etc/cron.d directory. Therefore, the at control files can be accessed using either pathname. 
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Displaying the at Queue

The atq(1) command can be used to display the at jobs queued for the current user. The jobs are displayed in chronological order of execution. 

The atq command supports three command-line arguments: 

➤ The -c argument specifies that the jobs be listed in the order in which they were created. 

➤ The -n argument causes the atq command to list the total number of jobs in the queue. 

➤ The use of the last argument,  user  account, is described in the next paragraph. 

If the atq command is executed by an authorized user (a user account with the solaris.jobs.admin authorization), all jobs in the queue are listed. If a user account is specified as a command-line argument, only the jobs associated with the specified user are displayed. 

Removing Jobs from the at Queue

The  atrm(1) command can be used to remove one or more jobs from the queue. The atrm command supports the following argument. The -a argument will cause atrm to remove all jobs for the user (or if executed by an authorized user, all jobs on the queue). The -f argument forces the suppres-sion of information about removed jobs. The -i provides an interactive mode for selecting jobs to remove. If a job number is specified as a command-line argument, only that job is removed from the queue. If a  user  is specified as a command-line argument, all the jobs for that user are removed from the queue. The following listing shows the atq and atrm commands in action. 

$ atq

Rank      Execution Date     Owner     Job         Queue   Job Name 1st   Jul 27, 2002 18:30   ambro   1027809000.a     a     stdin

2nd   Jul 27, 2002 19:00   ambro   1027810800.a     a     stdin

3rd   Jul 27, 2002 20:00   ambro   1027814400.a     a     stdin

$ atq -c

Rank      Execution Date     Owner     Job         Queue   Job Name 1st   Jul 27, 2002 19:00   ambro   1027810800.a     a     stdin

2nd   Jul 27, 2002 20:00   ambro   1027814400.a     a     stdin

3rd   Jul 27, 2002 18:30   ambro   1027809000.a     a     stdin

$ atqrm 1027810800.a

1027810800.a: removed

$ atq

Rank      Execution Date     Owner     Job         Queue   Job Name 1st   Jul 27, 2002 18:30   ambro   1027809000.a     a     stdin

2nd   Jul 27, 2002 20:00   ambro   1027814400.a     a     stdin
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Summary

Commands, such as ps and prstat, are used to identify attributes about executing processes such as process name, Process ID (PID), process owner, and so on. 

Keep in mind that SIGTERM (15) is the default signal used by the ps command, but can be ignored by a process. Specifying SIGKILL (9) as the signal is a “sure kill” because a process cannot ignore it. 

The kill command requires that the process be identified by its PID. Using pkill allows a process to be identified by other attributes such as process name or User ID (UID) of process owner. 

The  pgrep command returns the PID of the process that is identified by process name or some other attribute. 

The  cron command and associated crontab files are used for running processes multiple times on a scheduled basis, whereas the at command runs a command once at a specified time. 
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Exam Prep Practice Questions

Question 1

Which of the following criteria can be used to select processes using the pkill command? [Select all that apply.]

❑ A. Program name

❑ B. Start time

❑ C. Real or effective UID

❑ D. Associated terminal device

The correct answers are A, C, and D. Answer B, the start time, is not supported by either the pkill or the pgrep command. 

Question 2

Enter the command that can be used to list, edit, and delete crontab files. 

The correct answer is crontab. 

Question 3

If a signal is not specified when using the kill command, by default, which signal is sent to the specified processes? 

❍ A. SIGHUP

❍ B. SIGINT

❍ C. SIGKILL

❍ D. SIGTERM

The correct answer is D. All these signals can typically be used to terminate processes, but SIGTERM is the default signal used by the kill and pkill commands. 
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Question 4

Enter the command that can be used to display the jobs on the at queue. 

The correct answer is atq. 

Question 5

What is the order of the fields in a crontab file? 

❍ A. month, day, hour, minute, weekday, command

❍ B. command, weekday, minute, hour, day, month

❍ C. minute, hour, day, month, weekday, command

❍ D. second, minute, hour, day, month, weekday, command

The correct answer is C. Answers A and B contain all the correct fields but are not in the correct order. Answer D lists an extra field (second), which is not a valid field of a crontab file. 

Question 6

What command is used to remove at jobs from the queue? 

❑ A. atq

❑ B. atrm

❑ C. atdel

❑ D. crontab -d

The correct answer is B. Answer A is the command used to display the jobs on the queue. Answers C and D are not valid commands. 

Question 7

Which command can be used to schedule command execution using a.m./p.m. 

time notation? 

The correct answer is at. 
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Question 8

Which of the following criteria can be specified to select processes using the pgrep command? [Select all that apply.]

❑ A. Program name

❑ B. Process ID (PID)

❑ C. Real or effective UID

❑ D. Associated terminal device

The correct answers are A, C, and D. Answer B, process ID, cannot be specified as a criterion because the pgrep command is used to determine process IDs. 

Question 9

The  /etc/cron.d/cron.deny file exists, but the /etc/cron.d/cron.allow file does not. Which of the following statements are true regarding access to the cron capability? [Select all that apply.]

❑ A. Without a cron.allow file, no one, including root, is allowed to create, edit, or delete crontab files. 

❑ B. Without a cron.allow file, only root is allowed to create, edit, or delete crontab files. 

❑ C. Any user account not listed in the cron.deny file can create, edit, or delete their own crontab file. 

❑ D. Any user account listed in the cron.deny file cannot create, edit, or delete their crontab file. 

The correct answers are C and D. Answers A and B are incorrect because if a cron.deny exists and a cron.allow does not exist, any account not listed in the cron.deny file can use the cron facility. 

Question 10

Other than the ps command, which command can be used to view information about active processes? 

The correct answer is prstat. 
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Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, (New Riders, Indianapolis, IN, 2001). 

Sun Microsystems,  System Administration Guide: Advanced

 Administration.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—

 Administration Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 3—Library Interfaces and Headers.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 
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Terms You Need to Understand

✓ File system

✓ Types of file systems

✓ Default Solaris 9 file systems

✓ Types of files (regular, directory, and special)

✓ Types of links (symbolic and hard)

✓ Metacharacters

✓ Pseudo-file systems

Concepts You Need to Master

✓ Mastering basic file and directory concepts

✓ Understanding directory trees and navigation

✓ Manipulating directories and files

✓ Identifying file type using the ls command
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Introduction

The first part of this chapter reviews some basic information about file systems. The second part provides an overview of some file and directory concepts and commands that can be used to manipulate directories and files. 

The last part covers pseudo-file systems. 

Basic File Systems

A  file system  is a logical collection of files and directories contained in a partition. It can be treated as a single entity when making it available for use (mounting), checking, and repairing. 

The three types of file systems supported by the Solaris 9 environment are:

➤ Disk-based

➤ Memory-based (referred to as virtual or pseudo-file systems)

➤ Network-based or distributed

This chapter covers disk-based file systems and pseudo-file systems. 

Network-based file systems are covered in Chapter 15, “Network File System (NFS).” 

Disk-based file systems are stored on physical disks, CD-ROMs, and diskettes on the local system. Table 6.1 lists the various disk-based file system formats. 

Table 6.1

Disk-Based File Systems

Format

Description

HSFS (High Sierra File System)

The default format (ISO 9960) for CD-ROM file 

systems

PCFS (PC File System)

The default format for diskette file systems; same 

as the DOS disk format

UDF (Universal Disk Format)

Format for optical media referred to as Digital

Versatile Disc (DVD)

UFS (Unix File System)

The default format for hard disk file systems

Pseudo- or virtual file systems are memory based and provide access to special system information and functionality. 
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Default Solaris 9 File Systems

The disk space available for use with a Solaris 9 operating system is a collection of mounted file systems. The top directory is the location where the root file system is mounted. The locations where other file systems are mounted, called   mount points, are typically subdirectories of the root file system, and normally are used to refer to the file systems themselves. For example, the file system mounted at /usr normally is referred to as the  usr file system. Table 6.2

lists the default file systems of a Solaris 9 operating system. 

Table 6.2

Default File Systems

File System

Use

root (/)

The top of the hierarchical file system tree. Contains critical system files, such as the kernel and device drivers. 

/usr

System files, such as commands and programs, used to administer

and use the system. 

/home

User home directories. On some systems, it might be /export/home or a network-based file system. 

/var

System files that change or grow, such as logs, queues, and spooling areas. 

/opt

Third-party software and applications. 

/tmp

Temporary files cleared each time the system boots. 

/proc

Information about active processes. 

All the disk-based file systems are type UFS. The two memory-based file systems (/tmp and /proc) are type TMPFS and PROCFS, respectively. 

Because kernel files reside in the root file system and system files reside in the /usr file system, these two file systems are required to boot a usable system. However, the /usr file system can also be a part of the root file system and not a separate one. 

File and Directory Concepts

Data stored on file systems consists of directories and files. Directories serve as folders to arrange the files into some organized user-defined structure. In reality, all the files and directories are stored more or less randomly on the disk. The files and (other) directories are then referenced or  linked  into directories to provide the organization. In addition, there are several types of special files that are actually interfaces to hardware devices, such as disk drives and tape drives. 
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Sometimes files and directories may not be needed often or use up more space than desired. To address this issue, Solaris 9 provides several utilities to compress  files and directories so that they take up less space, but can be  uncompressed  as needed. 

This portion of the chapter provides an overview of these file/directory concepts and of file/directory compression. 

Types of Files

The allocated space on file systems is in the form of directories or files. 

There is only one type of directory. However, there are several types of files. 

The files used to store data or executables are referred to as  regular  or  ordinary  files. Other files are used for special purposes. Table 6.3 lists all supported file types. The type of file can be identified by a single character ID

produced by the ls -l command. 

Table 6.3

File Types

Type

ls -l ID

Description

Regular

-

An ordinary or regular file. Used for data and executables. 

Directory

d

A directory. Used to organize files and other directories. 

Link

l

A symbolic link. Used to provide an alternative path to a file or directory (see the next section). 

Block 

b

A file that provides an interface to a block-oriented peripheral Special

device. These are typically located under the /dev or /device directories. Also referred to as device files. 

Character 

c

A file that provides an interface to a character-oriented 

Special

peripheral device. These are typically located under the /dev or

/device directories. Also referred to as device files. 

Door

D

A file that provides an RPC mechanism interface between pro-

grams and between the kernel and a user space process. 

FIFO

p

A first-in-first-out or named pipe data structure that provides 

a mechanism for two cooperating FIFO to communicate. 

Socket

s

A network (AF_UNIX) socket data structure used to communicate via a network interface. 

You should be familiar with the types of files supported in the Solaris environment and with the character ID used by the ls command to identify the types of files. 
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Types of Links

As previously mentioned, files and directories are  linked  into a directory. This link is stored as an entry in the directory and provides a reference by which the file or directory can be located and accessed. 

The directory entry is actually a pointer to the location of the file or directory within the file system and is referred to as a  hard link. Because this link points to a file or directory based on its location in the file system, links cannot be used to point to a file or directory in a different file system. Thus, a hard link implies the file or directory is located in the current file system. 

The   soft link  or  symbolic link  provides a mechanism to reference a file or directory on another file system. Instead of pointing to a location in the file system, the directory entry contains the full pathname of another file or directory. Because the reference is not based on location, symbolic links can be used to point to files and directories on other file systems. This allows for creating multiple pathnames and filenames on different file systems that all point to the same file or directory. 

The  link(1M) and  ln(1) commands can be used to create hard links. 

However, only the ln command can be used to create symbolic links (using the -s command-line argument). The unlink(1M) command can be used to delete hard or soft links. When all hard links to a file or directory are deleted, the file or directory is removed. Also the rm(1) and rmdir(1) commands can also be used to delete hard or soft links. 

The Unix Directory Tree

The Unix data storage facility is a collection of directories that contain files and other directories. These files and directories are organized in a hierarchical structure with the root (/) directory as the starting point. Thus, the Unix data storage is organized in the form of an inverted tree with directories being branches and files being leaves. 

Metacharacters

 Metacharacters  are characters or combinations of characters that can be used to represent all or portions of directory or filenames. Metacharacters allow a short phrase to represent a longer directory/filename or even a series of directory/filenames. All three standard Solaris 9 login shells (Bourne, C, and Korn) support the metacharacters listed in Table 6.4. 
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Table 6.4

Directory/Filename Metacharacters

Metacharacter

Description

? 

Matches any single character

*

Matches zero or more occurrences of any character

[...]

Represents a set of characters of which any one character can

match. User character sets can commonly be represented as ranges. 

For example, lowercase letters [a-z], uppercase letters [A-Z], and numbers [0-9] are frequently used. 

An example would best illustrate the use of metacharacters. Given a set of files:  filea,  fileb,  through  filez, the following metacharacter expressions specified as an argument to the ls command can be used to represent all 26 of these files:

ls file[abcdefghijklmnopqrstuvwxzy]

ls file[a-ef-jk-op-tu-z]

ls file[a-mn-z]

ls file[a-z]

ls file*

ls file? 

Thus metacharacters can be used to reference files that have a common prefix. They can also be used to reference files with a common suffix. For example, given a set of C language source code files (that all end with the .c suffix), all of these files can be referenced using the *.c metacharacter (or regular) expression. 

Directory Tree Navigation

When a user logs into the system, the user is positioned somewhere in the Unix directory tree, typically the home directory of the user account. The current directory, referred to as the  current working directory, can be displayed using the pwd(1) command. 

The user can move around the directory tree using the cd(1) command. 

When used without any command-line arguments, the user is relocated to the directory specified by the HOME shell parameter (or environmental variable). HOME is typically set to the home directory of the user account. A new directory can be specified as a command-line argument. If the directory exists and the user has execution permission, the user is relocated to that directory. The new directory can be specified using complete directory names, partial directory names and metacharacters, and in most cases all metacharacters. 
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The new directory can be specified as a  full  or  absolute pathname  starting with the root (/) directory or a  partial  or  relative pathname  starting at the current working directory. The current directory can be referenced as a single dot (.) and the directory above the current directory, referred to as the parent directory, can be referenced using two dots (..). For example:

$ pwd

/export/home/dla

$ cd .. 

$ pwd

/export/home

$ cd . 

$ pwd

/export/home

$ cd /export/home

$ pwd

/export/home

Multiple parents in the same path can be referenced using (..). For example: $ pwd

/export/home/dla

$ cd ../.. 

$ pwd

/export

$

The metacharacters ? and  * can also be used to specify directory names. 

Remember that ? can represent any single character and * can represent any number of any character. Assuming that the home directory dla is the only directory under /export/home that matches all of the metacharacter expressions, all of the following commands will result in changing the current working directory to /export/home/dla:

cd /export/home/dla

cd /export/home/dl? 

cd /export/home/d?a

cd /export/home/d?? 

cd /export/home/?la

cd /export/home/?l? 

cd /export/home/??a


cd /export/home/??? 

cd /export/home/*

cd /export/home/d*

cd /export/home/*a

cd /export/home/*l*

cd /export/home/?l*

Be certain to understand the meaning and use of the *, ? , and [ ] metacharacters used to construct directory paths and filenames. Used separately or in combinations, they can simplify specifying long complex pathnames or large sets of files. 
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Directories

Several commands are used to create, move, and delete directories. 

These are:

➤ mkdir(1)—Creates a directory

➤ mv(1)—Moves a file or directory

➤ rmdir(1)—Removes a directory

The following sections discuss each of these commands. 

Creating Directories Using the mkdir Command

The  mkdir(1) command is used to create the directory specified as a command-line argument. The command-line argument can be an absolute pathname (from /) or a pathname relative from the current directory. The directory will be owned by the user account used to create the directory and the owner’s primary group. It will be created with access permissions based on the current umask or the access permissions specified by the -m  mode  command-line argument where  mode  is a set of permissions defined using absolute mode format. Multiple directories can be created by specifying them as command-line arguments (separated by spaces). 

Normally the directory in which the new directory is to be created must already exist. However if the -p command-line argument is specified, any necessary parent directories are created first. The following listing shows several uses of the mkdir command. The first creates a directory using the umask permissions. The second creates a directory with specified permissions. The third fails because a necessary parent directory does not exist. 

However, the fourth mkdir command uses the -p command-line argument to create it. 

# mkdir exam

# ls -l exam      

total 0

# ls -ld exam   

drwxr-xr-x   2 root   other     512 Apr 13 17:32 exam

# mkdir -m 777 test2

# ls -ld test*          

drwxr-xr-x   2 root   other     512 Apr 13 17:32 exam

drwxrwxrwx   2 root   other     512 Apr 13 17:33 test2
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# mkdir /exam/Solaris/9

mkdir: Failed to make directory “/exam/Solaris/9”; 

➥No such file or directory

# mkdir -p /exam/Solaris/9

# ls -lR /exam

/exam:

total 2

drwxr-xr-x   3 root   other     512 Apr 13 17:33 Solaris

/exam/Solaris:

total 2

drwxr-xr-x   2 root   other     512 Apr 13 17:33 9

/exam/Solaris/9:

total 0

# 

Moving Directories Using the mv Command

The mv(1) command can be used to move a directory and its contents as if it were an ordinary file, as shown in the following:

# ls -lR /exam

/exam:

total 2

drwxr-xr-x   3 root   other     512 Apr 13 17:33 Solaris

/exam/Solaris:

total 2

drwxr-xr-x   2 root   other     512 Apr 13 17:33 9

/exam/Solaris/9:

total 0

# mv /exam /test

# ls -lR /test

/test:

total 2

drwxr-xr-x   3 root   other     512 Apr 13 17:33 Solaris

/test/Solaris:

total 2

drwxr-xr-x   2 root   other     512 Apr 13 17:33 9

/test/Solaris/9:

total 0

Removing Directories Using the rmdir or rm Command

Both the rmdir(1) or rm(1) command can be used to remove directories. 

The  rmdir command is used to remove the directories specified as one or more command-line arguments (separated by spaces). If a directory contains files or other directories, the remove will fail. If the -p command-line 06 8699 ch06  11/19/02  10:07 AM  Page 134
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argument is specified, all parent directories that are empty will also be removed. The -s command-line argument is used to suppress error messages. This code shows a recursive long listing:

# ls -lR /test

/test:

total 2

drwxr-xr-x   3 root   other     512 Apr 13 17:33 Solaris

/test/Solaris:

total 2

drwxr-xr-x   2 root   other     512 Apr 13 17:33 9

/test/Solaris/9:

total 0

# rmdir /test/Solaris/9   

# ls -lR /test

/test:

total 2

drwxr-xr-x   2 root   other     512 Apr 13 19:15 Solaris

/test/Solaris:

total 0

# rmdir -p /test/Solaris

# ls -lr /test

/test: No such file or directory

# 

The  rm(1) command can also be used to remove one or more directories specified as command-line arguments (separated by spaces). Directories can only be removed if the -R or -r command-line argument is specified. Either of these command-line arguments will recursively remove all files and directories  under  the directory being removed, as well as the directory itself. Note that the rmdir command can be used to remove parent directories (directories  above  the directory being removed):

# mkdir -p /test/Solaris/9    

# rm /test

rm: /test is a directory

# rm -r /test

# ls -lr /test

/test: No such file or directory

# 

The  -i command-line argument provides interactive control over the remove command, as shown in the following:

# mkdir -p /test/Solaris/9

# rm -r -i /test

rm: examine files in directory /test (yes/no)? y
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rm: examine files in directory /test/Solaris (yes/no)? y

rm: examine files in directory /test/Solaris/9 (yes/no)? y

rm: remove /test/Solaris/9: (yes/no)? y

rm: remove /test/Solaris: (yes/no)? y

rm: remove /test: (yes/no)? y

# 

Normally if the rm command encounters a write-protected file, it will prompt to confirm its removal. However, if the -f command-line argument is specified, write-protected files are removed without confirmation. The -f command-line argument cannot be specified with the -i command-line argument. 

Files

Files can be copied, moved (or renamed), and deleted as required. These operations are performed by the following commands:

➤ cp(1)—Copies one or more files. 

➤ mv(1)—Moves or renames files. 

➤ rm(1)—Removes one or more files. 

The following sections discuss each of these. 

Copying Files Using the cp Command

The cp(1) command can be used to copy one or more files to another directory or be used to create a copy of an existing file with a different name. 

When copying one or more files, the last command-line argument is the target directory and all preceding command-line arguments are the files to be copied. The files to be copied can be complete filenames, multiple files selected using metacharacters, or any combination. Multiple filenames are separated by spaces. For example, the first two cp commands copy one file to a different filename. The third command copies several files into another directory. Note when copying multiple files that they cannot be renamed. 

# ls -l

total 224

-rw-r--r--   1 root     other     103306 Apr 13 20:48 file1

# cp file1 file2

# ls -l

total 448

-rw-r--r--   1 root     other     103306 Apr 13 20:48 file1

-rw-r--r--   1 root     other     103306 Apr 13 20:48 file2

# cp file2 xfile
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# ls -l

total 672

-rw-r--r--   1 root     other     103306 Apr 13 20:48 file1

-rw-r--r--   1 root     other     103306 Apr 13 20:48 file2

-rw-r--r--   1 root     other     103306 Apr 13 20:48 xfile

# cp xfile file* /tmp

# ls -l /tmp

total 1496

-rw-r--r-- 1 daemon other   19521 Apr  6 00:52 cache

-rw-r--r-- 1 root  other  103306 Apr  6 02:10 comp

-rw------- 1 root  other  307892 Apr  4 18:57 dtdbcache

-rw-r--r-- 1 root  other  103306 Apr 13 20:49 file1

-rw-r--r-- 1 root  other  103306 Apr 13 20:49 file2

-rw-rw-r-- 1 root  sys    5032 Apr  4 18:56 ps_data

-rw-r--r-- 1 root  other     0 Apr  9 00:45 sdtvolcheck

-rw-r--r-- 1 root  other  103306 Apr 13 20:49 xfile

# 

Moving and Renaming Files Using the mv Command

The mv(1) command can be used to:

➤ Move one or more files to another directory

➤ Rename a file in the current directory

➤ Move a file to another directory and rename it in the process

When moving one or more files, the last command-line argument is the target directory and all preceding command-line arguments are the files to be moved. The files to be moved can be complete filenames, multiple files selected using metacharacters, or any combination. The filenames must be separated by spaces. For example, this listing shows the ls command listing the directories recursively. 

# ls -R /test

/test:

Solaris

/test/Solaris:

9

/test/Solaris/9:

311-014   311-015   sysadmin

# mv /test/Solaris/9/311* /test/Solaris/9/sysadmin

# ls -R /test      

/test:

Solaris

/test/Solaris:

9
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/test/Solaris/9:

sysadmin

/test/Solaris/9/sysadmin:

311-014  311-015

# 

A single file can be renamed in the current directory or moved to another directory and renamed at the same time. In the following example, the first mv command renames the 311-014 file. The second command moves it to another directory (the parent or .. directory). The third command moves the  311-015 file to the parent directory and renames it at the same time (assuming there is no part2 subdirectory off the parent). 

# ls

311-014  311-015

# mv 311-014 part1

# mv part1 .. 

# mv 311-015 ../part2

# 

Deleting Files Using the rm Command

The  rm(1) command is used to delete one or more files specified as command-line arguments. The files to be deleted can be complete filenames, multiple files selected using metacharacters, or any combination. Multiple filenames must be separated by spaces. The -i command-line argument provides interactive control over the remove command. Normally, if the rm command encounters a write-protected file it will prompt to confirm its removal. However, if the -f command-line argument is specified, write-protected files are removed with confirmation. The -f command-line argument cannot be specified with -i command-line argument. For example:

# ls

file1  file2  xfile

# rm xfile file*

# ls

#

File and directory names that begin with a dot character, such as .profile, are not included in multiple file/directory specifications using leading metacharacters. For example, *profile does not include .profile. The files that begin with a dot must be specified separately using a preceding dot, such as .p*. 
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Solaris Pseudo-File Systems

Solaris supports several types of memory-based file systems. These are referred to as pseudo-file systems. Because they are memory-based, these file systems provide faster access to the data stored in them. However, they are not permanent. In addition, any directories or files in pseudo-file systems are lost when the file system is unmounted or the system is rebooted/shut down. 

Table 6.5 describes the pseudo-file systems supported by Solaris 9. 

Table 6.5

Solaris Pseudo-File Systems

Name

Abbreviation

Use

Cache File System

CACHEFS

Local caching for remote file systems

File Descriptors File System

FDFS

Opening file using file descriptors with

explicit names

First-In First-Out File System

FIFOFS

Accessing data (named pipes)

Loopback File System

LOFS

Providing alternative paths to existing

data

Name File System

NAMEFS

Dynamic mounting of file descriptors by

STREAMS modules

Process File System

PROCFS

Accessing process status and informa-

tion

Special Device File System

SPECFS

Accessing special character or block

devices

Swap File System

SWAPFS

Accessing system swap space

Temporary File System

TMPFS

Providing fast access to temporary files

Of these nine pseudo-file systems, the following five file systems do not require any administration: 

➤ FDFS

➤ FIFOFS

➤ NAMEFS

➤ SPECFS

➤ SWAPFS

The other four pseudo-file systems—PROCFS, TMPFS, LOFS, and CACHEFS—are described in the following sections. 
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In some Solaris documentation, pseudo- or memory-based file systems are referred to as  virtual file systems. However, this term is also used for file systems created and managed by virtual disk management systems (covered in Chapter 14). To avoid confusion, memory-based file systems will be referred to strictly as pseudo-file systems. 

Process File System (PROCFS)

The  Process File System  is a memory-based file system used to provide process status and information. There is one instance of PROCFS on a system by default and it is accessible as the /proc directory. This directory contains one directory for each active process on the system. The directory name is the process ID (PID) of the process. Files under each PID directory provide status and other information about the process. The /proc directory is owned by the  root  account and has an access mode of 555 (read/execute for owner/group/other), because no user account (not even  root) should attempt to modify the files. These files are managed directly by the kernel. 

The proc Tools

Process status and other information is extracted from the /proc PROCFS

instance using the  proc tools,  which are a collection of command-line utilities. 

Stop/start capability is also provided. 

The PID of the process to be examined is specified as a command-line argument. If more than one process is to be examined, the PIDs should be separated by spaces. Table 6.6 provides a list of the proc tools. 

Table 6.6

The proc Tools

Command

Purpose

pcred

Lists process credentials (effective and real UID and GID). 

pflags

Displays tracing flags, pending and held signals, and other information. 

pfiles

Lists information on all open files. 

pldd

Lists dynamic link libraries used. 

pmap

Displays memory address space map. 

prun

Restarts the process. 

psig

Lists signal actions. 

pstack

Displays a stack trace. 

pstop

Stops the process. 

ptime

Displays time of process execution. 

ptree

Displays process tree (process and any child processes). 

pwait

Waits for process to terminate. 

pwdx

Displays current working directory. 
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Be familiar with the names and purposes of the proc tools. 

The following listing shows sample usage of some of the proc tools. They are used to examine the process (PID = 763) created by the vi /etc/passwd command executed by the dla user account (UID = 1001 and GID = 10). 

The system was accessed remotely from the wint40 system using an X

Window terminal. The user is currently located under the dla home directory (/export/home/dla). 

$ pflags 763

763:    vi /etc/passwd

data model = _ILP32  flags = PR_ORPHAN

/1:   flags = PR_PCINVAL|PR_ASLEEP 

$ pcred 763

763:    e/r/suid=1001  e/r/sgid=10

$ pfiles 763

763:    vi /etc/passwd

Current rlimit: 256 file descriptors

0: S_IFCHR mode:0620 dev:102,0 ino:429381 uid:1001 gid:7

O_RDWR

1: S_IFCHR mode:0620 dev:102,0 ino:429381 uid:1001 gid:7

O_RDWR

2: S_IFCHR mode:0620 dev:102,0 ino:429381 uid:1001 gid:7

O_RDWR

3: S_IFCHR mode:0666 dev:102,0 ino:429338 uid:0 gid:3

O_RDWR

4: S_IFREG mode:0600 dev:102,0 ino:880803 uid:1001 gid:10

O_RDWR

6: S_IFCHR mode:0620 dev:102,0 ino:429381 uid:1001 gid:7

O_RDWR

$ ptree 763

759   /usr/openwin/bin/xterm -display winnt40:0

760   sh

763   vi /etc/passwd

$ 

$ pwdx 763

763:    /export/home/dla

$ 

Temporary File System (TMPFS)

The  temporary file system  is a memory-based file system used to improve the performance of file system reads and writes (memory input/output is much faster than disk-based UFS input/output). Files in a TMPFS instance are not permanent and are lost when the file system is unmounted or the system 06 8699 ch06  11/19/02  10:07 AM  Page 141
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rebooted. Typically TMPFS is used for temporary files (such as intermediate files created when a program is compiled). This can significantly speed up activities that require creating, reading, writing, and deleting temporary files. 

The Solaris 9 operating system provides two TMPFS instances. The first is

/tmp, which can be used by any user account or process that needs to use temporary files. The /tmp directory is owned by the  root  account and has an access mode of 1777 (read/write/execute for owner/group/other with the sticky bit set). The other TMPFS instance is the /var/run directory that is used for temporary system files that are not needed across system reboots. This directory is owned by the  root  account and has an access mode of 755

(read/write/execute for owner and read/execute for group/other). 

Be sure to understand TMPFS and its use. Be familiar with the two instances automatically provided by the Solaris 9 operating system. 

Loopback File System (LOFS)

The  loopback file system  is a memory-based file system used to provide alternative pathnames to existing data. That is, the same copy of the data can be accessed using two different pathnames. Any file systems subsequently mounted in the original file system also appear in the Loopback File System. 

However, any subsequent file systems mounted in the Loopback File System do not appear in the original file system. 

Cache File System (CACHEFS)

The  cache file system  is a memory-based file system used to improve the performance of remote file systems and slow devices such as CD-ROM drives. 

This is accomplished by storing data previously read from the remote file system or slow device in the cache file system on the local system. When that data is read again, the copy in the local cache file system is used instead of accessing the data on the remote file system or slow device. 

Because the cache file system is frequently used with the Network File System (NFS), it is described in more detail in Chapter 15. 
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Summary

A  file system  is a logical collection of files and directories contained in a partition. It can be treated as a single entity when making it available for use (mounting), checking, and repairing. The three categories of file systems are disk-based, memory-based, and network-based. Hard disks are of type UFS, CD-ROMs are HSFS, DVDs are UDF, and floppy disks are PCFS. 

Files can be regular, directory, link, block special, character special, door, FIFO, or socket. 

Links can be  hard, which means they are used within the same file system, or soft (symbolic), which means they can be used across file systems. 

Pseudo-file systems are memory-based file systems and provide faster access to the data stored in them. The commonly seen pseudo-file systems are:

➤ CacheFS for local caching of data from remote file systems

➤ PROCFS for accessing information about process status and information

➤ SWAPFS for swap space

➤ TMPFS for temporary files
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Exam Prep Practice Questions

Question 1

Which of the following file systems is typically used for system commands? 

❍ A. root

❍ B. /usr

❍ C. /var

❍ D. /home

The correct answer is B. Answer A, root, is used for the kernel and device drivers. Answer C, /var, is used for logging and spooling. Answer D, /home, is used for user home directories. 

Question 2

The /tmp directory is one of two TMPFS instances typically found on a Solaris 9

system. Which of the following is the other? 

❍ A. /etc/run

❍ B. /var/run

❍ C. /etc

❍ D. /var/tmp

❍ R. / (root)

Answer B, /var/run, is correct. Answers A and D are not valid. Answers C

and E cannot be correct, because files stored in a TMPFS instance would be lost when the system was rebooted. If /etc or root were TMPFS instances, the system could not boot after being shut down. 
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Question 3

Which of the following are proc tools? [Select all that apply.]

❑ A. pstop

❑ B. pfiles

❑ C. pstart

❑ D. pwdx

❑ E. psig

❑ F. pmem

Answers A, B, D, and E are correct. The pstop command (answer A) stops the specified process(es). The pfiles command lists the file(s) opened by the specified process(es). The prun command, not the pstart command, is used to restart the specified process(es). Therefore, answer C is incorrect. The pwdx command is used to display the current working directory of the specified process(es). The psig command is used to list pending signals associated with the specified process(es). The pmap command, not the pmem command, is used to display memory usage of the specified process(es). 

Question 4

Which of the following pseudo-file systems are used to provide fast local access to files and directories? [Select all that apply.]

❑ A. TMPFS

❑ B. LOFS

❑ C. SWAPFS

❑ D. PROCFS

❑ E. CACHEFS

Answers A and E are correct. Both provide a local cache for data. A TMPFS

instance is used for temporary data that is lost when the system is shut down or rebooted. A CACHEFS instance is used for data from remote file systems or slow devices. LOFS provides alternative pathnames, therefore it is incorrect. 

SWAPFS provides system swap space, which is used to store memory contents; therefore it is incorrect. PROCFS provides information about active processes, which is also incorrect. 
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Question 5

Which of the following is the mkdir command-line argument that creates parent directories as needed? 

❍ A. -P

❍ B. -c

❍ C. -p

❍ D. -m

The correct answer is C. None of the other answers is a valid command-line argument for the mkdir command. 

Question 6

Given this list of files—abc, abc123, and 123abc—which of the following metacharacter expressions will select one or more of these files? [Select all that apply.]

❑ A. abc*

❑ B. ?*123

❑ C. *2*

❑ D. ??2*

Answers A, B, and C are correct. Answer A, abc*, will select abc and abc123. 

Answer B, ?*123, will select abc123. Answer C, *2*, will select abc123 and 123abc. Answer D, ??2*, won’t select any of the specified files because 2 does not occur as the third character. 

Question 7

Match the pseudo-file system with its use. 

A. CACHEFS

1. Temporary files

B. PROCFS

2. Alternative pathnames

C. TMPFS

3. Process information

D. LOFS

4. Local caching of data

A matches 4; B matches 3; C matches 1, and D matches 2. CACHEFS is used for locally caching data from remote file systems. PROCFS provides status and other information for active processes. TMPFS provides a storage area for fast access to temporary files. LOFS provides access to existing data using alternative pathnames. 
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Question 8

Which of the following can be used to link a file across file systems? 

❍ A. hard

❍ B. symbolic

❍ C. character special

❍ D. door

The correct answer is B. Answer A is incorrect because hard links reference a file based on its position on the current disk, so it cannot reference a file on another disk. Answers C (character special) and D (door) are types of files, not links. 
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Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, (New Riders, Indianapolis, IN, 2001)

Sun Microsystems,  System Administration Guide: Basic

 Administration. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—

 Administration Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 
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Terms You Need to Understand

✓ Physical device name

✓ Logical device name (raw and block)

✓ Instance name

✓ /etc/path_to_inst file

✓ Disk administration commands

✓ Disk label (volume table of contents or VTOC)

✓ Partitions and the partition table

✓ File system administration commands

Concepts You Need to Master

✓ Displaying physical, logical, and instance names

✓ Partitioning disks

✓ Displaying the partition table

✓ Using raw and block logical device names

✓ Using the format command
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Introduction

This chapter starts with a discussion of the naming conventions for disk drives. This is followed by a discussion of disk administration, which covers formatting and partitioning disks. Finally, the chapter covers file system administration, which involves creating, checking, and mounting file systems along with monitoring their use. 

Disk Device Names

Disks, like other devices in the Solaris 9 operating system, can be referenced using three naming conventions:

➤ Physical device name

➤ Logical device name

➤ Instance name

Physical Device Names

When the system is booted, the kernel builds a device hierarchy, referred to as the  device tree, to represent the devices attached to the system. This tree is a hierarchy of interconnected buses with the devices attached to the buses as nodes. The root node is the main physical address bus. 

Each device node can have attributes such as properties, methods, and data. 

In addition, each node typically has a parent node and might have children nodes. A node with children is typically another bus, whereas a node without children is a device attached to a bus. 

The   full device pathname  identifies a device in terms of its location in the device tree by identifying a series of  node names  separated by slashes with the root indicated by a leading slash. Each node name in the full device pathname has the following form:

 driver-name@unit-address:device arguments

 driver-name  identifies the device name,  @unit-address  is the physical address of the device in the address space of the parent, and  :device arguments  is used to define additional information regarding the device software. For example, the following full device address represents a slice (or partition) of a Small Computer System Interface (SCSI) disk drive on a SPARC system:

/sbus@1f,0/esp@0,4000/sd@3,0:a
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This identifies a device attached to the sbus with a main system bus address of 1f,0; an esp device (SCSI bus) attached at SBus slot 0, offset 4000; and an sd device (SCSI disk) with a SCSI bus target of 3, a logical unit of 0, and an argument of a, which represents slice  a  of the disk. 

These full device pathnames are located under the /devices directory and are referred to as physical device names. Although these physical names define the exact location of devices within the system, they are difficult to remember and use, and usually are not directly used. 

Logical Device Names

Another naming convention that is easier to use is logical device names. 

Logical device names are used to identify disk, tape, and CD-ROM devices and provide either  raw access (one character at a time) or  block access (via a buffer for accessing large blocks of data). 

All logical device names reside under the /dev directory, and the dsk subdirectory identifies the device as a block disk device (the rdsk subdirectory indicates a raw disk device). 

The logical name of SCSI disk devices on a SPARC system identifies the SCSI controller (bus), SCSI target (location on bus), drive (almost always 0), and slice (partition), as shown in the following logical device name:

/dev/dsk/c0t3d0s4

This block disk device is addressed as SCSI controller 0, SCSI bus target 3, drive 0, and slice (partition) 4. Note the similarities (and differences) between this logical device name and its physical device name, as described in the previous section. Devices that have direct controllers as opposed to bus-oriented controllers (such as IDE drives) do not include the t# (bus target) portion of the logical device name. 

Some commands require using raw (character) device names (/dev/rdsk/*). 

These include format(1M), used to format a disk, newfs(1M), used to create a file system, and fsck(1M), used to check a file system. Other commands require using block device names (/dev/dsk). These include mount(1M), used to make a file system available, and df(1M), used to display free file system space. A few commands, such as prtvtoc(1M), accept either raw or block logical device names. 

Of the three types of disk device names used in the Solaris environment, logical devices names are used most frequently. 
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Instance Names

 Instance names  are abbreviated names that are mapped to or associated with the physical device names of devices. These names allow devices to be quickly and easily identified without requiring the use of the long and typically complicated physical device names. An instance name typically consists of a short driver binding name, such as sd, and an instance number. For example, sd0 could be the instance name of the first SCSI disk and fd0 could be the instance name of the first floppy disk drive. 

The mapping of physical device names (also known as  full device pathnames) with instance names is accomplished using the /etc/path_to_inst file. This file is rebuilt automatically when the system is reconfigured. A system is reconfigured by using the touch /reconfigure command and rebooting or by using the boot -r command. The format of the /etc/path_to_inst file consists of three fields separated by tab or space characters. These fields are described in Table 7.1. 

Table 7.1

Fields of the /etc/path_to_inst File

Field

Description

Physical Name

Full physical device name or full path device name

Instance Number

The unique number (typically starting with 0)

Driver Binding Name

Name assigned to the device driver

The following listing shows the /etc/path_to_inst file for the Solaris 9

operating system on a Sparc 20. 

#

#    Caution! This file contains critical kernel state

#

“/iommu@f,e0000000” 0 “iommu” 

“/iommu@f,e0000000/sbus@f,e0001000” 0 “sbus” 

“/iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000” 0 “dma” 

“/iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000/esp@f, 

➥800000” 0 “esp” 

“/iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000/esp@f, 

➥800000/st@5,0” 5 “st” 

“/iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000/esp@f, 

➥800000/st@4,0” 4 “st” 

“/iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000/esp@f, 

➥800000/st@6,0” 6 “st” 

“/iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000/esp@f, 

➥800000/st@1,0” 1 “st” 

“/iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000/esp@f, 

➥800000/st@0,0” 0 “st” 

“/iommu@f,e0000000/sbus@f,e0001000/sbusmem@e,0” 4 “sbusmem” 

“/iommu@f,e0000000/sbus@f,e0001000/sbusmem@f,0” 5 “sbusmem” 

“/iommu@f,e0000000/sbus@f,e0001000/cgsix@2,0” 0 “cgsix” 
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“/iommu@f,e0000000/sbus@f,e0001000/sbusmem@0,0” 0 “sbusmem” 

“/iommu@f,e0000000/sbus@f,e0001000/sbusmem@1,0” 1 “sbusmem” 

“/iommu@f,e0000000/sbus@f,e0001000/sbusmem@2,0” 2 “sbusmem” 

“/iommu@f,e0000000/sbus@f,e0001000/sbusmem@3,0” 3 “sbusmem” 

“/iommu@f,e0000000/sbus@f,e0001000/ledma@f,400010” 0 “ledma” 

“/iommu@f,e0000000/sbus@f,e0001000/ledma@f,400010/le@f, 

➥c00000” 0 “le” 

“/iommu@f,e0000000/sbus@f,e0001000/SUNW,bpp@f,4800000” 0 “bpp” 

“/iommu@f,e0000000/sbus@f,e0001000/SUNW,DBRIe@e,10000” 0 “dbri” 

“/obio” 0 “obio” 

“/obio/SUNW,fdtwo@0,700000” 0 “fd” 

“/obio/zs@0,100000” 0 “zs” 

“/obio/zs@0,0” 1 “zs” 

“/SUNW,sx@f,80000000” 0 “sx” 

“/options” 0 “options” 

“/scsi_vhci” 0 “scsi_vhci” 

“/pseudo” 0 “pseudo” 

The devfsadm and devfsadmd Commands

The  devfsadm(1M) command and its daemon version, devfsadmd(1M), are used to maintain the /dev/ and /devices directories. As device drivers are loaded into the kernel, the devfsadm program creates the appropriate

/devices special files and /dev links to provide access to the devices. The devfsadmd program is started during the later stages of the system boot and handles any /devices and /dev modifications required to support reconfigurations and hot-plugging (dynamic reconfiguration) activities. The devfsadm also maintains the path_to_inst file. The devfsadm command can be used to manually manage the /dev and /devices, as required. 

Determining Disk Device Names

Several commands can be used to identify disk device names. These include the following:

➤ df(1M)

➤ dmesg(1M)

➤ format(1M)

➤ mount(1M)

➤ prtconf(1M)

➤ sysdef(1M)
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The df Command

The df command lists free blocks (available storage space) and files (number of additional files that can be created) on a file-system basis. The file systems are identified using logical block disk device names, as shown in the following listing:

$ df

/           (/dev/dsk/c0t1d0s0): 1554262 blocks 20690 files

/proc       (/proc            ):       0 blocks  1521 files

/etc/mnttab (mnttab           ):       0 blocks     0 files

/dev/fd     (fd               ):       0 blocks     0 files

/var/run    (swap             ): 1194672 blocks 15667 files

/tmp        (swap             ): 1194672 blocks 15667 files

$

The dmesg Command

The dmesg command collects and displays diagnostic messages from the syslog (typically /var/adm/messages). These messages are generated during system boot and use instance names (and physical names) to identify devices. 

The following listing shows a partial output from the dmesg command:

# dmesg

Jul 21 17:56:02 solaris9 genunix: [ID 540533 kern.notice]

➥ SunOS Release 5.9 Version Beta_Refresh 32-bit

Jul 21 17:56:02 solaris9 genunix: [ID 913631 kern.notice]

➥ Copyright 1983-2001 Sun Microsystems, Inc.  All rights

➥ reserved. 

Jul 21 17:56:02 solaris9 genunix: [ID 678236 kern.info]

➥ Ethernet address = 8:0:20:23:1c:54

Jul 21 17:56:02 solaris9 unix: [ID 107659 kern.info]

➥ pac: enabled - SuperSPARC

Jul 21 17:56:02 solaris9 unix: [ID 168242 kern.info] 

➥ mem = 163840K (0xa000000)

Jul 21 17:56:02 solaris9 unix: [ID 314941 kern.info] 

➥ avail mem = 157388800

Jul 21 17:56:02 solaris9 rootnex: [ID 466748 kern.info] 

➥ root nexus = SUNW,SPARCstation-20

Jul 21 17:56:02 solaris9 rootnex: [ID 349649 kern.info] 

➥ iommu0 at root: obio 0xe0000000

Jul 21 17:56:02 solaris9 iommu: [ID 349649 kern.info] 

➥ sbus0 at iommu0: obio 0xe0001000

Jul 21 17:56:02 solaris9 sbus: [ID 349649 kern.info] 

➥ dma0 at sbus0: SBus slot f 0x400000

Jul 21 17:56:02 solaris9 genunix: [ID 936769 kern.info] 

➥ dma0 is /iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000

The format Command

The format command supports menu selection of disk devices. Both logical device names (minus the /dev/rdsk prefix) and physical device names are displayed, as shown in the following:

# format

Searching for disks...done

AVAILABLE DISK SELECTIONS:
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0. c0t1d0 <SUN2.1G cyl 2733 alt 2 hd 19 sec 80> 

/iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000/

➥esp@f,800000/sd@1,0

1. c0t2d0 <SUN2.1G cyl 2733 alt 2 hd 19 sec 80> 

/iommu@f,e0000000/sbus@f,e0001000/espdma@f,400000/

➥esp@f,800000/sd@2,0

2. c0t3d0 <SUN1.05 cyl 2036 alt 2 hd 14 sec 72>  tokyo

/iommu@f,e0000000/sbus@f,e0001000/espdma@f, 

➥400000/esp@f,800000/sd@3,0

Specify disk (enter its number):

Note that in the case of the format command, the logical device name does not include the slice/partition portion, because this information is not required to identify the disk drive. 

The mount Command

The mount command lists mounted file systems. The file systems are identified using logical block disk device names, as shown in the following listing:

# mount

/ on /dev/dsk/c0t1d0s0 on Wed Jul 24 14:24:21 2002

/proc on /proc on Wed Jul 24 14:19:10 2002

/etc/mnttab on mnttab on Wed Jul 24 14:19:10 2002

/dev/fd on fd on Wed Jul 24 14:24:24 2002

/var/run on swap on Wed Jul 24 14:24:27 2002

/tmp on swap on Wed Jul 24 14:24:32 2002

#

The prtconf Command

The prtconf command displays system configuration information. Devices are identified using the driver binding name and instance number, which compose the instance name. The following listing shows the output from the prtconf command on a SPARCStation 20 Solaris 9 system:

# prtconf

System Configuration:  Sun Microsystems  sun4m

Memory size: 160 Megabytes

System Peripherals (Software Nodes):

SUNW,SPARCstation-20

packages (driver not attached)

disk-label (driver not attached)

deblocker (driver not attached)

obp-tftp (driver not attached)

options, instance #0

aliases (driver not attached)

openprom (driver not attached)

iommu, instance #0

sbus, instance #0

espdma, instance #0

esp, instance #0

sd (driver not attached)

st (driver not attached)

sd, instance #0 (driver not attached)

sd, instance #1
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sd, instance #2

sd, instance #3

sd, instance #4 (driver not attached)

sd, instance #5 (driver not attached)

sd, instance #6

ledma, instance #0

le, instance #0

SUNW,bpp (driver not attached)

SUNW,DBRIe (driver not attached)

csfour (driver not attached)

cgsix, instance #0

obio, instance #0

zs, instance #0

zs, instance #1

eeprom (driver not attached)

counter (driver not attached)

interrupt (driver not attached)

SUNW,fdtwo, instance #0

auxio (driver not attached)

power (driver not attached)

memory (driver not attached)

virtual-memory (driver not attached)

eccmemctl (driver not attached)

SUNW,sx (driver not attached)

TI,TMS390Z50 (driver not attached)

pseudo, instance #0

The sysdef Command

The  sysdef command displays the system configuration or definition that lists all hardware devices, including pseudo- and system devices, loadable modules, and tunable kernel parameters. Like the prtconf command, devices are identified using the driver binding name and instance number, which compose the instance name. The following listing shows the partial output of the sysdef command:

# sysdef

** Hostid*  72378a53** sun4m Configuration*** Devices*packages (driver not attached)    disk-label (driver not attached)    deblocker (driver not attached)    obp-tftp (driver not attached)options, instance #0

aliases (driver not attached)

openprom (driver not attached)

iommu, instance #0

sbus, instance #0

espdma, instance #0

esp, instance #0

sd (driver not attached)

st (driver not attached)

sd, instance #0 (driver not attached)

sd, instance #1

sd, instance #2

sd, instance #3

sd, instance #4 (driver not attached)

sd, instance #5 (driver not attached)

sd, instance #6

ledma, instance #0

le, instance #0

SUNW,bpp (driver not attached)
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SUNW,DBRIe (driver not attached)

csfour (driver not attached)

cgsix, instance #0

obio, instance #0

zs, instance #0

zs, instance #1

eeprom (driver not attached)

counter (driver not attached)

interrupt (driver not attached)

SUNW,fdtwo, instance #0

auxio (driver not attached)

power (driver not attached)

memory (driver not attached)

virtual-memory (driver not attached)

eccmemctl (driver not attached)

SUNW,sx (driver not attached)

TI,TMS390Z50 (driver not attached)

Hot-Plugging and Dynamic

Reconfiguration

Adding, removing, or replacing system components such as SCSI drives typically requires that the system be shut down, the components changed, and then the system reconfigured during the next system boot.  Hot-plugging  allows these types of hardware system components to be changed without shutting down the system.  Dynamic Reconfiguration  supports hot-plugging by allowing the system to recognize the new hardware (or even software) configuration. 

Not all SCSI and PCI devices are hot-plugging capable. It is a feature of the latest generation of system components and associated device drivers that support high availability computer configurations. Also keep in mind that not all devices that are hot-plugging capable are supported in the Solaris environment. 

The cfgadm(1M) command provides the dynamic reconfiguration capability in the Solaris 9 environment. This command can be used to change system component configurations, test system components, and display system component status. The cfgadm command supports hot-plugging SCSI devices on SPARC and Intel-compatible platforms and PCI adapter cards on Intel-compatible platforms. 

The components in the system that support hot-plugging and require dynamic reconfiguration are referred to as  attachment points. An attachment point consists of an  occupant (a device that can be added or removed from the system) and a  receptacle (a location such as a slot or connector that accepts the occupant). Receptacles have three states:

➤  empty: No occupant
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➤  disconnected: Occupant is isolated from the system (typically used for testing occupant or when occupant is unconfigured)

➤  connected: Occupant is configured and accessible by the system (the occupant is configured; this is the normal state)

Occupants are typically in the  unconfigured  state or in the  configured  state. 

Configured is the normal operational state. 

The overall status condition of the attachment point (receptacle and occupant) can be ok, failing, failed, unusable, or unknown. The status condition of an attachment point is the result of errors that occur during operation or diagnostic tests that run to identify and isolate faulty components. 

Hot-Plugging SCSI Controllers and Devices

The  cfgadm command is used to display information about hot-plugging configurations, to connect and disconnect SCSI controllers, and to configure or unconfigure SCSI devices. 

Attachment points are represented using  attachment point IDs (AP_Ids). For example, SCSI controllers are represented using IDs such as c0 and  c1. A SCSI device such as disk /dev/dsk/c1t3d0 that is attached to controller c1

has an AP_Id of c1::dsk/c1t3d0, whereas a tape drive such as /dev/rmt/0

attached to controller c0 has an AP_Id of  c0::rmt/0. Refer to the cfgadm(1M) manual page for more information on attachment point IDs. 

The -al command-line argument can be used to display information about SCSI controllers and devices. The following cfgadm command can be used to display this information:

# cfgadm -al

AP_Id           Type      Receptacle  Occupant     Condition

c0              scsi-bus  connected   configured   unknown

c0::rmt/0       tape      connected   configured   unknown

c1              scsi-bus  connected   configured   unknown

c1::dsk/c1t3d0  disk      connected   configured   unknown

#

A SCSI controller can be disconnected using the cfgadm -c disconnect AP_Id  command. For example, to disconnect the c1 controller, use the following command:

# cfgadm -c disconnect c1

#

Likewise, to connect the c1 controller, use the following command:

# cfgadm -c connect c1

#
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Adding a SCSI device (such as a disk) uses the cfgadm -x insert_device AP_Id  command. For example, the following shows you how to add a disk to the c0 controller on an SPARC system:

# cfgadm -x insert_device c0

Adding device to SCSI HBA: /devices/sbus@1f,0/

➥SUNW:fas@0,8800000

This operation will suspend activity on SCSI bus: c0

Continue (yes/no)? y

SCSI bus quiesced successfully. 

It is now safe to proceed with hotplug operation. 

Enter y if operation is complete or n to abort (yes/no)? y

#

Similar  cfgadm commands can be used to replace (cfgadm -x

replace_device   AP_Id) or remove (cfgadm -x remove_device  AP_Id) devices. SCSI devices can also be configured (cfgadm -c configure  AP_Id) or unconfigured (cfgadm -c unconfigure  AP_Id) as needed. Finally, diagnostic tests can be performed on an attachment point using the cfgadm -t AP_Id  command. 

Disk Administration

The Solaris 9 operating system requires that disk drives support a logical structure in order to access and use the storage space on the disk. The logical structure consists of a small  disk label, also called a  volume table of contents (VTOC), with the remainder of the disk being divided into  slices  or  partitions. 

Once a partition is defined, a file system can be created within the partition. 

The physical and logical device name associated with a file system is actually the name of the partition in which it resides. 

The Disk Label, or VTOC

The disk label, or VTOC, contains the volume name and various geometry data about the disk, such as sectors per track, tracks per cylinder, available cylinders, and so on. In addition, the disk label contains the  partition table. 

Partitions

A partition, or disk slice, is a contiguous collection of disk sectors as defined by the partition table. Once a partition is defined in the partition table, a file system can be created within the partition. The partition table contains an entry for each partition on the disk. Table 7.2 describes the fields of the partition table. 
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Table 7.2

Fields of the Partition Table

Field

Description

Partition Name

Single hexadecimal character used as a name for the partition 

(0 through f)

Tag

Intended use of the partition—obsolete (see Table 7.3)

Flags

A value of 1 indicates that the partition is not mountable; a value of 10 indicates that the partition is read-only—obsolete

First Sector

Number of the first sector in the partition

Sector Count

Number of sectors in the partition

Last Sector

Number of the last sector assigned to the partition

Mount Directory

The directory where the partition (actually file system) was last mounted

When partitions are defined, they can be assigned a hexadecimal tag that identifies the intended use of the partition. These tags can be used during system maintenance to quickly identify and select partitions. The tags are stored in the tag field of the partition table. Table 7.3 provides a list of partition tags. 

Table 7.3

Partition Tags

Partition Type

Tag Value

unassigned

0

boot

1

root

2

swap

3

usr

4

backup

5

stand

6

var

7

home

8

altsctr

9

cache

a

The partition table can be created using the format or  fmthard(1M) command. It can be displayed using the format or prtvtoc(1M) command. 

Once the partition table has been populated with the appropriate information (the disk partitions have been defined), file systems can be created within the partitions; however, not all partitions are intended to hold a file system. 
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Using the format Command to Partition a Disk

The format command can be used to create or modify a partition table. After selecting a disk, the FORMAT MENU is displayed. From this menu, select partition to display the PARTITION MENU, as shown in the following listing: PARTITION MENU:

0      - changè0’ partition

1      - changè1’ partition

2      - changè2’ partition

3      - changè3’ partition

4      - changè4’ partition

5      - changè5’ partition

6      - changè6’ partition

7      - changè7’ partition

select - select a predefined table

modify - modify a predefined partition table

name   - name the current table

print  - display the current table

label  - write partition map and label to the disk

!<cmd> - execute <cmd>, then return

quit

Existing partitions can be modified by selecting the partition number (0

through 7) and then entering tag, flags, starting cylinder, and a partition size in bytes or cylinders. A predefined table can be selected and used. 

Alternatively, an existing partition table can be used as a starting point to create a custom table. Custom tables can be saved using the SAVE item of the FORMAT MENU. 

Using the prtvtoc Command to Display the VTOC

The prtvtoc command is used to display the VTOC of a physical disk drive. 

In addition to displaying the partition table, it also displays the disk geometry. The following listing shows the output of the prtvtoc command:

# prtvtoc /dev/dsk/c0t1d0s0

* /dev/dsk/c0t1d0s0 partition map

*

* Dimensions:

*     512 bytes/sector

*      80 sectors/track

*      19 tracks/cylinder

*    1520 sectors/cylinder

*    3500 cylinders

*    2733 accessible cylinders

*

* Flags:

*   1: unmountable

*  10: read-only

*

*                      Firs   Sector Last

* Partition Tag Flags Sector  Count  Sector Mount Directory

0     2   00        0 4093360 4093359  /

2     5   00        0 4154160 4154159

7     8   00  4093360   60800 4154159  /export/home

#
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The format Command

The  format(1M) command supports the ability to format, analyze, repair, label, and partition disk drives. The format command provides an interactive menu from which you can select subcommands and submenus. Table 7.4

describes these format subcommands and menus. 

Table 7.4

Subcommands and Submenus of the format Command

Subcommand/Submenu

Description

disk

Selects a disk. 

type

Defines a disk type. 

partition

Creates/modifies a partition table for the selected disk (sub-

menu). 

current

Displays information about the selected disk. 

format

Formats and analyzes the selected disk. 

fdisk

Runs the fdisk(1M) program for the selected disk (Intel-

compatible only). 

repair

Repairs a defective sector on the selected disk. 

show

Translates a disk address (Intel-compatible only). 

label

Writes a label to the selected disk. 

analyze

Performs surface analysis on the selected disk (submenu). 

defect

Displays defect lists for the selected disk (submenu). 

backup

Searches for backup labels. 

verify

Displays the label for the selected disk. 

save

Saves new disk/partition definitions. 

inquiry

Displays vendor, model, and revision of the selected disk

(SPARC only). 

volname

Defines an eight-character volume name for the selected

disk. 

!  cmd

Executes  cmd  using the user’s shell, and then returns to the format command. 

quit

Exits the format command. 

When the format command is started, the available disk drives are listed and the user is required to select one of the drives. The  format>  string is used as a command prompt. The following listing shows the format command:

# format

Searching for disks...done

AVAILABLE DISK SELECTIONS:

0. c0t1d0 <SUN2.1G cyl 2733 alt 2 hd 19 sec 80> 
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/iommu@f,e0000000/sbus@f,e0001000/espdma@f, 

➥400000/esp@f,800000/sd@1,0

1. c0t2d0 <SUN2.1G cyl 2733 alt 2 hd 19 sec 80> 

/iommu@f,e0000000/sbus@f,e0001000/espdma@f, 

➥400000/esp@f,800000/sd@2,0

2. c0t3d0 <SUN1.05 cyl 2036 alt 2 hd 14 sec 72>  tokyo

/iommu@f,e0000000/sbus@f,e0001000/espdma@f, 

➥400000/esp@f,800000/sd@3,0

Specify disk (enter its number): 0

selecting c0t1d0

[disk formatted]

Warning: Current Disk has mounted partitions. 

FORMAT MENU:

disk       - select a disk

type       - select (define) a disk type

partition  - select (define) a partition table

current    - describe the current disk

format     - format and analyze the disk

repair     - repair a defective sector

label      - write label to the disk

analyze    - surface analysis

defect     - defect list management

backup     - search for backup labels

verify     - read and display labels

save       - save new disk/partition definitions

inquiry    - show vendor, product and revision

volname    - set 8-character volume name

!<cmd>     - execute <cmd>, then return

quit

Basic understanding and general use of the format command is a test objective. Be familiar with the format subcommands and submenus along with their uses. 

The following listing shows you how to use several of the format subcommands—namely, disk, volname, verify, and current. Consult the format(1M) manual page for more information. 

format> disk

AVAILABLE DISK SELECTIONS:

0. c0t1d0 <SUN2.1G cyl 2733 alt 2 hd 19 sec 80> 

/iommu@f,e0000000/sbus@f,e0001000/espdma@f, 

➥400000/esp@f,800000/sd@1,0

1. c0t2d0 <SUN2.1G cyl 2733 alt 2 hd 19 sec 80> 

/iommu@f,e0000000/sbus@f,e0001000/espdma@f, 

➥400000/esp@f,800000/sd@2,0

2. c0t3d0 <SUN1.05 cyl 2036 alt 2 hd 14 sec 72>  tokyo

/iommu@f,e0000000/sbus@f,e0001000/espdma@f, 

➥400000/esp@f,800000/sd@3,0

Specify disk (enter its number)[0]: 1

selecting c0t2d0

[disk formatted]

format> volname

Enter 8-character volume name (remember quotes)[“”]:solaris

Ready to label disk, continue? y

format> verify
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Primary label contents:

Volume name = <solaris> 

ascii name  = <SUN2.1G cyl 2733 alt 2 hd 19 sec 80> 

pcyl        = 3500

ncyl        = 2733

acyl        =    2

nhead       =   19

nsect       =   80

Part      Tag  Flag Cylinders  Size      Blocks

0       root  wm    0           0      0

1       swap  wu    0           0      0

2     backup  wu    0 - 2732    1.98GB 4154160

3 unassigned  wm    0 -  404  300.59MB  615600

4 unassigned  wm  405 -  809  300.59MB  615600

5 unassigned  wm  810 - 1348  400.04MB  819280

6        usr  wm 1349 - 1384   26.72MB   54720

7 unassigned  wm 1385 - 2732 1000.47MB 2048960

format> current

Current Disk = c0t2d0: solaris9

<SUN2.1G cyl 2733 alt 2 hd 19 sec 80> 

/iommu@f,e0000000/sbus@f,e0001000/espdma@f, 

➥400000/esp@f,800000/sd@2,0

format> 

The partition submenu

Of the three format submenus (partition, analyze, and defect), partition is the most frequently used. The partition submenu can be used to not only view and modify the partition table of the selected disk, but it can also be used to create new partition tables. 

Basic understanding and general use of the format partition submenu is a test objective. Be familiar with the partition submenu commands and their intended uses. 

Table 7.5 describes the subcommands available on the partition submenu. 

Table 7.5

Subcommands of the format Partition Submenu

Subcommand

Description

0-7

Modifies the tag, flags, starting cylinder, and size associated with partitions 0 through 7. 

select

Selects a partition table. 

modify

Modifies a partition table. Starts with the current partition table or all disk space in an unassigned partition (free hog). 

name

Assigns a name to the current partition table. 

 (continued)
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Table 7.5

Subcommands of the format Partition Submenu  (continued)

Subcommand

Description

print

Displays the current partition table. 

label

Writes the current partition table and label to disk. 

!  cmd

Executes  cmd  using the user’s shell, and then returns to the format command. 

quit

Returns to the format menu. 

The following listing shows you how to use the partition submenu to name the partition table, select a partition table, and display the current table. 

format> partition

PARTITION MENU:

0      - changè0’ partition

1      - changè1’ partition

2      - changè2’ partition

3      - changè3’ partition

4      - changè4’ partition

5      - changè5’ partition

6      - changè6’ partition

7      - changè7’ partition

select - select a predefined table

modify - modify a predefined partition table

name   - name the current table

print  - display the current table

label  - write partition map and label to the disk

!<cmd> - execute <cmd>, then return

quit

partition> name

Enter table name (remember quotes): solaris9

partition> select

0. SUN2.1G

1. original

2. solaris9

Specify table (enter its number)[2]: 2

partition> print

Volume:  solaris9

Current partition table (solaris9):

Total disk cylinders available: 2733 

Part      Tag  Flag Cylinders  Size     Blocks

0       root wm    0           0            0

1       swap wu    0           0            0

2     backup wu    0 - 2732    1.98GB 4154160

3 unassigned wm    0 -  404  300.59MB  615600

4 unassigned wm  405 -  809  300.59MB  615600

5 unassigned wm  810 - 1348  400.04MB  819280

6        usr wm 1349 - 1384   26.72MB   54720

7 unassigned wm 1385 - 2732 1000.47MB 2048960

partition> 
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Keep in mind that if the volume name is changed using the volname command or the partition table is changed using the partition submenu, such changes need to be written to the disk label using the label command. 

File System Administration

Once a disk is formatted and partitioned, file systems can be created. For disk drives, only the UFS file system can be created. Once a file system has been created, it can be mounted, unmounted, checked, and repaired. 

Creating UFS File Systems

The mkfs(1M), mkfs_ufs(1M), and newfs(1M) commands can be used to create a UFS file system. The mkfs_ufs command is typically not used directly. 

It is called by the mkfs command when it is used to create a UFS file system. 

The newfs command is the preferred method for creating a UFS file system, because it provides a user-friendly interface to the mkfs command. 

The newfs command calculates the appropriate parameters and calls the mkfs command to create the file system. Command-line arguments can be specified to override the calculated parameters. The only required command-line argument is the raw logical device name of the partition in which the file system should be created. The following listing shows using the newfs command to create a UFS in a 1GB partition. The -v command-line argument is   verbose mode, which causes the newfs command to display its actions, as shown in the following:

# newfs -v /dev/rdsk/c0t2d0s4

newfs: /dev/rdsk/c0t2d0s4 last mounted as /mnt

➥ newfs: construct a new file system

➥ /dev/rdsk/c0t2d0s4: (y/n)? y

mkfs -F ufs /dev/rdsk/c0t2d0s4 615600 80 19 8192 1024 16

➥ 10 90 2048 t 0 -1 8 15/

dev/rdsk/c0t2d0s4:     615600 sectors in 405 cylinders

➥ of 19 tracks, 80 sectors

300.6MB in 26 cyl groups (16 c/g, 11.88MB/g, 

➥ 5696 i/g)

super-block backups (for fsck -F ufs -o b=#) at:

32, 24432, 48832, 73232, 97632, 122032, 146432, 170832, 

➥ 195232, 219632, 

244032, 268432, 292832, 317232, 341632, 366032, 390432, 

➥ 414832, 439232, 

463632, 488032, 512432, 536832, 561232, 585632, 610032, 

#
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created. The -v  command-line argument is used to preview the file system parameters. Also most of the mkfs command-line arguments can be specified as newfs command-line arguments. If any of these parameters are specified, they will override any calculated parameters and be passed to the mkfs command. See the newfs(1M) manual page for details. 

If using the mkfs command directly, the -F command-line argument should be included to identify the type of file system to create. If not specified, the file system type listed in the /etc/default/fs file is used by default. The default type for local (disk-based) file systems is UFS. Additional parameters, such as block size and disk geometry (sectors per track, tracks per cylinder, and so on), can also be specified. 

The commands used to create file systems expect raw (character) logical device names. In addition, the only type of disk-based file system that can be created on a standard Solaris 9 operating system is UFS. However, when a floppy disk is formatted, the PCFS is created on the disk automatically, because the PCFS format is the same as the DOS disk format. 

Checking and Repairing File Systems

File systems are damaged when the data that defines the file systems is corrupted. This can be caused by either software errors or failures of the underlying physical disk hardware. The fsck(1M) command checks (audits) the logical consistency of a file system and attempts to make the repairs necessary to eliminate any inconsistency. The fsck command checks the superblock, cylinder group blocks, inodes, indirect blocks, and data blocks. 

The fsck command is typically executed when a file system is mounted automatically as part of system boot. It can also be executed manually on one or more file systems. Only unmounted file systems should be checked and repaired, because changes can affect programs accessing the file system, in turn causing even more damage. One or more raw logical device names (partitions) can be specified as command-line arguments. Like the mkfs command, the -F command-line argument should be used to specify the type of file system being checked. The following listing shows the fsck command checking the 1GB file system previously created:

# fsck -F ufs /dev/rdsk/c0t2d0s4

** /dev/rdsk/c0t2d0s4

** Last Mounted on

** Phase 1 - Check Blocks and Sizes

** Phase 2 - Check Pathnames

** Phase 3 - Check Connectivity

** Phase 4 - Check Reference Counts

** Phase 5 - Check Cyl groups

2 files, 9 used, 288846 free 

#
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If the -F command-line argument is not specified, the type of file system defined in the /etc/default/fs file is used by default. In addition, if no partitions (raw logical device names) are specified, all the file systems listed in the /etc/vfstab file are checked. 

Like the commands used to create file systems, the fsck command requires the use of raw logical device names. The fsck command can be used to check and repair CacheFS, Universal Disk Format (UDF), and UFS file systems. 

The superblock stores summary information about the file system and it is the most frequently corrupted component. Fortunately, alternative superblocks are configured when a file system is created using the newfs command. To replace a corrupted superblock, first use the newfs command with the -N command-line argument to display the alternative superblocks. Then, use the -o b= block  option of the fsck command to specify the alternative superblock. If for some reason you cannot run newfs to locate alternative superblocks, try block  32,  because it is typically the first alternative superblock in a UFS file system. The following listing shows this procedure. 

# newfs -N /dev/rdsk/c0t2d0s4

/dev/rdsk/c0t2d0s4:     615600 sectors in 405 cylinders

➥ of 19 tracks, 80 sectors

300.6MB in 26 cyl groups (16 c/g, 11.88MB/g, 

➥ 5696 i/g)

super-block backups (for fsck -F ufs -o b=#) at:

32, 24432, 48832, 73232, 97632, 122032, 146432, 170832, 

➥ 195232, 219632, 

244032, 268432, 292832, 317232, 341632, 366032, 390432, 

➥ 414832, 439232, 

463632, 488032, 512432, 536832, 561232, 585632, 610032, 

# fsck -F ufs -o b=32 /dev/rdsk/c0t2d0s4

Alternate super block location: 32. 

** /dev/rdsk/c0t2d0s4

** Last Mounted on

** Phase 1 - Check Blocks and Sizes

** Phase 2 - Check Pathnames

** Phase 3 - Check Connectivity

** Phase 4 - Check Reference Counts

** Phase 5 - Check Cyl groups

2 files, 9 used, 288846 free 

***** FILE SYSTEM WAS MODIFIED *****

#
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Mounting and Unmounting File Systems

File systems are made accessible using the mount(1M) command. This command associates the file system with a subdirectory (called the  mount point) of a currently mounted file system. 

The mount command is typically called with two command-line arguments: a logical block device name (partition) associated with a file system and a mount point where the file system should be mounted. In addition, the -F

command-line can be specified to identify the type of file system being mounted. Mounted file systems are listed in the /etc/mnttab file (unless the

-m command-line argument is specified). If the mount command is used with no command-line arguments, all mounted file systems listed in the

/etc/mnttab file are displayed. 

The  mount command supports several options specified as command-line arguments. One significant option is UFS large file support. By default, UFS

file systems support large files (greater than 2GB). This is the same as specifying -o largefiles as a command-line argument. To disable large file support, specify -o nolargefiles as a command-line argument to the mount command. If this option is specified and a large file exists on the file system, the mount will fail. 

Table 7.6 lists the commonly used command-line arguments for the mount command. 

Table 7.6

Selected mount Command-Line Arguments

Argument

Use

-F  type

Specify the type of file system (NFS, UFS, and so on)

-m

Mount file system without making entry in /etc/mnttab. 

-o

Specify file system-specific options. 

-p

List mounted file systems (abbreviated listing). 

-r

Mount the file system read-only. 

-v

List mounted file system (verbose listing). 

Multiple file system-specific options (-o) can be specified separated by commas. Some of the frequently used UFS options are:

➤ atime—Use normal access time recording (default). 

➤ intr—Allow keyboard interrupts to kill processes waiting on file system I/O (default). 

➤ largefiles—Allow files larger than 2GB (default). 
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➤ noatime—Reduce file system activity by not updating file access times. 

➤ nointr—Do not allow keyboard interrupts to kill processes waiting on file system I/O. 

➤ nolargefiles—Do not allow files larger than 2GB. If any exist in the file system, the mount will fail. 

➤ nosuid—Disallow setuid execution on files. 

➤ suid—Allow setuid execution on files (default). 

The following (abbreviated) listing shows the use of the mount command:

# mount -F ufs -o nolargefiles,noatime

➥ /dev/dsk/c0t2d0s4 /usr2

# mount

/usr2 on /dev/dsk/c0t2d0s4

➥read/write/nolargefiles/noatime on Fri Aug  2 12:44:18 2002

#

Unlike the other file system commands, the mount command requires a logical block device name of a partition in which the file system resides. 

The umount(1M) command is used to unmount a file system. The file system cannot be unmounted if it is busy (for example, when a program that resides on the file system is being executed or if the current directory of a logged-in user account is within the file system). Either the logical block device name or the mount point can be specified as a command-line argument. 

The mountall(1M) command is used to mount all file systems listed in the

/etc/vfstab file. This file is also used to determine the file systems to automatically mount during system boot. You can add or remove file systems in the /etc/vfstab file by using any standard text editor. The following code shows the contents of an /etc/vfstab file:

fd                 -                 /dev/fd fd    - no  -

/proc              -                 /proc   proc  - no  -

/dev/dsk/c0t3d0s1  -                 -       swap  - no  -

/dev/dsk/c0t1d0s0 /dev/rdsk/c0t1d0s0 /       ufs   1 no  -

/dev/dsk/c0t1d0s7 /dev/rdsk/c0t1d0s7 /home   ufs   2 yes -

swap              -                  /tmp    tmpfs - yes -

$

Table 7.7 lists the (tab-separated) fields of an entry in the /etc/vfstab file. A hyphen (-) is used to indicate no entry in a field. 
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Table 7.7

Fields of the /etc/vfstab File

Field

Description

Device To Mount

Logical block device name of the file system partition to mount. 

Device To fsck

Logical raw device name used for the fsck command. 

Mount Point

Subdirectory where the file system should be mounted. 

FS Type

File system type. 

fsck Pass

Flag used to indicate whether the fsck command should be executed automatically (a nonzero numeric value indicates yes). 

Mount At Boot

A “yes” indicates that the file system should be mounted at boot or when the mountall command is executed; otherwise, “no”. 

Mount Options

Any mount options that are desired and appropriate for the file

system. 

The umountall(1M) command is used to unmount all the file systems listed in the /etc/mnttab file, except root, /proc, /var, and /usr. 

Keep in mind the purposes of the /etc/mnttab and /etc/vfstab files. The /etc/mnttab file lists currently mounted file systems (unless the -m command-line argument is used with the mount command). The /etc/vfstab file provides a list of file systems that should be mounted automatically at system boot or when the mountall command is used. 

Accessing Data on CD-ROMs and Floppy

Disks

Properly formatted disks and CD-ROMs can be mounted using the mount command and accessed like any other file system. The umount command is also used to unmount a disk or CD-ROM. However, in the Solaris environment, mounting these types of media is easier by use of  Volume Management. 

Volume Management provides automatic mounting of removable volumes (floppy disk and CD-ROM). This service is provided by the Volume Management daemon, vold(1M). By default, vold is enabled. 

Using CD-ROMs

When a CD-ROM is inserted into a CD-ROM drive, the vold program recognizes it as a properly formatted CD-ROM and automatically mounts it in the

/cdrom directory. The first CD-ROM is mounted at /cdrom/cdrom0, the second at /cdrom/cdrom1, and so on. If the CD-ROM is partitioned, each slice or partition is mounted. For example, if the CD-ROM volume contains six slices (s0

through s5), each is mounted (/cdrom/cdrom0/s0 through /cdrom/cdrom0/s5). 

Once mounted, the partitions can be used like any other read-only disk drive. 
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When the CD-ROM is no longer needed, all the partitions associated with it can be automatically unmounted and the CD-ROM ejected from the CDROM drive using the eject cdrom command. If more than one CD-ROM is mounted, you need to specify the mount point such as with the eject cdrom0

command. See the eject(1) manual page for more details. 

Using Floppy Disks

Unlike CD-ROMs, disks are not automatically mounted by the vold program. Instead, the volcheck(1) command can be used to instruct vold to scan all floppy disk drives and mount any disks found. The disks are mounted under the /floppy directory. The first disk is mounted at /floppy/floppy0, the second at /floppy/floppy1, and so on. Once mounted, the disk can be used like any (small) read/write disk drive. 

When the disk is no longer needed, it can be umounted using the eject command without any command-line arguments. If more than one disk is mounted, you need to specify the mount point as a command-line argument, such as with the eject floppy0 command. 

Access to removable media can be restricted using the Role-Based Access Control (RBAC)or by disabling Volume Management to prevent automatic mounting of external media such as CD-ROMs and floppies. 

Monitoring File System Usage

Several commands can be used to monitor file system usage. These are the df(1), du(1), and quot(1M) commands. 

The  df command (without command-line arguments) displays the mount point, logical block device name, number of free 512-byte blocks, and number of files that can be created for each file system. (The -k command-line argument lists sizes in 1024-byte blocks or kilobytes instead of 512-byte blocks.) The command can also be used to display the disk space used by file systems. The following listing shows the use of the df command: 

# df

/        (/dev/dsk/c0t1d0s0 ): 1554230 blocks 420689 files

/proc    (/proc             ):       0 blocks   1521 files

/dev/fd  (fd                ):       0 blocks      0 files

/var/run (swap              ): 1195432 blocks  15664 files

/tmp     (swap              ): 1195432 blocks  15664 files

/home    (/dev/dsk/c0t1d0s7 ):   52172 blocks  16988 files

/usr2    (/dev/dsk/c0t2d0s4 ):  577692 blocks 148092 files

#

07 8699 ch07  11/19/02  10:11 AM  Page 173

Disk and File System Administration

173

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

The du command lists the number of 512-byte blocks allocated to each subdirectory and the total for the current directory. Several frequently used command-line arguments include -a to list all nondirectory files, -k to list sizes in terms of 1,024-byte blocks (kilobytes) instead of 512-byte blocks, and

-s to report the sum of the specified files. The following listing shows the du command. It is determining the amount of storage space allocated to the

/etc/openwin directory and its contents:

# cd /etc/openwin

# du

4       ./etc/devdata/SUNWaccel/monitors/pnp

6       ./etc/devdata/SUNWaccel/monitors

8       ./etc/devdata/SUNWaccel

10      ./etc/devdata

12      ./etc

10      ./server/etc

12      ./server

2       ./devdata/profiles

4       ./devdata

30      . 

#

The quot command is used to list the number of 1,024-byte blocks of a file system owned by each user. Either a file system (mount point) or -a (all mounted file systems) needs to be specified as a command-line argument. 

Another useful command-line argument is -f, which displays the number of files in addition to the amount of space available. The following listing shows the quot command:

# quot /export/home

/dev/rdsk/c0t1d0s7:

2104   ambro

9   root

# 
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Exam Prep Practice Questions

Question 1

Which of the following activities can be performed using the format command? 

[Select all that apply.]

❑ A. Display a partition table

❑ B. Modify a single partition in a partition table

❑ C. Replace the entire partition table

❑ D. Copy the partition table from one disk to another

The correct answers are A, B, and C. Although a partition table can be created, saved, and used on another disk, the format command does not provide a method for copying a table from one disk to another. 

Question 2

What is the name of the command that can be used to display the date and time the file systems were mounted? 

The correct answer is mount. 

Question 3

Select the command that supports dynamic reconfiguration for hot-plugging. 

❍ A. reconfig

❍ B. configadm

❍ C. cfgadm

The correct answer is C. Answers A and B are not valid. 

Question 4

What is the full pathname of the file used to map between physical device names and instance names (driver binding name and instance number)? 

The correct answer is /etc/path_to_inst. 
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Question 5

Which command can be used to display both the physical device name and the (partial) logical device name of disks? 

The correct answer is format. 

Question 6

Devices can be addressed using physical device names. Under which directory are these physical device names listed? 

❍ A. /dev

❍ B. /etc

❍ C. /devices

❍ D. /phy

The correct answer is C. Answer A, the /dev directory, is used for logical device names. Answer B, the /etc directory, is not used for devices, and answer D, the /phy directory, is not valid. 

Question 7

Which of the following commands either display or require logical device names? [Select all that apply.]

❑ A. format

❑ B. newfs

❑ C. fsck

❑ D. mount

❑ E. df

❑ F. prtvtoc

All the answers are correct. 
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Question 8

Which command-line argument is used to disable support for files larger than 2GB? 

❍ A. -o no2gfiles

❍ B. -o nobigfiles

❍ C. -o largefiles

❍ D. -o nolargefiles

The correct answer is D. Answers A and B are not valid command-line arguments. Answer C would enable (not disable) large file support. 

Question 9

Files under the /dev and /devices directories are maintained by which of the following programs? 

❍ A. devadm

❍ B. devfsadm

❍ C. devfsadmin

❍ D. devicesadm

The correct answer is B (devfsadm). None of the other answers contains actual commands. 

Question 10

Which of the following commands can be used to create a UFS file system? 

❍ A. newfs /dev/rdsk/c0d1s7

❍ B. mkfs -t UFS /dev/rdsk/c0d1s7

❍ C. newfs /dev/dsk/c0d1s7

❍ D. newfs /dev/dsk/c0t1d1s7

The correct answer is A. Answer B is incorrect because the correct argument to specify a UFS file system is the -F  command-line argument. Answers C

and D are incorrect because they use logical  block  device names. The newfs command requires logical  raw  device names. 
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Question 11

Which of the following commands uses logical block device names? [Select all that apply.]

❑ A. mount

❑ B. umount

❑ C. fsck

❑ D. newfs

The correct answers are A and B. Answer B, umount, can also use mount point. Answers C and D, fsck and newfs, use logical raw device names. 

Question 12

Which of the following types of file systems can be mounted using the mount command? [Select all that apply.]

❑ A. UDF

❑ B. UFS

❑ C. TMPFS

❑ D. HSFS

All the answers are correct. 

Question 13

What is the name of the command used to display a list of free blocks and number of files on a file system basis? 

The correct answer is df. 
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Question 14

Which of the following are fields of a partition table? [Select all that apply.]

❑ A. Partition name

❑ B. Partition tag

❑ C. Disk label

❑ D. Volume table of contents

❑ E. Number of sectors in partition

The correct answers are A, B, and E. Answer C, the disk label, is the portion of the disk that contains the partition table. Answer D, the volume table of contents, is another name for the disk label. 

Question 15

Which of the following information is displayed by the prtvtoc command? 

[Select all that apply.]

❑ A. Disk dimensions (geometry)

❑ B. Partition table

❑ C. Disk label

❑ D. Volume table of contents

All the answers are correct. The prtvtoc command displays the disk label (otherwise known as the volume table of contents), which consists of the disk geometry and the partition table. 

Question 16

Which of the following tasks can be performed by the cfgadm command? 

[Select all that apply.]

❑ A. Display receptacle state, occupant state, and attachment point condition. 

❑ B. Configure and unconfigure EDI disk drives. 

❑ C. Connect and disconnect SCSI controllers. 

❑ D. Test attachment points. 

Answers A, C, and D are correct. Answer B is incorrect because only SCSI devices and PCI adapter cards are supported by the cfgadm command. 
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Question 17

What is the name of the command that can be used to instruct the Volume Manager daemon to mount a floppy disk? 

The correct answer is volcheck. 

Question 18

Which of the following is the format partition submenu command used to display the current partition table? 

❍ A. display

❍ B. verify

❍ C. print

❍ D. select

❍ E. show

Answer C (print) is correct. Answer A (display) does not exist. Answer B

(verify) is used to display the partition table from the main format menu, not the partition submenu. Answer D (select) allows a new partition table be selected from a list of partition tables, but none are displayed by this submenu command. Answer E (show) is a format menu command used to translate a disk address. 

Question 19

Which of the following functions can be performed by the fsck command? 

[Select all that apply.]

❑ A. Mounting file systems

❑ B. Repairing corrupted file systems

❑ C. Checking for file system damage

❑ D. Displaying the amount of space used by each user

The correct answers are B and C. Answer A is the function of the mount and mountall commands. Answer D is the function of the quot command. 
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Question 20

Which file contains a list of file systems to mount during system boot or when the mountall command is used? 

❍ A. /etc/vfstab

❍ B. /etc/default/fs

❍ C. /etc/mnttab

❍ D. /etc/autofs

The correct answer is A. Answer B, /etc/default/fs, contains the default file system type. Answer C, /etc/mnttab, contains the list of currently mounted file systems. Answer D, /etc/autofs, is not valid. 











































































































































































































































































































































































07 8699 ch07  11/19/02  10:11 AM  Page 181

Disk and File System Administration

181

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, (New Riders, Indianapolis, IN, 2001). 

Sorbell, Mark G.,  A Practical Guide to Solaris (Addison-Wesley, Reading, MA, 1999). 

Sun Microsystems,  System Administration Guide: Basic

 Administration.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—

 Administration Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 4—File Formats. 

Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9 operating system. 
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Terms You Need to Understand

✓ Full backup

✓ Incremental backup

✓ Cumulative backups

✓ UFS snapshots

Concepts You Need to Master

✓ Using the mt command

✓ Using the ufsdump and ufsrestore commands

✓ Backing up and restoring file systems, directories, and files

✓ Using the fssnap command

✓ Recovering the root or /usr file system
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Introduction

Given a backup requirement, you need to be able to develop a backup strategy that includes scheduled backups, number of tapes required, naming conventions, command protocols, and backup frequency/levels. 

You also need to be able to explain how to perform incremental, full, and remote backups to tape for an unmounted file system using the ufsdump command or explain how to back up a mounted file system using ufs snapshot. 

Finally, you need to be able to explain how to perform ufs file system restores and special-case recoveries. 

Backup Strategies

A  backup strategy  is the procedure used to ensure that as much data as possible can be restored when a disk fails or data is accidentally deleted. There are a number of backup strategies, each one having different strengths and weak-nesses. The main consideration of a backup strategy is typically time—that is, how long it takes to restore a file, set of files, a file system, or the entire system, as well as how long it takes to perform the backups that allow this type of restore capability. A secondary consideration is the amount of backup media required. 

The backup strategy typically consists of a periodic full backup, supplemented by a series of incremental backups. 

Full Backups

As the name implies, a  full backup  consists of backing up the entire system (that is, all the local file systems). Each file system is backed up separately. With an unlimited amount of time and backup media, a full backup could be performed every day. This would allow for a quick and clean restore as needed. 

However, performing full backups every day is unrealistic. In the backup strategy, the full backup is performed on a periodic basis, typically monthly. 

This provides a baseline or starting point for backing up files that change during the month. 

Incremental Backups

 Incremental backups  are used to backup files in daily or weekly increments or, in some backup strategies, several daily and/or weekly increments. Backing 08 8699 ch08  11/19/02  10:10 AM  Page 185
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up only the files that change during the previous increment period makes backups much faster, but also makes full restores more complicated. For example, assuming a daily incremental backup, a full restore would consist of restoring the last full backup and all daily incremental backups. 

The following sections describe several of the more commonly used backup strategies. All are based on a full monthly backup once a month, performed on the first day of the month. This discussion assumes that each backup requires only one tape. This allows easy comparison of the number of tapes required by each strategy. 

Daily Cumulative/Weekly Cumulative Incremental Backups

The most commonly used backup strategy consists of a full backup performed monthly (first day of the month). During the month (between full backups), an incremental backup is performed each Friday that contains everything changed since the last full backup (weekly cumulative). This provides intermediate data saves for restoring versions of files that might have changed during the week. Similar incremental backups are performed Monday through Thursday. Like the weekly cumulative backup, each backup of these backups contains everything changed since the last full backup (daily cumulative). These allow quick restoration of a file that changed sometime during the week that needs to be restored or full restoration of the system by use of only two tapes. 

This strategy requires one tape for the full backup, one tape for each weekly cumulative (four tapes), and either one tape for the daily cumulative backup or four (one for each day, Monday through Thursday), for a total of either six or nine tapes. In terms of ufsdump levels, use 0 for the monthly backup, 9

for the daily, and 5 for the weekly. 

Daily Incremental/Weekly Cumulative Backups

This backup strategy consists of a full backup performed monthly (1st day of the month). During the month (between full backups), a backup is performed each Friday that contains everything changed since the last full backup (weekly cumulative). Each remaining day of the week, Monday through Thursday, a discrete backup is performed. Each of these backups contains everything that changed since the previous day’s backup (daily incremental). 

These allow quick restoration of a file that changed sometime during the week that needs to be restored. Full restoration of the system would require the last full backup, the latest weekly cumulative backup, and any daily discrete backups. The main feature of this backup strategy is that the daily backups are fast, because they only backup that day’s changes. 
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This strategy requires one tape for the full backup, one tape for each weekly cumulative (four tapes), and one tape for the daily incremental backup (one for each day, Monday through Thursday)—a total of nine tapes. In terms of ufsdump levels, use 0 for the monthly backup, 3, 4, 5, and 6 for the daily backups, and 2 for the weekly. 

Daily Cumulative/Weekly Incremental Backups

This backup strategy consists of a full backup performed monthly (the first day of the month). During the month (between full backups), an incremental backup is performed each Friday. It contains everything that’s changed since the last Friday’s backup (weekly incremental). Each remaining day of week, Monday through Thursday, a cumulative backup is performed. Each of these backups contains everything changed since the last full backup (daily cumulative). This allows quick restoration of a file that changed sometime during the week. Full restoration of the system would require the last full backup and the latest daily cumulative backup. The main feature of this backup strategy is that the weekly incremental backups are fast because they only back up that week’s changes. Also, this allows quick restore of a file that changed this week or even the previous week compared to a weekly cumulative backup that contains everything since the last full backup. 

This strategy requires one tape for the full backup, one tape for each weekly incremental (four tapes), and either one tape for the daily cumulative backup or four (one for each day, Monday through Thursday), for a total of six or nine tapes. In terms of ufsdump levels, use 0 for the monthly backup, 9 for the daily backup, and 3, 4, 5, and 6 for the weekly backup. 

Solaris 9 Backup Up and Restore

Capabilities

Solaris 9 provides utilities to back up and restore not only entire file systems but also directories and even selected files. A magnetic tape is typically used to back up data, but other media, such as hard disks, writable CDs, and even floppy diskettes, can be used. 

A magnetic tape can contain more than one grouping of data, or  data set. In some cases, a data set might be a single file. Usually, the data set is a collection of files written to a tape as a single unit. The data sets are separated by an  End Of File (EOF)  mark and are composed of any number of records or blocks. The size of the block is determined by the command used to store the data on the tape. 
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Logical Tape Device Names

Logical tape devices are accessed via special files under the Raw Magnetic Tape Devices directory, /dev/rmt. These files are actually symbolic links from the special files associated with tape drives under the /devices directory. The tape drives are numbered starting with 0 (zero). Several files for the same tape drive are usually present, each one providing an interface to the tape drive with a different combination of density selection and rewind option. 

The tape density associated with a special file is indicated by an optional single character after the tape drive number. Possible tape drive density indicators are listed in Table 8.1. If a density is not specified, the tape drive will use the default density, which is usually the highest density it supports. 

Table 8.1

Tape Drive Density Indicators

Indicator

Meaning

l

Low

m

Medium

h

High

u

Ultra

c

Compressed

Following the tape number or optional density may be the letter n, which is used to indicate norewind. That is, after data is written to the tape drive, the tape drive does not rewind the tape to the beginning. The tape is left in its current position. The data written to the tape next will be written after the date data. The absence of the letter n indicates the default tape drive behavior, which is to rewind the tape when the writing of data is completed. The following shows some examples of tape drive names and their meaning:

/dev/rmt/0    First tape drive, default density with rewind

/dev/rmt/0n    First tape drive, default density with no rewind

/dev/rmt/2un    Third tape drive, ultra density with no rewind

/dev/rmt/2l    Third tape drive, low density with rewind

Be sure to know and understand the tape drive naming convention. 
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The mt Command

The  mt(1) command is used to control magnetic tape operations. This includes positioning the tape to the beginning of a data set, rewinding the tape, and even erasing it. Table 8.2 lists the mt operations that are specified as command-line arguments. Most operations expect a value as another command-line argument that specifies the number of times the operation should be repeated (shown in the table as count). If count is not specified, the operation is performed once. 

Table 8.2

The mt Operations

Command

Description

asf  count

Positions the tape after the  count–1 EOF mark bsf  count

Skips backward over  count  EOF marks

bsr  count

Skips backward over  count  records

eof  count

Writes  count  EOF marks

eom

Skips forward to a position after the last data set

erase

Erases the entire tape

fsf  count

Skips forward over  count  EOF marks

fsr  count

Skips forward over  count  records

rewind

Rewinds the tape

status

Displays the status of the tape drive

If a raw tape device is not specified following the -f command-line argument, the default tape device /dev/rmt/0n is assumed. The following listing shows positioning a tape to the fifth data set (that is, skipping over four EOF marks):

# mt –f /dev/rmt/0n fsf 4

#

The ufsdump and ufsrestore Commands

The  ufsdump(1M) and  ufsrestore(1M) commands are used to back up and restore UFS file systems or specified files/directories. These commands can perform incremental backup and restore operations using the file modification date. 

Dumping a File System Using the ufsdump Command

The ufsdump command provides several command-line arguments. Most of them relate to changing the default characteristics of the backup media. 

Table 8.3 lists the more significant command-line arguments of the ufsdump command. 
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Table 8.3

The ufsdump Command-Line Arguments

Argument

Description

0-9

Indicates the dump level (0 is the entire file system). 

a  archive_file

Uses  archive_file  to store a dump table of contents. 

c

Uses cartridge tape instead of standard half-inch reel tape. 

D

Dumps to disk. 

f  dump_file

Uses  dump_file  instead of /dev/rmt/0. 

-N  device_name

Uses the specified  device_name  to record back up in 

/etc/dumpdates instead of actual device name. 

s

Specifies the size of the dump. Used when the EOF mark cannot be detected, so that ufsdump knows when to interrupt writing to tape and prompts to change tapes (normally not required). 

S

Estimates the amount of space required to perform the dump with-

out actually performing it. Used to determine the number of tapes required for a dump. 

u

Records dump level and date in /etc/dumpdates. 

v

Verifies dump media after backup. 

These single-character arguments are specified together as a single group followed by the files ( archive_file,  dump_file, and so on) in the same order as the single-character arguments. Along with the appropriate command-line arguments, the files to dump (typically a logical raw device name of a file system) must be specified. 

To  ensure a usable backup, the file system should be unmounted or the system should be in the single-user run level before the backup is performed. 

If no other command-line arguments are specified other than the files to dump, the default is 9uf /dev/rmt/0. This default creates a dump level 9 backup using

/dev/rmt/0 as the dump file and records the backup in the /etc/dumpdates file. 

This file includes the device name, the dump level, and the date. 

The dump level determines which files are backed up. If 0 is specified, the entire file system is backed up; otherwise, all files that have changed since the backup using a lower-numbered dump level are backed up. The following listing shows ufsdump being used to perform a verified back up of the entire file system identified by its logical raw device name, /dev/rdsk/c0t1d0s5, to the default tape device (/dev/rmt/0):

# ufsdump 0vu /dev/rdsk/c0t1d0s5
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To perform a backup to a remote tape drive, the system with the tape drive must have an entry in its /.rhosts file for the system to be backed up. This entry should have the following form:

system root

where system is the hostname of the system being backed up. This gives the root account on system root privileges to the system with the tape drive. To use the tape drive of the remote system, specify that system name (separated by a colon) before the special device name of the tape drive. For example, to back up the /usr file system of the system solaris using the tape drive of the pluto system, enter the following line in the /.rhosts file on pluto: solaris root

On solaris, enter the following command:

# ufsdump 0ucf pluto:/dev/rmt/0 /usr

Restoring a File System Using the ufsrestore Command

The ufsrestore command is used to restore a file system backed up using the ufsdump command. Like the ufsdump command, the ufsrestore command supports an f   dump_file  command-line argument for identifying the media that contains the backup. If not specified, the /dev/rmt/0 device is used by default. The following listing shows using the ufsrestore command to restore a file system backup from the /dev/rmt/1 device to the current directory:

# ufsrestore f /dev/rmt/1

The ufsrestore command also supports an interactive restore capability that is enabled using the i command-line argument. The restoresmytable file is used to record information about incremental restores. In the event that an entire file system is restored from a full backup, be sure to delete this file before restoring, otherwise ufsrestore will not restore the files listed in the restores mytable because it will appear that they have already been restored. 

Restoring Selected Files Using the ufsrestore Command

The ufsrestore command can be used to restore selected files from a backup instead of the entire file system. You do this by using the extract (x) command-line argument. The files or directories to be restored from the backup are also listed as command-line arguments on the ufsrestore command. 

The following listing shows how you extract the /etc/password file and the

/etc/default directory (and its contents) from a backup of the root file system on the /dev/rmt/1 device and restore them to the /etc directory:

# ufsrestore xf /dev/rmt/1 /etc/passwd /etc/default
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UFS Snapshots

The fssnap(1M) command is used to create a read-only static copy (a snapshot) of a mounted UFS file system. This allows file systems to be backed up without requiring that the file systems be unmounted or the system taken down to single-user mode. 

To create a snapshot of a file system, a mount point (or special device name) of the file system and a  backing store, (used to store temporary data), must be specified. The type of file system (always ufs) must also be specified using the -F command-line argument. The fssnap command outputs the special block device created for the snapshot, as shown in the following code:

# fssnap -F ufs -o backing-store=/var/tmp /usr

/dev/fssnap/0

#

To  display information about all snapshots, specify the -i command-line argument. To display information about a specific snapshot, specify the file system mount point or special device name of the file system after the -i command-line argument, as shown in the following:

# fssnap -F ufs -i /usr

Snapshot number               : 0

Block Device                  : /dev/fssnap/0

Raw Device                    : /dev/rfssnap/0

Mount point                   : /usr

Device state                  : active

Backing store path            : /scratch/snapshot2 <UNLINKED> Backing store size            : 232 KB

Maximum backing store size    : Unlimited

Snapshot create time          : Sat Aug 03 10:55:11 2002

Copy-on-write granularity     : 32 KB

#

To back up a mounted file system using the snapshot, specify the raw device name of the snapshot (see the fssnap -i output) as a command-line argument of the ufsdump command:

# ufsdump 1uf /dev/rmt0 /dev/rfssnap/0

To delete a snapshot that is no longer needed, specify the -d command-line argument followed by the mount point or special device name of the file system:

# fssnap -f UFS -d /usr
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Recovering the root or /usr File System

Occasionally, the root or /usr file system needs to be recovered. Assuming that the file system has been backed up and that the backup is available, the following procedure can be used:

1. Select an available partition or, if additional hardware is required, install the new disk in the system and then format and create an appropriately sized partition. 

2. Create a file system using the newfs command or another command (such as the mkfs command). 

3. Mount the new file system on a temporary mount point. Then change the directory to the temporary mount point. 

4. Use the ufsrestore command to restore the root or /usr backup to the new file system. 

5. Remove the restoresymtable created by the ufsrestore command to check point the restore. 

6. Unmount the new file system. 

7. Use the fsck command to check the new file system. Modify the

/etc/vfstab file to identify the new root or /usr partition. 

8. If recovering the root file system, use the installboot(1M) command to create a boot block on the new file system. 

9. Reboot the system. 

Other Backup/Restore Utilities

Several other commands are used for backup/restore operations. These include the tar(1) and  cpio(1) commands to create archives of files and directories that can be restored on another system. The find(1) command can used to select file/directories based on specified characteristics (such as filename, file type, and so on). 

The tar Command

The tar(1) command is used to create a tape archive and to add or extract files from the archive. Table 8.4 lists the five basic functions of the tar command. 
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Table 8.4

The tar Functions

Function

Description

c

Creates (overwrites) a tape archive

r

Replaces the named files in a tape archive

t

Lists the files in a tape archive

u

Updates the named files in a tape archive

x

Extracts all the named files from a tape archive

Along with these functions, the f  tar_file  command-line argument is used to specify a backup device. If this command-line argument is not used, either the backup device specified by the TAPE environmental variable or the backup device identified in the /etc/default/tar file is used. The files or directories to be backed up are listed as command-line arguments after the function and argument. The v option can be used to display the names of files as they are added to or extracted from the archive. 

In some situations, using the tar command to create a single archive of directories and files will result in an archive that uses less space than all the original files and directories. Thus, the tar command can be used to reduce storage space requirements. 

Backing Up a Directory Using the tar Command

The following listing shows how the tar command is used to back up the

/export/home directory to the /dev/rmt/0 tape drive:

# tar cf /dev/rmt/0 /export/home 

Restoring a Directory Using the tar Command

The following listing shows the tar command being used to restore the

/export/home directory from the /dev/rmt/0 tape drive:

# tar xf /dev/rmt/0 

The cpio Command

The cpio(1) command can also be used to create an archive of directories and files. The cpio command operates in three modes:

➤ Copy out (-o command-line argument)—Reads a list of directory and filenames, and then copies their contents along with control information to an archive format. 
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➤ Copy in (-i command-line argument)—Reads an archive to extract the directories and files and recreates them at a specified location on the system. 

➤ Pass (-p command-line argument)—Reads a list of directories/files (along with their contents) and reproduces them at a specified location on the system. 

Table 8.5 lists the most commonly used cpio command-line arguments. See the cpio(1) manual page for additional details. 

Table 8.5

Selected cpio Command-Line Arguments

Argument

Description

-a

Resets file access times (used with -i)

-A

Appends to the archive (used with -o)

-d

Creates directories as needed (used with -i and -p)

-i

Copies in (extracts from archive)

-I  file

Reads contents of  file  as input archive (used with -i)

-L

Follows symbolic links (used with -o and -p)

-m

Retains modification times (used with -i and -p)

-o

Copies out (creates an archive)

-O  file

Uses  file  as an output archive (used with -o)

-p

Passes input to output

-t

Prints archive table of contents—no files are created (used with -i)

-u

Copies files unconditionally—older files will overwrite newer files (used with -i and -p)

-v

Prints filenames in verbose mode

The following listing shows some typical uses of the cpio command. The first cpio command uses the output of the ls command to generate a list of files to place in the file  archive. The second cpio command lists the contents of  archive. The third cpio command extracts files from  archive. 

# ls

file1  file2  file3  file4

# ls | cpio -ov -O archive

file1

file2

file3

file4

272 blocks

08 8699 ch08  11/19/02  10:10 AM  Page 195

System Backups and Restores

195

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

# cpio -ivt -I archive

-rw-r--r--    1 root     other         27 Apr  6 03:04 2001, file1

-rw-r--r--    1 root     other        389 Apr  6 03:04 2001, file2

-rw-r-----    1 root     other      34341 Apr  6 03:04 2001, file3

-rw-r--r--    1 root     other     103306 Apr  6 03:04 2001, file4

272 blocks

# cpio -ivum -I archive 

file1

file2

file3

file4

272 blocks

#

The find Command

The find(1) command can be used to generate a list of files (their names) under a particular directory or a list of filenames that meet specified criteria. The find command is especially useful when combined with the cpio command. 

At a minimum, one command-line argument is required. That is the name of the directory. By default, the directory and all files and directories under it are also listed. The find command provides a variety of command-line arguments. 

Table 8.6 lists some of the more useful find command-line arguments. 

Table 8.6

Selected find Command-Line Arguments

Argument

Description

-atime  n

List only files accessed - n (fewer than  n  days ago) or  +n (more than  n  days ago). 

-ctime  n

Lists only files for which statuses changed - n (fewer than  n  days ago) or  +n (more than  n  days ago). 

-exec  cmd

Executes  cmd  for each listed file. 

-group  grp

Lists only files that belong to the group name of GID  grp. 

-mtime  n

Lists only files modified - n (fewer than  n  days ago) or  +n (more than  n  days ago). 

-name  pattern

Lists only files whose name matches  pattern. 

-newer  file

Lists only files that are newer than  file. 

-print

Prints the selected files (always true even if not specified). 

-type  c

Lists only the specified type of file (block, character, directory, Door, fifo, link, plain, or  socket). 

-user  usr

Lists only files owned by username or UID  usr. 
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To make the find command even more powerful (and harder to determine), these command-line arguments can be combined into complex expressions using the  and (-a) and the  or (-o) operators. For example, the expression 

-type p -a -user dla will cause find to list only plain (ordinary) files owned by the user account  dla. 

The following listing shows how the find command is used to generate a list of files. The first find command lists all files under the /export/home/sarah directory, which is used to generate the sarah.cpio archive. The second cpio command lists the files under /etc that have been modified in the last two days. The same command is repeated and used as the input cpio command to create the etc.cpio archive. 

# find /export/home/ambro | cpio -o -O ambro.cpio

544 blocks

# find /etc -mtime -2    

/etc/saf/zsmon/_pmpipe

/etc/saf/_sacpipe

/etc/mnttab

/etc/utmppipe

# find /etc/ -mtime -2 | cpio -o -O etc.cpio

16 blocks

# 

Summary

A backup strategy typically consists of a periodic full backup, supplemented by a series of incremental backups. Full backups make it easy to restore entire systems, but take a lot of time and tape. Incremental backups only back up what has been changed since the last backup. Combining the two types of backups into a strategy uses less time and less tape. 

The  ufsdump and  ufsrestore commands can be used to perform

backup/restore operations on entire UFS file systems (full backup) or selected files/directories (incremental backups). Backups should only be performed on unmounted UFS file systems. To back up a mounted file system, use the fssnap command to take a snapshot of the mounted file system, and then back up the snapshot. 

The tar and cpio commands can be used to create archives of files and directories that can be restored on other systems. The find command can be used to select the files/directories to place in the archive. 
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Exam Prep Practice Questions

Question 1

Which of the following can be backed up using the ufsdump command? 

[Select all that apply.]

❑ A. File systems on hard disks

❑ B. Files on hard disks

❑ C. File systems on CD-ROMs

❑ D. Directories on hard disks

The correct answers are A, B, and D. File systems on CD-ROMs (answer C) are not UFS file systems and cannot be backed up using the ufsdump command. 

Question 2

Which of the following tar commands can be used to back up the /etc directory? 

❍ A. tar cvf /dev/rmt/0 /etc

❍ B. tar cvf /etc /dev/rmt/0

❍ C. tar +cvf /dev/rmt/0 /etc

❍ D. tar +cvf /etc/ dev/rmt/0

Answer A is correct. All the other answers do not use proper syntax. In answer B, the command-line arguments are in the wrong order. The proper order of command-line arguments is function, followed by the backup device, followed by the files to back up. The +c in answers C and D is incorrect (the plus is not a valid argument). 

Question 3

You have to perform nightly backups (Monday through Friday) after close of business. Which of the following backup strategies would get you out of the office and home quicker? 

❍ A. cumulative daily, cumulative weekly

❍ B. cumulative daily, incremental weekly

❍ C. incremental daily, cumulative weekly

❍ D. incremental daily, incremental weekly
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Answer D is the correct answer, because it would take less time than the other strategies listed. Any cumulative backup would take longer, because everything that has changed since the last full backup has to be written to tape. Although the incremental daily, incremental weekly is fastest, it’s not one of the best in terms of restoring data. A full system restore would require the last full backup tape, all incremental weekly tapes, and all incremental daily tapes. 

Question 4

Which ufsdump command-line argument can be used to estimate the size of the dump? 

❍ A. s

❍ B. S

❍ C. b

❍ D. B

Answer B is the correct answer. Answer A (s) is used to specify the size of the volume to be dumped. Answer C (b) is used to specify the blocking factor. 

Answer D (B) is not a valid answer. 

Question 5

Which of the following statements is true about the find / -mtime +7 -print 

| cpio -o -O 7days.cpio command? 

❍ A. All files and directories under the / directory that have been modified seven or more days ago will be used to create the 7days.cpio archive. 

❍ B. Only files under the / directory that have been modified seven or more days ago will be used to create the 7days.cpio archive. 

❍ C. The command will fail because the find command-line arguments are incorrect. 

❍ D. All files and directories under the / directory that have been modified seven or fewer days ago will be used to create the 7days.cpio archive. 

❍ E. The command will fail because the cpio command-line arguments are incorrect. 

The correct answer is A. Answer B is incorrect because the specified find command will list directories as well. Answers C and E are incorrect, because
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there is nothing wrong with either the find or  cpio command-line arguments. Answer D is incorrect because the plus (+) that precedes the number of days associated with -mtime command-line argument means “or more.” A minus (-) would imply “or less. 

Question 6

Which of the following commands can be used to position a tape loaded in device /dev/rmt/0n to the third data set after the tape has been rewound? [Select all that apply.]

❑ A. mt -f /dev/rmt/0n fsf 2

❑ B. mt fsf 2

❑ C. mt -f /dev/rmt/0n fsf 3

❑ D. mt fsf 3

❑ E. mt asf 3

The correct answers are A, B, and E. Answers C and D would position the tape to the beginning of the fourth data set. 

Question 7

Which file needs to be updated to allow remote access to a tape drive? 

❍ A. /dev/rmt/0

❍ B. /.rhosts

❍ C. /.profile

❍ D. /etc/hosts

Answer B is the correct answer. Answer A (/dev/rmt/0) is the special device for the tape drive. Answer C (/.profile) is root’s login profile. Answer D

(/etc/hosts) is a file used to list the IP addresses of known systems. 

Question 8

In the special filename /dev/rmt/0n, what does the n refer to? 

The correct answer is  no, as in norewind. 
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Question 9

Which is not a valid tape drive density indicator? 

❍ A. x

❍ B. c

❍ C. h

❍ D. l

The correct answer is A. The x  is not a valid tape drive density indicator, while c (compressed), h (high) and l (low) are valid indicators. 
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Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, (New Riders, Indianapolis, IN, 2001). 

Sun Microsystems,  System Administration Guide: Basic

 Administration.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 8 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—

 Administration Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 
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Terms You Need to Understand

✓ The Line Printer (LP) Print Service

✓ Print server and print client

✓ Local and remote printers

✓ terminfo database

✓ Printer class

✓ Default printer

✓ Print request

✓ Print queue

Concepts You Need to Master

✓ Defining local and remote printers

✓ Modifying printer configuration

✓ Starting and stopping the LP Print Service

✓ Defining a printer class

✓ Setting a default printer

✓ Printing files

✓ Monitoring and canceling print requests

✓ Moving print requests to another printer

✓ Assigning a priority to print requests
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Introduction

The first part of this chapter covers the concepts and components of the Line Printer (LP) Print Service and the procedures for adding printers using Admintool or the Solaris Print Manager. The second part of this chapter describes the command-line utilities used to start and stop the LP Print Service and modify its configuration; submit, monitor, and cancel print requests; and move print requests and assign print request priorities. 

LP Print Service

The  LP Print Service  is software that allows users to print files. It provides the capability to add, modify, and delete printer definitions; provides print scheduling; and supports both local and remote printers. 

A  local printer  is a printer attached directly to the local system by means of a serial or parallel communication port. A  remote printer  is a printer attached to a system (or network interface device) that functions as a print server. 

Accessing a remote printer from a local system requires defining the local system as a client to the remote printer. 

A  print server  is a system that has a local printer attached to it and makes it available to other systems on the network. A  print client  is a system that sends its print requests to a print server. 

The Internet Services Daemon (inetd) on Print Servers listens for print requests from clients. When a request is detected, inetd starts the in.lpd process (the “protocol adapter”). It accepts the request from the print client, submits it to the local LP Print Service, and returns the status to the print client. Once the print request is completed, in.lpd exits. 

Supported Operating Systems

Because the Solaris LP Print Service uses the Berkeley Software Distribution (BSD) protocol as defined by Request For Comment (RFC) 1179, the following operating systems can be supported as print clients:

➤ Solaris 2.x, 7, and 8

➤ SunOS 4.x and 5.x

➤ HP-UX

➤ Other RFC 1179-compliant systems
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Print Models

A  print model  is a script that defines how the LP Print Service interfaces with the printers. The print model is responsible for initializing the printer port and the printer based on information provided by the terminfo database, printing a banner page and multiple copies if requested. 

Generic print models are provided with the Solaris operating system. To make full use of printer capability, a model might be provided with the printer, or a custom model can be written. The default print model for a local printer is /etc/lp/model/standard, and the default model for a remote printer is /etc/lp/model/netstandard. 

The terminfo Database

The characteristics of both terminals and printers are defined in a database referred to as the  terminfo  database. Characteristics include control sequences that switch between typefaces (bold, underline, and so on) and other functionality, such as cursor/print head positioning. Using the name of a terminal or printer, applications can look up the characteristics of a printer or terminal and issue the appropriate commands to initialize and control its operation. 

If the terminfo name of a printer is known, the infocmp(1M) command can be used to display the terminfo entry for that printer. The following listing shows how the infocmp command is used to display the hplaser terminfo entry: $ infocmp hplaser

hplaserjet|hplaser|HP Laserjet I, 

bitwin#1, bitype#2, cols#80, lines#60, npins#8, 

orc#12, orhi#120, orl#8, orvi#48, spinh#300, 

spinv#300, 

chr=%?%p1%{0}%>%p1%{127}%<%t\E&k%p1%dH%;, 

cpi=%?%p1%{10}%=%t\E&k0S%e%p1%{17}%=%t\E&k2S%;, cr=\r, 

cud=\E&a+%p1%dR, cud1=\n, cuf=\E&a+%p1%dC, cuf1=\s, 

cvr=%?%p1%{0}%>%p1%{127}%<%t\E&l%p1%dC%;, 

endbi=\E*rB, ff=\f, hpa=\E&a%p1%dC, is2=\EE\E&k2G, 

mgc=\E9, porder=1\,2\,3\,4\,5\,6\,7\,8;0, ritm=\E(s0S, 

rmul=\E&d@, sbim=\E*b%p1%dW, sitm=\E(s1S, 

slines=\E&l%p1P, smgbp=\E&l%p1%{1}%+%dF, 

smglp=\E&a%p1%dL, smgrp=\E&a%p1%dM, 

smgtp=\E&l%p1%{1}%+%dE, smul=\E&dD, u9=\E&l%p1P, 

vpa=\E&a%p1%dR, 

$

If the terminfo name for a printer is not known, examine the subdirectories under

/usr/share/lib/terminfo. Entries for terminals/printers are stored in separate files under one or two levels of subdirectories. For example, the terminfo entry for a Hewlett-Packard (HP) LaserJet printer is stored in the /usr/share/lib/terminfo/h/hplaserjet file. 
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Although the contents and maintenance of the terminfo database is not a certification requirement, additional information can be found on the terminfo(4) manual pages. 

Using admintool

The admintool(1M) command is a graphical user interface used to simplify several routine system administration operations, such as adding users and printers and installing and removing software. admintool can be used to add a local or remote printer. In addition, the configuration of local and remote printers can be modified using admintool. 

Solaris Print Manager

The Solaris Print Manager was introduced with Solaris 8. It provides a graphical interface to manage local and remote printers. Unlike admintool, it can use a name service such as NIS or NIS+ to centralize printer information. This allows the printer information to be available and accessible to all systems within the name service environment. 

The Solaris Print Manager is started by selecting Print Administrator from the CDE Workspace Menu via the command line:

# /usr/sadm/admin/bin/printmgr& 

Print Commands

Print commands are used to start, stop, and configure the LP Print Service and submit files to be printed. 

Stopping and Starting the LP Print Service

The lpsched(1M) command is used to start the LP Print Service, whereas the lpshut(1M) command is used to stop the service. Both of these commands are symbolically linked to the /usr/lib directory. An alternative method is to use the /etc/init.d/lp run control (rc) script, which calls the lpsched and lpshut commands. The following listing shows using both methods for stopping and starting the LP Print Service:

# /usr/lib/lpshut

Print services stopped. 

# /etc/init.d/lp start

Print services started. 
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# /etc/init.d/lp stop

Print services stopped. 

# /usr/lib/lpsched

Print services started. 

#

Defining a Printer

The lpadmin(1M) command is used to define a printer by specifying the -p command-line argument followed by a printer name and, at a minimum, the -v command-line argument followed by a device (port). The following listing shows how to define the printer laser1, which is attached to the /dev/term/a port:

# lpadmin -p laser1 -v /dev/term/a

Additional command-line arguments can be specified to define printer type, content type, and so on. 

Controlling Printer Usage

After a printer is defined, it can accept or reject attempts to place print requests on its queue. This functionality is controlled separately using the accept(1M) and reject(1M) commands and specifying the name of a defined printer as a command-line argument. The lpstat command with the -a command-line argument can be used to determine accept/reject printer queue status. When reject is used to reject print jobs, a reason can be specified using the -r command-line argument. Users can then view this reason by using the lpstat -a command. The following listing uses the defined printer laser1 as an example:

# lpstat -a laser1

laser1 not accepting requests since

➥ Mon Aug 12 09:15:14 EDT 2002 -

unknown reason

# accept laser1

destination “laser1” now accepting requests

# lpstat -a laser1

laser1 accepting requests since

➥ Mon Aug 12 09:18:35 EDT 2002

# reject -r “out of paper” laser1

destination “laser1” will no longer accept requests

# lp -dlaser1 file

laser1: requests are not being accepted

# lpstat -a laser1

laser1 not accepting requests since

➥ Mon Aug 12 09:28:50 EDT 2002 -

out of paper

#
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Printer usage is controlled by the enable(1) and disable(1) commands and specifying the name of a defined printer as a command-line argument. A printer cannot be used for printing until it is enabled. The lpstat command with the -p command-line argument can be used to determine the

enabled/disabled printer status. The following listing uses defined printer laser1 as an example:

# lpstat -p laser1

printer laser1 disabled since

➥ Tue Aug  6 19:29:48 EDT 2002. available. 

unknown reason

# enable laser1

printer “laser1” now enabled

# lpstat -p laser1

printer laser1 is idle. enabled since

➥ Mon Aug 12 09:18:51 EDT 2002. available. 

#

Defining Printer Classes

A  printer class  is a group of one or more printers assigned to a printer class name. When a print request is submitted to a printer class instead of a printer, the first available printer in the class is used to print the request. The lpadmin command is used to define printer classes by assigning a printer to the class. Additional printers can be assigned using the same command. The following listing shows how to use the lpadmin command to create a printer class called draft by assigning the printer laser1 to it:

# lpadmin -p laser1 -c draft 

#

A printer class can also be deleted using the lpadmin command as shown in the following listing:

# lpadmin -r draft 

#

Printers in a class are checked for availability based on the order in which they are added to the class. Best printing performance can be achieved by adding the fastest printers to the class first, and then adding the slower printers. 

Printing Files (Submitting Print Requests)

The lp(1) command is used to submit one or more files to be printed. A destination printer can be selected by specifying the -d command-line argument. 
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The following listing shows using the -d command-line argument to print the files abc and xyz using the laser2 printer:

# lp -d laser2 abc xyz

request id is laser2-3 (2 files)

#

If a destination printer is not specified, the appropriate default printer is used. Other commonly used command-line arguments are -n followed by a number, which specifies the number of copies to print and -o, which is followed by printer-specific options. 

Default Printers

The two types of default printers are a system default printer and a user/application-defined default printer. The  system default printer  is defined by the administrator and is used as the destination for all print jobs that do not specify a printer or is overridden by a user/application-defined default printer. Users or applications can define a default printer using special shell variables that have been exported to their environment. 

The system keeps track of printers using the Printer Alias Database which is stored in the file /etc/printers.conf. This database is used to record information about defined printers. 

Setting Up a System Default Printer

The system administrator can specify a system default printer using admintool or by using the lpadmin command. Only previously defined printers can be identified as a system default printer. The following listing shows how to define the laser1 printer as the system default printer:

# lpadmin -d laser1

#

The lpadmin command can be used to determine the system default printer as shown in the following listing:

# lpstat -d

system default destination: laser1

#

The system default printer is recorded as the  _ default entry in the

/etc/printers.conf file. 

Setting Up a User/Application Default Printer

A user or application can select a printer by specifying a destination printer with the lp(1) command or by defining either the LPDEST or PRINTER shell 09 8699 ch09  11/19/02  10:04 AM  Page 210
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variable and exporting it to the environment. LPDEST and/or PRINTER are usually defined in the user’s login profile. The following listing shows the contents of a .profile file that sets the user default printer to the laser2 printer: LPDEST=laser2

export LPDEST

A user version of the Printer Alias Database can be created in each user’s home directory. This file, $HOME/.printers, is a simplified version of the system /etc/printers.conf file and contains a  _ default entry that can be used to identify the user/application default printer. 

The following precedence order is used to determine the destination printer: 1. Printer specified on the lp command-line using the -d command-line argument. 

2. Default printer defined by the LPDEST variable. 

3. Default printer defined by the PRINTER variable. 

4.  _ default entry in $HOME/.printers. 

5.  _ default entry in /etc/printer.conf (system default printer). 

When using LP Daemon/BSD commands such as lpr(1), the LPDEST and PRINTER variables are reversed in the precedence order. 

If a destination printer is not specified and a default printer is not defined, print jobs are rejected. 

Monitoring Print Requests

The lpstat(1) command is used to check the status of print requests. The 

-o command-line argument is used to display the status of print requests, whereas the -t command-line argument shows all status information. The following listing shows a typical use of the lpstat command:

# lp -d laser1 abc

request id is laser1-27 (1 file(s))

# lpstat

laser1-27   solaris!root  10281  Oct 03 15:18

# lpstat -t

scheduler is running

system default destination: laser1

device for laser1: /dev/term/a

device for laser2: /dev/term/b

laser1 accepting requests

laser2 accepting requests

laser1-27   solaris!root  10281  Oct 03 15:19

# 
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Also the lpstat command supports several other commonly used command-line arguments. These include -a to list printers accepting requests, -u to list users that have queued print requests, and -c to list printer classes and class members. 

Canceling Print Jobs

The cancel(1) command is used to cancel one or more print requests: the request currently being printed or print requests from a specific user. The following listing shows canceling the print request with the request ID of laser1-27:

# cancel laser1-27

laser1-27: cancelled

#

Multiple request IDs (separated by spaces) can be specified. To cancel the current request printing on a specific printer, specify the printer name instead of the request ID. To cancel print requests from one or more specific users, use the -u command-line argument followed by one or more (space- or comma-separated) user account names. If a printer name is specified after the list of user accounts, only the print requests submitted by the specified user account(s) queued on the specified printer are canceled. 

Moving Print Requests to Other Printers

The lpmove(1M) command is used to move all queued print requests from one printer queue to another. The following listing shows how to move all queued print requests from the laser2 printer to the laser1 printer:

# lpmove laser2 

If a print request ID followed by a printer name is specified as command-line arguments instead, only the specified print request is moved to the specified printer. 

Assigning Priorities to Print Requests

The priority of a print request can be moved ahead of other print requests in a queue by assigning it a higher priority. Priorities can be assigned using the lp command and specifying the priority with the -q command-line argument. The priority is a number between 0 and 39 (inclusive), where a lower number gives a higher priority and zero moves the print request to the top of the queue. The following listing shows how to print the file abc and set the priority to 10:

# lp -q 10 abc

request id is laser1-28 (1 file(s))

09 8699 ch09  11/19/02  10:04 AM  Page 212

212

Chapter 9

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

The priority of a print request can be changed after it has been submitted by using the lp command and specifying a print request ID using the -i command-line argument. The print request ID is displayed when the print request is submitted or can be determined using the lpstat command. 

Moving a Print Request to the Top of the

Queue

Moving a print request to the top of the queue using the lp command can be done in two ways. The first method is to specify immediate special handling using the -H command-line argument. The following listing illustrates the immediate special handling method while submitting the abc file for printing:

# lp -H immediate abc

request id is laser1-29 (1 file(s))

#

The other types of special handling are hold to suspend the printing of a job and resume to resume the printing of a job. 

The second method of moving a print request to the top of the queue is to assign a priority of 0 to the print request using the -q command-line argument. 

LP Print Service Directories

Table 9.1 lists the various directories used by the LP Print Service. 

Table 9.1

LP Print Service Directories

Directory

Use

/etc/lp

Configuration files

/usr/bin

User-accessible commands

/usr/lib/lp

Filters and LP daemons

/usr/lib/print

Conversion scripts and the in.lpd daemon

/usr/sbin

Administrative commands

/usr/share/lib

The terminfo database

/var/lp/logs

LP Print Service logs

/var/spool/lp

Spool directory for print requests
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Summary

The  LP Print Service  is software that allows users to print files. It provides the capability to add, modify, and delete printer definitions; provides print scheduling; and supports both local and remote printers. 

Two graphical tools are available for managing printers: admintool and Solaris Print Manager. 

Also the following commands are used to manage printers:

➤ lpsched starts the LP scheduler

➤ lpshut stops the LP scheduler

➤ lpadmin defines and configures printers

➤ accept and reject manage printer queues

➤ enable and disable manage the printer

➤ lp submits print requests

➤ lpstat checks print request status

➤ cancel cancels print requests

➤ lpmove moves a print request to another printer

A default can be defined for the system, for the user submitting requests, or for each print request. 
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Exam Prep Practice Questions

Question 1

Which of the following can be used to set a default printer? 

❍ A. Defining and exporting the LPDEFAULT shell variable

❍ B. Using the lpadmin command

❍ C. Using the lp command

❍ D. Using the lpdefault command

The correct answer is B. Answer A, LPDEFAULT, is incorrect because the shell variable should be LPDEST. Answer C, the lp command, uses the default printer but cannot be used to define it. Answer D, the lpdefault command is not valid. 

Question 2

Which of the following commands can be used to start or stop the LP Print Service? [Select all that apply.]

❑ A. /usr/lib/lpsched

❑ B. /etc/init.d/lp stop

❑ C. /usr/lib/lpstart

❑ D. /etc/init.d/lp start

❑ E. /usr/lib/lpshut

The correct answers are A, B, D, and E. Answer C, /usr/lib/lpstart, is not valid. 

Question 3

Which of the following are default print models? [Select all that apply.]

❑ A. netstandard

❑ B. default

❑ C. standard

❑ D. lpmodel

The correct answers are A and C. Answers B and D are not valid. 
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Question 4

Which of the following fields can be filled in when adding a remote printer using admintool? [Select all that apply.]

❑ A. Printer name

❑ B. Print server

❑ C. Printer type

❑ D. Printer port

The correct answers are A and B. Answers C and D are not fields on the admintool: Add Access To Printer window. 

Question 5

Which of the following lp commands can be used to print one or more files? 

[Select all that apply.]

❑ A. lp  file1

❑ B. lp  file1 file2

❑ C. lp -d  file1

❑ D. lp -d  laser1 file1

Answers A, B, and D are correct. Answer C does not use the proper syntax (the filename is used in place of the destination printer name). 

Question 6

Which of the following commands can be used to change the priority of a print request? [Select all that apply.]

❑ A. lp -i  laser1-49 -H 0

❑ B. lp -i  laser1-49 -q 0

❑ C. lp -d  laser1 -q 0  file1

❑ D. lp -d  laser1 -H immediate

The correct answers are B, C, and D. Answer A is incorrect because the -H

command-line argument requires the keyword immediate to work properly. 
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Question 7

Where are the terminfo files located? 

❍ A. /usr/share/terminfo

❍ B. /usr/terminfo/lib

❍ C. /usr/share/lib/terminfo

❍ D. /usr/lib/terminfo

The correct answer is C. None of the other pathnames is valid. 

Question 8

Which of the following command-line arguments are required to define a printer class? [Select all that apply.]

❑ A. -c  class

❑ B. -C  class

❑ C. -d  printer

❑ D. -p  printer

❑ E. -P  printer

The correct answers are A and D. Answers B and E are not valid command-line arguments. Answer C is used to define a printer. 

Question 9

Enter the command that can be used to monitor print requests. 

The only correct answer is lpstat. 

Question 10

What lpstat command-line argument is used to view the reason a print job is rejected? 

❍ A. -p

❍ B. -a

❍ C. -r

❍ D. -q
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The correct answer is B. The -a command-line argument will indicate whether the printer is accepting or rejecting print requests and if specified, a reason the printer is rejecting requests. The -p command-line argument will indicate if the printer is enabled or disabled. The -r argument is used to query the status of the LP scheduler. The -q argument is not valid. 
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Need to Know More? 

Sun Microsystems,  System Administration Guide: Advanced

 Administration.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 8 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—

 Administration Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 8

operating system. 

Sun Microsystems,  System Reference Manual, Section 4—File Formats. 

Available in printed form, on the Web at docs.sun.com, and from

the online documentation provided with the Solaris 8 operating 

system. 
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Terms You Need to Understand

✓ The OSI network model

✓ The TCP/IP network model

✓ Network classes A, B, and C

✓ TCP/IP configuration files: /etc/inet/hosts, /etc/nodename, and

/etc/hostname .interface

✓ Ethernet addresses

✓ Servers and clients

✓ File servers

✓ Diskless clients

✓ AutoClients

✓ Standalone workstations

Concepts You Need to Master

✓ Configuring TCP/IP on a Solaris 9 system

✓ Checking the status of a remote system

✓ Checking the status of the network interface

✓ Distinguishing between standalone, diskless, and AutoClient

configurations
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Introduction

The first part of this chapter covers basic network concepts such as the OSI and TCP/IP network models along with details about the TCP/IP

implementation. The second part of this chapter covers the concepts and components of the different types of the Solaris 9 configurations, including standalone systems, diskless clients, and AutoClients. 

Networking Models

Although a variety of networking models have been developed over the years, most of the commercially available networks use one of the two following models:

➤ The Open System Interconnection (OSI) model

➤ The Transmission Control Protocol/Internet Protocol (TCP/IP) model Of these two, TCP/IP is the predominate model. 

The Open System Interconnection (OSI)

Model

The OSI network model developed by the International Standards

Organization (ISO) consists of seven layers of services. Each layer is responsible for handling a different aspect of network communication. 

When sending data, each layer performs its processing on the data and passes it to the next lower layer. When receiving data, each layer performs its processing on the data and passes it to the next higher layer. 

This layered approach allows different types of processing (services) to be developed without having to develop all layers of the model. The new service is linked into the “stack of layers” or  protocol stack  at the appropriate layer (see Figure 10.1). 

The seven ISO/OSI layers (from lowest to the highest) are:

➤ Physical Layer: The first layer is concerned with the physical interface between devices. It controls the transmission of a bit stream over the physical medium and deals with the mechanical and electrical characteristics of the physical medium. 
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➤ Data Link Layer: The second layer provides error detection and control. It adds reliability to the physical layer by grouping bits into frames and providing synchronization, error control, and flow control over the frames. Basically, it controls the transfer of data across a network media. 

➤ Network Layer: The third layer is responsible for determining a path through the network between systems that want to communicate. It understands the data communication and switching technologies used to interconnect systems. 

➤ Transport Layer: The fourth layer provides end-to-end error recovery and flow control. These services ensure that the data is delivered without errors and in sequence without duplication. 

➤ Session: The fifth layer provides a control structure for communication between applications. It is responsible for establishing, maintaining, and terminating connections. 

➤ Presentation: The sixth layer is responsible for handling the differences in data representation or syntax. This layer maps data between formats so that the application can understand the data. 

➤ Application: The seventh layer provides utilities used by humans including functionality such as remote logins, file transfers, and so on. 

The Transmission Control Protocol/Internet

Protocol (TCP/IP) Model

Like the OSI network model, the TCP/IP network model consists of a stack of service layers. Unlike the OSI model, it provides the same functionality using five layers instead of seven. For the most part, the four lowest layers between the OSI and TCP/IP network provide similar functionality, whereas the top three OSI layers (Session, Presentation, and Application) are grouped into the TCP/IP Application layer. 

The five TCP/IP layers (from lowest to the highest) are

➤ Physical Layer: The first layer is concerned with the physical interface between devices. It controls the transmission of a bit stream over the physical medium and deals with the mechanical and electrical characteristics of the physical medium. 

➤ Data Link Layer: The second layer provides error detection and control. It adds reliability to the physical layer by grouping bits into  frames and providing synchronization, error control, and flow control over the 10 8699 ch10  11/19/02  10:13 AM  Page 222
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frames. This layer provides the delivery of data between systems using a media or hardware address, such as the Ethernet or Media Access

Control (MAC) address. 

➤ Network or Internet Layer: The third layer is responsible for determining a path across the Internet between systems that want to communicate. 

It understands the data communication and switching technologies used to interconnect systems. This layer manages the network addressing and routing of data and locates the remote host based on its assigned IP

address and determines the path through the network (that is, the route) used to deliver data. Data at this layer is typically referred to as  datagrams. 

➤ Transport Layer: The fourth layer provides end-to-end error recovery and flow control. These services ensure that the data is delivered without errors and in sequence without duplication. It controls the exchange and flow of data. Data at this layer is typically referred to as  packets. 

➤ Application: The fifth layer provides utilities used by humans including functionality such as remote logins, file transfers, and so on. Data at this layer is typically referred to as  messages  or  streams. 

Figure 10.1 provides a side-by-side comparison of the OSI and TCP/IP networking models. 
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Figure 10.1

Comparing the OSI and TCP/IP networking models. 

TCP/IP Networking

The Solaris operating system implements the TCP/IP networking model. 

Although Solaris can use several types of networking hardware architectures such as Ethernet, Token Ring, and FDDI to communicate with other systems, Ethernet is the de facto networking architecture. 
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Features and Functions of Ethernet

The Data Link Layer of the TCP/IP Model controls the transfer of data across a network media. In an Ethernet Local Area Network (LAN), the Ethernet frame is used at the Data Link Layer to package and transmit the data. 

The hosts on an Ethernet LAN are assigned unique addresses that are associated with the Data Link Layer. These addresses are referred to as  Ethernet addresses,  hardware  addresses,  physical  addresses, and/or  Media Access Control (MAC)  addresses. 

Typically, these addresses are assigned by the company that manufactures the Network Interface Card (NIC), and a unique address is associated with each NIC. Thus, the Ethernet address is associated with the NIC, not with a system. A system with two NICs (such as a router that is attached to two networks) will have two Ethernet addresses. The addresses are managed by the Institute of Electrical and Electronics Engineers (IEEE) and are distributed to manufacturers on an as-needed basis. 

The Ethernet address consists of 48 bits (six bytes of data). Typically an Ethernet address is shown as six 2-digit hexadecimal numbers separated by colons. For example, 00:40:05:37:9d:db is the Ethernet address for the system used to generate most of the listings in this book. 

The Ethernet frame transmitted on the LAN contains the Ethernet address of the NIC that should receive the frame. All hosts on a LAN receive all transmitted Ethernet frames. Any received frames with an Ethernet address that matches the Ethernet address of the NIC are read and processed. 

The Ethernet addresses are only used on the LAN and do not pass through routers. Thus, any Ethernet frame being sent to a host that is not on the current LAN will use the Ethernet address of the destination host’s closest router as its destination. Likewise, an Ethernet frame being sent from a router to a host will have the Ethernet address of the router as its source. 

However, most TCP/IP applications address hosts using IP addresses. 

Typically, the IP address needs to be converted to an Ethernet address. 

Because each host has a unique IP address and a unique Ethernet address, a process is needed to map between these two addresses. 

The Address Resolution Protocol (ARP) and the Reverse 

ARP (RARP)

This process to map between Ethernet and IP addresses is referred to as  address resolution. The protocol used to map from an IP address to an Ethernet address is referred to as the Address Resolution Protocol (ARP). The details of this process are specified in  RFC 826—An Ethernet Address Resolution Protocol. 
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In some cases, an Ethernet address is known, but the IP address needs to be determined. This process is known as the  Reverse Address Resolution Protocol (RARP). The details of this process are specified in  RFC 903—A Reverse Address Resolution Protocol. 

A host that needs to resolve an Ethernet address broadcasts an ARP request that contains the IP address as data. The message basically asks “What is the Ethernet address of the host with this IP address?” Note that the ARP

request is an Ethernet broadcast. That is, the destination Ethernet address of the Ethernet frame is all ones (FF:FF:FF:FF:FF:FF). The host that matches the specified IP address responds with an ARP reply that contains its Ethernet address. This address is part of the Data field of the Ethernet frame. 

The same process is used to resolve an IP address when the Ethernet address is known. An RARP request is broadcast (destination Ethernet address of FF:FF:FF:FF:FF:FF) that contains an Ethernet address in the Data field. The appropriate host responds with a RARP reply that contains the requested IP

address. 

Sometimes it is necessary for a system to respond to an ARP or RARP

request on behalf of another system. This process is referred to as  proxy ARP

and some protocol stacks (typically routers) are designed with this capability. 

Classes of IP Networks

In the TCP/IP network model, the Internet Protocol (IP) at the Internet Layer is used to segregate networks into classes. The three most commonly used IP network classes are A, B, and C. Table 10.1 lists the characteristics of these different IP network classes. 

Table 10.1

IP Address Classes

Class

First

Default

Maximum

Octet

Subnet Mask

Theoretical Hosts

A

1–126

255.0.0.0

16,777,216

B

128–191

255.255.0.0

65,536

C

192–223

255.255.255.0

256

The subnet mask is used to separate the network portion of an IP address from the host portion. 
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TCP/IP Configuration Files

Solaris 9 uses several files to configure the TCP/IP environment. These files are used to identify both the hostname and the IP address of the system. The following three files are used to configure TCP/IP:

➤ /etc/inet/hosts

➤ /etc/nodename

➤ /etc/hostname.  interface

The next few sections look at these files in depth. 

The /etc/inet/hosts File

The /etc/hosts file (which is a symbolic link to /etc/inet/hosts) contains a listing of hostnames and their associated IP addresses. This file is used to convert hostnames to IP addresses. Table 10.2 summarizes the format of the

/etc/inet/hosts file. 

Table 10.2

The /etc/inet/hosts File Format

Column

Description

IP Address

IP address in dotted decimal notation

Hostname

Hostname or node name of the system

Alias

Alternative hostname(s) for the system

The columns are separated by one or more tab or space characters. If more than one alias is defined, they should be separated using either spaces or tabs. 

At a minimum, the /etc/inet/hosts file should contain an entry for localhost (IP

address 127.0.0.1) and an entry for each network interface installed on the system. 

Additional entries can be added to the /etc/inet/hosts file for other systems. This allows access to the remote systems using hostnames instead of IP

addresses. 

The /etc/nodename File

The /etc/nodename file contains only one entry: the default hostname of the local system. The hostname or node name should be assigned in accordance with RFC 952,  DOD Internet Host Table Specification. 

10 8699 ch10  11/19/02  10:13 AM  Page 226

226

Chapter 10

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

The /etc/hostname.  interface File

One /etc/hostname.  interface  file exists for each network interface installed on the system. The  interface  portion of the filename reflects the manufacturer and type of network interface. For example, if an Intel x86–based system has a single 3COM Etherlink III network interface card installed, the filename would be /etc/hostname.elx0. For a SPARC 5 platform with two network interfaces, the filenames would be /etc/hostname.le0 and

/etc/hostname.le1. 

The  /etc/hostname.  interface  file(s) should contain only one entry: the hostname or the IP address that is assigned to that interface. 

If a hostname is used, that hostname must also be listed in the /etc/inet/hosts file. 

Also note that if more than one network interface is installed on the system, the

/etc/hostname.  interface files will contain different hostnames. Only the hostname (or IP address) that matches the hostname defined in the /etc/node-name file is considered the default hostname for the system. 

Checking Network Connectivity

Solaris 9 provides two commands for checking network connectivity between systems and the proper operation of the network interfaces on both systems:

➤ The ping(1M) command 

➤ The spray(1M) command

The ping Command

The /usr/sbin/ping command uses the Internet Control Message Protocol (ICMP) to send ECHO_REQUEST datagrams to another host. When a host receives an ECHO_REQUEST datagram, it responds with an ECHO_REPLY datagram. This basic echo mechanism is used to verify both the connectivity between two hosts and the proper operation of the network interfaces and protocol stacks (of both hosts) up to the Internet layer where the Internet Protocol (IP) resides. The following listing shows the ping command sending one ICMP ECHO_REQUEST datagram:

$ /usr/sbin/ping solaris9

solaris9 is alive

$

Table 10.3 lists some of the more frequently used command-line arguments supported by the ping command. 
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Table 10.3

The ping Command-Line Arguments

Argument

Description

-i  interface

Uses the specified interface address

-I  interval

Specifies an interval between transmissions (default of 1 second)

-n

Displays addresses instead of hostnames

-r

Bypasses the routing tables (remote host is on local network)

-R

Records route in IP header

-s

Sends ICMP packets until interrupted

-t  time

Specifies a time to live (in seconds) for IP packets

-v

Displays detailed information (verbose mode)

At a minimum, a hostname or IP address must be specified. All these command-line arguments are specified before the hostname or IP address. 

When used without any command-line arguments (only a hostname is specified), a timeout can be specified after the hostname. The default timeout is 20 seconds. 

When used with the -s command-line argument, a packet size and a count can be specified after the hostname. The following listing shows the ping command sending five packets (each with 60 bytes of data) to the solaris9

host:

$ /usr/sbin/ping -s sparc20 60 5

PING sparc20: 60 data bytes

68 bytes from sparc20 (192.168.99.9): icmp_seq=0. time=1.ms

68 bytes from sparc20 (192.168.99.9): icmp_seq=1. time=0.ms

68 bytes from sparc20 (192.168.99.9): icmp_seq=2. time=0.ms

68 bytes from sparc20 (192.168.99.9): icmp_seq=3. time=0.ms

68 bytes from sparc20 (192.168.99.9): icmp_seq=4. time=0.ms

----sparc20 PING Statistics----

5 packets transmitted, 5 packets received, 0% packet loss

round-trip (ms)  min/avg/max = 0/0/1

$

The spray Command

The /usr/sbin/spray command sends a stream of User Datagram Protocol (UDP) packets to a host using the Remote Procedure Call (RPC) mechanism. On the remote end, the spray daemon, sprayd(1M), accepts these packets and acknowledges receiving the packets. The spray command, along with the  sprayd program, are used to verify both the connectivity between two hosts and the proper operation of the network interfaces and protocol stacks (of both hosts) up to the application layer. 
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The following listing shows the spray command being used to test network connectivity:

$ /usr/sbin/spray sparc20

sending 1162 packets of length 86 to sparc20 ... 

706 packets (60.757%) dropped by sparc20

1801 packets/sec, 154924 bytes/sec

$ 

Table 10.4 lists the command-line arguments supported by the spray command. 

Table 10.4

The spray Command-Line Arguments

Argument

Description

-c  count

The number of packets to send (default is the number of packets

required to send a total of 100KB of data, which is dependent on the length of the packet—see -l). 

-d  delay

The number of microseconds to pause between packets (default is 0)

-l  length

The length of the Ethernet packet (default is 86 bytes)

-t  type

The class of transport (default is UDP)

At a minimum, a hostname or IP address must be specified. All these command-line arguments are specified before the hostname or IP address. 

The sprayd program must be running on the remote system in order for the spray command to work properly. 

Viewing Network Interface Configuration

and Statistics

Two commands are available to view the configuration of the network interfaces and network statistics. These are:

➤ ifconfig(1M)—Configures network interfaces

➤ netstat(1M)—Views network statistics

The ifconfig(1M) command is used to configure parameters for the network interfaces. Although configuring network interfaces is beyond the scope of the exam, the ifconfig command can be used to view the configuration of the network interfaces. This is accomplished by specifying the -a command-line argument to list information about all network interfaces or by specifying the name 10 8699 ch10  11/19/02  10:13 AM  Page 229
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of a particular interface as a command-line argument. The following listing shows use of these two command-line arguments:

# ifconfig -a

lo0: flags=1000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4> mtu 8232 index 1

inet 127.0.0.1 netmask ff000000 

elx0: flags=1000843<UP,BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2

inet 192.168.99.9 netmask ffffff00 broadcast 192.168.99.255

ether 0:a0:24:c:32:97 

lo0: flags=2000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv6> mtu 8252 index 1

inet6 ::1/128 

elx0: flags=2000841<UP,RUNNING,MULTICAST,IPv6> mtu 1500 index 2

ether 0:a0:24:c:32:97 

inet6 fe80::2a0:24ff:fe0c:3297/10 

# ifconfig elx0

elx0: flags=1000843<UP,BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2

inet 192.168.99.9 netmask ffffff00 broadcast 192.168.99.255

ether 0:a0:24:c:32:97 

#

The netstat(1M) command is used to display network statistics and configuration information. Table 10.5 lists the command-line arguments supported by the netstat command. 

Table 10.5

The netstat Command-Line Arguments

Argument

Description

-a

Lists the status of all sockets, routing table entries, and all network interfaces. 

-D

Lists the status of DHCP-configured network interfaces. 

-f  family

Lists information only for the specified protocol  family. Possible values are inet (IP version 4), inet6 (IP version 6), and unix (Unix). 

-g

Lists multicast membership of each interface. 

-i

Lists statistics for all network interfaces. 

-I  interface

Lists statistics for the specified network  interface. 

-m

Lists STREAMS statistics. 

-M

Displays a multicast routing table. 

-n

Displays network address instead of network names. 

-p

Displays hardware (Ethernet) addresses for each interface. 

-P  protocol

Lists statistics only for the specified  protocol. 

-r

Displays the dynamic routing table. 

-s

Lists per-protocol statistics. 

-v

Lists additional socket and routing table information. 
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The following listing shows the output of the netstat -i command, which is used to list the status and statistics for the physical interfaces:

# netstat -i

Name  Mtu  Net/Dest      Address     Ipkts   Ierrs Opkts  Oerrs Collis Queue lo0   8232 loopback      localhost   3084920 0     3084920 0    0      0     

elx0  1500 192.168.99.0  solaris9    155407  0     58629   0    49     0     

Table 10.6 describes the columns of the netstat -i output. 

Table 10.6

The netstat -i Output Format

Column

Description

Name

The interface name. 

Mtu

The maximum transmission unit (maximum packet size). 

Net/Dest 

The local network. (If possible, the network is mapped to a network name using the /etc/networks file or the appropriate name service.) Address

The IP address of the interface. (If possible, the address is mapped to a hostname using the /etc/hosts file or the appropriate name service.) Ipkts

The number of input packets. 

Ierrs

The number of input errors. 

Opkts

The number of output packets. 

Oerrs

The number of output errors. 

Collis

The number of network collisions. 

Queue

The number of packets waiting in the queue. 

Note that both the ifconfig and the netstat command can be used to display the Ethernet address associated with a network interface. 

Open Network Computing (ONC) and the

Remote Procedure Call (RPC) Mechanism

Sun Microsystems has developed an environment for supporting distributed computing services. This environment is referred to as Sun’s Open Network Computing Plus (ONC+) Technologies. The ONC+ Technologies is a family of technologies, services, and tools. The main components are

➤ Applications—NFS and NIS+ services. They use Remote Procedure Calls to accomplish the client-server interaction. 

➤ Remote Procedure Call (RPC)—A mechanism that allows a client to request a remote server to execute a procedure or process. 
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➤ External Data Representation (XDR)—A machine-independent data representation. Both clients and servers translate data into and out of the XDR format. This provides a standardized format for all data to overcome differences in data byte ordering, data type size, and byte align-ment between different hardware architectures. 

➤ Transport Layer Interface (TLI)—An interface to TCP/IP that allows the RPC mechanism to be protocol independent. Either a connection-oriented protocol, such as TCP (Transmission Control Protocol) or a connectionless protocol (such as UDP) can be selected without making changes to the client or server code. 

➤ Sockets—Another mechanism that can be used to interface to TCP/IP

that supports protocol independent programming of client/server applications. 

In the TCP/IP model, all of the ONC+ components reside in the

Application Layer. In terms of the OSI model, these components are distributed among the Session Layer (RPC), Presentation Layer (XDR), and Application Layer (NFS and NIS+). Note that the applications call XDR

routines to translate the data. Once translated, the data is processed locally or passed to RPC routines to send the data to a remote system. 

Registering RPC Services

In order for systems to use distributed services built on RPC, the programs that provide the services must be identified (that is, registered). The program that manages RPC services on a system is the rpcbind(1M) daemon. Each RPC program is assigned a unique number. When an RPC program starts, it contacts the local rpcbind daemon and provides its RPC program number, version, and so on. When a remote client attempts to use a local RPC service, it contacts the local rpcbind daemon to obtain information (based on RPC program number) about the service and to request a connection to the service. Thus, the rpcbind daemon provides a method for local services to register their availability and remote clients to identify the services and establish a connection to the services. 

The  rpcinfo(1) command can be used to contact the local or a remote rpcbind daemon and request it to list the currently registered RPC services. 

The following listing shows the rpcinfo command being used to list local services. By specifying the name of a remote host as a command-line argument, the rpcinfo command can list services on a remote system. 

# rpcinfo

program version netid     address             service    owner

100000    4    ticots    solaris9.rpc        rpcbind    superuser 100000    3    ticots    solaris9.rpc        rpcbind    superuser 10 8699 ch10  11/19/02  10:13 AM  Page 232
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100000    4    ticotsord solaris9.rpc        rpcbind    superuser 100000    3    ticotsord solaris9.rpc        rpcbind    superuser 100000    4    ticlts    solaris9.rpc        rpcbind    superuser 100000    3    ticlts    solaris9.rpc        rpcbind    superuser 100000    4    tcp       0.0.0.0.0.111       rpcbind    superuser 100000    3    tcp       0.0.0.0.0.111       rpcbind    superuser 100000    2    tcp       0.0.0.0.0.111       rpcbind    superuser 100000    4    udp       0.0.0.0.0.111       rpcbind    superuser 100000    3    udp       0.0.0.0.0.111       rpcbind    superuser 100000    2    udp       0.0.0.0.0.111       rpcbind    superuser 100000    4    tcp6      ::.0.111            rpcbind    superuser 100000    3    tcp6      ::.0.111            rpcbind    superuser 100000    4    udp6      ::.0.111            rpcbind    superuser 100000    3    udp6      ::.0.111            rpcbind    superuser 100024    1    udp6      ::.128.9            status     superuser 100024    1    tcp6      ::.128.6            status     superuser 100024    1    udp       0.0.0.0.128.10      status     superuser

. 

# rpcinfo sparc20

program version netid     address             service    owner

100000    4    ticots    sparc9.rpc          rpcbind    superuser 100000    3    ticots    sparc9.rpc          rpcbind    superuser 100000    4    ticotsord sparc9.rpc          rpcbind    superuser 100000    3    ticotsord sparc9.rpc          rpcbind    superuser 100000    4    ticlts    sparc9.rpc          rpcbind    superuser 100000    3    ticlts    sparc9.rpc          rpcbind    superuser 100000    4    tcp       0.0.0.0.0.111       rpcbind    superuser 100000    3    tcp       0.0.0.0.0.111       rpcbind    superuser 100000    2    tcp       0.0.0.0.0.111       rpcbind    superuser 100000    4    udp       0.0.0.0.0.111       rpcbind    superuser 100000    3    udp       0.0.0.0.0.111       rpcbind    superuser 100000    2    udp       0.0.0.0.0.111       rpcbind    superuser 100029    1    ticlts    sparc9.keyserv      keyserv    superuser 100029    1    ticotsord sparc9.keyserv      keyserv    superuser 100029    1    ticots    sparc9.keyserv      keyserv    superuser 100029    2    ticlts    sparc9.keyserv      keyserv    superuser 100029    2    ticotsord sparc9.keyserv      keyserv    superuser 100029    2    ticots    sparc9.keyserv      keyserv    superuser 100029    3    ticlts    sparc9.keyserv      keyserv    superuser RPC services are typically listed in the /etc/rpc file. This file lists the common RPC service name, its RPC program number, and any aliases (separated by tabs or spaces). See the rpc(4) manual page for more information. The following listing shows the partial contents of an /etc/rpc file: rpcbind         100000  portmap sunrpc rpcbind

rstatd          100001  rstat rup perfmeter

rusersd         100002  rusers

nfs             100003  nfsprog

ypserv          100004  ypprog

mountd          100005  mount showmount

ypbind          100007

walld           100008  rwall shutdown

yppasswdd       100009  yppasswd

etherstatd      100010  etherstat

rquotad         100011  rquotaprog quota rquota

sprayd          100012  spray

3270_mapper     100013

rje_mapper      100014

selection_svc   100015  selnsvc
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database_svc    100016

rexd            100017  rex

alis            100018

sched           100019

llockmgr        100020

nlockmgr        100021

TCP/IP Initialization During System Boot

The TCP/IP configuration is initialized during system boot as follows: 1. The kernel runs /sbin/init. 

2. The /sbin/init program executes the /sbin/rcS script to bring the system up to single user by executing the “S” scripts in /etc/rcS.d directory. 

3. The /etc/rcS.d/S30network.sh script runs to configure all IPv4 and IPv6 network interfaces as defined by the /etc/ files (nodename, hostname.  interface, and so on). This provides the basic networking support for diskless clients and AutoClients. 

4. The /etc/rcS.d/S30rootusr.sh script runs to perform some cleanup and mount the /usr file system. 

5. Once the system is ready to change state to run level 2, the /sbin/init program executes the /sbin/rc2 script, which in turn executes the “S” 

scripts in /etc/rc2.d directory. Those that relate to networking are:

➤ S60inet—Set up routing, IPv4, and IPv6 tunnels

➤ S71ldap.client—LDAP Cache Manager

➤ S71rpc—Start RPC services along with the NIS server and the

NIS+ server, if applicable

➤ S72inetsvc—Start the inetd process and the Domain Name System

(DNS) server

➤ S73nfs.client—Start the NFS client

➤ S74autofs—Start the automount daemon (automountd)

6. Once the system is ready to change state to run level 3, the /sbin/init program executes the /sbin/rc3 script, which in turn executes the “S” 

scripts in /etc/rc3.d directory. Those that relate to networking are as follows:

➤ S15nfs.server—Start the NFS server

➤ S16boot.server—Start the Boot Parameter Daemon 

(rpc.bootparamd)
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Controlling Network Services

Most of the Internet and RPC services are managed automatically by the inetd(1M) Internet Services daemon. These services are specified as entries in the /etc/inet/inetd.conf file (or /etc/inetd.conf, which is symbolically linked to /etc/inet/inetd.conf). 

The inetd daemon is started automatically at system boot, or can be started manually by executing the /etc/init.d/inetd start command. The services that the inetd controls are started as needed. Likewise, all Internet and RPC services controlled by the inetd daemon are stopped automatically when the system is shut down or can be stopped manually by executing the

/etc/init.d/inetd stop command. 

Individual Internet and RPC services can be stopped by using the kill or pkill command to send a signal to the process that provides the service. 

However, the inetd daemon should be reconfigured so that it will not try to restart the service. 

To  reconfigure the inetd daemon, edit the /etc/inet/inetd.conf file and delete the entry for the service. Then use the kill command to send the hang up signal (SIGHUP) to the inetd daemon. This causes the inetd daemon to reread the /etc/inet/inetd.conf file. Also, the /etc/init.d/inetd script (as previously described) can be used to stop and restart the inetd daemon or the system can be rebooted. 

The Solaris Network Environment

The Solaris 9 network environment supports several types of system configurations, including standalone, diskless, and AutoClient. These configurations provide different capabilities and impact deployment and support costs. 

Standalone Configuration

A  standalone  system has local disk space that is used to store all operating system files, applications, and user data. This includes the root (/),  /usr, 

/export/home, and /var file systems. Likewise, it provides a local swap for the system’s virtual memory. A standalone system can function autonomously and can be either networked or non-networked. A networked standalone system can be used as a server, such as a file server, to provide remote access to shared or common data. 
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File Server Concepts

A  file server  is a standalone system that functions as a server and allows clients to access files via the network. There are several variations of file servers. 

One important type of file server in the Solaris environment is the  operating system (OS) server. The OS server provides access to client systems that do not have all or some of the operating system files available through local file systems on local hard disks. 

An OS server can support more than one version of an operating system at a time. This includes not only different releases of an operating system, such as Solaris 9, Solaris 8, Solaris 7, and SunOS 2.5, but also different hardware platforms, such as SPARC and Intel x86 compatibles. 

Diskless Configuration

A  diskless client, as the name implies, does not have a hard disk for locally storing the operating system or applications. This storage is provided by a  diskless client server  that is accessible via the network. For a diskless client to boot and operate, the client must remotely mount its root (/) and /usr file systems from an OS server. 

In addition to providing a common set of operating system files for all the diskless clients (of the same version) through the network, the OS server provides hard disk space assigned for use by each client. This disk space is used for swap space for the diskless client’s virtual memory system and the /home file system for user accounts that are unique to each diskless client. 

Compared to the standalone configuration, the diskless configuration is cheaper and easier to maintain because only a very small number of systems (the OS servers) require hard disks. Only one copy of common files is required, and this is shared among many clients. In addition, all data unique to each client is stored on an OS server, simplifying backup and restore procedures. Because no data is stored on the clients, the client hardware can be easily replaced or upgraded. 

The main disadvantages of the diskless configuration are its dependence on the network and the load that it places on the network. If a diskless client cannot access the OS server via the network, it cannot operate. In addition, because all data (including that in swap space) is accessed remotely, the network is extremely loaded even under normal operating conditions. 
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AutoClient Configuration

An   AutoClient  is similar to a diskless client, except that it has a limited amount of local storage space (must have at least 100MB) that is used for a specific purpose. Like the diskless client, the AutoClient must remotely access its root (/) and /usr file systems from an OS server configured as an AutoClient server. Unlike the diskless client, the AutoClient uses local disk space to store or cache the root (/) and /usr file systems. 

In addition, the local hard disk is used for swap space. Like the diskless configuration, the OS server provides hard disk space for the /home and /var file systems that are unique to each diskless client. 

Compared to the diskless configuration, the AutoClient configuration is somewhat more expensive because its client requires a hard disk, but the hard disk is small. Like the diskless configuration, only one copy of common files is required, and this is shared among the clients. In addition, all data unique to each client is stored on an OS server, simplifying backup and restore procedures. Thus, in terms of client hardware, AutoClients, like diskless clients, can be replaced or upgraded easily. 

The disadvantages of the diskless configuration are reduced and in some cases eliminated by the AutoClient configuration. After the AutoClient has cached the operating system, it no longer requires access to the OS server for those files. In addition, the local swap space eliminates a significant portion of the network load. 

Comparison of Configurations

Table 10.7 lists the significant differences among the various system configurations supported in the Solaris 9 network environment. 

Table 10.7

A Comparison of System Configurations

System Type

Local Swap

Local File Systems

Remote File Systems

Standalone

Yes

root, /usr, /var, None

/export/home

Diskless client

No

None

root, /usr,/var, /home

AutoClient

Yes

root, /usr

/var, /home

Standalone systems that function as servers typically provide file systems—

such as /export/root,  /export/home, and /export/swap—that are used to store the files that are remotely accessed by diskless clients and AutoClients. 

In addition, servers and standalone systems provide the /opt file system for storing application software. 
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Summary

There a two main network models in use: TCP/IP and OSI. These networking models use a layered approach to handle the data being received and transmitted. Each layer provides a different service of coordinating communication or transforming data. Collectively, these layers are referred to as a protocol stack. 

In the TCP/IP network model, the Internet Protocol (IP) at the Internet Layer is used to segregate networks into classes. The three most commonly used IP network classes are A, B, and C. 

Three files are used to configure TCP/IP on a Solaris 9 system. These are

/etc/inet/hosts, /etc/nodename, and /etc/hostname.  interface. 

Two commonly used commands to view network interface status are 

ifconfig and netstat. 

Most network services are controlled by the inetd daemon, which starts the services as needed. 
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Exam Prep Practice Questions

Question 1

Which of the following can be used as a file server? 

❍ A. AutoClient

❍ B. Diskless client

❍ C. Non-networked standalone system

❍ D. Networked standalone system

The correct answer is D. A networked standalone system meets both of the basic requirements of a file server: It is networked and it has storage space. 

Answer A, AutoClient, is incorrect because it has only a minimum amount of local storage space. Answer B, diskless client, is incorrect because it does not have any local storage space. Answer C, non-networked standalone system, is incorrect because it is not networked and cannot make its storage space available to other systems. 

Question 2

How many layers are in the TCP/IP network model? 

❍ A. Four

❍ B. Five

❍ C. Six

❍ D. Seven

The correct answer is B, five. The layers (bottom to top) are Physical, Data Link, Network, Transport, and Application. The OSI network model has seven layers. 

Question 3

Enter the name of the command used to display network statistics. 

The correct answer is netstat. 
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Question 4

Which of the following have local swap space? [Select all that apply.]

❑ A. Non-networked standalone system

❑ B. AutoClient

❑ C. OS server

❑ D. Diskless client

❑ E. Networked standalone system

The correct answers are A, B, C, and E. All of these systems have a local hard disk that is used for swap space. Only answer D, diskless client, does not have a local disk and thus cannot have local swap space. 

Question 5

Which of the following commands can be used to determine the Ethernet address of a network interface? [Select all that apply.]

❑ A. ifconfig -a

❑ B. netstat -a

❑ C. netstat -p

❑ D. netstat -r

❑ E. netstat -e

The correct answers are A and C. Answer B, netstat –a, is incorrect because it displays information about sockets and connections. Answer D, netstat 

-r is incorrect because it displays the routing table. Answer E, netstat -e, is not a valid answer. 

Question 6

Which of the following IP addresses are on a Class B network? [Select all that apply.]

❑ A. 128.34.17.230

❑ B. 120.56.117.3

❑ C. 192.186.13.4

❑ D. 191.255.255.47
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The correct answers are A and D. The first octet of a Class B address is between 128 and 191 (inclusive). Answer B is a Class A address, and answer C is a Class C address. 

Question 7

Which of the following layers are located between the Transport and Application Layers of the OSI network model? [Select all that apply.]

❑ A. Session

❑ B. Data Link

❑ C. Presentation

❑ D. Network

The correct answers are A and C. Answer A, Session, provides connection management. Answer C, Presentation, provides data format mapping. 

Answers B and D are Layers, but are located below the Transport Layer. 

Question 8

Which of the following statements best describes RARP? 

❍ A. The IP address is used to determine the Ethernet address. 

❍ B. The Ethernet address is used to determine the IP address. 

❍ C. The IP address is used to determine the network mask. 

❍ D. The IP address is used to determine the hardware address. 

❍ E. The Ethernet address is used to determine the network mask. 

The correct answer is B. RARP uses the Ethernet address to determine the IP address. ARP uses the IP address to determine the Ethernet address or hardware address. Therefore, answers A and D are incorrect. Neither is used to determine the network mask. Therefore, answers C and E are incorrect. 

Question 9

Enter the name of the file that is symbolically linked to the /etc/hosts file. 

The correct answer is /etc/inet/hosts. 
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Need to Know More? 

Finlayson, Mann, Mogul and Thelmer, Request For Comment 903, 

 A Reverse Address Resolution Protocol (June 1984). Available at www.nic.mil/ftp/rfc/rfc903.txt. 

Plummer, David, Request For Comment 826,  An Ethernet Address Resolution Protocol (November 1982). Available at www.nic.mil/ftp/

rfc/rfc826.txt. 

Sun Microsystems,  System Administration Guide: Advanced

 Administration.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Administration Guide: IP Services. 

Available in printed form, on the Web at docs.sun.com, and from

the online documentation provided with the Solaris 9 operating 

system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—

 Administration Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 
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Terms You Need to Understand

✓ Swap partitions

✓ Swap files

✓ Core files

✓ Crash dumps

Concepts You Need to Master

✓ Swap space management

✓ Core file configurations

✓ Crash dump management
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Introduction

The chapter covers the management of three special types of disk-related files and associated operations. First is swap space, which is used to increase the apparent size of memory by using disk space. Next are  core files, which are copies of memory being used by programs that malfunction. These files can be used to debug software. Last is crash dumps, the core files for the operating system. 

Swap Space Management

Solaris 9 supports the concept of virtual memory by using space on a hard disk to temporarily store the contents of memory that is currently not being used. When the contents are needed, the system swaps out some other area of memory into in the swap file, and then swaps in the requested contents. 

As long as there is sufficient memory, swap space is not used. As the load on the system increases and resources (mainly memory) are in high demand, swapping may start occurring. 

Keep in mind that pseudo-file systems (such as the /tmp TMPFS instance) use memory. As more /tmp space is used, the system will be forced to make more use of the swap space. Heavy use of the /tmp TMPFS instance may cause the system to run out of swap space. 

Default Swap Space

When Solaris 9 is initially installed, a partition on a hard disk is defined as the   default swap space. Its size is based on the amount of physical memory. 

Table 11.1 lists the recommended swap space sizes. These recommendations are used by the Solaris installation programs to determine the default size of swap space. 

Table 11.1

Recommended Swap Space Sizes

Equipped Memory

Recommended Swap Space Size

Less than 64MB

32MB

64—127MB

64MB

128—511MB

128MB

512MB or greater

256MB
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If a system needs more swap space because additional memory is added or the system is heavily loaded, the size of the swap space partition cannot be increased without reinstalling Solaris 9 and resizing the swap space partition. 

However, available space from other file system partitions can be used to add additional swap space. 

Adding Additional Swap Space

The mkfile(1M) command can configure additional swap space using available space from mounted partitions. This command creates a file of a specified size that internally has the appropriate layout. The swap(1M) command can then be used to add the file to the system swap space. 

The mkfile command expects at least two command-line arguments. This first is a number that specifies the size of the file. The size should be followed by a  k  or  K  for KB,  b  or  B  for blocks, or  m  or  M  for MB to identify the appropriate scale for the size. Do  not  place a space between the size and the scale. 

If a scale is not specified, the size is assumed to be in bytes. The second command-line argument is the name of the file. More than one file of the specified size can be created by listing more than one filename as the command-line argument, but they must be separated by spaces. 

The other command-line arguments are supported. These are -n, which indicates that the disk space should be allocated as needed up to the specified size (instead of all being allocated when the file is created) and –v, which is the verbose reporting mode (filenames and sizes are listed). 

A swap space file (or swap file) can be added to the system swap space using the swap -a command. At a minimum, the name of the file must be specified as a command-line argument. Be sure to use the full (absolute) pathname for the file. Keep in mind that swap files do not provide as good performance as a swap partition. 

Understand the procedure and commands used to add swap space. 

Administering Swap Space

In addition to being used to add swap space, the swap command also supports the command-line arguments to list swap space (-l), to list swap space statistics (-s), and to delete swap files (-d). 
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The following listing shows how to create a 32MB swap file and add to the system swap space along with how to use the swap command to administer the swap space:

# swap -l

swapfile             dev  swaplo blocks   free

/dev/dsk/c0d0s1     102,1       8 1049320 1049320

# pwd

/

# mkfile 32m swapfile

# swap -a /swapfile

# swap -l

swapfile             dev  swaplo blocks   free

/dev/dsk/c0d0s1     102,1       8 1049320 1049320

/swapfile             -         8 65528   65528

# swap -s

total: 50732k bytes allocated + 12040k reserved = 62772k used, 585196k available

# swap -d /swapfile

# swap -l

swapfile             dev  swaplo blocks   free

/dev/dsk/c0d0s1     102,1       8 1049320 1049320

# 

Both the default swap space and any added swap space or files should be added to /etc/vfstab. The vfstab entry should include the full device name, the file system type of swap ,  and should not be mounted at boot, as shown in the following example:

#device              device    mount    FS     fsck   mount    mount

#to mount           to fsck    point    type   pass   at boot  options

/dev/dsk/c0t3d0s1       -       -       swap    -       no      -

Core File Management

When a process or program terminates abnormally, a copy of the contents of system memory being used by that program (both the executable code and its data) are written to a file so it can be examined and debugged. Memory is originally referred to as  core memory  or just  core. This procedure of saving a copy of the core memory is referred to as a  core dump. Core dumps are placed in a file named core located in the current directory associated with the process. This is still the default behavior of a Solaris system. However with Solaris 9, several features have been added to enhance the management of these core files. 
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The coreadm(1M) command allows core files to be placed in specified directories instead of just the current directory. This command supports a core file-naming convention instead of just using the name core for all core files. 

Core files can also be managed on both a per-process and global (systemwide) level. 

Per-Process and Global Configurations

The per-process core file configuration is enabled by default. The default configuration uses the current directory for core files and the core filename of core. The coreadm command can be used to specify a directory for core files (core file path) and a naming convention for core filenames that include program name, process ID (PID), and system name. This naming convention allows you to save multiple core files and makes it easy to identify the program that produced each core file. Once defined, this per-process configuration is in effect for a specified process (typically the login shell of a user) and any processes created by that process. Both privileged and non-privileged users can control their per-process control file configurations. 

The global (system-wide) core file configuration is disabled by default. 

When enabled, a copy of any core files generated on the system will be placed in the specified core file path and named using the defined naming convention. The owner of this copy is set to root and only root can access this copy. This allows the system administrator to monitor problems with software execution that might indicate improper software installation, possible hardware problems, or even attempts to hack into or damage the system. 

By default, processes that use setuid do not produce core files. Core files associated with setuid programs could be used to bypass system security. Management of setuid core files is controlled separately using the coreadm command. 

Core File-Naming Convention

The coreadm command can be used to define a core file-naming convention that uses a core filename pattern. This pattern consists of normal ASCII characters used to name files, but can also include variables that are expanded when the core file is generated. For example, if a core filename pattern includes %p, the %p is replaced by the PID of the process when a core file is generated and the name pattern is used to generate a filename for the core file. Table 11.2 lists the core filename pattern variables and their expanded values. 
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Table 11.2

Core Filename Pattern Variables

Variable

Expanded Value

%p

PID

%u

User ID (UID)

%g

Group ID (GID)

%f

Name of program

%n

System name

%m

Machine name

%t

Timestamp

%%

Literal %

For example, assume the junk program has a PID of 123 and its associated per-process core filename pattern is:

/var/cores/core.%f.%p

If the junk program generated a core file, the core file would be named

/var/cores/core.junk.123. 

The coreadm Command

The coreadm command can be used to manage per-process and global core file configurations along with per-process and global setuid core file configurations. Once configured, they can be enabled or disabled as required. 

Table 11.3 lists the coreadm command-line arguments. 

Table 11.3

The coreadm Command-Line Arguments

Argument

Purpose

-d  configuration

Disable the specified  configuration (global, process, global-setid or proc-setid, log)

-e  configuration

Enable the specified  configuration (global, process, global-setid or proc-setid, log)

-g  pattern

Set global core filename pattern to  pattern

-i  pattern

Set per-process core filename pattern to  pattern  for processes created by init(1M)

-p   pattern

Set per-process filename pattern to  pattern

 pid

One or more PIDs (separated by spaces)

-u

Force immediate update of global configuration

11 8699 ch11  11/19/02  10:06 AM  Page 249

Special Disk Operations

249

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Global core file configurations are persistent across system reboots, whereas per-process core file configurations are not. This is accomplished by use of the /etc/coreadm.conf file, which is used to record global configuration settings. This file is read during system boot to restore the global settings. 

init Process Core File Configuration

Privileged users (such as  root) can configure the core filename pattern for processes spawned by the init process. These system processes start during the boot process or when the system changes run levels. The init core file configuration is stored in /etc/coreadm.conf. The following command shows how to set the core file configuration for the init process:

# coreadm -i /var/core/core.%f.%p

Global Core File (non-setuid) Configuration

Privileged users can configure the core filename pattern 

➥for core files produced system wide. The following 

➥commands show you how to enable the global configurations 

➥and set the global core filename pattern:# coreadm -e global

# coreadm -g /var/core/core.%f.%p

Setting and enabling the core file configurations can also be accomplished using a single command, which is shown in the next example. 

Per-Process Configuration

Assume that a privileged user has enabled per-process core file configuration using the following command:

# coreadm -e process

Any user can then configure per-process core file configurations using the following command:

$ coreadm -p $HOME/cores/core.%f.%p $$

This command configures per-process core file generation. These will be created in the user’s home directory (as defined by $HOME), under the cores subdirectory using the specified core file name format. The $$ represents the current process (the user’s shell process). 

setuid Configurations

Privileged users can configure the core filename pattern for core files produced systemwide by setuid programs or on a per-process basis. The following command shows how to enable the global setuid core file configuration:

# coreadm -e global-setid -g /var/core/core.%f.%p
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A copy of any core file produced by any setuid program is placed in the

/var/core directory. If a privileged user has enabled the per-process setuid configuration by using the following command:

# coreadm -e proc-setid

the users can then set core file generation on a per-process basis for any program (setuid or non-setuid) using the previously described per-process configuration procedure. 

Core File Logging

The coreadm command can also be used to enable logging of core file generation using the system logging (syslog) facility. The following command can be used to enable logging:

# coreadm -e log

Disabling Core File Configurations

The global, process, global-setid, proc-setid, or log configurations can also be disabled as required. For example, the following command can be used to disable the per-process configuration:

# coreadm -d process

Displaying the Current Core File Configuration

To  determine whether and where core files are being generated, use the coreadm without any arguments to display the current core file configuration:

# coreadm

global core file pattern: /var/core/core.%f.%p

init core file pattern: core

global core dumps: enabled

per-process core dumps: enabled

global setid core dumps: disabled

per-process setid core dumps: disabled

global core dump logging: disabled

Crash Dump Management

Software problems in the operating system (and any loaded device drivers) or hardware malfunctions can cause the operating system to stop running, or crash. The memory image (executable program and data) of the operating system when this fault occurs can be saved or  dumped  to disk. This  crash dump can be thought of as a core dump of the operating system. 
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When the operating system crashes, the crash dump is written to an area of a hard disk identified as the  dump device. The crash dump is written in a compressed manner to save disk space. The dump device is a raw device (not a file system) and is typically not accessible by system users. Once the crash dump is finished, the system is rebooted. 

As part of the system boot, the savecore(1M) command is executed. If a crash dump exists in the dump device, the savecore command copies it to an identified user-accessible area of the system so that it can be examined. The crash dump is written as a pair of files with the names unix.  X  and vmcore.  X, where X  is a dump sequence number. If a  minimum free threshold  is specified, the savecore command will estimate the amount of free space that will be available in the savecore directory after saving the crash dump. If the amount of free space will be below the threshold, the crash dump is not saved. 

The user-accessible area along with other crash dump-related information is configured by the dumpadm(1M) command. This information is stored in the

/etc/dumpadm.conf file. 

The dumpadm Command

The dumpadm command (in /usr/sbin) is used to configure the system crash dump operation. By default, the dump device is the swap partition and the savecore directory is /var/crash/ system  where   system  is the hostname of the system. The dumpadm command without command-line arguments displays the current crash dump configuration. The dumpadm command-line arguments are described in Table 11.4. The following code shows the dumpadm command, which lists the current crash dump configuration. 

# dumpadm

Dump content: kernel pages

Dump device: /dev/dsk/c0t3d0s1 (swap)

Savecore directory: /var/crash/solaris9

Savecore enabled: yes

#

Table 11.4

dumpadm Command-Line Arguments

Argument

Purpose

-c  type

Sets the type of memory pages to save:  kernel  for kernel memory pages only,  curproc  for kernel memory pages and the memory pages of the current process, or  all  for all memory pages. 

-d  dump-device

Sets the dump device to the specified block device

(/dev/dsk/c#t#d#s) or swap using the swap keyword. 

 (continued)
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Table 11.4

dumpadm Command-Line Arguments  (continued)

Argument

Purpose

-m  threshold

Sets the minimum amount of free space that must be available

in the savecore directory after a crash dump is saved. The

 threshold  is specified as a number followed by k (Kbytes), m (Mbytes), or % (percentage). This specified threshold is stored in the minfree file in the savecore directory. 

-n

Disables the savecore procedure. That is, does not save the crash dump. 

-r  root

Specifies an alternative root for the savecore directory. If not specified, the system root (/) is assumed. 

-i  savecore-directory

Sets the savecore directory to  savecore-directory. 

-u

Updates the configuration based on the /etc/dumpadm.conf file. 

-y

Enables the savecore procedure. 

Note that if swap is being used as the dump device, the crash dump must be saved during system reboot (by enabling the savecore procedure) or immediately after the system boots. Otherwise, the crash dump will be overwritten when swap is used. 

The following example shows the dumpadm command changing the dump device:

# dumpadm -d /dev/dsk/c0t3d0s7

Dump content: kernel pages

Dump device: /dev/dsk/c0t3d0s7 (dedicated)

Savecore directory: /var/crash/solaris9

Savecore enabled: yes

The savecore Command

The savecore command (if enabled) runs during system boot to copy a crash dump from the dump device to the savecore directory. It is executed by the

/etc/init.d/savecore script. The crash dump is written as a pair of files with the names unix.  X  and vmcore.  X, where  X  is the next number in sequence based on the other crash dump files in the savecore directory. 

The savecore command examines the  minfree  file in the savecore directory (if present) and will not save the crash dump if doing so will cause the amount of savecore directory free space to drop below the minimum threshold. Table 11.5 lists the command-line arguments of the savecore command. 
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Table 11.5

The savecore Command-Line Arguments

Argument

Purpose

-d

Disregards dump header valid flag. This forces savecore to save the crash dump even if the dump header valid flag indicates the crash dump has already been saved. 

 directory

Saves crash dump in specified  directory  instead of the default or the dumpadm-configured savecore directory. 

-f  dump-device

Attempts to save crash dump from specified  dump-device  instead of the default or the dumpadm-configured dump device. 

-L

Saves crash dump of live (active) system. Used to take a snapshot of the executing operating system. 

-v

Displays verbose error messages. 

In the event that savecore cannot save a crash dump because of the minimum free space threshold (or because savecore procedure was disabled), the savecore command can be executed after the system reboots to save the crash dump. If this manual procedure is used due to the free space threshold, be certain to specify an alternative save directory. 

Summary

Swap space is used to increase the apparent size of memory by using disk space. A swap partition is created when the system is installed. If more swap space is needed, swap files can be created and added into the system configuration. 

Core files are copies of memory being used by programs that malfunction. 

These are used to debug software. Core file management involves

enabling/disabling core files globally or on a per-process basis along with selecting a directory and naming conventions for core files. 

Crash dumps are the core files for the operating system. When the system boots, the crash dump can be saved in a user-accessible area so that it can be analyzed. 
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Exam Prep Practice Questions

Question 1

Match the coreadm command-line arguments with their uses. 

❑ A. -p

1. Sets global core filename pattern

❑ B. -g

2. Enables core file configuration

❑ C. -e

3. Disables core file configuration

❑ D. -d

4. Sets per-process core filename pattern

Answers: A matches 4; B matches 1; C matches 2; and D matches 3. Note that the single character of the command-line argument matches the keyword: e for enable, d for disable, g for global, and p for per-process. 

Question 2

What is the swap command-line argument that will add a swap file to the system swap space? 

❍ A. -a

❍ B. -d

❍ C. -l

❍ D. -s

Answer A is correct. -d deletes a swap file from the system swap space; therefore, answer B is incorrect. -l lists the swap space partition and any swap files; therefore, answer C is incorrect. -s lists statistics about swap space use; therefore, answer D is incorrect. 

Question 3

Enter the name of the coreadm configuration file. 

The correct answer is /etc/coreadm.conf
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Question 4

What does the command savecore /var/save do? 

❍ A. Copies the crash dump from /var/save to the default savecore directory. 

❍ B. Copies the crash dump from /var/save to the dumpadm-specified savecore directory. 

❍ C. Copies the crash dump from the dump device to the /var/save directory. 

❍ D. Copies the crash dump from the savecore directory to the /var/save directory. 

Answer C is correct. The savecore command-line argument is used to specify an alternative directory from saving a crash dump instead of using the default or dumpadm-specified directory. Therefore, answers A and B are incorrect. The savecore command copies the crash dump from the dump device, not the savecore device. Therefore answer D is incorrect. 

Question 5

Which of the following is the correct syntax for the mkfile command? 

❍ A. mkfile -s 32m /swapfile

❍ B. mkfile 32 M swapfile

❍ C. mkfile 32m /swapfile

❍ D. mkfile 32m -f /swapfile

Answer C is correct. The mkfile does not use command-line arguments such as -s or -f. Therefore answers A and D are incorrect. The size scale (m or M) should not be separated from the size; therefore, answer B is incorrect. 

Question 6

Which of the following conditions might require additional swap space? [Select all that apply.]

❑ A. Physical memory is added. 

❑ B. The /tmp file system is being heavily used. 

❑ C. The load on the system increases. 

❑ D. Several memory-intensive applications are added to the system. 
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A, B, C, and D are correct. All of the answers may require additional swap space. 

Question 7

What is the dumpadm command-line argument that will display the crash dump configuration? 

❍ A. -d

❍ B. none (no argument)

❍ C. -v

❍ D. -s

Answer B is correct. Using the dumpadm command without any command-line arguments will display the current crash dump configuration. The -d is specified to specify a dump device; therefore, answer A is incorrect. -v does not exist; therefore answer C is not valid. -s is used to specify a savecore directory; therefore, answer D is incorrect. 

Question 8

Enter the name of the dumpadm configuration file. 

The correct answer is /etc/dumpadm.conf

Question 9

What is the expanded value of the %p core filename pattern variable? 

❍ A. program name

❍ B. PID

❍ C. process start time

❍ D. username

Answer B is correct. 
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Question 10

Which of the following are valid core file options (coreadm -e options)? [Select all that apply.]

❑ A. global

❑ B. process

❑ C. setuid

❑ D. log

Answers A, B, and D are correct. The coreadm -e options are global, process,  global-setid,  proc-setid, and log. Answer C (setuid) is not a valid option. 
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Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, New Riders, Indianapolis, IN, 2001. 

Sorbell, Mark G.,  A Practical Guide to Solaris, Addison-Wesley, Reading, MA, 1999. 

Sun Microsystems,  System Administration Guide: Basic

 Administration. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—System Administration Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 
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Terms You Need to Understand

✓ Access Control Lists (ACLs)

✓ Role Based Access Control (RBAC)

✓ Roles

✓ Profiles

✓ Authorizations

✓ Privileged operations

Concepts You Need to Master

✓ Setting ACLs for files and directories

✓ Displaying ACLs

✓ Creating and assigning roles

✓ Displaying RBAC assignments
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Introduction

The first half of this chapter covers setting and displaying Access Control Lists (ACLs). The second portion describes the purpose of Role-Based Access Control (RBAC), covers details on the configuration files used to implement the RBAC, and includes a summary of the commands that can be used to manage the RBAC. 

Access Control Lists

Solaris 9 extends the standard Unix file permissions by adding an Access Control List (ACL) capability. ACLs provide the capability to add permissions for specific users and groups, along with a default permission (mask). 

In addition to supporting the standard read/write/execute permissions for the standard file user account (owner), ACLs can be used to set read/write/execute permissions for additional user accounts. Likewise, ACLs support read/write/execute permissions for the standard file group account and allow read/write/execution permissions for additional group accounts. ACLs also support read/write/execution for the standard permissions (everyone else). 

ACLs also include a mask capability that controls the maximum allowed permissions given to user and group accounts other than the standard file user account and the standard file group account. 

For example, root owns a file and sets its ACL mask to read/execute. Later, root adds read/write/execute permission to the file ACL for the guest user account. Because of the mask, the write permission is overridden, and the effective permissions for the guest account are read/execute. 

The ACL for a directory includes default entries that determine the permissions assigned to files and subdirectories created under the directory. Default permissions can be defined for the standard Unix user, group, and other along with a default mask and default permissions for specific users or groups. 

Two commands are used to manage ACLs: 

➤ The setfacl command is used to set ACLs

➤ The getfacl command is used to display ACLs

Use of the setfacl command to add, modify, and delete ACLs on files and directories is a stated test objective. 
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Setting ACLs Using setfacl

The setfacl(1) command is used to set and modify ACLs. It supports three command-line arguments:

➤ -d—Deletes the specified ACL entries

➤ -m—Adds/changes the specified ACL entries

➤ -s—Replaces the whole ACL with the specified entries

ACL entries for the standard user and group permissions are specified using the format  entry:: permissions (note the two colons), where  entry  is the keyword user or group (or the single-letter abbreviations u or g) and  permissions  is the appropriate combination of r, w, x, and - needed to define the permission. 

ACL entries for the standard other permission and the mask used for maximum permissions use a slightly different syntax. The format is  entry: permissions (note the single colon), where  entry  is the keyword other or mask (or the single-letter abbreviations o or m) and  permissions  is the appropriate combination of r, w, x, and - needed to define the permission. 

The following listing shows the setfacl command used to set the user permission to read/write, and to set the group and other permissions to read-only:

# setfacl -s u::rw-,g::r--,o:r-- file1

ACL entries for other users and groups are specified using the format entry:id:permissions, where  entry  is the keyword user or  group (or the single-letter abbreviations u or g);  id  is a user name, user ID (UID), group name, or group ID (GID); and  permissions  is the appropriate combination of r, w, x, and - needed to define the permission. 

The following listing shows the setfacl command used to add read/write permission for user account guest and read-only permission for group account staff:

# setfacl -m u:guest:rw-,g:staff:r-- file1

In addition to all the previously described ACL entries, additional entries can be defined for directories. These entries specify the default ACL entries for files and subdirectories created under the directory. Defaults can be established using the same previously described formats by adding d: at the beginning of the entry field. All of the standard user, group, and other defaults, along with default mask, must be defined initially at the same time. 

For example, to define the default ACL entries for the directory shlog, the following setfacl command can be used:

# setfacl -m d:u::rw-,d:g::rw-,d:o:r--,d:m:r-- shlog
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The -d command-line argument is used to delete ACL entries. The remainder of the mask and file command-line arguments are identical to those used with the -s and -m command-line arguments. 

Displaying ACLs Using getfacl

The ACLs for a file or directory can be displayed using the getfacl command. The following listing displays the ACLs for the shlog directory using the getfacl command:

# getfacl shlog

# file: shlog

# owner: shlog

# group: staff

user::rwx

group::r-x              #effective:r-x

mask:r-x

other:r-x

default:user::rw-

default:group::rw-

default:mask:r--

default:other:r--

#

When using the long version of the ls command, files that have ACLs are shown with a + after the standard permissions, as with file3 in the following example:

# ls -l

total 2

drwxrwxrwt   2 ambro    other      512 Jul 24 13:49 dir1

-rwsrwxr-x   1 ambro    other     1112 Jul 24 13:53 file1

lrwxrwsr-x   1 ambro    other     1112 Jul 24 13:53 file2

-rwxrwlrwx+  1 ambro    other     1112 Jul 24 13:53 file3

Purpose of Role-Based Access

Control

In the past, Unix and Solaris system administration has been performed using the root superuser account or a user account that’s granted superuser privileges. Even if access to only a few privileged operations or commands were needed to perform a task, the user account was granted complete control over the system. This all-or-nothing approach to system administration has always been a security issue. Role-Based Access Control (RBAC) addresses this issue. 

The RBAC subsystem supports the concept of a special type of user account called a  role. Roles are granted a set of superuser privileges to perform some 12 8699 ch12  11/19/02  10:05 AM  Page 263
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administrative tasks, such as printer management. Even though roles are a type of user account, they can be accessed only using the su(1) command. 

That is, a role cannot be used as a regular user account accessed directly using the normal login procedures, such as login(1) or  telnet(1). The superuser privileges are granted to roles (and regular user accounts) by assigning “profiles” and/or “authorizations” to them. When a user account assumes a role, any commands executed by the user are handled by a  profile shell,  which enables privileged access. 

 Profiles  are sets of authorizations and “privileged operations.” A profile can be thought of as a grouping mechanism used to simplify assigning sets of related superuser privileges. For example, the “Device Management” profile includes all the necessary authorizations to manage system devices. 

Authorizations are rights to perform restricted functions such as shutting down the system. An authorization may not correspond to a single Solaris command. 

For example, there are several commands that can be used to shut down the system. If a user account has been assigned the authorization solaris. 

system.shutdown, the user account can use any of the appropriate commands to perform the shut down. The set of authorizations associated with the Solaris system have been defined by Sun Microsystems and cannot be modified. 

On the other hand, privileged operations are Solaris commands that are executed with the UID and/or GID set to the appropriate values to allow proper operation. 

In summary, authorizations and privileged operations can be assigned to regular user accounts and roles. They allow controlled delegation of superuser privileges. Profiles can be used to assign sets of authorizations and privileged operations. 

The RBAC Database

The RBAC database consists of four attribute databases or files and a configuration file. Collectively these files define the attributes of the RBAC

(roles, profiles, authorizations, and privileged operations). It also provides a mechanism to associate profiles, authorizations, and privileged operations to regular user accounts and roles. 

The four RBAC database files are:

➤ User Attributes Database (user_attr)—Defines roles and assigns authorizations and profiles to roles and regular user accounts. Also referred to as the Extended User Attributes Database. 
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➤ Profile Attributes Database (prof_attr)—Defines profiles. Also referred to as the Extended Profile Attributes Database. 

➤ Authorization Attributes Database (auth_attr)—Defines the authorizations. 

➤ Execution Attributes Database (exec_attr)—Defines privileged operations. Also referred to as the Profile Execution Attributes Database. 

The  /etc/security/policy.conf file defines the user-level security policy configuration. It specifies the Authorizations and Profiles that are granted to all users. 

The User Database (user_attr) is located under the /etc directory, whereas the other three databases and the policy.conf file are under the /etc/security directory. 

Figure 12.1 shows the relationship between the four database files. The User Attributes Database assigns profiles to user accounts and roles by referencing entries in the Profile Attributes Database. Likewise, the User Attributes Database assigns authorizations to user accounts and roles by referencing entries in the Authorization Attributes Database. 

The Profile Attributes Database profiles assign authorizations to profiles by referencing entries in the Authorization Attributes Database. The privileged operations defined in the Execution Attributes Database are associated with a profile by including the name of the profile in the Execution Attributes Database. 

User Attributes Database

Profile Attributes Database

Authorization Attributes Database

Execution Attributes Database

Figure 12.1 Relationship among the RBAC database files. 

The User Attributes Database (user_attr)

The /etc/user_attr file is the key database of the RBAC. It assigns profiles and/or authorizations to user accounts. It also defines roles (as one or more authorizations and/or profiles). Table 12.1 lists the colon-delimited fields of the user_attr file. 
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Table 12.1

Fields of the User Attributes Database

Field

Use

Name

Name of a user account (defined in the /etc/passwd file) or a role. 

Qualifier

Reserved for future use (empty field). 

Res1

Reserved for future use (empty field). 

Res2

Reserved for future use (empty field). 

Attributes

List of “key=value” pairs separated by semicolons that determines the attributes assigned to the user account or role. Valid keys are auths (name of one or more authorizations separated by commas), profiles (name of one or more profiles separated by commas), roles (one or more roles separated by commas), and type (set to “normal” if name is a regular user account or “role” if name is a role). 

The following lists several sample entries from the /etc/user_attr file (wrapped lines are indented to improve readability):

prt_adm::::type=role;profiles=Printer Management; 

auths=solaris.system.date

prof_adm::::type=role;auths=solaris.profmgr.*

role_adm::::type=role;auths=solaris.role.*

user1::::type=normal;roles=prt_adm

user2::::type=normal;roles=prof_adm,role_adm

user3:::type=normal;auths=solaris.jobs.*; 

➥profiles=Printer Management; 

roles= prof_adm,role_adm

The following explains the sample entries of the /etc/user_attr file:

➤ The first entry defines the prt_adm role that is assigned the “Printer Management” profile. In addition, this role is assigned the authorization solaris.system.date, which allows the role to set the system date. 

➤ The second entry defines the prof_adm role that is assigned all the authorizations relating to RBAC profile administration. Note that the * metacharacter can be used to denote  any (same as the shell metacharacter). 

➤ The third entry defines the role_adm role that is assigned all the authorizations relating to RBAC role administration. 

➤ The fourth entry assigns the prt_adm role to the normal user account amber. Once logged in, user1 can use the su(1) command to become the prt_adm” and perform any tasks assigned to that role. 

➤ The fifth entry assigns the prof_adm and role_adm roles to the normal user account user2. Once logged in, user2 can use the su(1) command to become the profile_admin and role_adm. Then any tasks assigned to those roles can be performed. 

12 8699 ch12  11/19/02  10:05 AM  Page 266

266

Chapter 12

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

➤ The sixth entry assigns a considerable amount of access control to the normal user account user3. This includes all authorizations associated with solaris.jobs (cron and at job management), the Printer

Management profile, the prof_adm role, and the role_adm role. 

The following code shows the only default entry in the user_attr file. This entry is for the root superuser account. Basically, it assigns all authorizations and profiles. 

root::::type=normal;auths=solaris.*,solaris.grant;profiles=All

The Execution Profile Attributes Database

(prof_attr)

The /etc/security/prof_attr file is used to assign authorizations from the authorization attributes database (auth_attr) and privileged operations from the execution attribute database (exec_attr) to a single named entity referred to as an  execution profile  or just a  profile. These profiles can then be referenced in the user_attr file to assign them to roles or directly to user accounts. Table 12.2 lists the colon-delimited fields of the prof_attr file. 

Table 12.2

Fields of the Profile Attributes Database

Field

Use

Name

Profile name (case-sensitive). 

Res1

Reserved for future use (empty field). 

Res2

Reserved for future use (empty field). 

Description

The description of profiles. 

Attributes

List of “key=value” pairs separated by semicolons that determines the authorizations and operations included in the profile. Valid keys are auth and help. 

The following listing shows two entries from the /etc/security/prof_attr file. The lines are broken and wrapped to improve readability:

Audit Review:::View audit trail:auths=solaris.audit.read; 

help=AuditReview.html

Printer Management:::Control Access to Printer:

help=PrinterMgmt.html
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The first entry defines the Audit Review profile. The phrase “View the audit trial” is a somewhat terse but accurate description. The Attributes field references the solaris.audit.read authorization and identifies the help file (located under /usr/lib/help/profiles/locale/C directory). Any privileged operations identified by entries in the exec_attr file as being associated with the Audit Review profile are also allowed. 

The second entry defines the Printer Management profile. Only the help file is identified in the Attributes field. However, any operations associated with Printer Management in the exec_attr field are allowed in this profile. 

Table 12.3 lists the default profiles defined by the prof_attr file. Note that the Device Management profile attributes use the phrase solaris.device.*, which is a metacharacter expression implying that all solaris.device authorizations are included. 
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.html

 (continued)

Help

RtAll.html

RtAuditCtrl.html

RtAuditReview

RtDefault.html

Profiles

N/A

N/A

N/A

All

, 

.read, 

.read, 

.read, 

.user

.read, 

.read, 

.read, 

.read, 

, 

Auths

N/A

solaris.audit.config, 

solaris.jobs.admin, 

solaris.admin.logsvc.purge, 

solaris.admin.logsvc.read

solaris.audit.read

solaris.profmgr

solaris.jobs.users, 

solaris.mail.mailq, 

solaris.admin.usermgr

solaris.admin.logsvc.read, 

solaris.admin.fsmgr

solaris.admin.serialmgr

solaris.admin.diskmgr

solaris.admin.procmgr

solaris.compsys.read, 

solaris.admin.printer

solaris.jobs.user

solaris.admin.prodreg.read, 

solaris.admin.dcmgr

Description

Executes any 

command as 

the user or role

Configures 

BSM auditing

Reviews BSM 

auditing logs

Automatically 

assigns rights

Default RBAC Profiles

ble 12.3Ta

Name

All

Audit Control

Audit Review

Basic Solaris User
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.html

.html

 (continued)

Help

RtCronMngmnt.html

RtDeviceMngmnt.html

RtDeviceSecurity

RtDHCPMngmnt.html

RtFileSysMngmnt.html

RtFileSysSecurity

RtFTPMngmnt.html

RtMailMngmnt.html

Profiles

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

.read, 

.*

.*

.*, 

.*, 

.*, 

.*

.*, 

.*

.*

Auths

solaris.snmp.read, 

solaris.project.read, 

solaris.admin.patchmgr

solaris.network.hosts.read

solaris.device.*, 

solaris.admin.serialmgr

solaris.device.*, 

solaris.admin.serialmgr

solaris.dhcpmgr

solaris.admin.fsmgr

solaris.admin.diskmgr

solaris.admin.volmgr

solaris.admin.fsmgr

solaris.admin.diskmgr

solaris.admin.volmgr

N/A

N/A

vice

ver

and solaris.jobs.*

at

jobs

 (continued)

olume Manager

Description

Manages 

cron

Controls Access to 

Removable Media

Manages devices and 

V

Manages the DHCP ser

Manages, mounts, and 

shares file systems

Manages file system 

security attributes

Manages the FTP ser

Manages sendmail 

and queues

Default RBAC Profiles 

ble 12.3Ta

Name

Cron Management

Device Management

Device Security

DHCP Management

File System Management

File System Security

FTP Management

Mail Management
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 (continued)

.html

viceAdmin.html

viceSecure.html

Help

RtMaintAndRepair

RtMediaBkup.html

RtMediaRestore.html

RtNameSer

RtNameSer

RtNetMngmnt.html

Profiles

N/A

N/A

N/A

N/A

N/A

N/A

.clients, 

.read, 

Auths

solaris.admin.logsvc.write, 

solaris.admin.logsvc.read, 

solaris.compsys.write, 

solaris.compsys.read

N/A

N/A

N/A

N/A

solaris.admin.dcmgr

solaris.admin.dcmgr

solaris.snmp.*, 

solaris.network.hosts.*

 (continued)

vice 

vice 

Description

Maintains and repairs 

a system

Backs up files and 

file systems

Restores files and file 

systems from backups

Contains non-security 

name ser

scripts/commands

Contains security related 

name ser

scripts/commands

Manages the host and 

network configuration

Default RBAC Profiles 

vice 

vice 

ble 12.3Ta

Name

Maintenance 

and Repair

Media Backup

Media Restore

Name Ser

Management

Name Ser

Security

Network 

Management
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 (continued)

.html

Help

RtNetSecure.html

RtObAccessMngmnt.html

RtOperator

RtPriAdmin.html

RtPrntAdmin.html

RtProcManagement.html

RtProjManagement.html

RtRightsDelegate.html

Profiles

N/A

N/A

Printer Management, 

Media Backup,All

N/A

N/A

N/A

N/A

N/A

, 

.*

.read, 

.modify

.delete

.delegate, 

Auths

solaris.network.*

N/A

N/A

solaris.*, solaris.grant

solaris.admin.printer

solaris.admin.printer

solaris.admin.printer

solaris.admin.procmgr

solaris.project.read, 

solaris.project.write

solaris.role.delegate, 

solaris.profmgr

solaris.grant

 (continued)

printers, 

forms simple 

forms all 

Description

Manages network and 

host security

Changes ownership and 

permission on files

Per

administrative tasks

Per

administrative tasks

daemons, spooling

Manages current processes 

and processors

Manages Solaris projects

Delegates ability to 

assign rights to users 

and roles

Default RBAC Profiles 

y 

ble 12.3Ta

Name

Network 

Security

Object Access 

Management

Operator

Primar

Administrator

Printer Manages 

Management

Process 

Management

Project 

Management

Rights 

Delegation
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 (continued)

Help

RtSoftwareInstall.html

RtSysAdmin.html

, 

Repair

, Printer Management, 

vice Management, 

Profiles

N/A

Audit Review

Cron Management, 

Device Management, 

File System Management, 

Mail Management, 

Maintenance and

Media Backup, Media Restore, 

Name Ser

Network Management, 

Object Access Management, 

Process Management, 

Software Installation, 

User Management, All

, 

.*

.admin, 

.read, 

Auths

solaris.admin.prodreg.read, 

solaris.admin.prodreg.modify

solaris.admin.prodreg.delete, 

solaris.admin.dcmgr

solaris.admin.dcmgr

solaris.admin.patchmgr

N/A

 (continued)

forms most non-security 

Description

Adds application software 

to the system

Per

administrative tasks

Default RBAC Profiles 

ble 12.3Ta

Name

Software 

Installation

System 

Administrator
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.html

Help

RtUserMngmnt.html

RtUserSecurity

Profiles

N/A

N/A

.*, 

.write, 

.read

.*

.read, 

Auths

solaris.profmgr

solaris.admin.usermgr

solaris.admin.usermgr

solaris.role.*, solaris.profmgr

solaris.admin.usermgr

 (continued)

y

Description

Manages users, groups, 

home director

Manages passwords, 

clearances

Default RBAC Profiles 

ble 12.3Ta

Name

User 

Management

User Security
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The Authorization Attributes Database

(auth_attr)

The /etc/security/auth_attr file is used to define authorizations (rights to use restricted functions) that can be granted on an individual user account basis. These authorizations can then be referenced in the user_attr file to assign them to roles or directly to user accounts. Table 12.4 lists the colon-delimited fields of the auth_attr file. 

Table 12.4

Fields of the Authorization Attributes Database

Field

Use

Name

The name of the authorization consisting of one or more keywords separated by periods (.) that identify a system, subsystem, and

function. If the name ends with a period, this entry is a title that describes a group of related authorizations. 

Res1

Reserved for future use (empty field). 

Res2

Reserved for future use (empty field). 

Short Description

A short description of authorization. 

Long Description

A long description of the authorization. 

Attributes

List of zero or more “key=value” pairs separated by semicolons

that describe the authorization. The only valid key currently is help, which is used to define the help file associated with the authorization. 

The following listing shows three entries from the /etc/security/auth_attr file:

solaris.grant:::Grant All Rights::help=PriAdmin.html

solaris.audit.:::Audit Management::help=AuditHeader.html

solaris.audit.config:::Configure Auditing::

➥help=AuditConfig.html

The first entry defines the solaris.grant authorization. The Short Title field identifies this authorization as Grant All Rights. The Attributes field identifies the help file (located in the /usr/lib/help/auths/locale/C

directory). 

The second entry defines the Short Title field for the audit management set of authorizations. (Note the period (.) at the end of the Name field.) The third entry defines the solaris.audit.config authorization, which allows the system auditing to be configured (the help file is defined as AuditConfig.html). 

Table 12.5 lists the default authorizations defined by the auth_attr file. 
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Table 12.5

Default RBAC Authorizations

Name

Description

Help

solaris. 

All Solaris 

AllSolAuthsHeader.html

authorizations

solaris.admin.dcmgr. 

OS Server 

AuthDcmgrHeader.html

Manager

solaris.admin.dcmgr.admin

Manages OS 

AuthDcmgrAdmin.html

services and 

patches

solaris.admin.dcmgr.clients

Manages AuthDcmgrClients.html

diskless clients

solaris.admin.dcmgr.read

Views OS 

AuthDcmgrRead.html

services, patches, 

and diskless 

clients

solaris.admin.diskmgr. 

Disk Manager

AuthDiskmgrHeader.html

solaris.admin.diskmgr.read

Views disks

AuthDiskmgrRead.html

solaris.admin.diskmgr.write

Manages disks

AuthDiskmgrWrite.html

solaris.admin.fsmgr. 

Mounts and 

AuthFsmgrHeader.html

shares

solaris.admin.fsmgr.read

Views mounts 

AuthFsmgrRead.html

and shares

solaris.admin.fsmgr.write

Mounts and 

AuthFsmgrWrite.html

shares files

solaris.admin.logsvc. 

Log Viewer

AuthLogsvcHeader.html

solaris.admin.logsvc.purge

Removes AuthLogsvcPurge.html

log files

solaris.admin.logsvc.read

Views log files

AuthLogsvcRead.html

solaris.admin.logsvc.write

Manages log 

AuthLogsvcWrite.html

settings

solaris.admin.patchmgr. 

Patch Manager

AuthPatchmgrWrite.html

solaris.admin.patchmgr.read

Views patches

AuthPatchmgrRead.html

solaris.admin.patchmgr.write

Adds and

AuthPatchmgrWrite.html

removes patches

solaris.admin.printer. 

Printer AuthPrinterHeader.html

Information

solaris.admin.printer.delete

Deletes printer 

AuthPrinterDelete.html

information

 (continued)
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Table 12.5

Default RBAC Authorizations  (continued)

Name

Description

Help

solaris.admin.printer.modify

Updates printer 

AuthPrinterModify.html

information

solaris.admin.printer.read

Views printer 

AuthPrinterRead.html

information

solaris.admin.procmgr. 

Process AuthProcmgrHeader.html

Manager

solaris.admin.procmgr.admin

Manages all 

AuthProcmgrAdmin.html

processes

solaris.admin.procmgr.user

Manages owned 

AuthProcmgrUser.html

processes

solaris.admin.serialmgr. 

Serial Port 

AuthSerialmgrHeader.html

Manager

solaris.admin.serialmgr.delete

Deletes serial 

AuthSerialmgrDelete.html

ports

solaris.admin.serialmgr.modify

Manages serial 

AuthSerialmgrModify.html

ports

solaris.admin.serialmgr.read

Views serial 

AuthSerialmgrRead.html

ports

solaris.admin.usermgr. 

User Accounts

AuthUsermgrHeader.html

solaris.admin.usermgr.pswd

Changes the 

AuthUserMgrPswd.html

password

solaris.admin.usermgr.read

Views users 

AuthUsermgrRead.html

and roles

solaris.admin.usermgr.write

Manages users

AuthUsermgrWrite.html

solaris.admin.volmgr. 

Logical Volume 

N/A

Manager

solaris.admin.volmgr.read

Views logical 

AuthVolmgrRead.html

volumes

solaris.admin.volmgr.write

Manages logical 

AuthVolmgrWrite.html

volumes

solaris.audit. 

Audit AuditHeader.html

Management

solaris.audit.config

Configures AuditConfig.html

auditing

solaris.audit.read

Reads audit trail

AuditRead.html

solaris.compsys. 

Computer System 

AuthCompSysHeader.html

Information

 (continued)
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Table 12.5

Default RBAC Authorizations  (continued)

Name

Description

Help

solaris.compsys.read

Views computer 

AuthCompSysRead.html

system 

information

solaris.compsys.write

Manages AuthCompSysWrite.html

computer system

information

solaris.device. 

Device Allocation

DevAllocHeader.html

solaris.device.allocate

Allocates a device

DevAllocate.html

solaris.device.cdrw

CD-R/RW DevCDRW.html

recording 

authorizations

solaris.device.config

Configures device 

DevConfig.html

attributes

solaris.device.grant

Delegates device 

DevGrant.html

administration

solaris.device.revoke

Revokes or 

DevRevoke.html

reclaims a device

solaris.dhcpmgr. 

DHCP Service 

DhcpmgrHeader.html

Management

solaris.dhcpmgr.write

Modifies DHCP 

DhcpmgrWrite.html

service 

configuration

solaris.grant

Grants all solaris 

PriAdmin.html

authorizations

solaris.jobs. 

Job Scheduler

JobHeader.html

solaris.jobs.admin

Manages all jobs

AuthJobsAdmin.html

solaris.jobs.grant

Delegates cron and JobsGrant.html

at administration

solaris.jobs.user

Manages owned 

AuthJobsUser.html

jobs

solaris.login. 

Login Control

LoginHeader.html

solaris.login.enable

Enables logins

LoginEnable.html

solaris.login.remote

Enables remote 

LoginRemote.html

login

solaris.mail. 

Mail

MailHeader.html

solaris.mail.mailq

Mail queue

MailQueue.html

 (continued)
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Table 12.5

Default RBAC Authorizations  (continued)

Name

Description

Help

solaris.network.hosts. 

Computers and 

NetworkHostsHeader.html

networks

solaris.network.hosts.read

Views computers 

NetworkHostsRead.html

and networks

solaris.network.hosts.write

Manages Network

HostsWrite.html

computers and 

networks

solaris.profmgr. 

Rights

ProfmgrHeader.html

solaris.profmgr.assign

Assigns all rights

AuthProfmgrAssign.html

solaris.profmgr.delegate

Assigns owned 

AuthProfmgrDelegate.html

rights

solaris.profmgr.execattr.write

Manages AuthProfmgrExecattrWrite.html

commands

solaris.profmgr.read

Views rights

AuthProfmgrRead.html

solaris.profmgr.write

Manages rights

AuthProfmgrWrite.html

solaris.project. 

Solaris Projects

N/A

solaris.project.read

Views projects

AuthProjmgrRead.html

solaris.project.write

Manages projects

AuthProjMgrWrite.html

solaris.role. 

Roles

RoleHeader.html

solaris.role.assign

Assigns all roles

AuthRoleAssign.html

solaris.role.delegate

Assigns owned 

AuthRoleDelegate.html

roles

solaris.role.write

Manages roles

AuthRoleWrite.html

solaris.snmp. 

SNMP AuthSnmpHeader.html

Management

solaris.snmp.read

Gets SNMP 

AuthSnmpRead.html

information

solaris.snmp.write

Sets SNMP 

AuthSnmpWrite.html

information

solaris.system. 

Machine SysHeader.html

administration

solaris.system.date

Sets date and 

SysDate.html

time

solaris.system.shutdown

Shuts down 

SysShutdown.html

the system
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Note that all of these authorizations are for the Solaris operating system. If new authorizations are added for other software, they should be identified using the reverse order Internet domain name of the organization that creates the authorization. For example, an authorization created by the unixcert.net organization would start with the net.unixcert prefix. 

The Execution Attributes Database (exec_attr)

The /etc/security/exec_attr file is used to associate privileged operations (commands executed with specified UID and/or GID) with profiles. These profiles can then be assigned to user accounts or roles. Table 12.6 lists the colon-delimited fields of the exec_attr file. 

Table 12.6

Fields of the Execution Attributes Database

Field

Use

Name

Name of associated profile (must match the profile name in the prof_attr file entry exactly). 

Policy

Security policy. Currently the superuser policy suser is the only valid entry. 

Type

Type of entity. Currently the command type cmd is the only valid entry. 

Res1

Reserved for future use (empty field). 

Res2

Reserved for future use (empty field). 

ID

Command to be executed (specified using a full pathname or partial path with metacharacters). 

Attributes

List of “key=value” pairs separated by semicolons that determines the attributes to apply to the command during execution. Valid keys are euid (set effective UID), uid (set real UID), egid (set effective GID), and gid (set real GID). Valid values are UIDs, user account names, GIDs, and group account names. 

The following listing shows two entries from the /etc/security/exec_attr file associated with the Printer Management profile. 

Printer Management:suser:cmd:::/usr/bin/enable:euid=lp

Printer Management:suser:cmd:::/usr/bin/disable:euid=lp

The first entry defines execution of the enable(1) as a privileged operation. 

It will be executed with an effective UID of lp. The second entry defines execution of the disable(1) as a privileged operation. It will be executed with an effective UID of lp. 

Table 12.7 lists the default privileged operations defined by the exec_attr file. All have the Policy field set to suser and the Type field set to cmd. 
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Table 12.7

Default RBAC Execution Attributes

Profile Name

Command

Attributes

All

*

Audit Control

/usr/sbin/audit

euid=0

Audit Control

/etc/security/bsmunconv

uid=0

Audit Control

/usr/sbin/auditd

uid=0

Audit Control

/etc/init.d/audit

euid=0;egid=3

Audit Control

/usr/sbin/auditconfig

euid=0

Audit Control

/etc/security/bsmconv

uid=0

Audit Review

/usr/sbin/praudit

euid=0

Audit Review

/usr/sbin/auditreduce

euid=0

Audit Review

/usr/sbin/auditstat

euid=0

Cron Management

/etc/init.d/cron

uid=0;gid=sys

Cron Management

/usr/bin/crontab

euid=0

Device Management

/usr/sbin/allocate

uid=0

Device Management

/usr/sbin/deallocate

uid=0

Device Security

/etc/init.d/mkdtab

uid=0;gid=sys

Device Security

/usr/sbin/eeprom

uid=0

Device Security

/etc/init.d/volmgt

uid=0;gid=sys

Device Security

/etc/init.d/keymap

uid=0;gid=sys

Device Security

/usr/sbin/list_devices

euid=0

Device Security

/etc/init.d/dtlogin

uid=0;gid=sys

Device Security

/etc/init.d/drvconfig

uid=0;gid=sys

Device Security

/etc/init.d/pcmcia

uid=0;gid=sys

Device Security

/etc/init.d/devlinks

uid=0;gid=sys

Device Security

/usr/sbin/strace

euid=0

Device Security

/etc/init.d/initpcmcia

uid=0;gid=sys

DHCP Management

/usr/lib/inet/dhcp/svcadm/dhcpconfig uid=0

DHCP Management

/usr/lib/inet/dhcp/svcadm/pntadm

uid=0

DHCP Management

/usr/lib/inet/dhcp/svcadm/dhtadm

uid=0

File System Management

/usr/sbin/mount

uid=0

File System Management

/usr/sbin/dfshares

euid=0

File System Management

/usr/sbin/format

uid=0

File System Management

/usr/sbin/devinfo

euid=0

File System Management

/usr/sbin/mkfs

euid=0

 (continued)
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Table 12.7

Default RBAC Execution Attributes  (continued)

Profile Name

Command

Attributes

File System Management

/etc/init.d/standardmounts

uid=0;gid=sys

File System Management

/usr/sbin/shareall

uid=0;gid=root

File System Management

/usr/sbin/clri

euid=0

File System Management

/usr/bin/rmdir

euid=0

File System Management

/usr/lib/autofs/automountd

euid=0

File System Management

/usr/sbin/unshareall

uid=0;gid=root

File System Management

/etc/init.d/buildmnttab

uid=0;gid=sys

File System Management

/usr/lib/fs/autofs/automount

euid=0

File System Management

/usr/sbin/share

uid=0;gid=root

File System Management

/usr/bin/mkdir

euid=0

File System Management

/usr/lib/fs/ufs/tunefs

uid=0

File System Management

/usr/sbin/fstyp

euid=0

File System Management

/usr/sbin/ff

euid=0

File System Management

/usr/sbin/fuser

euid=0

File System Management

/usr/sbin/fsck

euid=0

File System Management

/usr/bin/eject

euid=0

File System Management

/usr/sbin/umountall

uid=0

File System Management

/usr/sbin/mountall

uid=0

File System Management

/usr/sbin/unshare

uid=0;gid=root

File System Management

/etc/init.d/ufs_quota

uid=0;gid=sys

File System Management

/usr/sbin/fsdb

euid=0

File System Management

/usr/lib/fs/ufs/newfs

euid=0

File System Management

/usr/lib/fs/ufs/fsirand

euid=0

File System Management

/usr/sbin/swap

euid=0

File System Management

/usr/sbin/umount

uid=0

File System Management

/etc/init.d/autofs

uid=0;gid=sys

File System Management

/usr/lib/fs/nfs/showmount

euid=0

File System Management

/usr/sbin/mkfile

euid=0

File System Management

/usr/sbin/dfmounts

euid=0

FTP Management

/usr/sbin/ftprestart

euid=0

FTP Management

/usr/sbin/privatepw

uid=0;egid=sys

FTP Management

/usr/sbin/ftpconfig

uid=0

FTP Management

/usr/sbin/ftpshut

euid=0;egid=sys

 (continued)
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Table 12.7

Default RBAC Execution Attributes  (continued)

Profile Name

Command

Attributes

FTP Management

/usr/sbin/ftpaddhost

uid=0

Mail Management

/usr/sbin/makemap

euid=0

Mail Management

/usr/bin/mconnect

euid=0

Mail Management

/usr/lib/sendmail

uid=0

Mail Management

/usr/bin/mailq

euid=0

Mail Management

/usr/sbin/newaliases

euid=0

Mail Management

/usr/sbin/editmap

euid=0

Mail Management

/etc/init.d/sendmail

uid=0;gid=sys

Maintenance and Repair

/etc/init.d/syslog

uid=0;gid=sys

Maintenance and Repair

/usr/sbin/syslogd

euid=0

Maintenance and Repair

/usr/sbin/init

euid=0

Maintenance and Repair

/usr/sbin/halt

euid=0

Maintenance and Repair

/usr/sbin/prtconf

euid=0

Maintenance and Repair

/usr/sbin/poweroff

uid=0

Maintenance and Repair

/usr/bin/ldd

euid=0

Maintenance and Repair

/usr/sbin/eeprom

euid=0

Maintenance and Repair

/usr/bin/adb


euid=0

Maintenance and Repair

/usr/sbin/reboot

uid=0

Maintenance and Repair

/usr/bin/date

euid=0

Maintenance and Repair

/etc/init.d/sysetup

uid=0;gid=sys

Maintenance and Repair

/usr/bin/vmstat

euid=0

Maintenance and Repair

/usr/sbin/crash

euid=0

Media Backup

/usr/bin/mt

euid=0

Media Backup

/usr/sbin/tar

euid=0

Media Backup

/usr/lib/fs/ufs/ufsdump

euid=0;gid=sys

Media Restore

/usr/sbin/tar

euid=0

Media Restore

/usr/bin/cpio

euid=0

Media Restore

/usr/bin/mt

euid=0

Media Restore

/usr/lib/fs/ufs/ufsrestore

euid=0

Name Service Management

/usr/lib/nis/nisping

euid=0

Name Service Management

/usr/lib/nis/nisshowcache

euid=0

Name Service Management

/usr/sbin/nscd

euid=0

Name Service Management

/usr/bin/nisln

euid=0

 (continued)
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Table 12.7

Default RBAC Execution Attributes  (continued)

Profile Name

Command

Attributes

Name Service Management

/usr/lib/nis/nisctl

euid=0

Name Service Management

/usr/bin/nischttl

euid=0

Name Service Management

/usr/lib/nis/nisstat

euid=0

Name Service Security

/usr/sadm/bin/smattrpop

uid=0;gid=sys

Name Service Security

/usr/bin/nisaddcred

euid=0

Name Service Security

/usr/bin/nischgrp

euid=0

Name Service Security

/usr/bin/nispasswd

euid=0

Name Service Security

/usr/bin/nisrmdir

euid=0

Name Service Security

/usr/bin/nismkdir

euid=0

Name Service Security

/usr/bin/nischown

euid=0

Name Service Security

/usr/bin/nisgrpadm

euid=0

Name Service Security

/usr/lib/nis/nisserver

uid=0

Name Service Security

/usr/bin/nischmod

euid=0

Name Service Security

/usr/sbin/nisinit

euid=0

Name Service Security

/usr/bin/chkey

euid=0

Name Service Security

/usr/bin/nisrm

euid=0

Name Service Security

/usr/lib/nis/nisaddent

euid=0

Name Service Security

/usr/lib/nis/nisupdkeys

euid=0

Name Service Security

/usr/lib/nis/nisclient

uid=0

Name Service Security

/usr/bin/nistbladm

euid=0

Name Service Security

/usr/lib/nis/nispopulate

euid=0

Name Service Security

/usr/lib/nis/nissetup

euid=0

Name Service Security

/usr/sbin/nislog

euid=0

Name Service Security

/usr/sbin/rpc.nisd

uid=0;gid=0

Name Service Security

/usr/sbin/newkey

euid=0

Network Management

/usr/sbin/in.named

uid=0

Network Management

/usr/sbin/snoop

uid=0

Network Management

/etc/init.d/nscd

uid=0;gid=sys

Network Management

/etc/init.d/inetsvc

uid=0;gid=sys

Network Management

/usr/bin/ruptime

euid=0

Network Management

/usr/sbin/spray

euid=0

Network Management

/usr/sbin/ifconfig

uid=0

Network Management

/usr/bin/rup

euid=0

 (continued)
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Table 12.7

Default RBAC Execution Attributes  (continued)

Profile Name

Command

Attributes

Network Management

/etc/init.d/uucp

uid=0;gid=sys

Network Management

/etc/init.d/inetinit

uid=0;gid=sys

Network Management

/etc/init.d/rpc

uid=0;gid=sys

Network Management

/usr/bin/netstat

uid=0

Network Management

/etc/init.d/asppp

uid=0;gid=sys

Network Management

/etc/init.d/sysid.net

uid=0;gid=sys

Network Management

/usr/sbin/asppp2pppd

euid=0

Network Management

/etc/init.d/sysid.sys

uid=0;gid=sys

Network Management

/usr/sbin/route

uid=0

Network Management

/usr/bin/setuname

euid=0

Network Security

/usr/bin/ssh-keygen

uid=0;gid=sys

Network Security

/etc/init.d/sshd

uid=0;gid=sys

Network Security

/etc/init.d/rootusr

uid=0;gid=sys

Object Access Management

/usr/bin/chmod

euid=0

Object Access Management

/usr/bin/getfacl

euid=0

Object Access Management

/usr/bin/chgrp

euid=0

Object Access Management

/usr/bin/setfacl

euid=0

Object Access Management

/usr/bin/chown

euid=0

Primary Administrator

*

uid=0;gid=0

Printer Management

/usr/sbin/accept

euid=lp

Printer Management

/usr/ucb/lpq

euid=0

Printer Management

/etc/init.d/lp

euid=0

Printer Management

/usr/bin/lpstat

euid=0

Printer Management

/usr/lib/lp/lpsched

uid=0

Printer Management

/usr/sbin/lpfilter

euid=lp

Printer Management

/usr/bin/lpset

egid=14

Printer Management

/usr/sbin/lpadmin

egid=14

Printer Management

/usr/sbin/lpsystem

uid=0

Printer Management

/usr/sbin/lpmove

euid=lp

Printer Management

/usr/sbin/lpshut

euid=lp

Printer Management

/usr/bin/cancel

euid=0

Printer Management

/usr/bin/disable

euid=lp

Printer Management

/usr/sbin/reject

euid=lp

 (continued)
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Table 12.7

Default RBAC Execution Attributes  (continued)

Profile Name

Command

Attributes

Printer Management

/usr/sbin/lpforms

euid=lp

Printer Management

/usr/ucb/lprm

euid=0

Printer Management

/usr/bin/enable

euid=lp

Printer Management

/usr/sbin/lpusers

euid=lp

Process Management

/usr/bin/crontab

euid=0

Process Management

/usr/bin/pmap

euid=0

Process Management

/usr/bin/truss

euid=0

Process Management

/usr/bin/psig

euid=0

Process Management

/etc/init.d/perf

uid=0;gid=sys

Process Management

/usr/bin/pstop

euid=0

Process Management

/usr/bin/prun

euid=0

Process Management

/usr/bin/nice

euid=0

Process Management

/usr/bin/renice

euid=0

Process Management

/etc/init.d/power

euid=0

Process Management

/etc/init.d/cvc

uid=0;gid=root

Process Management

/usr/bin/pfiles

euid=0

Process Management

/usr/bin/pstack

euid=0

Process Management

/usr/sbin/fuser

euid=0

Process Management

/usr/bin/pwdx

euid=0

Process Management

/usr/bin/pldd

euid=0

Process Management

/usr/bin/pcred

euid=0

Process Management

/usr/bin/pflags

euid=0

Process Management

/usr/bin/ps

euid=0

Process Management

/usr/bin/kill

euid=0

Process Management

/etc/init.d/cron

uid=0;gid=sys

Process Management

/usr/bin/pwait

euid=0

Process Management

/usr/bin/ptime

euid=0

Process Management

/usr/bin/ptree

euid=0

Software Installation

/usr/bin/pkgparam

uid=0

Software Installation

/usr/bin/pkgtrans

uid=0

Software Installation

/usr/sbin/install

euid=0

Software Installation

/usr/bin/pkgmk

uid=0

Software Installation

/usr/sbin/pkgrm

uid=0;gid=bin

 (continued)
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Table 12.7

Default RBAC Execution Attributes  (continued)

Profile Name

Command

Attributes

Software Installation

/usr/bin/pkginfo

uid=0

Software Installation

/usr/sbin/pkgadd

uid=0;gid=bin

Software Installation

/usr/sbin/pkgmv

uid=0;gid=bin

Software Installation

/usr/ccs/bin/make

euid=0

Software Installation

/usr/sbin/pkgchk

uid=0

Software Installation

/usr/bin/admintool

uid=0;gid=bin

Software Installation

/usr/sbin/pkgask

uid=0

Software Installation

/usr/bin/pkgproto

uid=0

Software Installation

/usr/bin/ln

euid=0

User Management

/usr/sbin/grpck

euid=0

User Management

/usr/sbin/pwck

euid=0

User Management

/etc/init.d/utmpd

uid=0;gid=sys

User Security

/usr/bin/passwd

euid=0

User Security

/usr/sbin/pwck

euid=0

User Security

/usr/sbin/pwconv

euid=0

Be familiar with the formats of all four RBAC database files and the purpose of each of the fields. 

Security Policy Configuration File

(policy.conf)

The  /etc/security/policy.conf file specifies the authorizations and profiles that are granted to all users. This consists of entries that take the form key=value  where  key  is either AUTHS_GRANTED or PROFS_GRANTED, and  value is one or more comma-separated authorizations (for AUTHS_GRANTED) or profiles (PROFS_GRANTED). The default contents of the policy.conf file are shown in the following listing:

AUTHS_GRANTED=solaris.device.cdrw

PROFS_GRANTED=Basic Solaris User

The  solaris.device.cdrw authorization allows read/write access to CD

drives, whereas the Basic Solaris User profile allows a wide variety of privileges, as listed in Table 12.3. 
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Managing the RBAC

The RBAC can be managed by either the User Tools of the Solaris

Management Console (smc) or the following command-line utilities:

➤ auths(1)—Displays authorizations assigned to a user account. 

➤ profiles(1)—Displays profiles assigned to a user account. 

➤ roles(1)—Displays roles assigned to a user account. 

➤ roleadd(1M)—Adds a role definition. 

➤ roledel(1M)—Deletes a role definition. 

➤ rolemod(1M)—Modifies a role definition. 

The User Tools window of the Solaris Management Console is shown in Figure 12.2. Even though the smc is the preferred method to make RBAC

changes, only the command-line utilities are addressed by the test objectives. Therefore, using the Solaris Management Console is not covered in this study guide. Be aware that the smc uses command-line utilities to manage the RBAC. These are smexec(1M),  smuser(1M),  smprofile(1M), and smrole(1M). 

Figure 12.2

User Tools window of the Solaris Management Console. 
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Displaying RBAC Assignments

If the auths, profiles, and roles commands are used without command-line arguments, the authorizations, profiles, and roles assigned to the current user account are listed. To list the authorizations, profiles, and roles assigned to another user account, specify the user account as a command-line argument. 

For example:

$ auths root  

solaris.*,solaris.grant

$ profiles root

All

$ roles root

roles: root : No roles

$ 

In the previous example, the auths command shows that root is assigned all Solaris authorizations, including grant. The profiles command shows root is assigned all profiles, and the roles command shows that no roles are assigned to root. 

Role Management

The user_attr file can be edited using a text editor to add, delete, or change roles, but a set of RBAC commands is available to make it easier. These are the roleadd, roledel, and rolemod commands. 

Creating a Role Using the roleadd Command

The roleadd(1M) command provides a quick method to add a new role. At a minimum, the name of the role must be specified as a command-line argument. Table 12.8 lists the command-line arguments supported by the roleadd command. 

Table 12.8

Command-Line Arguments for the roleadd Command

Argument

Description

 role

Specifies the name of the new role (required). 

-A  authorizations

Specifies one or more  authorizations (separated by commas) . 

-b  base

Defines a  base  directory. If a home directory (-d) is not specified, the  role  name is added to  base  and used as the home directory. 

-c  comment

Specifies a  comment  that is placed in the comment (gcos) field of the /etc/passwd file. 

-d  directory

Defines the home  directory  of the role. 

 (continued)
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Table 12.8

Command-Line Arguments for the roleadd Command  (continued)

Argument

Description

-e  date

Specifies an expiration  date  for the role. After the specified date, the role is disabled. 

-f  days

Specifies a maximum number of  days  the role can be inactive before it is disabled. 

-g  group

Defines the GID or name of an existing  group  that will be the primary group for the role. 

-G  group

Defines a GID or name of an existing  group  that will be a secondary group for the role. 

-k  template_dir

Specifies the directory that contains a template (default) .profile used for the user profile. 

-m

Creates the home directory if it doesn’t exist. The home directory is defined by -b and the role name or -d. 

-o

Allows an existing UID to be specified. That is, allows a role to be created with a duplicate UID (see -u). 

-p  profiles

Specifies one or more execution  profiles (separated by commas). 

-s  shell

Specifies the login shell; default is the Bourne Shell (/bin/sh). 

-u  uid

Specifies the UID of the role. It must be a decimal integer. If not specified, the next highest available UID is assigned. 

The roleadd command supports command-line arguments that are identical to the useradd command. The one exception to this is that the roleadd command does not support the -R command-line argument because a role cannot contain other roles. 

The following example shows the roleadd command creating a role:

# roleadd -A solaris.system.date -P “Date Management” date_adm

# 

This command creates the date_adm role. It assigns the solaris.system.date authorization and the Date Management profile to it. 

To make life a little easier, the roleadd command also supports the -D command-line argument, which allows default values to be assigned to authorizations (-A), base directory (-b), group (-g), expiration date (-e), maximum inactivity (-f), and execution profile (-P). Subsequent uses of the roleadd command will use these default values if they are not specified. Once a role has been created, the useradd(1M) or usermod(1M) command can be used to associate a user account with the role. 
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Roles created with the roleadd command do not have a password. These roles are locked and cannot be used until a password is defined for the role using the passwd(1) command. 

Modifying a Role Using the rolemod Command

The  rolemod(1M) command is used to modify an existing role. The command-line arguments are identical to the roleadd command-line arguments with the following exceptions:

➤ The base directory (-b) is not available. Use -d to specify a new directory. Don’t forget to include the -m if the base directory doesn’t exist. 

➤ The set default (-D) is not available. 

➤ The template directory (-k) is not available. 

➤ A new role name is specified using -l  role  if the role name is being modified. 

Keep in mind that if the role is changed, the name of the home directory does not change unless the -d and -m command-line arguments are used. 

The following example shows the rolemod command changing the name of the date_adm role to set_date:

# rolemod -l set_date  date_adm

#

Deleting a Role Using the roledel Command

The  roledel(1M) command is used to delete a role. Not only is the role definition deleted from the user_attr  file, but all role assignments in other  user_attr entries are modified as well. The role is specified as a command-line argument. Only one other command-line argument is supported. This is -r, which is used to remove the home directory associated with the role. 

The following example shows the roledel command deleting the set_date role:

# rolededl set_date

# 
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RBAC Changes in a Name Service

Environment

If any name service other than /etc files is being used (that is, NIS, NIS+, or LDAP), the Name Service Cache Daemon (nscd) must be stopped and

restarted in order for any RBAC changes to take effect:

# /etc/init.d/nscd stop

# /etc/init.d/ncsd start

Summary

Access Control Lists (ACLs) provide a method to extend the permissions associated with files and directories. Standard Unix permissions support only three types of users: the owner, a group, and everyone else. Using ACLs, unique permissions can be assigned to additional user and groups. 

The Role-Based Access Control (RBAC) capability gets away from the all-or-nothing approach to system administration that is associated with the superuser account and allows specific sets of authorizations and rights to be grouped into roles. These roles can be used to spread system administration responsibilities across multiple accounts without compromising system security. 
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Exam Prep Practice Questions

Question 1

Which of the following RBAC data files is not under /etc/security? 

❍ A. auth_attr

❍ B. exec_attr

❍ C. prof_attr

❍ D. user_attr

Answer D is correct. The user_attr file is under the /etc directory. All the other files are under the /etc/security directory. 

Question 2

Which of the following cannot be assigned to a role? 

❍ A. A profile

❍ B. An authorization

❍ C. Another role

❍ D. More than one profile

Answer C is correct. Roles cannot be assigned to other roles. One or more authorizations and/or profiles can be assigned to roles. 

Question 3

What is the result of the setfacl -s u::rw-,g::r--,o:---  file1 command? [Select all that apply.] 

❑ A. Sets owner rights for file1 to read/write

❑ B. Removes any other rights for file1

❑ C. Sets group rights for file1 to read-only

❑ D. Will not work because of a syntax error

The correct answers are A, B, and C. 
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Question 4

The Execution Attributes Database file is associated with what other RBAC

attributes database file? 

❍ A. Authorization Attributes Database file

❍ B. Profile Attributes Database file

❍ C. User Attributes Database file

Answer B is the correct answer. Privileged operations listed in the Execution Attributes Database file are associated with profiles listed in the Profile Attributes Database file. 

Question 5

Which of the following keys are allowed in the attribute field of the User Attributes Database file? [Select all that apply.]

❑ A. auths

❑ B. help

❑ C. profile

❑ D. roles

❑ E. type

Answers A, C, D, and E are correct. The attribute field of the user attributes database file can be used to assign authorizations, profiles, and roles. The type key is used to identify entries as either being normal user accounts or roles. The help key (answer B) is only supported in the Authorization and Profile Attributes Database files. 

Question 6

Which of the following is the definition of a role? 

❍ A. A special user account to which authorizations and profiles are assigned. 

❍ B. A right used to grant access to a restriction function. 

❍ C. A mechanism used to group authorizations and profile assignments. 

❍ D. A user account that does not require a password. 

❍ E. A user account that can be accessed via the login command. 
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Answer A is correct. Answer B is the definition of an authorization; therefore, answer B is incorrect. Answer C is the definition of a profile and incorrect. 

Roles, like other user accounts, require a password but can only be accessed using the su(1) command. Therefore, answers D and E are incorrect. 

Question 7

What is the command used to view the ACLs associated with a file? 

The correct answer is getfacl. 

Question 8

Which of the following keys can be used in the attribute field of the RBAC execution attributes database file? [Select all that apply.]

❑ A. auths

❑ B. gid

❑ C. help

❑ D. profiles

❑ E. uid

Answers B and E are correct. The only valid keys for the attribute field of the execution attributes database file are egid, gid, euid, and uid. The auths key can only be specified in the user and profile attributes database files. 

Therefore, answer A is incorrect. The help key is only supported in the authorization and profile attributes database files making answer C incorrect. 

The profiles key can only be specified in the user attributes database file. 

Therefore, answer D is incorrect. 

Question 9

Which of the following describes the format of the RBAC user attributes database file? 

❍ A. name:qualifier:res1:res2:attributes

❍ B. name:res1:res2:description:attributes

❍ C. name:res1:res2:short description:long description:attributes

❍ D. name:policy:type:res1:res2:ID:attributes
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Answer A is correct. Answer B is the format of the profile attributes database file. Answer C is the format of the authorization attributes database file. 

Answer D is the format of the execution attributes database file. 

Question 10

Which of the following commands will remove group read permission only from file1? 

❍ A. setfacl -s g::--- file1

❍ B. setfacl -m g::--- file1

❍ C. setfacl -d g::--- file1

❍ D. setfacl -c g::---file1

Answer B is correct. All the other answers use incorrect format for the setfacl command and will fail. 
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Need to Know More? 

Mulligan, John P.,  Solaris 8 Essential Reference, New Riders, Indianapolis, IN, 2001. 

Sun Microsystems,  System Administration Guide: Advanced

 Administration. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—System Administration Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 
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Terms You Need to Understand

✓ The syslog facility

✓ The syslog source facilities

✓ The syslog severity levels

Concepts You Need to Master

✓ Configuring the syslog facility

✓ Enabling syslog messages to track use of the root login account

✓ Enabling syslog message for network connections
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Introduction

This chapter covers the Solaris 9 syslog (system logging) facility. This mechanism provides the capability to log user and system messages in one or more files on the local or a remote system. 

The syslog Facility

The syslogd(1M) command accepts messages sent to it from system (kernel and device driver) and user programs and handles them based on the entries in the /etc/syslog.conf file. These messages can be reporting anything from emergency situations to debugging details. Common uses include monitoring logins and recording hacking attempts. Typically, the syslogd command writes these messages to the specified log file, but other processing options are also supported. A syslog message is categorized by its source, a source facility, and a priority, or  severity level. 

Source Facilities

To  provide better control over the handling of log messages, the facilities generating the messages can be used to determine where the messages are sent or stored. This allows separate log files for different types of messages based on the source. Table 13.1 lists the keywords used in the /etc/

syslog.conf file to identify the source of messages and control handling. 

Table 13.1

The syslog Source Facilities

Keyword

Description

auth

Login authentication

cron

The at(1) and cron(1M) commands

daemon

System daemons

kern

The kernel

lpr

The line printer spooling system

local0-7

As defined locally

mail

System mail

mark

Timestamp produced by syslogd(1M)

news

The USENET network news system

user

User programs

uucp

The UUCP system

*

All facilities except mark
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The user facility is the default and is used if the source does not specify a facility keyword in the syslog message. 

Priority (Severity) Levels

Along with the source facility, a syslog message can be identified by  priority, or   severity. This provides a second mechanism (with finer granularity) for handling messages based on importance. Table 13.2 lists the keywords used in the /etc/syslog.conf file to identify the severity of messages and control handling. These keywords are ordered on the basis of severity (from most severe to least severe). When specified, messages associated with severity level (or higher) are processed. 

Table 13.2

The syslog Severity Levels

Keyword

Description

emerg

Panic conditions

alert

Conditions that need immediate attention

crit

Critical conditions

err

Other errors

warning

Warning messages

notice

Conditions that might require special handling

info

Non-urgent information

debug

Typically generated by debug messages in programs

none

Special keyword used to prevent logging of messages generated by specified sources

Customizing System Message Handling

To  control the handling of syslog messages, entries are added to the /etc/

syslog.conf file. These entries take the form of one or more facility/severity keyword combinations followed by a tab character and an action. The facility and severity identify a particular source facility and message severity, whereas the action determines how the messages are handled. Facility/keywords and actions can be optionally defined using a m4(1) macro, which can be used to determine whether the current system is configured as a syslog host. 

Facility/Severity Keywords Combinations

The facility and severity keywords are separated by a period (.) and identify a particular source facility and the severity of messages. For example, 13 8699 ch13  11/19/02  10:09 AM  Page 300
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kern.crit matches critical (and any higher severity: alert and emerg) error messages from the kernel. 

Three special cases exist. The first special case is when a facility keyword is specified without being followed by a “.” and a severity keyword. This is used to identify all levels of severity. For example, if the facility keyword mail is specified by itself, all severity levels of mail messages are processed. 

The second special case is when a facility keyword is followed by a “.” and the none severity keyword. This implies that no messages from the specified facility should be processed. For example, mail.none indicates that no mail syslog messages should be processed. 

The third special case is when the asterisk (*) facility is used. This implies that all source facilities (except the mark facility) should be processed. For example, *.notice indicates that all messages of the notice level sent to syslog (from all sources except mark) should be processed. 

More than one facility/severity combination can be specified on an /etc/

syslog.conf entry by separating them with the semicolon (;) character. 

Actions

Each entry has an action associated with it. Table 13.3 lists the four forms of actions. 

Table 13.3

The syslog Actions

Action

Description

/filename

The identified syslog messages will be appended to the specified file (must begin with a slash [/] character). 

@host

The identified syslog messages will be forwarded to the syslogd daemon on the specified remote host (must begin with the at [@]

character). 

login account

The identified syslog messages are written to the standard out (typically the monitor) associated with the specified login account if the account is currently logged onto the system. Multiple login accounts can be specified (separated by commas). 

*

The identified syslog messages are written to the standard out of all login accounts currently logged onto the system. 

Optional Entries Controlled by m4 Macros

Optional entries can be defined in the /etc/syslog.conf file using the m4

macro: ifdef (condition, define_if_true, define_if_false)  specified in the facility/keyword column or in the action column. 
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The ifdef() macro provides a conditional control statement. If  condition  is true, the  define_if_true  expression is in effect. If not, the  define_if_false expression is in effect. 

The only relevant  condition  for the /etc/syslog.conf file is the LOGHOST

keyword. This keyword is used to determine whether the local system has an alias of loghost in the /etc/hosts file. This alias indicates that the associated host is configured to store local syslog messages and possibly syslog messages from remote hosts. The following /etc/hosts entry shows the solaris8 system as being identified as loghost:

192.168.99.9     solaris9     loghost

The following listing shows a typical example of using an m4 ifdef macro in the action column of the /etc/syslog.conf file:

auth.notice   ifdef(`LOGHOST’, /var/log/authlog, @loghost)

This specifies that for auth.notice messages, if the local system is identified in the /etc/hosts file as loghost, add the message to the /var/log/authlog file. Or if the local system is not identified as the loghost, forward it to the system identified as the loghost. 

The following listing uses an m4 ifdef macro to optionally define entire

/etc/syslog.conf file entries based on the local system  not  being the loghost:

ifdef(`LOGHOST’, , 

user.err      /dev/sysmsg

user.err      /var/adm/messages

user.alert    `root, operator’

user.emerg     *

)

This specifies that if the local system is defined as  loghost, do nothing (the define_if_true  expression is blank). If the local system is not loghost, process the user.err (and user.crit), user.alert, and user.emerg messages locally. Keep in mind that messages at the specified severity level,  as well as all higher severity levels,  are processed by the /etc/syslog.conf entries. 

The /etc/syslog.conf File

Entries in the /etc/syslog.conf file determine the handling of syslog messages. The syslogd daemon reads the /etc/syslog.conf file whenever it is started, or when it is sent the SIGHUP(1) signal. Table 13.4 summarizes the default syslog message handling (/etc/syslog.conf contents) for systems that log messages locally. The previously described m4 macro for user messages is also included. 
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Table 13.4

The Default /etc/syslog.conf File

Facility/Severity

Action

Description

*.err;kern.notice;auth.notice

/dev/sysmsg

All error, kernel.notice (and higher), 

and auth.notice (and higher) 

messages are written to the

/dev/sysmsg file. 

*.err;kern.debug; 

/var/adm/messages

All error, kern.debug (and 

daemon.notice;mail.crit

higher), daemon.notice (and 

higher), and mail.crit (and higher)

messages are written to the

/var/adm/messages file. 

*.alert;kern.err;daemon.err

operator

All alert, kern.err (and higher), and

daemon.err (and higher) messages

are written to the operator login

account (if currently logged in). 

*.alert

root

All alert messages are written to the

root account (if currently logged in). 

*.emerg

*

All emerg messages are written 

to all login accounts currently 

logged in. 

Unless an entry exists for a particular facility/severity combination, messages generated using that particular combination are discarded. Be careful not to delete any of the existing entries unless those messages are being handled by a new entry. The most commonly used default log file is /var/adm/messages. 

Messages Generated by the logger Command

The logger(1) command can be used by users, shell scripts, or programs to generate syslog messages. Table 13.5 lists the command-line arguments for the logger command. 

Table 13.5

Command-Line Arguments for the logger Command

Argument

Description

 message

Specifies the text of  message. 

-f  file

Uses the contents of  file  as the message. 

-i

Includes the process ID (PID) of the logger command on each message. 

-p  priority

Specifies the  priority  of the message, which can be specified as facility.level or a number. The default is user.notice. 

-t  tag

Includes  tag  on each message. 
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The following example uses the logger command to log a message with a user.err priority:

$ logger -p user.err “This is a user error” 

$ tail -1 /var/adm/messages

Aug 31 00:41:02 solaris9 dla: [ID 702911 user.error]

➥ This is a user error

# 

Messages Generated by the login Command

The login(1) command, used to log onto the system, can be configured to generate auth.notice syslog messages when the root account logs onto the system. In addition, multiple failed attempts to log in as root are logged as auth.crit syslog messages. These messages are generated by the login command if the /etc/default/login file contains the following entry: SYSLOG=YES

Messages Generated by Internet Services

The Internet services daemon, inetd(1M), which is used to start the standard Internet services, can be configured to trace incoming TCP connections by logging the client IP address, TCP port number, and name of the service as a daemon.notice syslog message. To enable this logging, add the 

-t command-line argument to the inetd command at the end of the

/etc/init.d/inetsvc file. 

Summary

The syslog facility accepts messages sent to it from the system (the kernel and device driver) and user programs and handles them based on the entries in the /etc/syslog.conf file. 

Typically, the syslog facility writes these messages to the specified log file, but other processing options are also supported. 

A syslog message is categorized by its source, a  source facility, and a priority, or  severity level. 
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Exam Prep Practice Questions

Question 1

What is the name of the syslogd configuration file? 

The correct answer is /etc/syslog.conf. 

Question 2

The  /etc/syslog.conf file was modified to capture messages from a particular user application, but the log file still does not contain any of those messages. 

Which of the following reasons could explain this? [Select all that apply.]

❑ A. A typographical error exists in the /etc/syslog.conf entry. 

❑ B. The syslogd program was not restarted. 

❑ C. The user application does not generate the facility and/or severity of expected messages. 

❑ D. The syslogd program is not running. 

❑ E. The wrong log is being examined. 

Answers A, B, C, D, and E are all correct. All of these are reasons that the syslog facility might not work as expected. Entries with typographical errors are either ignored or cause other entries to be misinterpreted. The syslogd command reads the /etc/syslog.conf file only when it is started or it receives the SIGHUP signal. The /etc/syslog.conf entry must match the expected facility/severity being used by the user application to submit the messages. If the syslogd command is not running, it cannot receive and handle messages. Be certain that the messages are being sent to the intended log file. 

Question 3

Which of the following keywords are relevant conditions for an m4 macro in the

/etc/syslog.conf file? [Select all that apply.]

❑ A. ALERT

❑ B. LOGHOST

❑ C. HOSTNAME

❑ D. SYSLOG
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Answer B is correct. ALERT, HOSTNAME, and SYSLOG are not valid keywords. 

Question 4

Which of the following are source facilities for syslog messages? [Select all that apply.]

❑ A. login

❑ B. news

❑ C. local8

❑ D. kern

Answers B and D are correct. auth (not login) is the source facility associated with logging onto the system; therefore, answer A is incorrect. The eight locally defined source facilities are local0 through local7; therefore, answer C is incorrect. 

Question 5

Which of the following are valid command-line arguments for the logger command? [Select all that apply.]

❑ A. -p (Specifies a priority)

❑ B. -l (Sends the message to the loghost system instead)

❑ C. -t (Specifies a tag that is included with the message)

❑ D. -L (Specifies the log file that should be used)

The correct answers are A and C. Answers B and D do not exist; how messages are processed is controlled by the entries of the /etc/syslog.conf file, not by the command-line arguments of the logger command. 

Question 6

Which of the following are valid uses for the asterisk (*) in the /etc/syslog.conf file? 

❑ A. Represents all source facilities

❑ B. Represents all severity levels

❑ C. Represents all messages

❑ D. Writes a message to all logged-on users
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The correct answer is D. An asterisk can be used to represent all source facilities except mark; therefore, answer A is incorrect. No symbol or keyword is available to represent all severity levels or all messages; therefore, answers B

and C are incorrect. 

Question 7

What is the -f command-line argument of the logger command used to specify? 

❍ A.  An alternative log file. 

❍ B. A file that contains the log message. 

❍ C.  A file that contains the tag associated with the message. 

❍ D.  A file that contains the facility associated with the message. 

The correct answer is B. Answer A is incorrect, because the

/etc/syslog.conf file determines the log file based on the facility level of the message. Answer C is incorrect because the -t  command-line argument is used to specify the tag. Answer D is incorrect because the -p command-line argument is used to specify the facility. 

Question 8

Which of the following are severity levels? [Select all that apply.]

❑ A. alert

❑ B. notice

❑ C. none

❑ D. mail

The correct answers are A, B, and C. Answer D is a source facility, not a severity level, and therefore is incorrect. 

Question 9

What is the name of the default log file used for most of the syslog messages? 

The correct answer is /var/adm/messages. 
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Question 10

Which of the following /etc/syslog.conf entries will cause user alert messages to be sent to the loghost? 

❍ A. user.alert ifdef(‘LOGHOST’,/var/adm/alerts,@loghost)

❍ B. usr.alert ifdef(‘LOGHOST’,/var/adm/alerts,@loghost)

❍ C. usr.alert ifndef(‘LOGHOST’,@loghost,/var/adm/alerts)

❍ D. user.alrt ifdef(@loghost,/var/adm/alerts.LOGHOST)

The correct answer is A. The other answers have an invalid facility (usr), severity level (alrt), or m4 macro definition. 
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Need to Know More? 

Sun Microsystems,  System Administration Guide:   Advanced Administration. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual,  Section 1—User Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual,  Section 1M—

 Administration Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 













































14 8699 ch14  11/19/02  10:08 AM  Page 309

14

Advanced Disk

Management

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Terms You Need to Understand

✓ Virtual file systems

✓ Striping and concatenation

✓ Mirroring

✓ Redundant Arrays of Inexpensive Disks (RAID)

✓ Solaris Volume Manager

Concepts You Need to Master

✓ Identifying RAID levels

✓ Identifying characteristics of RAID levels

✓ Understanding features of the Solaris Volume Manager
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Introduction

This chapter describes some of the advantages of virtual disk management systems and briefly describes some of the techniques used by these systems to improve availability. These include duplexing, mirroring, logging and disk arrays. The features and key concepts of the virtual disk management system included with Solaris 9, the Solaris Volume Manager, are described. 

Virtual File Systems

Virtual disk management systems allow the use of physical disks in different ways that are not supported by the standard Solaris file systems. This section summarizes these advantages and describes several techniques used to provide virtual file systems. 

Advantages of Virtual Disk Management

Systems

A virtual disk management system can overcome disk capacity and architecture limitations and improve performance and availability. In addition, manageability is enhanced by the use of a graphical management tool. 

The three main storage factors are performance, availability, and hardware costs. A virtual disk management system allows managing tradeoffs between these three factors and in some cases reduces the impact of these factors. 

Overcoming Disk Limitations

Virtual disk management systems allow partitions on multiple disks to be combined and treated as a single partition. Not only does this allow file systems to be larger than the largest available physical disks, it also allows the entire storage area on a physical disk to be used. 

Improved Performance

Typically, using multiple disks in place of a single disk will increase performance by spreading the load across several physical disks. 

Improved Availability

Virtual disk management systems typically support data-redundancy or high-availability features, such as  mirroring  and   Redundant Arrays  of   Inexpensive Disks ( RAID) configurations. In addition, features such as  hot sparing  and  file system logging  reduce recovery time. 
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Enhanced Manageability

Virtual disk management systems typically provide a simple graphical user interface for disk management and administration. This allows simple, almost error-free administration of complex disk configurations and file systems. 

The graphical interface usually includes a visual representation of the physical disks and virtual disk file systems. In addition, it typically supports drag-and-drop capabilities that allow quick configuration changes. 

Concatenated Virtual Devices

Unlike the standard Solaris file system, which consists of a single partition (slice), a concatenated virtual file system consists of two or more slices. The slices can be on the same physical disk or on several physical disks. The slices also can be of different sizes. 

 Concatenation  implies that the slices are addressed in a sequential manner. 

That is, as space is needed, it is allocated from the first slice in the concatenation. Once this space is completely used, space is allocated from the second slice, and so on. 

The main advantage of a concatenated virtual device is that it provides means for using slices that might otherwise be too small for use. In addition, concatenation using more than one physical disk provides some load balancing between the disks and can result in head movement optimization. 

However, using multiple disks increases the chance that a failure of any one disk will result in the failure of the virtual device. 

Striped Virtual Device

A  striped virtual device, like a concatenated virtual device, can consist of two or more slices. The slices can be on the same physical disk or on several physical disks. The slices can also be of different sizes. 

Unlike a concatenated device, the slices are addressed in an interleaved manner. That is, as space is needed, it is allocated as a block from the first slice, and then a block from the second slice, and so on. 

The main advantage of a striped device is that when the slices are on several physical disks, it provides an increase in performance because it allows multiple simultaneous reads and writes. This is because each physical disk in the 14 8699 ch14  11/19/02  10:08 AM  Page 312
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striped virtual device can be accessed at the same time. In addition, like concatenated virtual devices, it provides means for using slices that might otherwise be too small for use. 

As with concatenated virtual devices, multiple disks increase the chance that a failure of any one disk will result in the failure of the virtual device. 

A concatenated striped virtual device is a striped virtual device that has been expanded by concatenating additional slices to the end of the device. 

Mirroring and Duplexing

 Mirroring  is the technique of copying data being written to an online device to an offline device. This provides a real-time backup of data that can be brought online to replace the original device in the event that the original device fails. 

Typically, the two disks used in this way share the same controller. 

 Duplexing  is similar to mirroring, except that each disk has its own controller. 

This provides a little more redundancy by eliminating the controller as a single point of failure. 

RAID Configurations

One approach to improving data availability is to arrange disks in various configurations, known as  Redundant Arrays of Inexpensive Disks (RAID). Table 14.1

lists the levels of RAID. 

Table 14.1

RAID Levels

Level

Description

0

Striping or concatenation

1

Mirroring and duplexing

0+1

Striping then mirroring (striped disks that are mirrored)

2

Hamming Error Code Correction (ECC), used to detect and correct errors 3

Bit-interleaved striping with parity information (separate disk for parity) 4

Block-interleaved striping with parity information (separate disk for parity) 5

Block-interleaved striping with distributed parity information

6

Block-interleaved striping with two independent distributed parity schemes 7

Block-interleaved striping with asynchronous I/O (input/output) transfers and distributed parity information

1+0

Mirroring then Striping (mirrored disks that are striped)
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Virtual disk management systems implement one or more of these RAID levels but typically not all of them. The commonly supported RAID levels are 0, 1, and 5:

➤ RAID 0 (striping and concatenation) does not provide data redundancy, but striping does improve read/write performance because data is evenly distributed across multiple disks and typically has the best performance. 

Concatenation works best in environments that require small random I/O. 

Striping performs well in large sequential or random I/O environments. 

➤ RAID 1 (mirroring) provides data redundancy and typically improves read performance, but writes are typically slower. 

➤ RAID 5 is typically slower for both reads and writes when compared to RAID 1, but the cost is lower. Because multiple I/O operations are required to compute and store the parity, RAID 5 is slower on write operation than striping (RAID 0). 

UFS File System Logging

With UFS file system logging, updates to a UFS file system are recorded in a log before they are applied. In the case of system failure, the system can be restarted, and the UFS file system can quickly use the log instead of having to use the fsck command. 

The  fsck command is a time-consuming and not always 100% accurate method of recovering a file system. It reads and verifies the information that defines the file system. If the system crashed during an update, the update might have been only partially completed. The fsck command must correct the information by removing these partial updates. 

With UFS file system logging, only logged updates are actually applied to the file system. If the system crashes, the log has a record of what should be complete and can be used to quickly make the file system consistent. 

Solaris Volume Manager (SVM)

The Solaris Volume Manager (previously known as the Solstice DiskSuite) is a software product that can be used to increase storage capacity and data availability and in some cases increase performance. 

SVM supports four types of related storage components. These are volumes, state databases (along with replicas), hot spare pools, and disk sets. Table 14.2

14 8699 ch14  11/19/02  10:08 AM  Page 314

314

Chapter 14

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

provides a summary of these components that are described in more detail in the next sections of this chapter. 

Table 14.2

Solaris Volume Manager Components

Component

Description

Volumes

A collection of physical disk slices or partitions that are managed as a single logical device. 

State Database

A database used to store information on the SVM configuration. 

Replicas of the database are used to provide redundancy. 

Hot Spare Pool

A collection of slices that can be used as hot spares to automatically replace failed slices. 

Disk Set

A set of volumes and hot spares that can be shared by several host systems. 

Volumes

SVM uses virtual disks, called  volumes (previously referred to as  metadevices), to manage the physical disks. A volume is a collection of one or more physical disk slices or partitions that appear and can be treated as a single logical device. The basic disk management commands, except the format command, can be used with volumes. In general, volumes can be thought of as slices or partitions. 

Like the standard Solaris file systems that are accessible using raw (/dev/rdsk) and block (/dev/dsk) logical device names, volumes under SVM are accessed using either the raw or the block device name under /dev/md/rdsk or /dev/md/dsk. The volume (that is, the partition name) begins with the letter “d” followed by a number. 

For example, /dev/md/dsk/d0 is block volume d0. 

Because a volume can include slices from more than one physical disk, it can be used to create a file system that is larger than the largest available physical disk. Volumes can include IPI, SCSI, and SPARCStorage Array drives. 

Disk slices that are too small to be of any use can be combined to create usable storage. 

SVM supports five classes of volumes. These are listed in Table 14.3. 
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Table 14.3

Classes of SVM Volumes

Volume

Description

RAID 0

Used directly or as a building block for mirror and transactional volumes (the three types of RAID 0 volumes are stripes, concatenations, and concatenated stripes)

RAID 1

Used to mirror data between RAID 0 volumes to provide redundancy RAID 5

Used to replicate data with parity, allowing regeneration of data Transactional

Used for UFS file system logging

Soft Partition

Used to divide a disk slice into one or more smaller slices. 

SVM allows volumes to be dynamically expanded by adding additional slices. 

Then a UFS file system on that volume can be expanded. 

Soft Partitions

As disks become larger, sometimes it might be necessary to subdivide a physical disk into more than eight slices (which is the current limit). With SVM, a disk slice can be subdivided into as many  soft partitions  as needed. A soft partition can be accessed like any disk slice and can be included in a SVM volume. Although a soft partition appears as a contiguous portion of disk, it actually consists of a set of  extents  that could be located in various areas of the disk. 

State Database and Replicas

The  State Database  is used to store information about the SVM configuration. Because this information is critical, copies of the State Database, referred to as  State Database Replicas,  are maintained as backups and ensure that the state information is always accurate and accessible. SVM updates the State Database and replicas whenever changes are made to the disk configuration. 

The State Database and its replicas can be stored on either disk slices dedicated for database use or on slices that are part of volumes. When a slice that contains the database or a replica is added to a volume, SVM recognizes this configuration and skips over the database or replica. The replica is still accessible and usable. The database and one or more replicas can be stored on the same slice, however it would be advisable to distribute the replicas across several slices to safe guard against the failure of a single slice. 
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Hot Spare Pools

A  hot spare pool  is a collection of slices that are automatically substituted for slices that fail. When a disk error occurs, SVM locates a  hot spare (slice) in the hot spare pool that is at least the size of the failing slice and allocates the hot spare as a replacement for the failing slice. Assuming a RAID 1 (mirrored) or RAID 5 configuration, the data from the failed slice is copied to its replacement from the mirrored data or rebuilt using parity information. 

Disk Sets

A   disk set   or  shared disk set  is the combination of volumes with a State Database, one or more State Database Replicas, and Hot Spares that can be shared between two or more host systems. However, only one host system can use the disk set at a time. 

The purpose of the disk set is to provide data availability for a cluster of host systems. That is, if one host system fails, another host in the system can take over its operations. The disk set provides a means for all the clustered host systems to share and access the same data. This is referred to as a  failover configuration. 

Administration of SVM Objects

Two methods are available to manage the SVM objects. The first is the Enhanced Storage Tool, which provides a graphical user interface. This is accessible via the  Solaris Management Console. The second is a set of commands that are referred to collectively as the SVM  command-line interface. 

Enhanced Storage Tool

The Enhanced Storage Tool is used to set up and administer the SVM configuration. It provides a graphical view of both the SVM objects and the underlying physical disks. The SVM configuration can be modified quickly by using drag-and-drop manipulation. 

SVM Command-Line Interface

The command-line interface provides a set of commands to create and manage SVM objects. Most of these commands start with the prefix “meta” such as the metainit command used to initialize a volume. The command-line interface includes the following commands:

➤ growfs(1M)—Expands a UFS file system

➤ metaclear(1M)—Deletes volumes and hot spare pools
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➤ metadb(1M)—Creates and deletes database replicas

➤ metadetach(1M)—Detaches a volume from a RAID 1 (mirror) volume

➤ metadevadm(1M)—Checks device ID configuration

➤ metahs(1M)—Manages hot spares and hot spare pools

➤ metainit(1M)—Configures volumes

➤ metaoffline(1M)—Places submirrors offline

➤ metaonline(1M)—Places submirrors online

➤ metaparam(1M)—Modifies volume parameters

➤ metarecover(1M)—Recovers configuration information for soft partitions

➤ metarename(1M)—Renames volumes

➤ metareplace(1M)—Replaces slices of submirrors and RAID 5 volumes

➤ metaroot(1M)—Sets up files for mirroring the root file system

➤ metaset(1M)—Administers disk sets

➤ metastat(1M)—Displays the status of volumes or hot spare pools

➤ metasync(1M)—Resynchronizes volumes during reboot

➤ metattach(1M)—Attaches a metadevice to a mirror 

Summary

A virtual disk management system can overcome disk capacity and architecture limitations and improve performance and availability. In addition, manageability is enhanced by the use of a graphical management tool. 

The three main storage factors are performance, availability, and hardware costs. A virtual disk management system allows managing tradeoffs between these three factors and in some cases reduces the impact of these factors. 

The techniques used to improve performance and/or availability include concatenation, striping, mirroring, duplexing and the different levels of RAID. 

The Solaris Volume Manager (SVM) manages volumes (collections of physical disk slices) that include a State Database that stores information on the SVM configuration and one or more replicas (to provide redundancy). A Hot Spare Pool is used to automatically replace failed disk slices. A SMV Disk Set (Volumes, State Database, Replicas and Hot Spare Pool) can be shared by several host systems. 
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Exam Prep Practice Questions

Question 1

Which of the following virtual devices or RAID levels does the Volume Manager support? [Select all that apply.]

❑ A. Concatenated virtual device

❑ B. RAID level 0

❑ C. RAID level 1

❑ D. RAID level 5

❑ E. RAID 10

All the answers are correct. 

Question 2

Which of the following are types of virtual file systems? [Select all that apply.]

❑ A. Concatenated

❑ B. Aggregated

❑ C. Sliced

❑ D. Monolithic

❑ E. Striped

The correct answers are A and E. The other answers do not relate to virtual file systems. 

Question 3

Identify the prefix used with most of the commands associated with the SMV

command-line interface. 

The correct answer is  meta. 
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Question 4

Which of the following are features of a virtual disk management system? 

[Select all that apply.]

❑ A. Graphical administration tool

❑ B. Improved reliability

❑ C. Improved performance

❑ D. The ability to overcome physical disk limitations

All the answers are correct. Virtual disk management systems provide all these features. 

Question 5

Enter the abbreviation for a multilevel system of techniques that is used to improve data reliability. 

The correct answer is RAID. 

Question 6

Which of the following is a name for a virtual file system that is composed of several partitions and in which the partitions are allocated and used one at a time? 

❍ A. RAID 5

❍ B. Striped

❍ C. Concatenated

❍ D. Hot spare

The correct answer is C. Answer A is incorrect because it is a configuration that uses a striped file system. Answer B is incorrect because a striped virtual file system uses all the slices in an interleaved fashion. Answer D is incorrect because it is not a type of file system. 

Question 7

Enter the word used to describe the technique of writing data to both an online disk and an offline disk to provide a real-time replacement disk if needed. 
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The correct answer is  mirroring. 

Question 8

Identify the pathname for virtual file systems associated with SMV. 

❍ A. /dev/dsk/c0d0s0

❍ B. /dev/svm/dsk/mktvol

❍ C. /dev/md/dsk/d0

❍ D. /dev/ds/dsk/d3

The correct answer is C. Answers A, B, and D do not exist. 

Question 9

What happens to a State Database Replica that is part of a slice that is included in a volume? 

❍ A. The replica is overwritten and no longer accessible. 

❍ B. The replica is automatically relocated to another slice. 

❍ C. The replica is skipped over and still accessible. 

❍ D. The replica is not overwritten but can no longer be used. 

The correct answer is C. 

Question 10

Which configuration should be used to provide data availability at the lowest cost? 

❍ A. RAID 0

❍ B. RAID 1

❍ C. RAID 5

The correct answer is C. RAID 0 does not provide any data redundancy; therefore, answer A is incorrect. RAID 1 provides best availability because each disk is mirrored, but is expensive compared to RAID 5. Therefore answer B is incorrect. RAID 5 provides data availability, by spreading data across several disks. The number of disks required is typically less than the number of disks required for mirroring. 
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Need to Know More? 

Sun Microsystems,  Solaris Volume Manager: Administration Guide. 

Available in printed form and on the Web at docs.sun.com. 
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Terms You Need to Understand

✓ Network File System (NFS)

✓ Resource sharing and mounting

✓ WebNFS

✓ NFS logging

✓ NFS daemons

✓ The Auto File System (AutoFS) service

✓ The Cache File System (CacheFS) service

Concepts You Need to Master

✓ Sharing and unsharing NFS resources

✓ Mounting and unmounting NFS resources

✓ Determining NFS resources, shared or mounted

✓ Configuring NFS logging

✓ Configuring AutoFS maps

✓ Managing a CacheFS cache
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Introduction

This chapter covers some final topics relating to file systems. The first part covers the Network File System (NFS) and the commands used to administer NFS. The second part of the chapter describes the AutoFS and CacheFS

services that support NFS. 

The NFS Environment

The  Network File System ( NFS) service uses the client/server model to allow systems to remotely access the storage of other systems. The NFS protocol is defined by Request For Comment (RFC) 1813, NFS Version 3 Protocol Specification. 

An NFS server allows computers of different architectures running different operating systems to access its storage space across a network. The NFS

service also allows multiple systems to access the same information, eliminating redundancy, improving consistency, and reducing administration. 

An NFS client accesses this information in a somewhat transparent mode. 

That is, the remote resource appears and can be treated as local storage space for most operations and applications. 

NFS Administration

Before file systems or directories can be accessed (that is, mounted) by a client through NFS, they must be  shared  or, in older terminology,  advertised. 

Once shared, authorized NFS clients can mount the resources. 

Another term used for sharing NFS resources is  exporting. This term appears occasionally in Solaris documentation but is most often seen as a directory name for NFS

resources such as /export/home or /export/swap. 

Sharing NFS Resources

NFS resources can be shared using the share(1M) command and unshared using the unshare(1M) command. In addition, any resources identified in the

/etc/dfs/dfstab file are automatically shared at system boot or when the shareall(1M) command is used. Shared resources are automatically recorded in the /etc/dfs/sharetab file. When the unshareall(1M) command is used, all resources listed in the /etc/dfs/sharetab file are automatically unshared. 
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Actually, the NFS server is started and the identified resources are shared when the system enters system run level 3 as a result of system boot or administrator actions. 

The resources are unshared and the NFS server is stopped when the system run level changes to any level other than 3. The NFS client is started at run level 2. 

The share Command

The share command is used to share NFS resources so that NFS clients can mount and access them. At a minimum, the full pathname of the directory (or mount point of the file system) to be shared is specified as a command-line argument. 

In addition, three other command-line arguments are supported:

➤ The -d command-line argument is followed by a description of the data being shared. 

➤ The -F nfs command-line argument is used to specify the type of file system. If not specified, the default file system type listed in the

/etc/dfs/fstypes file (NFS) is assumed. 

➤ The -o command-line argument is followed by one or more NFS-

specific options (separated by commas). 

The share command options for NFS are listed in Table 15.1. For details on the settings associated with these options, consult the share description in the “System Reference Manual.” 

Table 15.1

The share Command’s NFS-Specific Options

Option

Description

aclok

Allows access control for NFS Version 2 clients. 

anon= uid

Assigns anonymous users the specified  uid. 

index= file

Displays the contents of  file  instead of listing the directory for WebNFS clients. 

log= tag

Enables NFS logging for the share. Uses the logging configuration identified by  tag. If no tag is specified, it uses the  global  configuration. 

nosub

Prevents clients from mounting subdirectories of shared resources. 

nosuid

Prevents clients from setting setuid or setgid access modes on files. 

public

Specifies a public file handle. 

ro

Allows read-only access. 

ro= list

Allows read-only access to those clients specified by  list. 

root= list

Allows root access to root user on clients specified by  list. 

 (continued)
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Table 15.1

The share Command’s NFS-Specific Options  (continued)

Option

Description

rw

Allows read/write access. 

rw= list

Allows read/write access only to those clients specified by  list. 

sec= mode

Uses one or more of the security modes specified by  mode  to authenticate clients. 

window= value

Sets the maximum lifetime for a client’s credentials to  value  seconds. 

The following listing shows how the share command allows NFS clients to mount the /export/home file system, including WebNFS clients. All clients will have read-only access:

# share -F nfs -o public,ro /export/home

#

If the share command is used without any command-line arguments, the currently shared resources will be listed. 

The unshare Command

The unshare command is used to stop the sharing of NFS resources so that NFS clients can no longer mount and access them. At a minimum, the full pathname of a directory (or mount point of the file system) that is currently shared is specified as a command-line argument. 

Only one other command-line argument is supported: the -F nfs command-line argument, which is used to specify the type of file system. If not specified, the default file system type listed in the /etc/dfs/fstypes file (NFS) is assumed. 

The following listing shows using the unshare command to stop the sharing of the /export/home file system:

# unshare -F nfs /export/home

#

The /etc/dfs/dfstab File

The /etc/dfs/dfstab file specifies resources that should be shared automatically when the system is changed to run level 3 or when the shareall command is used. 

This file can be modified using any text editor. To automatically share a resource, add a line to the /etc/dfs/dfstab file that contains the share command with the desired command-line arguments and options that would have been entered manually. To remove automatic sharing of a resource, delete the appropriate share command from /etc/dfs/dfstab. 
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The following entry from /etc/dfs/dfstab is used to share the

/export/home directory:

share -F nfs -d “home directories” /export/home

You might be wondering why some of the directories, files, and even commands associated with NFS use the phrase  dfs  or  df. This comes from the System V (5) version of the Unix operating system. Originally, Distributed File Systems (DFS) had two variations: NFS and the Remote File System (RFS). Directories, files, and commands that used the  dfs  phrase were used to manage and configure both types of file systems. Since then, RFS has disappeared, leaving behind the DFS legacy. 

The shareall and unshareall Commands

The shareall command is used to share one or more resources. If the -F nfs command-line argument is not specified, the default file system type (NFS) is assumed. If the name of a file (that contains one or more share commands) is not specified as a command-line argument, the /etc/dfs/dfstab file is used by default. 

The unshareall command is used to unshare all currently shared resources. 

If the -F nfs command-line argument is not specified, the default file system type (NFS) is assumed. 

The dfshares Command

The  dfshares(1M) command is used to list shared resources on either the local or a remote system. If the hostname (or IP address) of a remote system is specified as a command-line argument, the resources shared on that system are listed. 

In addition, two other command-line arguments are supported. The -F nfs command-line argument is used to specify the type of file system. If not specified, the default file system type listed in the /etc/dfs/fstypes file (NFS) is assumed. If the -h command-line argument is specified, the header describ-ing the columns of the resource listing is not displayed. 

In addition, information on locally shared resources can be obtained from the

/etc/dfs/sharetab file. This file is updated by the share, shareall, unshare, and unshareall commands to reflect the currently shared resources. 

Mounting NFS Resources

NFS resources that have been shared by an NFS server can be mounted by an NFS client using the mount(1M) command and unmounted using 

the umount(1M) command. In addition, any NFS resources identified in the
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the  mountall(1M) command is used. Likewise, the NFS resources listed in the /etc/mnttab file are unmounted by using the umountall(1M) command. 

The mount Command

The mount command is used to mount NFS resources like any other standard Solaris file system so that NFS clients can mount and access them. For NFS, the hostname (or IP address) and pathname of the currently shared directory are specified as a command-line argument followed by a mount point. The hostnames and pathnames are separated by a colon (:). 

The generic mount command-line arguments are listed in Table 15.2. A few of the more significant NFS-specific options (separated by commas) used with the -o command-line argument are listed in Table 15.3. For additional information, see the mount_nfs(1M) page in the “System Reference Manual.” 

Table 15.2

The mount Command-Line Arguments

Argument

Description

-F fstype

Specifies the file system type

-m

Mounts the file system without creating an /etc/mnttab entry

-o

Specifies NFS-specific options (see Table 15.3)

-O

Overlays an existing mount point

-r

Mounts the file system read-only

Table 15.3

The mount Command’s NFS-Specific Options

Option

Description

hard

If the server does not respond, continues to try to mount the resource intr

Allows keyboard interrupts to kill the process while waiting on a  hard mount

nointr

Does not allow keyboard interrupts to kill the process while waiting on a  hard  mount

public

Specifies a public file handle

retrans= n

Retransmits NFS requests  n  times

retry= n

Retries the mount operation  n  times

ro

Mounts resource read-only

rw

Mounts resource read/write

soft

If the server does not respond, returns an error and exits

timeo= n

Sets NFS time-out to  n  tenths of a second
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The following listing shows using the mount command to mount the

/export/home file from the Solaris system on the /sun_home mount point. 

The resource is soft mounted (1,000 attempts) with read-only access:

# mount -F nfs -o soft,retry=1000,ro solaris:/export/home /sun_home

#

If the mount command is used without any command-line arguments, all currently mounted file systems (standard Solaris file systems and NFS

resources) are displayed. 

The umount Command

The umount command is used to unmount local file systems and remote NFS

resources so that local users can no longer access them. For NFS, one or more  system:pathname  pairs (or file system mount points) that are currently mounted are specified as command-line arguments. 

Two other command-line arguments are supported. The first is the -V

command-line argument, which is used to display the command line used to actually perform the unmount (used to verify the command line). The second is the -a command-line argument, which is used to perform parallel unmount operations if possible. 

The following listing shows the umount command unmounting the

/export/home file system being shared from the Solaris host:

# umount solaris:/export/home

#

The /etc/vfstab File

The /etc/vfstab file, referred to as the  file system table, specifies resources that should be automatically mounted when the system is booted or when the mountall command is used. 

This file can be modified using any text editor. To automatically mount an NFS resource, add a line to the /etc/vfstab file that contains the appropriate options that would have been entered manually with a mount -F nfs command. To remove automatic mounting of an NFS resource, delete the appropriate line from the /etc/vfstab file. 

Table 15.4 lists the (tab-separated) fields and the appropriate values of an entry in the /etc/vfstab file as they pertain to mounting an NFS resource. 

A hyphen (-) is used to indicate no entry in a field. 
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Table 15.4

Fields of an NFS Resource /etc/vfstab Entry

Field

Description

Device To Mount

Uses the  system: resource format, where  system  is a hostname or IP address and  resource  is the full pathname of the shared NFS resource

Device To fsck

Uses a hyphen (-) to indicate no entry, as NFS clients should not check remote NFS resources with the fsck command

Mount Point

Specifies the subdirectory where the NFS resource should be

mounted

FS Type

Uses nfs to indicate an NFS resource

fsck Pass

Uses a hyphen (-) to indicate no entry

Mount At Boot

Uses yes to indicate that the resource should be mounted at boot or when the mountall command is executed; otherwise, no Mount Options

Specifies any desired NFS mount options; see Table 15.3 or the

manual page for the mount command

NFS supports  client-side failover. That is, if an NFS resource becomes unavailable, the client can switch to another NFS server that provides a

“replicated” copy of the resource. This failover capability can be enabled by adding an entry in the /etc/vfstab for the resource. In the  Device to Mount field, list the systems that provide the replicated resource separated by commas. Also, the read-only option (-o ro) is specified in the  Mount Options  field. 

For example, to provide client-side failover for the /export/local resource that is available from either the “alpha” or the “beta” NFS servers and mounted at /usr/local, add the following entry to the /etc/vfstab file: alpha,beta:/export/local - /usr/local nfs - no -o ro

Note that read-only resources (-o ro mount option) can be configured for client-side failover. Also be certain that the system names are valid and separated by commas. 

The mountall and umountall Commands

The  mountall command is used to mount one or more local file systems and/or remote (NFS) shared file systems or directories. If the name of a file (containing information on one or more resources) is not specified as a command-line argument, the /etc/vfstab is used by default. The mountall command will mount only the resources in the file system table (or specified file) that have the Mount At Boot column set to yes. 

If a file system type is specified using the -F command-line option, only file systems of that type are mounted. If the -l command-line argument is 15 8699 ch15  11/19/02  10:14 AM  Page 331

Network File System (NFS)

331

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

specified, only local file systems are mounted. If the -r command-line argument is specified, only remote shared file systems or directories are mounted. 

The umountall command is used to unmount all currently mounted resources. 

It also supports the -F, -l, and -r command-line arguments supported by the mountall command. In addition, it supports the -h  host  command-line argument to specify that only the resources mounted from that host should be unmounted. The -k command-line argument can be used to kill processes using the fuser(1M) command to allow unmounting and the -s command-line argument that prevents unmount operations from being performed in parallel. 

Currently mounted file resources are listed in the /etc/mnttab file. 

The dfmounts Command

The dfmounts(1M) command is used to list currently mounted resources (and its clients) on either the local or a remote system. If the hostname (or IP

address) of a remote system is specified as a command-line argument, the resources mounted on that system (and its clients) are listed. 

In addition, two other command-line arguments are supported. The -F nfs command-line argument is used to specify the type of file system. If not specified, the default file system type listed in the /etc/dfs/fstypes file (NFS) is assumed. If the -h command-line argument is specified, the header describ-ing the columns of the listing is not displayed. The following listing shows using the dfmounts command to list the NFS resources on the local system named Solaris:

# dfmounts

RESOURCE  SERVER PATHNAME           CLIENTS

-      solaris /export/home   uxsys2.ambro.org

WebNFS

 WebNFS  extends the NFS protocol to allow Web browsers or Java applets to access NFS shared resources. This allows client systems to access NFS

resources without requiring them to be NFS clients. Browsers can access NFS resources by using an NFS URL that takes the form

nfs:// server/ path. The WebNFS server and client specifications are defined by RFCs 2054 and 2055. 

The  share command supports two NFS-specific options that pertain to WebNFS access: 

➤ The public option

➤ The index option
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Each server has one public file handle that is associated with the root file system of the server. NFS URLs are relative to the public file handle. For example, accessing the target directory under the /usr/data shared resource on the host server requires using the nfs://server/usr/data/target NFS

URL. However, if the public option is specified when the /usr/data directory is shared, the public file handle is associated with the /usr/data directory, and this would allow using the nfs://server/target NFS URL to access the same data. 

The second option is the index option. This is used to specify a file that contains information that should be displayed instead of a listing of the directory. The following listing shows using the share command to enable read/write NFS and WebNFS access relative to the /export/home directory:

# share -F nfs -o rw,public,index=index.html /export/home

#

NFS Logging

If enabled, the operations of a NFS server can be stored in a log. This is provided by the  NFS Logging Daemon (/usr/lib/nfs/nfslogd). The operation of the daemon can be configured using the NFS Logging Daemon configuration file (/etc/default/nfslogd). The location of the NFS server logs and the nfslogd working files are specified by the NFS server logging configuration file (/etc/nfs/nfslog.conf). 

NFS Logging Daemon

The NFS Logging Daemon monitors and analyzes Remote Procedure Call (RPC) operations processed by the NFS server. For file systems exported (shared) with logging enabled, each RPC operation is stored in the NFS log file as a record. 

Each record consists of the following:

➤ Time stamp

➤ IP address or hostname of client

➤ File or directory affected by operation

➤ Type of operation: input, output, make directory, remove directory, or remove file
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The NFS server logging consists of two phases. The first phase is performed by the  kernel; it records RPC requests in a work buffer. The second phase is performed by the  daemon; it reads the work buffer and constructs the log records. The amount of time the daemon waits before reading the work buffer along with other configurable parameters are specified in the

/etc/default/nfslogd file. 

Because NFS uses file handles instead of pathnames, a database that maps these file handles to pathnames is maintained as part of the logging operation. 

The /etc/default/nfslogd File

The following configuration parameters, as defined in the /etc/default/

nfslogd file, affect the behavior of the NFS logging daemon. The initial nfslogd provided with the Solaris 9 system contains only comments. 

➤ CYCLE_FREQUENCY—Amount of time (in hours) of the log cycle (close current log and open new one). This is to prevent the logs from getting too large. 

➤ IDLE_TIME—Amount of time (in seconds) that the logging daemon will sleep while waiting for data to be placed in the work buffer. 

➤ MAPPING_UPDATE_INTERVAL—The amount of time (in seconds) between updates of the file handle to pathname mapping database. 

➤ MAX_LOGS_PRESERVE—The maximum number of log files to save. 

➤ MIN_PROCESSING_SIZE—Minimum size (in bytes) of the work buffer before the logging daemon will process its contents. 

➤ PRUNE_TIMEOUT—The amount of time (in hours) the access time of a file associated with a record in the pathname mapping database can remain unchanged before it is removed. 

➤ UMASK— umask  used for the work buffer and file handle to pathname mapping database. 

The /etc/nfs/nfslog.conf File

The /etc/nfs/nfslog.conf file is used to specify the location of log files, file handle to pathname mapping database, and work buffer, along with a few other parameters. Because a set of parameters are grouped together and are associated with a tag or name, multiple instances of configurations 15 8699 ch15  11/19/02  10:14 AM  Page 334
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can be specified in the configuration file. The default configuration, which has the tag  global  can be modified or additional configurations can be specified. The /etc/nfs/nsflog.conf file can be used to set the following NFS

logging parameters:

➤ buffer—Specifies location of working buffer. 

➤ defaultdir—Specifies the default directory of files. If specified, this path is added to the beginning of other parameters that are used to specify the location of files. 

➤ fhtable—Specifies location of the file handle to pathname mapping database. 

➤ log—Specifies location of log files. 

➤ logformat—Specifies either basic (default) or extended logging. 

The following listing shows the default contents of the

/etc/nfs/nfslog.conf file:

#ident  “@(#)nfslog.conf        1.5     99/02/21 SMI” 

#

# Copyright (c) 1999 by Sun Microsystems, Inc. 

# All rights reserved. 

#

# NFS server log configuration file. 

#

# <tag> [ defaultdir=<dir_path> ] \

# [ log=<logfile_path> ] [ fhtable=<table_path> ] \

# [ buffer=<bufferfile_path> ] [ logformat=basic|extended ]

#

global  defaultdir=/var/nfs \

log=nfslog fhtable=fhtable buffer=nfslog_workbuffer

$

Enabling NFS Server Logging

If neither the NFS server nor NFS Logging Daemon is running, you can start NFS using the /etc/init.d/nfs.server start command. 

Logging is enabled on a per-share (file system/directory) basis, by adding the

 -o log  option to the share(1M) command associated with the share. If the share is currently shared, you must unshare it first. Then modify the share command associated with the share in the /etc/dfs/dfstab file (and execute shareall) or enter it at the command line. 
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NFS Daemons

In addition to the NFS Logging Daemon, several other daemons are started by the /etc/init.s/nfs.server

script for NFS servers or

/etc/init.d/nfs.client for NFS clients (except automountd, which is started by the /etc/init.d/autofs script). The following list briefly describes these daemons:

➤ automountd—Provides mount/unmount requests from Auto File System (autofs) service. 

➤ lockd—Provides record locking on NFS files (client). 

➤ mountd—Handles mount requests from NFS clients (server). 

➤ nfsd—Handles file access request from clients (server). 

➤ nfslogd—Provides NFS logging (server). 

➤ statd—Provides crash and recovery functions of record-locking activities (client). 

If attempts to mount NFS resources fail, either the network or the server has problems. Use the ping(1M) command to verify network connectivity. To verify NFS server operation, log into the system and make sure the required daemons are running (mountd and nfsd) or use the rcpinfo(1) command to query the server’s RPC configuration. The NFS server (and client) can be stopped and restarted using the appropriate /etc/init.d scripts previously mentioned. 

The Auto File System Service

The  Auto File System ( AutoFS) service is a client-side service that is used to automatically mount and unmount NFS resources on demand. This simplifies keeping track of resources manually and can reduce network traffic. In addition, AutoFS eliminates the need to add NFS mounts in the /etc/vfstab file. This allows faster booting and shutdown, and users need not know the root password to mount/unmount NFS resources. 

The automount(1M) command runs when the system is booted (system run level 2) and initializes the AutoFS service. In addition, the automountd(1M) command is started at this time. The automountd command is a daemon process that runs continuously and provides automatic mounting and unmounting. 
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By default, a resource is unmounted if it is not accessed for 10 minutes. This default time can be modified by using the automount command and including the -t command-line argument followed by a number representing a time (in seconds). 

The configuration of the AutoFS service is controlled by  AutoFS maps  that define local mount points and associate remote NFS resources with the mount points. These maps are read by the automount command during initialization. 

The three types of AutoFS (or automount) maps are auto_master, direct, and indirect. All these maps are located in the /etc directory. 

The /etc/auto_master File

One auto_master map is located under the /etc directory. The auto_master file associates directories with indirect maps. In addition, the auto_master file references one or more direct maps. 

Entries in the auto_master file consist of three fields:

➤  Mount point—The mount point is the initial portion of a full pathname to a local directory where an NFS resource should be mounted. 

➤  Map name—The map name is the filename of a map (direct or indirect) or a special built-in map. The built-in maps are easily identifiable because their names begin with a hyphen (-). 

➤  Mount options—The mount options field contains zero or more (comma-separated) NFS-specific mount options, as described in Table 15.3. 

A special mount point that uses the notation /- indicates that the map listed in the map name field is a direct map that actually contains the mount points. 

In addition, a special entry that consists of only the keyword +auto_master is used to include AutoFS maps that are part of Network Information Service (NIS) or NIS+. 

The following listing shows the contents of the /etc/auto_master file:

# Master map for automounter

#

+auto_master

/net            -hosts          -nosuid,nobrowse

/home           auto_home       -nobrowse

/xfn            -xfn

/-              auto_direct
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As previously described, the /net and /xfn entries reference built-in maps. 

The /home entry references the indirect map /etc/auto_home, and the / entry references the direct map /etc/auto_direct. 

The -hosts built-in map uses the hosts database. The -xfn built-in map uses resources shared through the Federated Naming Service (FNS). 

Direct Maps

A direct map provides both mount point and NFS resources. Entries in a direct map consist of three fields:

➤ Key—The key is typically a full pathname that is to be used as a mount point. 

➤ Mount options—The mount options field contains zero or more (comma-separated) NFS-specific mount options, as described in Table 15.3. 

➤ NFS resource—The NFS resource files takes the form  server:file system, which identifies a file system shared by the system server. 

Because more than one NFS server might be providing the same

resource, multiple resources can be specified (separated by spaces). The first available resource is used. 

The following listing shows the contents of the /etc/auto_direct file that is referenced in the /etc/auto_master file:

/usr/local/bin                nfsserver:/usr/local/bin

/usr/games        -ro         nfsserver:/usr/games

In this example, the /usr/local/bin and  /usr/games directories shared by the host named nfsserver are mounted on the local system under mount points using the same names. 

The default name for the initial direct map is auto_direct. 

Indirect Maps

An   indirect map  provides the remainder of the /etc/auto_master mount point and identifies the NFS resource that should be mounted on the client. 

Entries in an indirect map consist of three fields:

➤ Key—The key is typically a directory that provides the remainder of the mount point. 
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➤ Mount options—The mount options field contains zero or more (comma-separated) NFS-specific mount options, as described in Table 15.3. 

➤ NFS resource—The NFS resource files takes the form  server: file system, which identifies a file system shared by the system server. 

The following listing shows the contents of the /etc/auto_home file: dla                          solaris:/export/home/dla

guest     -rw,nosuid         nfsserver:/export/home/guest

In this example, the indirect map is referenced by the /home entry in the auto_master file. It contains two entries. The first entry identifies the

/home/dla mount point, which is used to mount the /export/home/dla directory from the host named solaris. The second entry identifies the

/home/guest mount point, which is used to mount the /export/home/guest directory from the host named nfsserver. 

The default name for the initial indirect map is auto_home. 

Running the automount Command

When changes are made to the AutoFS maps, the automount command

might need to be run manually. Any changes to the /etc/auto_master file require that the automount command be executed to put the changes into effect. This also must be done when an addition or a deletion is made to a direct map. 

The Cache File System (CacheFS)

Service

The  Cache File System ( CacheFS) is a client-side service that provides the ability to cache a remotely accessed NFS resource locally on the NFS client. 

This not only speeds up client access to the data but also decreases network traffic and load on the NFS server. 

After creating a cache, a remote NFS resource can be mounted “in” the cache. The first time the NFS resource is accessed, data is copied from the remote NFS server into the local cache. Subsequent accesses are from the local cache instead of the remote NFS server. Like other types of file systems, the remote NFS resource can be mounted manually using the mount 15 8699 ch15  11/19/02  10:14 AM  Page 339
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command, at system boot, by adding it to the /etc/vfstab file, or as needed using the AutoFS mechanism (described in the previous section). 

The root (/) and /usr file systems cannot be cached using the CacheFS mechanism. 

However, these two file systems can be cached using the Auto Client configuration. 

Configuring a Cache

The  cfsadmin(1M) command is used to create, check, tune, and delete caches. The cachefsstat(1M) command can also be used to display cache statistics. 

The -c command-line argument is specified to create a cache, followed by the full pathname of a directory to be used for the cache. In addition, multiple options (separated by commas) can be specified using the -o command-line argument. The following listing shows using the cfsadmin command to create a cache under the /cache directory. The size of the largest file that can be cached is set to 10MB:

# cfsadmin -c -o maxfilesize=10 /cache

#

To  list the file systems mounted in the cache and cache status, use the -l command-line argument. Additional command-line arguments include -s to perform a consistency check, -u to update cache parameters, and -d to delete a cache. All of these command-line arguments should be followed by the full pathname of the cache directory. 

Mounting a remote NFS resource in the cache using the mount command requires specifying the remote file system, the local cache, and a local mount point. 

The -F command-line argument should be used to identify the file system type as cacheFS. In addition, at least two cache-specific mount options need to be specified using the -o command-line argument: backfstype, which is used to identify the type of file system being mounted (typically nfs), and cachedir, which is used to identify the cache directory. The following listing shows using the mount command to mount the /export/home file system from the host sparc20 on the /home mount point (referred to as the front file system) using /cache as the cache directory. The line is wrapped to improve readability:

# mount -F cachefs -o backfstype=nfs,cachedir=/cache

sparc20:/export/home /home

#
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Checking the Status of a Cache

The status of a cached file system can be displayed using the cfsadmin command and specifying -l followed by the name of the cache as command-line arguments. 

The following information about the cache is displayed:

➤ maxblocks—The maximum amount of storage space the cache can use (expressed as a percentage of blocks in the front file system). 

➤ minblocks—The minimum amount of storage space the cache can use (expressed as a percentage of blocks in the front file system). 

➤ threshblocks—The threshold at which additional resources cannot be claimed after minblocks is reached (expressed as a percentage of blocks in the front file system). 

➤ maxfiles—The maximum number of files the cache can use (expressed as a percentage of blocks in the front file system). 

➤ minfiles—The minimum number of files the cache can use (expressed as a percentage of blocks in the front file system). 

➤ threshfiles—The threshold at which additional inodes cannot be claimed after minfiles is reached (expressed as a percentage of inodes in the front file system). 

➤maxfilesize—Size of largest file allowed in cache. 

➤mount info—The resource being mounted and its local mount point (the

/ characters are displayed as _ characters. 

The maximum, minimum, and threshold parameters can be modified using the cfsadmin - u  command. The following listing shows using the cfsadmin

-l command to display the cache status:

# cfsadmin -l /cache

cfsadmin: list cache FS information

maxblocks     90%

minblocks      0%

threshblocks  85%

maxfiles      90%

minfiles       0%

threshfiles   85%

maxfilesize    3MB

sparc20:_export_home:_home

#
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Displaying Cache Statistics

Statistical information about the performance of the cached file system can be displayed using the cachefsstat(1M) command and specifying the mount point of the cached file system. 

The following statistics about the cached file are displayed:

➤ Cache hit rate—Percentage of attempts to locate files or directories in the cached file system that were successful followed by a count of the actual hits and misses. 

➤ Consistency checks—Number of consistency checks performed followed by the count of passed and failed checks. 

➤ Modifies—The number of modify operations. 

➤ Garbage collection—Number of attempts to reclaim no-longer-used resources. 

The following listing shows using the cachefsstat command to display the cached file system statistics:

# cachefsstat /home

/home

cache hit rate:    57% (8 hits, 6 misses)

consistency checks:     14 (14 pass, 0 fail)

modifies:      0

garbage collection:      0

#

Note that the cfsadmin -l command reports on the configuration status (tunable parameters) of the cache, whereas the cachefsstat reports on the contents of the cache (that is, cached file system statistics). 

Checking the Consistency of a Cache

To be certain that the information in a cache is up to date, periodic consistency checks are performed automatically. This may create a large amount of network activity. To reduce the amount of network traffic, the automatic consistency checking can be disabled and the consistency checked only on demand. 

To  disable automatic consistency checking (that is, to request on-demand consistency checking), specify the demandconst option when the file system is mounted. The line is wrapped to improve readability:

# mount -F cachefs -o backfstype=nfs,cachedir=/cache,demandconst sparc20:/export/home /home 

#
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To perform a consistency check on demand, use the cfsadmin -s followed by a mount point of the cached files system as a command-line argument:

# cfsadmin -s /home

#

Managing a Cache Log

The  cachefslog(1M) command is used to set up, verify, and halt CacheFS

logging. The cachefswssize(1M) command is used to analyze the log to determine a recommended working set size for the cache. A cache that’s too small will cause access delays and higher network traffic (that is, low cache hit rate). A cache that’s too large will waste file system space. 

To  set up a CacheFS log, use the cachefslog command with the -f command-line argument. Following the -f should be the filename to be used for the log and the name of the directory where the cached file system is mounted (not the name of the cache itself). Using the configuration previously described to cached file systems mounted at /home, the following cachefslog command is used to create the /var/tmp/home_log file:

# cachefslog -f /var/tmp/home_log /home

/var/tmp/home_log: /home

#

To verify cache logging, use the cachefslog command and specify only the mount point of the cached file system as a command-line argument:

# cachefslog /home

/var/tmp/home_log: /home

#

To  halt logging, use the cachefslog command with the -h command-line argument followed by the mount point of the cached file system:

# cachefslog -h /home

not logged: /home

#

To determine the appropriate size for the cache, set up CacheFs logging and allow it to run for an appropriate time period (day, week, and so on) that will provide a snapshot of the representative work load. Then stop logging and use the cachefswssize with the filename of the log as a command-line argument:

# cachefswssize /var/tmp/home_log

/home

end size:                72k

high water size:                72k
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total for cache

initial size:             53888k

end size:                72k

high water size:                72k

# 

The end size (cache working set size when logging was halted) and high water size (largest cache working set size) are displayed for each file system mounted in the cache. In this example, only one file system (/home) is mounted. 

The total for cache summary includes the initial size of the cache. If the high water size is the same as the initial size, the cache is probably too small. 

If the high water size is much smaller than the initial size, the cache is probably too large. 

Summary

The  Network File System ( NFS) service uses the client/server model to allow computers of different architectures running different operating systems to remotely access the storage of other systems. The NFS service also allows multiple systems to access the same information, thus eliminating redundancy, improving consistency, and reducing administration. 

An NFS client accesses this information in a somewhat transparent mode. 

That is, the remote resource appears and can be treated as local storage space for most operations and applications. 

The Auto File System (AutoFS) service is a client-side service that is used to automatically mount and unmount NFS resources on demand. This simplifies keeping track of resources manually and can reduce network traffic. The NFS resources managed by AutoFS are listed in configuration files called maps,  which identify the resources and where they should be mounted. 

The Cache File System (CacheFS) is another client-side service that provides the ability to cache a remotely accessed NFS resource locally on the NFS client. This not only speeds up client access to the data but also decreases network traffic and the load on the NFS server. 
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Exam Prep Practice Questions

Question 1

Which of the following commands can be used to mount the /export/home file system from the Solaris system (IP address of 192.168.39.7) on the /mnt mount point? 

❍ A. mount -F nfs -h solaris /export/home /mnt

❍ B. mount -F nfs 192.168.39.7:/export/home /mnt

❍ C. mount -F nfs /mnt solaris:/export/home

❍ D. mount -F nfs /export/home@solaris /mnt

The correct answer is B. The first argument following the -F file system type should be the hostname or IP address of the system sharing the resource. 

None of the other answers uses the appropriate syntax or command-line arguments. 

Question 2

Enter the name of the file system used to temporarily store a remote NFS

resource on a local disk. 

The correct answer is CacheFS. 

Question 3

Which of the following are types of AutoFS maps? [Select all that apply.]

❑ A. direct

❑ B. indirect

❑ C. linked

❑ D. auto_master

❑ E. auto_home

The correct answers are A, B, and D. Answer C, linked, is not associated with the AutoFS capability. Answer E is a commonly used name for an indirect map. 
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Question 4

Which of the following situations requires that the automount command be manually executed? [Select all that apply.]

❑ A. Addition to auto_master

❑ B. Addition to direct map

❑ C. Addition to indirect map

❑ D. Deletion from auto_master

❑ E. Deletion from direct map

❑ F. Deletion from indirect map

The correct answers are A, B, D, and E. Changes to indirect maps do not require running the automount command. Therefore, answers C and F are incorrect. 

Question 5

Which of the following commands is used to create a CacheFS configuration? 

❍ A. cfsadm

❍ B. cachefsinit

❍ C. cfsadmin

❍ D. newcache

❍ E. cfscreate

The correct answer is C. None of the other commands exist. 

Question 6

Identify the command used to make an NFS resource available for mounting or to list those already available. 

The correct answer is share. 
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Question 7

Match the command with its operation:

A. cachefswssize

1. Displays cache file system statistics

B. cachefslog -h

2. Displays cache status

C. cachefslog -f

3. Displays cache working set size

D. cachefsstat

4. Starts cache logging

E. cfsadmin -l

5. Stops cache logging

Answers A matches 3, B matches 5, C matches 4, D matches 1, and E matches 2. The cachefswssize displays the size of the cache working set. For the cachefslog command, -h stops logging and -f starts logging. The cachefsstat displays statistics relating to the cache contents, whereas cfsadmin -l displays the status of the cache itself. 

Question 8

Which of the following commands can be used to determine any mounted NFS

resources? [Select all that apply.]

❑ A. share

❑ B. dfmounts

❑ C. nfsmounts

❑ D. mountall

❑ E. mount

The correct answers are B and E. share is used to share NFS resources. 

Therefore, answer A is incorrect. Answer C (nfsmounts) does not exist. 

mountall is used to mount resources, not to list NFS resources. Therefore, answer D is incorrect. 

Question 9

When using NFS, which of the following results are true? [Select all that apply.]

❑ A. Introduces redundancy

❑ B. Improves consistency

❑ C. Reduces administration

❑ D. Reduces network traffic
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The correct answers are B and C. Answer A is incorrect because NFS eliminates redundancy by making a single copy of data available to multiple clients. Answer D is incorrect because NFS is a network application and using it will increase network traffic. 

Question 10

Identify the NFS-specific option used with the -o command-line argument of the share command to change the public file handle. 

The correct answer is public. 

Question 11

Which file contains one or more share commands used with the shareall command? 

❍ A. /etc/nfs/nfstab

❍ B. /etc/nfs/shares

❍ C. /etc/dfs/dfstab

❍ D. /etc/dfs/sharetab

The correct answer is C. Answers A and B do not exist. Answer D is the file that contains information on shared resources. 

Question 12

The command cfsadmin -s xyz fails. Which of the following is probably the reason? 

❍ A. xyz is a mount point; it should be the name of a cache. 

❍ B. The demandconst option was not specified when mounting xyz. 

❍ C. Cache logging has not been started. 

❍ D. The size of the cache is too small. 

Answer B is correct. xyz must be a point mount, not a cache name. 

Therefore, answer A is incorrect. The -s command-line argument performs a consistency check. It does not have anything to do with logging or cache size. Therefore answers C and D are incorrect. 



































































































































































































































































































































































































































































































































































































































































































































15 8699 ch15  11/19/02  10:14 AM  Page 348

348

Chapter 15

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Need to Know More? 

Stern, Hal,  Managing NFS and NIS, O’Reilly & Associates, Sebastopol, CA, 2001. 

Sun Microsystems,  System Administration Guide: Basic

 Administration.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Administration Guide: Resource

 Management and Network Services. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided

with the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual,  Section 1M—

 Administration Commands.  Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual,  Section 4—File Formats. 

Available in printed form, on the Web at docs.sun.com, and from

the online documentation provided with the Solaris 9 operating system. 

Callaghan, B. J., Pawlowski, B., and Staubach, P., Request For

Comments 1813,  NFS Version 3 Protocol Specification (June 1995). 

Available at www.nic.mil/ftp/rfc/rfc1813.txt. 

Callaghan, B. J., Request For Comments 2054,  WebNFS Client

 Specification (October 1996). Available at www.nic.mil/ftp/rfc/

rfc2054.txt. 

Callaghan, B. J., Request For Comments 2055,  WebNFS Server

 Specification (October 1996). Available at www.nic.mil/ftp/rfc/

rfc2055.txt. 

Callaghan, B. J.,  WebNFS (April 1997). Available at www.sun.com/

webnfs. 
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Terms You Need to Understand

✓ Name services

✓ The /etc files configuration

✓ Domain Name System (DNS)

✓ Lightweight Directory Access Protocol (LDAP) 

✓ Network Information Service (NIS)

✓ Network Information Service Plus (NIS+)

✓ Authentication and authorization

✓ The name service switch

Concepts You Need to Master

✓ Configuring the name service switch

✓ Configuring NIS master and slave servers

✓ Configuring NIS clients

✓ Updating and adding NIS maps
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Introduction

This chapter describes the name services supported by the Solaris 9 operating system. The first part of the chapter provides an overview of the services. The second part of the chapter covers the Network Information Service (NIS) in more detail. The final part of the chapter summarizes the Network Information Service Plus (NIS+). 

Solaris Name Services

A  name service  or  naming service  provides a centralized location for information used by users and systems to communicate with each other across the network. The name service not only stores the information but also provides mechanisms to manage and access that information. 

This information is referred to as a  namespace  and typically includes the following:

➤ Hostnames and their IP addresses

➤ User accounts and their passwords

➤ Access permissions

Without a centralized name service, each system would have to maintain its own copy of the information. For example, by default the Solaris 9 system uses the /etc/hosts file to resolve hostnames to IP addresses. This is fine for a small number of systems, but for a large number of systems, this approach becomes a maintenance nightmare. A centralized name service eliminates redundancy, improves consistency, and reduces administration costs. 

The next several sections provide a high-level overview of the supported naming services. Following this overview is a detailed description of the name service switch, which is used to determine which naming services are used and in what order. 

Supported Naming Services

The Solaris 9 operating system supports six naming services:

➤ The original Unix name configuration, referred to as the /etc files

➤ The Domain Name Service (DNS)

➤ The Lightweight Directory Access Protocol (LDAP)
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➤ The Network Information Service (NIS)

➤ The Network Information Service Plus (NIS+)

➤ The Federated Naming Service (FNS), which conforms to the X/Open Federated Naming Specification (XFN)

The  /etc files, NIS, and NIS+ are considered enterprise-level naming services. That is, they work adequately within an intranet environment, but are not scalable to the global level (Internet environment). To address this scaling issue, FNS can be used to  federate  or link NIS and NIS+ with a global-level naming service such as X.500 via the Lightweight Directory Protocol (LDAP) or DNS. By linking these naming services, the information managed by the enterprise-level name service is accessible globally. 

Of these naming services, NIS and NIS+ are covered in the most detail on the exam. 

The /etc files and DNS are covered briefly. FNS will probably not be mentioned. But be sure to understand the significance of enterprise-level (NIS and NIS+) versus global-level (DNS and LDAP) naming services. 

Domain Name System (DNS)

DNS is part of the TCP/IP protocol suite and is the name service used by the Internet. It provides hostname-to-IP-address resolution as well as IPaddress-to-hostname resolution. The DNS namespace is divided into domains that in turn are divided into subdomains (or zones). One or more DNS servers can be responsible for (is  authoritative   over) a zone. All the DNS servers work together to provide name-resolution services across the entire namespace. 

The DNS server provided with Solaris 9 is a version of the Berkeley Internet Name Domain (BIND) program that is referred to as the  Internet name daemon (in.named). 

Information on the namespace is stored in text files using a predefined syntax known as a  record. The in.named program uses the following data files:

➤ /etc/named.conf—The BIND configuration file that identifies zones over which the DNS server is authoritative and the associated data files. 

➤ /etc/resolv.conf—When configured as a DNS client, a file that identifies the DNS server that should be used for name resolution. This file is actually used by the resolver libraries (of the DNS client), and not the DNS server. 

➤ named.ca—The names and IP addresses of the Internet root DNS

servers. 
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➤ hosts—The DNS address (A type) records used for resolving hostnames to IP addresses (not to be confused with the /etc/hosts file). 

➤ hosts.rev—The DNS pointer (PTR type) records used for resolving IP

addresses to hostnames. 

➤ named.local—The DNS records for the localhost or the loopback 

interface. 

The named.ca, hosts, hosts.rev, and named.local files are typically located under the /var/named directory, but can be in any directory specified by the

/etc/named.conf file. 

DNS Client

A host is configured as a  DNS client (also referred to as a resolver) by creating the /etc/resolv.conf file and including the directives list in Table 16.1. 

Table 16.1

The /etc/resolv.conf File Directives

Directive

Purpose

domain  domain

The  domain  in which the host is included. 

nameserver  IP_address

The  IP address  of the DNS server to be used for queries. 

options  option1 option2 ... 

Specifies one or more options. 

search  domain1 domain2 ... 

The domains to search to resolve hostnames. 

sortlist net1 net2 ... 

In case a query receives multiple addresses, use the

address with net1, and then net2, and so on. 

The following shows the contents of a sample /etc/resolv.conf file: domain unixcert.net

nameserver 192.168.99.9

search unixcert.net quepublishing.com

sortlist 192.168.99.0

This /etc/resolv.conf file will:

➤ Place the system in the unixcert.net domain. 

➤ Contact the DNS server with the IP address 192.168.99.9 to resolve hostnames. 

➤ Will try to resolve a hostname as if it is in the unixcert.net domain. If that fails, it will try to resolve the hostname as if it is in the quepublishing.com domain. 
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➤ In the event that two or more addresses are returned for a hostname, use the IP address associated with the 192.168.99.0 network. Multiple IP

addresses may be returned if the target system has more than one network interface and the interfaces are on different networks. 

Lightweight Directory Access Protocol (LDAP) Services

With Solaris 9, Sun Microsystems provides a LDAP directory server as part of the software distribution. However, only the LDAP client is listed as a test objective. 

The ldapclient(1M) utility is used to set up a LDAP client. It assumes that a LDAP server is already setup and that the server is configured with a client profile  that describes the client configuration. To initialize a LDAP client using a profile, enter the lpdapclient command, the init command-line argument, and specify both the profile name and domain name as command-line arguments (following init ), as so:

# ldapclient init -a profileName=sol9 -a domainName=sun.com 

To initialize a LDAP without a profile (manually), enter the lpdapclient command and specify both the domain name and proxy credential information as command-line arguments (following the manual command-line argument), as so:

# ldapclient manual -a domainName=sun.com \

-a credentialLevel=proxy  \

-a proxyDN=cn=proxyagent,ou=profile,dc=sun,dc=com \

-a proxyPassword=proxy 192.168.0.0

Note that when using a proxy agent to provide authentication credentials to access the LDAP server, the name of the proxy agent and its password must be specified when the client is initialized. 

Network Information Service (NIS)

NIS is a distributed name service. It is a mechanism for identifying and locating network objects and resources. It provides a uniform storage and retrieval method for network-wide information in a platform-independent manner. 

The data files (called  maps) can be distributed among NIS servers to improve availability but can still be managed and updated from a central location. The second part of this chapter provides additional details regarding NIS. 

Network Information Service Plus (NIS+)

NIS+ is very similar to NIS but includes many more features and improvements. Unlike NIS, the NIS+ namespace is dynamic because updates can take effect at any time by any authorized user. 
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The NIS+ namespace is hierarchical and is similar to a Unix file system. This structure allows the namespace to conform to the hierarchy of an organization and can be divided into multiple domains that can be administrated separately. 

Whereas NIS has weak security, NIS+ includes a security system that uses both authentication and authorization to maintain the integrity of its namespace.  Authentication  is a method to restrict access to specific users when accessing a remote system. Authentication can be set up at both the system level and the network level. Credentials are used to verify the identity of a user. For NIS+, every request for access is authenticated by checking the credentials of the user.  Authorization  is a method to restrict the operations that a user can perform on the remote system once the user has gained access (has been authenticated). For NIS+, every component in the namespace specifies the type of operations that it will accept from each user. 

The Name Service Switch

Because Solaris 9 supports six naming services, a method is needed to select which name services should be used and in which order. This capability is provided by the  name service switch, which consists of the

/etc/nsswitch.conf file and five templates that can be used to simplify the setup of the nsswitch.conf file. 

Applications use standardized routines to obtain name resolution and other system and network information. These routines consult the /etc/

nsswitch.conf file to determine which name service(s) should be queried. 

The /etc/nsswitch.conf file contains entries for each type of data supported by the name services. An entry consists of a keyword that identifies the type of information, followed by one or more information sources. The source keywords are separated from the information keyword and other source keywords by one or more space characters. Table 16.2 lists the 20

types of information keywords. 

Table 16.2

The /etc/nsswitch.conf Information Keywords

Information Keyword

Description

aliases

Mail aliases

auth_attr

RBAC authorizations database

automount

Information on the Auto File System (AutoFS) configuration

bootparams

Location of root, swap, and dump partitions for diskless work-

stations

 (continued)
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Table 16.2

The /etc/nsswitch.conf Information Keywords  (continued)

Information Keyword

Description

ethers

Ethernet addresses of systems

group

Group name and member information

hosts

Hostnames and network (IP Version 4) addresses

ipnodes

Hostnames and network (IP Version 6) addresses

netgroup

Network groups and members defined in the domain

netmasks

Netmasks associated with known networks

networks

Networks and their associated names

passwd

Password information for user accounts

printers

Printers alias database

prof_attr

RBAC profiles database

project

Project information file

protocols

IP protocols used within the domain

publickey

Public keys used for authentication

rpc

Remote Procedure Call (RPC) program numbers for RPC serv-

ices used within the domain 

sendmailvars

Variables used by the sendmail(1M) program

services

Names of IP services and their port numbers

Table 16.3 lists the eight information source keywords (the six name services plus a special keyword for backward-compatible password and group information along with a special keyword for printers). 

Table 16.3

The /etc/nsswitch.conf Source Keywords

Source Keyword

Description

compat

Uses old-style syntax for password and group information

dns

Uses DNS to resolve queries

files

Uses /etc files to resolve queries

ldap

Uses LDAP to resolve queries

nis

Uses NIS to resolve queries

nisplus

Uses NIS+ to resolve queries

users

Valid only for printers

xfn

Valid only for printers
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When these name services (DNS, /etc files, LDAP, and NIS or NIS+) are queried or searched, they will return one of four search status messages:

➤ SUCCESS—The requested information was located. 

➤ UNAVAIL—The service is not responding. 

➤ NOTFOUND—The requested data does not exist. 

➤ TRYAGAIN—The service is busy; try again later. 

For each of these four search status messages, an action can be associated with each source. The action is either return (stop looking) or continue (try the next source). For example, the following listing shows a hosts entry in the

/etc/nsswitch.conf file:

hosts:    nisplus dns files

The default action for a SUCCESS status message is to return the information. 

The default action for the other status messages (NOTFOUND,  TRYAGAIN, and UNAVAIL) is to continue to the next source if one exists or to return if one does not exist. 

When an application attempts to resolve a hostname to an IP address, first NIS+ is searched. If the information is found, it is returned to the application. If it is not found, DNS is searched. If the information is found, it is returned to the application. If it is not found, the /etc files configuration (the

/etc/hosts file) is searched. If the information is found, it is returned to the application; otherwise, an error is returned. 

The name service search order is left to right. That is the search will start with the left-most service and if necessary continue until the right-most service is queried. 

Five templates are included with the Solaris 9 distribution to simplify setting up the /etc/nsswitch.conf file. These templates provide a standardized setup for the most commonly used name services in the Solaris 9 environment. These are:

➤ DNS (/etc/nsswitch.dns)

➤ LDAP (/etc/nsswitch.ldap)

➤ NIS (/etc/nsswitch.nis)

➤ NIS+ (/etc/nsswitch.nisplus)

➤ Original Unix /etc file configuration (/etc/nsswitch.files)
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During system installation, the contents of one of these files is copied to the

/etc/nsswitch.conf files based on the name service selected (if any). 

Keep in mind that DNS is used to resolve hostnames to IP addresses. This is for both IPv4 and IPv6. Therefore, the only two information keywords that can use dns as a source are hosts and ipnodes. Also keep in mind that these two entries are the only difference between the /etc/files configuration (nsswitch.files) and the dns configuration (nsswitch.dns). 

Listing 16.1 shows the default contents of the /etc/nsswitch.nisplus file. 

To  use this configuration, copy this file to the /etc/nsswitch.conf file. 

Comments are preceded by the pound (#) character. An action can be defined for a status message by using a  message= action  statement within square brackets ([]) after the source keyword. 

Listing 16.1

The Contents of the /etc/nsswitch.nisplus File

#

# /etc/nsswitch.nisplus:

#

# An example file that could be copied over to /etc/nsswitch.conf; it

# uses NIS+ (NIS Version 3) in conjunction with files. 

#

# “hosts:” and “services:” in this file are used only if the

# /etc/netconfig file has a “-” for nametoaddr_libs of “inet” transports. 

# the following two lines obviate the “+” entry in /etc/passwd

# and /etc/group. 

passwd:     files nisplus

group:      files nisplus

# consult /etc “files” only if nisplus is down. 

hosts:      nisplus [NOTFOUND=return] files

ipnodes:    files

# Uncomment the following line and comment out the above to resolve

# both IPv4 and IPv6 addresses from the ipnodes databases. Note that

# IPv4 addresses are searched in all of the ipnodes databases before

# searching the hosts databases. Before turning this option on, consult

# the Network Administration Guide for more details on using IPv6. 

#ipnodes:    nisplus [NOTFOUND=return] files

#Uncomment the following line, and comment out the above, to use both DNS

#and NIS+.  You must also set up the /etc/resolv.conf file for DNS name

#server lookup.  See resolv.conf(4). 

#hosts:     nisplus dns [NOTFOUND=return] files

services:   nisplus [NOTFOUND=return] files

networks:   nisplus [NOTFOUND=return] files

protocols:  nisplus [NOTFOUND=return] files

rpc:        nisplus [NOTFOUND=return] files

ethers:     nisplus [NOTFOUND=return] files

netmasks:   nisplus [NOTFOUND=return] files

bootparams: nisplus [NOTFOUND=return] files
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Listing 16.1

The Contents of the /etc/nsswitch.nisplus File  (continued)

publickey:  nisplus

netgroup:   nisplus

automount:  files nisplus

aliases:    files nisplus

sendmailvars:   files nisplus

printers:       user nisplus files xfn

auth_attr:  files nisplus

prof_attr:  files nisplus

project:    files

The Name Service Cache Daemon (NSCD)

The Name Service Cache Daemon provides fast access to data that is returned by common name service requests. NSCD can be configured to provide caching for passwords, groups, hosts, ipnodes (IPv6 hosts), and the RBAC database (exec_attr, prof_attr, and user_attr). 

When started, the NSCD determines the naming services being used and reads the appropriate data files (/etc files, NIS maps, NIS+ tables). The

/etc/nscd.conf file is used to configure parameters associated with the NSCD operation. 

The Get Entry (getent) Command

The  getent(1M) command can be used to return the information from a specified name service database. The appropriate name services are searched in the order specified by the name service switch (/etc/

nsswitch.conf). The database is specified as the first command-line argument. This can be passwd,  group,  hosts,  ipnodes,  services,  protocols, ethers,  networks, or netmasks. The keyword to be looked up is specified as the second command-line argument. 

Network Information Service (NIS)

NIS, like other network applications, follows the client/server architecture model. This section describes the components of NIS, how to configure these components, and how to add and update NIS maps. 
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NIS Components

NIS consists of a master server, optional slave servers, and one or more clients. The servers store NIS maps and make the information contained in the maps available to clients on request. 

If NIS clients are on a separate subnet from the master server, a slave server must also exist on that subnet because requests from NIS clients cannot be routed between subnets. However, the master server and slave servers can communicate between subnets. 

NIS Daemons

Many NIS server and client utilities are implemented as daemons: ypserv—The NIS server daemon that services client requests for 

information. 

ypbind—Locates an NIS server (ypserv daemon) on the same subnet and provides a lookup service for clients. Must be active on all clients and servers. 

ypxfrd—Provides transfer of maps for the ypxfr utility. Only runs on the master NIS server. 

rpc.yppasswdd—Handles requests for changing passwords. 

rpc.ypupdated—Handles requests for updating NIS maps. 

NIS Maps

NIS stores information in a set of files called  maps, which are two-column tables. The first column is used as a key, and the second column is the information associated with that key. Because the maps are organized by key, the same information might appear in more than one map. For example, host and associated IP addresses appear in two maps: hosts.byname (where the hostname is the key and the IP address is the information) and hosts.byaddr (where the IP address is the key and the hostname is the information). Table 16.4 lists the NIS maps. These maps are physically located under the /var/yp directory along with several other NIS files. 

Table 16.4

The NIS Maps

Keyword

Maps

Description

aliases

mail.aliases, mail.byaddr

Mail addresses and aliases

bootparams

bootparams

Location of root, swap, and dump

partitions for diskless workstations

ethers

ethers.byaddr, ethers.byname

Ethernet addresses of systems

 (continued)
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Table 16.4

The NIS Maps  (continued)

Keyword

Maps

Description

group

group.bygid, group.byname

Group name, group ID (GID), and

member information

hosts

hosts.byaddr, hosts.byname

Hostnames and network (IPv4)

addresses

ipnodes

ipnodes.byaddr, 

Hostnames and network (IPv6) 

ipnodes.byname

addresses

netgroup

netgroup, netgroup.byhost, 

Network groups and members 

netgroup.byuser

defined in the domain

netmasks

netmasks.byaddr

Netmasks associated with known 

networks

networks

networks.byaddr, 

Networks and their associated names

network.byname

passwd

netid.byname, 

Password information for user 

passwd.adjunct.byname, 

accounts

passwd.byname, passwd.byuid

protocols

protocols.byname, 

IP protocols used within the domain

protocols.bynumber

rpc

rpc.bynumber

RPC program numbers for RPC serv-

ices used within the domain

services

services.byname, 

IP services and their port numbers

services.byservice

NIS was previously known as the  Yellow Pages. This is the reason why many of the NIS files and commands contain the yp prefix. 

NIS Master and Slave Servers

Each NIS environment, or domain, must have only one NIS master server. 

The NIS maps reside on the master server. To provide load distribution and redundancy, one or more slave servers can be configured. Whenever the NIS

maps are updated on the master server, they are propagated to the slave servers. 

NIS Clients

NIS clients request information contained in the maps from NIS servers. 

The clients do not make any distinction between the master server and slave servers. 
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NIS servers can also be NIS clients, depending on the configuration of the /etc/

nsswitch.conf file. Keep in mind that NIS servers also need to resolve hostnames, network addresses, and so on for their own use. 

Configuring NIS Servers and Clients

The procedures that are used to configure an NIS master server, a slave server, and a client are somewhat similar. The following sections explain how to configure each. 

First, note, however, that each system should be identified as being a member of the domain. This is accomplished by using the domainname(1M) command and specifying the domain name as an argument. For example, if a system will be part of the sun.com domain, you would use the following command to set the domain:

# domainname sun.com

#

The /etc/defaultdomain file should also contain the name of this domain. 

Be sure to check it and modify it if needed. 

NIS Master Server

Before an NIS master server can be configured, the data that is used to build the maps must be prepared. By default, the maps will be built from the /etc files. 

However, it is recommended that the /etc files be copied to another directory so that any necessary changes to these source files can be made without affecting the local system. The following procedure is used to prepare the data: 1. Verify that the /etc files are up to date. These files are auto_home, auto_master, bootparams, ethers, group, hosts, netgroup, netmasks, networks, passwd, protocols, rpc, service, and shadow. 

2. Select a directory to be used to build most of the maps (the DIR directory) and another directory for building the passwd map (the PWDIR directory). 

3. Copy all the files (except /etc/passwd) to the DIR directory and copy the /etc/passwd file to the PWDIR directory. 

4. Verify that the /etc/mail/aliases file is up to date, but do not copy it to the DIR directory. 

5. Remove comments and other unnecessary information from the copied source files. Verify that the file formats are correct. 

6. Modify the /var/yp/Makefile to identify the selected DIR and PWDIR

directories. 
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The following procedure is used to configure an NIS master server. As part of the procedure, the maps will be built automatically:

1. Be sure that the system is using the /etc files configuration for the name service switch by copying the /etc/nsswitch.files file to the

/etc/nsswitch.conf file. 

2. Add entries to /etc/hosts for each NIS slave server. 

3. If not already done, use the domainname(1M) command to set the domain name. 

4. Run the ypinit(1M) command to initialize the NIS master server and build the maps as shown here:

ypinit -m

5. Provide the information in response to the prompts from the ypinit command. This includes a list of NIS slave servers, and whether the ypinit command should exit if an error is encountered. 

6. Enable NIS by copying the /etc/nsswitch.nis file to the /etc/

nsswitch.conf file. 

To  start the NIS master server, either reboot the system or run the ypstart(1M) command as shown here:

/usr/lib/netsvc/yp/ypstart

NIS Slave Server

A system can be configured as an NIS slave server using the following procedure. The first four steps are required to configure the slave server as a client:

1. Use the domainname command to set the domain name. 

2. Update the /etc/nsswitch.conf file to use NIS either by copying the

/etc/nsswitch.nis template file to it or by manually editing the appropriate configuration. 

3. Log into the system as the root account and run the ypinit command as shown here:

ypinit -c

4. The ypinit command will prompt for one or more NIS servers. Enter the hostnames of the closest NIS servers. This completes the client setup. 

5. Add an entry for the NIS master server to the /etc/hosts file. 
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6. If the ypbind(1M) command is running, stop it by using the following command:

/usr/lib/netsvc/yp/ypstop

7. Restart the ypbind command using the following command:

/usr/lib/netsvc/yp/ypstart

8. Run the ypinit command from the /var/yp directory as shown in the following listing (where  master  is the hostname of the NIS master server):

# cd /var/yp

# ypinit -s  master

To start the NIS slave server, reboot the system or repeat Steps 6 and 7. 

Only the maps generated on the master server are copied to the slave server. 

The original files used to generate the maps only reside on the master server. 

NIS Client

A system can be configured as an NIS client using the following procedure: 1. Use the domainname command to set the domain name. 

2. Update the /etc/nsswitch.conf file to use NIS either by copying the

/etc/nsswitch.nis template file to it or by manually editing the appropriate configuration. 

3. Log into the system as the root account and run the ypinit command as shown here:

ypinit -c

4. The ypinit command will prompt for one or more NIS servers. Enter the hostnames of the closest NIS servers. 

Updating and Adding NIS Maps

Updating one of the default maps (one is automatically generated when the master server is configured) is fairly straightforward. Edit the appropriate source file on the NIS master server, and then execute the make(1) command from the /var/yp directory. The name of the map being updated must be specified as a command-line argument to the make command. The make command uses the file named  Makefile  located under the /var/yp directory to update the map and automatically propagate the updated map to any slave 16 8699 ch16  11/19/02  10:13 AM  Page 364
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servers (using the yypush utility). The following listing shows the commands used to update the hosts map and propagate it to slave servers:

# cd /var/yp

# make hosts

To add a new map (referred to as a  nondefault map), create a text file in the

/var/yp directory on the master server with the appropriate information. 

Then run the makedbm(1M) command to add the map. The makedbm command expects two command-line arguments. The first is the name of the source file, and the second is the name of the map that should be created. 

The ypxfr(1M) command is used to distribute a new map that does not currently exist on the slave servers. The name of the new map is specified as a command-line argument. The following shows creating the new map, apps, from the apps.txt source file:

# cd /var/yp

# makedbm apps.txt apps

# /usr/lib/netsvc/yp/ypxfr apps

To update and propagate a nondefault map, edit the source file, and then run the makedbm command to rebuild the map. To propagate the updated map, use the yppush(1M) command and specify the map name as a command-line argument. The following shows rebuilding the apps map from the apps.txt source file and propagating it to the slave servers:

# cd /var/yp

# makedbm apps.txt apps

# /usr/lib/netsvc/yp/yppush apps

An alternative procedure for maintaining nondefault maps is to modify the Makefile  under  /var/yp to include entries for the nondefault maps. This would allow nondefault maps to be updated and propagated using the same procedure as the default maps. 

Each map managed using the default map procedure has a  Makefile  entry. 

The name of the entry is  file.time, whereby  file  is the name of the text file that contains the information used to create the map. The  Makefile  entry should be copied from an existing entry and modified to use the appropriate source files as input, perform the necessary editing and generate the appropriate output files. In addition, a file by the name of  file.time must exist under the /var/yp directory, which is used as a timestamp of when the map was last updated. When the  Makefile  entry is invoked, the modification time of source file is compared to the map timestamp, and if the source file is newer, the map is rebuilt and propagated. 
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Verifying NIS Configuration

Several commands provide access to NIS configuration information. These commands can be used to verify a client configuration and check the contents of the maps. Consult the  System Reference Manual  for additional details:

➤ ypcat(1)—Lists the contents of the specified map. 

➤ ypmatch(1)—Returns data that matches the specified key from the specified map. 

➤ ypwhich(1)—Returns the name of the NIS server or map master. 

When used with the -m command-line argument, the ypwhich command returns a list of all available maps. 

Network Information Service Plus

(NIS+)

NIS+ is similar to NIS but provides additional features and improvements. 

In addition to providing centralized administration and access to domain data, it also supports hierarchical domains that can be configured to reflect the structure of an organization. NIS provides only a flat domain. Whereas NIS provides no authentication, NIS+ provides Data Encryption Standard (DES)-based authentication. In addition, whereas NIS propagates updated information in a batch mode, NIS+ propagates incremental updates immediately. Like NIS, NIS+ supports the optional use of redundant servers (referred to as  replicas). These replicas provide load balancing and alternative servers in case the master NIS+ server fails. 

Whereas NIS stores its data in files referred to as  maps, NIS+ stores its data in files referred to as  tables. NIS+ provides tables for all the data stored in NIS maps, plus some additional tables for credentials, time zone information, and automount information. Table 16.5 lists the NIS+ tables. 

The tables are stored under a directory by the name of the  domain. This directory contains three other directories: ctx_dir.  domain, which is used for xfn (FNS) data; org_dir.  domain, which is used to store the tables; and groups_dir.  domain, which is used for group information. 
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Table 16.5

NIS+ Tables

Table

Description

auto_home

Location of user’s home directories

auto_master

AutoFS map information

bootparams

Location of root, swap, and dump partitions for diskless 

workstations

cred

Credentials for NIS+ principals

ethers

Ethernet addresses of systems

group

Group name, GID, and member information

hosts

Hostnames and network (IP) addresses

mail_aliases

Mail addresses and aliases

netgroup

Network groups and members defined in the domain

netmasks

Netmasks associated with known networks

networks

Networks and their associated names

passwd

Password information for user accounts

protocols

IP protocols used within the domain

rpc

RPC program numbers for RPC services used within the domain

services

IP services and their port numbers

timezone

Time zone of workstations in the domain

Summary

Solaris 9 supports six name services that provide a central location for storing information used by users and systems to communicate with each other across the network. The name service not only stores the information, but also provides mechanisms to manage and access that information. 

The /etc files, NIS, and NIS+ are considered enterprise-level naming services, whereas FNS, DNS, and LDAP are considered global-level naming services. Of these, DNS is the only name service used by the Internet. 

The name service switch is used to determine which naming services to be used and the order in which they should be queried. 

NIS is a distributed name service. It is a mechanism for identifying and locating network objects and resources. It provides a uniform storage and retrieval method for network-wide information in a platform-independent manner. The data files (called  maps) can be distributed among NIS servers to improve availability but can still be managed and updated from a central location. 
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Exam Prep Practice Questions

Question 1

Which of the following naming services requires the data to be configured manually on every system on which it is used? 

❍ A. NIS

❍ B. NIS+

❍ C. DNS

❍ D. /etc files

The correct answer is D. All the other naming services provide a means to update one master database and propagate changes to every system that needs them. Although using /etc files is simple and quick for a small number of systems, using NIS, NIS+, or DNS for a large number of systems reduces maintenance. 

Question 2

What is the name of a method to restrict access to NIS+ resources based on the credentials of the users? 

The correct answer is authentication. 

Question 3

Which of the following are features provided by NIS+? [Select all that apply.]

❑ A. Authentication

❑ B. Time-zone support

❑ C. Batch propagation of updates

❑ D. Hierarchical domain architecture

❑ E. Flat domain architecture

The correct answers are A, B, and D. Answers C and E (batch propagation of updates and flat domain architecture) are characteristics of NIS. 
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Question 4

Which of the following name services are supported by the Solaris 9 operating system? [Select all that apply.]

❑ A. NIS

❑ B. NIS+

❑ C. FNS

❑ D. DNS

❑ E. /etc files configuration

All of the answers are correct. 

Question 5

Which of the following commands is used to configure an NIS client? 

❍ A. ypinit -m

❍ B. ypinit -c

❍ C. ypinit -s

❍ D. nisclient

❍ E. nisinit -c

The correct answer is B. ypinit -m is used to configure a master server. 

Therefore, answer A is incorrect. ypinit -s is used to configure a slave server. Therefore, answer C is incorrect. Answers D and E do not exist. 

Question 6

Which of the following is  not  a valid type of search status message? 

❍ A. SUCCESS

❍ B. NOTFOUND

❍ C. TRYLATER

❍ D. UNAVAIL

The correct answer is C. TRYLATER does not exist. The correct keyword is TRYAGAIN. 
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Question 7

Identify the name of the BIND program used to provide DNS services. 

The correct answer is the in.named program. 

Question 8

Which of the following are information-type keywords that can be used in the

/etc/nsswitch.conf file? [Select all that apply.]

❑ A. hosts

❑ B. ipaddr

❑ C. protocols

❑ D. services

The correct answers are A, C, and D. ipaddr is not a valid keyword. IP addresses are a portion of the hosts information. Therefore, answer B is incorrect. 

Question 9

What are the files called that NIS uses to store the information that NIS clients request? 

The correct answer is  maps. 

Question 10

Which of the following commands is used to propagate a new NIS map to NIS

slave servers? 

❍ A. yppush

❍ B. ypupdate

❍ C. yppropagate

❍ D. ypxfr

❍ E. ypmaps

The correct answer is D. yppush is used to propagate an existing map that has been updated. Therefore, answer A is incorrect. Answers B, C, and E do not exist. 
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Question 11

Which of the following naming services can operate in the Internet environment and are considered global naming services? [Select all that apply.]

❑ A. NIS+

❑ B. DNS

❑ C. NIS

❑ D. X.500/LDAP

Answers B and D are correct. NIS and NIS+ are enterprise-level naming services and do not scale globally. 
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Need to Know More? 

Albtiz, Paul and Liu, Cricket,  DNS and BIND. O’Reilly & Associates, Sebastopol, CA, 2001. 

Howard, L., Request For Comment 2307,  An Approach for Using

 LDAP as a Network Information Service (March 1998). Available at ftp.isi.edu/in-notes/rfc2307.txt. 

Stern, Hal,  Managing NFS and NIS. O’Reilly & Associates, Sebastopol, CA, 2001. 

Sun Microsystems,  Solaris Naming Administration Guide. Available in printed form, on the Web at docs.sun.com, and from the online

documentation provided with the Solaris 9 operating system. 

Sun Microsystems,  Solaris Naming Setup and Configuration Guide. 

Available in printed form, on the Web at docs.sun.com, and from

the online documentation provided with the Solaris 9 operating

system. 

Wahl, M. et al., Request For Comment 2251,  Lightweight Directory Protocol (v3) (December 1997). Available at ftp.isi.edu/

in-notes/rfc2251.txt. 
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Terms You Need to Understand

✓ Installation phases

✓ Software packages

✓ Software clusters

✓ Software groups

✓ Installation methods

✓ Over-the-network installation

✓ Install server

✓ Boot server

✓ Custom JumpStart

✓ JumpStart rules file

✓ JumpStart profile files

✓ WebStart Flash archives

Concepts You Need to Master

✓ Installing systems

✓ Preconfiguring system installation information

✓ Software configurations

✓ Setting up and using an over-the-network installation

✓ Setting up a JumpStart configuration directory

✓ Creating and administering Flash archives 
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Introduction

The first part of this chapter covers concepts and terms related to system installation, the installation phases, and a summary of the types of software configuration that can be installed. The second part of this chapter covers the concepts and components of an over-the-network installation environment. The third part covers automating over-the-network installation using the JumpStart feature. The last part describes using Flash Archives to speed up the installation of a large number of identical systems. 

Server Installation

This section includes the phases of an installation, the software configurations that can be installed on a system, and over-the-network installation. 

Installation Phases

Installation consists of three phases:

➤ The  system configuration phase  identifies the necessary system information

➤ The  system installation phase  copies the software onto the system

➤ The  post-installation phase  updates and configures system software as required

Each of these is discussed in the following sections. 

System Configuration Phase

During the system configuration phase, basic information about the system, such as hostname and domain, is identified. This information can optionally be set up ahead of time, or  preconfigured. There are two methods to preconfigure system information. The first involves using the sysidcfg file, and the second involves using a  name service. 

If a system is not preconfigured, the sysidtool(1M) command is executed during installation to prompt for the information. The sysidtool command consists of five programs: sysidnet, sysidnis, sysidsys, sysidroot, and sysidpm. 
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System Installation Phase

During the system installation phase, the selected Solaris 9 software group (covered later in this chapter) is installed using one of the four installation methods:

➤ SunInstall (standard interactive installation)

➤ WebStart

➤ JumpStart

➤ Custom JumpStart

The two interactive installation methods (SunInstall and WebStart) are Part I exam objectives and were discussed in Chapter 1. The two automatic installation methods (JumpStart and custom JumpStart) are Part II exam objectives and are described later in this chapter. 

All four of these installation methods can use over-the-network installation as described later in this chapter. However, exam 310-015 only addresses over-the-network installation in terms of its use with JumpStart. 

Post-Installation Phase

During the post-installation phase, any appropriate patches are installed along with any separately purchased applications. In addition, any custom configurations, such as user accounts and environments, are applied to the system. Typically, system security hardening is also performed during the post-installation phase. 

Preconfiguring System Information

As previously described, during the system configuration phase, basic information about the system, such as hostname and domain, is identified. This information can be defined in the sysidcfg file, in the name service being used (NIS or NIS+), or manually during an interactive dialog. 

Using the sysidcfg File

For the sysidcfg file method, a file for each system is created that contains a set of lines in the form of  keyword=value, such as timezone=US/CENTRAL. 

The file can be available over the network (via NFS) or on disk mounted in the local disk drive. 
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The following is a list of information that can be defined in the sysidcfg file:

➤ Name service (NIS, NIS+, DNS, or none) along with the hostname and IP address of the server

➤ Domain name

➤ Network interface (Specify DHCP or specify IP address and netmask instead. Also specify if IPv6 will be used)

➤ Root password

➤ System locale

➤ Terminal (keyboard, mouse, monitor and graphics card type)

➤ Timezone (timezone and timeserver)

Using NIS

For the name service method, entries for each system are added to the  Network Information Service ( NIS) or the  Network Information Service Plus ( NIS+) database. 

The following system definition information can be defined in the NIS/NIS+ file:

➤ Name service (implied)

➤ Hostname and IP address

➤ System locale

➤ Timezone (timezone and timeserver)

A lot more information can be defined in the sysidcfg file that cannot be defined in a name service, including the domain name, most of the network interface parameters (netmask, DCHP usage, and IPv6 usage), the root password, and terminal information (monitor, keyboard, mouse, and so on). 

The system locale (specific language and region) is stored in the /etc/locale file and can be specified for the system name or the domain name. For NIS, a  locale.byname map can be built by modifying and executing the NIS

makefile. The /etc/locale file is used as a source of information for the local.byname map. For NIS+, the nistbladm(1M) command is used to build the locale table and add entries. 

Software Configurations

The Solaris 9 system software is distributed in several configurations. These configurations are discussed in the following sections. 
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Software Packages

Solaris 9 system and application software are delivered as collections of files and directories, referred to as  software packages. These packages can be copied onto the system from CD-ROM or magnetic tape as a single compressed file and then uncompressed for installation. 

Included with the package is information regarding the package, such as title, storage requirements, and version. Also included are any custom scripts needed to properly install the software. 

Software Clusters

Sometimes system software is distributed in more than one package, but the packages need to be distributed and installed as a unit. A collection of two or more related packages is referred to as a  software cluster. A software cluster is a logical grouping of packages. 

Software Groups

 Software groups (also referred to as  software configuration clusters) are collections of software clusters. Depending on the intended use of the system, the most appropriate software group should be selected for installing an operating system. Table 17.1 describes these five software groups. 

Table 17.1

Solaris 9 Software Groups

Software Group

Contents

Core

Minimum files required for the operating system

End User Support System

Typical configuration for a system that supports general

users. Consists of the core software group, plus

➤ Windowing software: Common Desktop Environment 

(CDE) and OpenWindows

➤ Basic networking and printer support

➤ Standard Unix and patch utilities

➤ Java Virtual Machine

Developer System Support

Intended as a software development environment. 

Consists of the End User Support System, plus

➤ Programming tools and libraries

➤ Extended terminal, X, and kernel probing support

➤ CDE/Motif developer software and runtimes

➤ Online manual pages

 (continued)
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Table 17.1

Solaris 9 Software Groups  (continued)

Software Group

Contents

Entire Distribution

All files included with the Solaris 9 distribution. Consists 

of the Developer System Support plus

➤ Online Web-based documentation

➤ Enhanced security features, including disk quotas 

and system accounting

➤ Enhanced network support, including UNIX-to-Unix

Copy Protocol (UUCP), Dynamic Host Configuration

Protocol (DHCP) server, Point-to-Point Protocol (PPP), 

and the Network Information Service (NIS) server

Entire Distribution

Includes modules and drivers for optional hardware 

Plus OEM System Support

components. Consists of the Entire Distribution, plus

➤ PCI drivers

➤ SunFastEthernet and FastWide SCSI adapter drivers

Because all the name service clients and the DNS server are included with the  Core group, they are installed with any installation. The NIS/NIS+ server is installed with the  Entire Distribution  and  Entire Distribution Plus OEM Support. 

Over-the-Network Installation

Typically, Solaris is installed directly from the Solaris distribution CD. 

This requires that each system be equipped with a CD-ROM drive. 

However, another approach is available: Solaris can be installed over the network using a remote server that has either the Solaris distribution CD

in its CD-ROM drive or a copy of the files from the Solaris distribution CD on its hard disk. 

The over-the-network installation can be used with either of the two interactive installation methods (Solaris interactive installation or WebStart, covered in Chapter 3) or the two automatic installation methods (JumpStart and Custom JumpStart). 

To  perform over-the-network installation, one or more network servers must be set up. These consist of an install server and possibly a boot server. In addition, information about the install clients must be added in the local NIS or NIS+ name service or in the /etc files of the appropriate install servers. 
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Install Server

An  install server  is a system that provides the distribution files necessary for the installation of the Solaris operating system on an install client during an over-the-network installation. The files can be provided directly from the Solaris distribution CD mounted in a local CD-ROM drive or from a local hard disk. 

By copying the distribution files to a local hard disk, a single install server can provide the files for multiple releases (Solaris 8, Solaris 7, Solaris 2.6, and so on) or for multiple platforms (SPARC and Intel x86). In addition, a local hard disk typically provides faster access to the distribution files than does a local CD-ROM drive. 

To set up a system as an install server, mount the  Solaris 9 Software (1 of 2)  distribution CD in the local CD-ROM drive. Alternatively, you can use the setup_install_server command, under the Solaris_9/Tools directory on the Solaris distribution CD, to copy the distribution files to the local hard disk of the install server. One command-line argument is required: the full pathname to a target directory to which the distribution files will be copied. Although any directory can be used, by convention the directory is named /export/install. 

The following listing executes the setup_install_server command from the Solaris_9/Tools directory of the distribution CD to set up an install server:

# ./setup_install_server /export/install

The setup_install_server command copies the CD image of the software to the specified directory. This includes the Product and Tools directories. A netmask(4) file that contains the network subnet mask for the server is created in the Tools directory. 

Once an install server is set up, products from the other Solaris distribution CDs such as the  Solaris 9 Software (2 of 2)  or the  Solaris 9 Languages  CD can be added to the install server. The directory used for the files associated with the install server must be specified as a command-line argument. To add to the install server, insert the supplement CD into the local CD-ROM drive and execute the add_to_install_server(1M) command on the CD. The following listing shows the add_to_install_server command executed from the Solaris_9/Tools directory of the distribution CD to add to the install server:

# ./add_to_install_server /export/install

The add_to_install_server command supports two additional command-line arguments. The first is -s, which allows selection of the products to install. By default, all products are installed. The second is -p  product _ path, where  product_path  is an alternative directory for products to be installed. 
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By default, the install server supports the SunInstall installation program. 

However, the install server can be modified to use the Solaris WebStart program instead. The modify_install_server(1M) command (located on the Solaris 9 Installation  CD) can be used to copy the WebStart-enabled mini-root from the CD to the install server configuration. 

To modify the install server, insert the  Solaris 9 Installation  CD into the local CD-ROM drive and execute the modify_install_server command on the CD. The following listing shows executing the modify_install_server command from the mount point of the distribution CD to modify install server:

# ./modify_install_server /export/install

The modify_install_server command supports the -p command-line argument, which preserves the existing mini-root by copying it to the

/Solaris_9/Tools/Boot.orig location under the install server configuration before the CD mini-root is installed. 

Boot Server

A  boot server  is a system that contains the files necessary to boot a SPARC

install client over the network during an over-the-network installation. After an install client has booted, the boot server has completed its function. The remainder of the installation is supported by an install server. Because Intel-compatible install clients boot from a local disk or local CD-ROM, they do not use a boot server for installation. 

Typically, an install server and a boot server reside on the same system. In fact, when a system is set up as an install server, it is also set up as a boot server. However, if install clients are on a different subnet from the install server, a boot server must be set up on the same subnet as the install clients. 

A boot server is required to be on the same subnet as SPARC install clients because the clients obtain booting information from the boot server using the  Boot Protocol (BOOTP) broadcast. The packets of this protocol are typically not forwarded by routers, which interconnect subnets. 

To set up a system only as a boot server, the system must have access to the Solaris software distribution CD through a local CD-ROM drive or a remotely shared CD-ROM drive. 

The setup_install_server command, under the Solaris_9/Tools directory on the Solaris software distribution CD, is used to copy the boot software to the boot server. Two command-line arguments are required. The first is the 17 8699 ch17  11/19/02  10:06 AM  Page 381
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-b command-line argument, which specifies that a boot server is being set up. The second is the full pathname to an empty directory to which the boot files will be copied. Although any directory can be used, by convention the directory is named boot and is located in the /export/install directory. The following listing shows executing the setup_install_server command from the Solaris_9/Tools directory of the distribution CD to set up a boot server:

# ./setup_install_server -b /export/install/boot

Adding Install Clients

When a system or install client is installed over the network, basic information about the install clients needs to be available through a name service (NIS/NIS+) or in the files under the /etc directory on the install server or boot server. 

The Solstice Host Manager program can be used to add this information or, if Host Manager is not available, to use the add_install_client command. 

The add_install_client can only be used to update the /etc files on an install server or boot server. Use the appropriate NIS or NIS+ procedures to add client information to these name services. At a minimum, you must add the hostname, IP address, and Ethernet address of the client. 

Depending on the environment, the following /etc files may be modified to support over-the-network installation:

➤ /etc/bootparams(4)—An entry is added for each client to define various pathnames and parameters required to boot the client. 

➤ /etc/dfs/dfstab(4)—Entries are added for any NFS resources that should be shared. 

➤ /etc/ethers(4)—An entry mapping the Ethernet address to the system hostname. 

➤ /etc/exports(4)—Entries are added for any NFS resources that should be shared. 

➤ /etc/hosts(4)—An entry mapping the hostname to the IP address. 

➤ /etc/inted.conf(4)—An entry is added to enable the Trivial FTP daemon. 

The following listing shows using the add_install_client command that sets up a system for over-the-network installation: 

# add_install_client host sun4m
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This command is executed from the Solaris_9/Tools directory of the Solaris 9 Software (2 of 2)  distribution CD or from the mount point of the Solaris 9 Installation CD. The name of the system to be installed is identified by the host command-line argument followed by the platform group of the system. 

In this example, the command-line argument sun4m is used to identify the system to be installed as a SPARC5 platform. 

Table 17.2 lists the command-line arguments supported by the

add_install_client command. 

Table 17.2

Command-Line Arguments for the add_install_client Command

Argument

Description

-c  server:path

Specifies profile  server  and  path  of the JumpStart directory. 

-d 

Defines the client as a DHCP client. 

-e  address

Specifies the Ethernet address. 

-i  address

Specifies the IP address. 

-n  server:service netmask

Specifies the name service and the name service server. 

The  netmask  can also be defined. 

-p  server:path

Specifies the  server  on which the sysidcfg file is located and the absolute  path  to the sysidcfg file. 

-s  server:path

Specifies install  server  and  path  to CD image (needed only when adding client to boot server). 

Install/Boot Server Daemons

Several network daemons are used by the install and boot servers to support over-the-network installation. These are:

➤ in.rarpd(1M)—The Reverse Address Resolution Protocol (RARP) server provides Ethernet-address-to-IP-address resolution. Clients use these to determine their IP addresses based on their Ethernet addresses. 

➤ in.tftpd(1M)—The Trivial File Transfer Protocol (TFTP) daemon provides a method for SPARC install clients to obtain bootable images from a server without logging into the server. 

➤ nfsd(1M)—The NFS daemon provides clients remote access to file systems over the network. 

➤ rpc.bootparamd(1M)—The Boot Parameter (BOOTP) server is used to provide clients with boot information from the /etc/bootparams file. 

17 8699 ch17  11/19/02  10:06 AM  Page 383

Advanced Installation

383

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

The RARP Daemon (in.rarpd)

The /etc/sbin/in.rarpd daemon provides Ethernet-address-to-IP-address resolution. When a RARP request is received, the in.rarpd program attempts to determine the IP address assigned to the specified Ethernet address. The look up procedure consists of first looking up the Ethernet address to obtain the hostname of the system, and then looking up the hostname to determine its IP address. 

The procedure used to look up the hostname (based on Ethernet address) is determined by the configuration of the ethers keyword in the name service switch (/etc/nsswitch.conf) file. It can be obtained from NIS

(ethers.byaddr map), NIS+ (ethers table), or the /etc/ethers file. See ethers(4) for the format of the /etc/ethers file. 

The procedure used to look up the IP address (based on the obtained hostname) is determined by the configuration of the hosts keyword in the name service switch (/etc/nsswitch.conf) file. It can be obtained from DNS, NIS

(hosts.byname map), NIS+ (hosts table), or the /etc/hosts file. See hosts(4) for the format of the /etc/hosts file. 

The TFTP Daemon (in.tftpd)

The  /usr/sbin/in.tftpd daemon provides a simple method for SPARC

install clients to obtain the boot image from the install/boot server using the Trivial File Transfer Protocol (TFTP). Unlike the standard File Transfer Protocol (FTP), TFTP does not require user authentication (account name and password) to access files. The boot images are typically stored under the

/tftpboot directory. 

The NFS Server Daemon (nfsd)

The  /usr/lib/nfs/nfsd daemon provides network access to the Solaris 9

distribution files via NFS. These files are identified by the boot parameters provided by the rpc.bootparamd daemon. 

The Boot Parameter Server Daemon (rpc.bootparamd)

The  /usr/sbin/rpc.bootparamd daemon provides NFS share names and other information necessary to boot install clients. The source of the information is determined by the configuration of the bootparams keyword in the name service switch (/etc/nsswitch.conf) file. It can be obtained from NIS

(bootparams map), NIS+ (bootparams table), or the /etc/bootparams file. See bootparams(4) for the format of the /etc/bootparams file. The “Need to Know More” section includes more information on section 4 of the user manual. 
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Because these four daemons are required to support over-the-network installation (with or without JumpStart), the add_install_client will configure and start the daemons (on the install/boot server) if required when a network install client is configured. 

Automating Installation with

JumpStart

The JumpStart feature provides a mechanism to automatically install the Solaris operating system. The two JumpStart methods are JumpStart and Custom JumpStart. 

Not only does JumpStart automate installation, it can be used to automate the installation of large numbers of systems that are identically configured. If you need to install hundreds of systems using the same configuration, JumpStart provides a way to simplify this task. 

JumpStart enables automatic installation of the Solaris operating system on new SPARC platforms by inserting the Solaris distribution CD into the local CD-ROM drive and powering on the system or booting via the network. 

The software that is installed is determined by a default profile. The default profile is selected based on the hardware model, RAM, and the size of the hard disks. The software installed cannot be manually selected. 

All new SPARC platforms have a preinstalled JumpStart boot image. This boot image can be copied to an existing SPARC platform by using the re-preinstall(1M) command. 

Custom JumpStart enables automatic installation of the Solaris operating system on new SPARC or Intel x86 platforms by inserting the Solaris distribution CD into the local CD-ROM drive and powering on the system or booting via the network. The software that is installed is determined by a custom profile. This provides a method to automatically install groups of systems in an identical manner. The custom profile, along with other JumpStart configuration files, is located in the JumpStart configuration directory. 

JumpStart Configuration Directory

The JumpStart configuration directory contains the files used to customize a JumpStart installation. It provides a way to automate the system configuration phase of an installation for groups of similar systems. This directory can 17 8699 ch17  11/19/02  10:06 AM  Page 385
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reside on a floppy disk, referred to as a  profile diskette, or on a network server, referred to as a  profile server. The profile server provides access to the custom JumpStart configuration files over the network and eliminates the need to create and distribute multiple profile disks during installation of a large number of systems. The two basic types of files in the JumpStart directory are the rules file and one or more profile files. 

The Part II Exam (310-015) continues to refer to the “profile” file as the “class” file even though it was renamed way back in the Solaris 2.6 system documentation. Keep this in mind when you see JumpStart questions that refer to the “class” file. 

The Rules File

The  rules file  is a text file that contains an entry or rule for each system or group of systems that are to be automatically installed. Each rule identifies the system (or group of systems) based on one or more attributes and identifies a unique profile file that provides the configuration details for that system or group of systems. 

Each rule consists of one or more keywords and values followed by the name of a begin script, the profile file, and then the finish script (all separated by tabs or spaces). Keywords (and associated values) include the following:

➤ any

➤ arch (followed by a processor-type value)

➤ disksize (followed by a disk name value)

➤ hostaddress (followed by an IP address value)

➤ hostname (followed by a hostname value)

➤ memsize (followed by a physical memory value)

➤ model (followed by a platform name value)

One or more of these keywords and associated values are specified per rule to uniquely identify a system or group of systems. 

Following the keywords and values is the name of a begin script. This is a Bourne shell  script that executes before installation begins. If a begin script is not required, a hyphen (-) should be specified instead. Following the begin script is the name of a profile file in the JumpStart configuration directory that provides the configuration details for that system or group of systems. 

Following the profile file is the name of the finish script. The  finish script  is a Bourne shell script that is executed after installation is complete. If a finish script is not required, a hyphen (-) should be specified instead. 
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The following listing is an example of several entries from a rules file: hostname sample_host    -           host_class    set_root_pw

network 24.222.43.0 && \

karch sun4c     -           net24_sun4c  -

arch i386               x86-begin   x86-class     -

any -                   -           any_machine   -

The first entry lists the JumpStart installation for the host named sample_host. No begin script is specified, the host_class file is used as the profile or class file and the finish script named set_root_pw is called after installation to set the password of the root account. 

The second entry is actually listed on two lines. The “\” character at the end of the first line is used to continue the entry to the next line. For systems that are located on network, 24.222.43.0 and && are SPARC sun4c platforms and use the net24_sun4c profile or class file. No begin or finish script is specified. 

The third entry is for all i386 or Intel-compatible platforms. The x86-begin script is executed first and then the x86-class profile or class file is used to direct the installation. 

The fourth provides a default. Any other systems not covered by the other rules are installed using the any_machine profile or class file. 

The Profile Files

A profile (or class) file is a text file that defines how to install the Solaris 9

software on a system. Like the rules file, a profile file contains keywords and associated values that guide the installation. Keywords and associated values include the following:

➤ boot_device (followed by the partition to use as a boot device)

➤ cluster (followed by the name of the software group to install, add, or delete)

➤ filesys (followed by the pathname and mount point of a remote file system to mount)

➤ install_type (followed by the type of install: initial_install or upgrade

➤ package (followed by the name of a software package to add or delete)

➤ partitioning (followed by the type of disk partitioning: default, existing, or explicit)

➤ root_device (followed by the partition to use as the root device)
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The following lists the contents of the any_machine profile provided as a JumpStart sample on the Solaris 9 distribution CD:

install_type   initial_install

system_type    standalone

partitioning   default

cluster

SUNWCuser

cluster

SUNWCxgl delete

package

SUNWaudmo add

filesys

any 40 swap

filesys

any 50 /opt

The install_type entry must be specified as the first entry in a profile. This example identifies the installation as an initial instead of an upgrade. The system type is “standalone” with default disk partitioning. The End User Support software group or cluster will be installed, but the xgl cluster will be deleted and the audmo package will be added. For the file system layout, any partition will be used for the swap partition (40MB in size) and any partition will be used for the /opt file system (50MB in size). 

Validation

Before the rules file and profile files can be used, they must be validated by using the check(1M) command (located on the Solaris 9 distribution CD

under the Tools directory). If the rules file and all the profile files are set up correctly, a rules.ok file is created in the JumpStart configuration directory. 

Booting the JumpStart Client

When booted, the client attempts to locate the rules file and profile file associated with the system. If a floppy disk is mounted that contains the JumpStart Configuration Directory, the client will use it. 

Otherwise the client will contact the in.bootparamd daemon running on an install/boot using the boot protocol (BOOTP). The request includes the name of the client. 

Based on client name, the in.bootparamd daemon provides boot parameters from  /etc/bootparam, NIS, or NIS+. One of these parameters is

install_config, which defines the profile server and path to the JumpStart Configuration Directory. Once the JumpStart directory is located, the rules file determines the appropriate profile or class file to use. The details in the class file are used to direct the installation. 

The install files will be obtained from the distribution CD in the local CD-ROM drive or from an install server identified by the install boot parameter. 
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WebStart Flash Installation

 WebStart Flash Installation  provides a procedure to quickly install a large number of systems using a predefined system configuration. Instead of using the time-consuming process of installing software groups, clusters, and packages (as with the standard Solaris installation process), WebStart Flash provides the capability to create an archive (referred to as a Flash Archive) of a system that has already been installed and configured (a  master  system), and then write that archive directly to the disks of a new system. 

The Flash Archive contains a copy of all the files on the master system. This means that all of the  clone  systems being installed need to have similar hardware configuration and require the same configuration of software. If the clone systems have different hardware, the Entire Distribution Plus OEM

Software Group should be installed on the master system. 

Flash Archives can only be created on hard disk or tape. They can then be copied to other media such as CD or DVD. 

The WebStart and SunInstall installation methods prompt for a WebStart Flash Archive and if provided, will automatically install the system using the WebStart Flash procedure. For Custom JumpStart, the Flash Archive can be specified in the profile file. 

Creating Flash Archives Using the flarcre-

ate Command

Once the master system is installed, the flarcreate(1M) command is used to create a Flash Archive of the system. Table 17.3 describes the more significant command-line arguments of the flarcreate command. 

Table 17.3

Selected flarcreate Command-Line Arguments

Argument

Description

 archive

Name of the file used to store the archive (required)

-c

Compresses the archive

-n  name

The internal name of the archive (required)

-R  path

Creates the archive starting from the specified path. If not specified, root (/) is assumed (entire system is included in archive)

-x  directory

Excludes the named directory from the archive
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The following listing shows the flarcreate command creating the Flash Archive named baseline and storing it the /tmp/baseline.flash file: flarcreate -n baseline /tmp/baseline.flash

Administering Flash Archives Using the flar

Command

The flar(1M) command is used to extract information from a Flash Archive and split/combine archives as desired. A Flash Archive is composed of  sections. The first section is the  Archive Cookie  section. It identifies the file as a Flash Archive. The second is the  Archive Identification  section, which is used to store keywords and associated values. Following the identification section are any user-defined sections. After any user-defined section is the  Archive Files  section, which contains the files copied from the master system. 

To  extract information from the Identification section of an archive, use the  -i command-line argument. To extract all keywords, also specify the 

-l command-line argument or specify a particular keyword using the -k keyword  command-line argument. The following code extracts all the keywords from the baseline archive:

# flar -i -l baseline

The sections (cookie, information, and archive) of a Flash Archive can be extracted and placed in separate files using the -s command-line argument:

# flar -s baseline

Flash Archive sections can be combined to create a new Flash Archive using the -c command-line argument. In this example, all sections in the current directory are combined to create the baseline archive:

# flar -c baseline

The only required command-line arguments for the flar command are the name of the archive and one of the following: -c, -i, or -s. 

Installing WebStart Flash Archives

The WebStart and SunInstall installation methods prompt for a  WebStart Flash Archive  and if provided, will automatically install the system using the WebStart Flash procedure. The Flash Archive can be accessed via local tape, 17 8699 ch17  11/19/02  10:06 AM  Page 390
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CD, DVD, or across the network from a NFS, HTTP, or FTP server. For the SunInstall method, the Flash Archive can also be accessed on a local disk. 

For Custom JumpStart, the Flash Archive can be specified in the profile file. 

The Flash Archive can be accessed via local disk, tape, CD, DVD, or across the network from a NFS, HTTP, or FTP server. 

Summary

Installation consists of three phases: system configuration, system installation, and post-installation. 

During the system configuration phase, basic information about the system is identified. This information can preconfigured using the sysidcfg file or a name service. 

Solaris can be installed directly from the Solaris distribution CD or over the network using a remote server that has the Solaris distribution CD in its CDROM drive or a copy of the files from the Solaris distribution CD on its hard disk. The over-the-network installation can be used with any installation methods (SunInstall, WebStart, JumpStart, or Custom JumpStart) and requires an install server and possibly a boot server. In addition, information about the install clients must be added in the local NIS or NIS+ name service or in the /etc files of the appropriate install servers. 

JumpStart enables automatic installation of the Solaris operating system on new SPARC platforms by inserting the Solaris distribution CD into the local CD-ROM drive and powering on the system or booting via the network. 

WebStart Flash Installation provides a procedure to quickly install a large number of systems using a predefined system configuration and can be used with any of the installation methods. 
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Exam Prep Practice Questions

Question 1

Which of the following commands is used to set up an install server? 

❍ A. setup_install_server

❍ B. setup_install_server -b

❍ C. install_server_setup

❍ D. server_setup -i 

The correct answer is A. Answer B is incorrect because the -b command-line argument is used to install a boot server. Answers C and D are incorrect because these commands do not exist. 

Question 2

Which of the following is a reason to set up a boot server on a separate system from an install server? 

❍ A. A boot server cannot reside on an install server. 

❍ B. One or more install clients are not on the same subnet as the install server. 

❍ C. All install clients are not on the same subnet. 

❍ D. NIS or NIS+ cannot locate a boot server that resides on an install server. 

The correct answer is B. Answer A is incorrect because a boot server can reside on an install server. Answer C is incorrect because the location of clients in relation to other clients does not determine the need for boot servers. It is the location of the clients in relation to the install server that determines the need for a separate boot server. Answer D is incorrect because NIS and NIS+ do not locate things but serve only as databases of information. 

Question 3

What is the name of the command (without command-line arguments) used to add install client information to an install or boot server? 

The correct answer is add_install_client. 
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Question 4

Which of the following install methods can use over-the-network installation resources? [Select all that apply.]

❑ A. Custom JumpStart

❑ B. WebStart

❑ C. JumpStart

❑ D. Interactive installation

All the answers are correct. All four installation methods can use over-the-network installation resources. 

Question 5

Which of the following are automatic installation methods? [Select all that apply.]

❑ A. SunInstall

❑ B. Custom JumpStart

❑ C. WebStart

❑ D. JumpStart

The correct answers are B and D. SunInstall and WebStart are interactive installation methods. Therefore, answers A and C are incorrect. 

Question 6

What is the name of the command used to add the contents of the Solaris 9

Software (2 of 2) or the Solaris 9 Languages distribution CDs to an install server? 

The correct answer is the add_to_install command. 



17 8699 ch17  11/19/02  10:06 AM  Page 393

Advanced Installation

393

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Question 7

Which of the following files should be in a JumpStart configuration directory? 

[Select all that apply.]

❑ A. One or more JumpStart profile files

❑ B. check

❑ C. rules file

❑ D. rules.ok file

The correct answers are A, C, and D. The profile files (answer A) and the rules file (answer C) are the two types of files that must be created in the JumpStart configuration directory. If they are set up correctly, the rules.ok file (answer D) is created in the JumpStart configuration directory. The check command (answer B), which is located on the Solaris 9 distribution CD, must be executed to validate the rules and profile files. 

Question 8

Match the following add_install_client command-line arguments with their purposes. 

A. -c

1. Specifies install server and path

B. -d

2. Specifies profile server and JumpStart Configuration Directory path

C. -p

3. Specifies the DHCP client

D. -s

4. Specifies the server and path for the sysidcfg file

Answer A matches 2, B matches 3, C matches 4, and D matches 1. The -c server:path command-line argument specifies the profile server and JumpStart Configuration Directory, where the rules and profile (class) files reside. The -d command-line argument specifies that the client will use DHCP to determine IP address, netmask, and so on. The -p server:path command-line argument specifies a server and the full pathname for the sysidcfg file. The -s server:path command-line argument specifies the install server and path for the install images. 
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Question 9

What is the file used by a custom JumpStart installation to define how a system is installed? 

The correct answer is  profile. 

Question 10

Which of the following are Solaris 9 software groups? [Select all that apply.]

❑ A. Entire Distribution

❑ B. Basic

❑ C. End User Support

❑ D. Java Development Environment

The correct answers are A and C. Answers B and D do not exist. 

Question 11

What is the name of the file that contains boot parameters and is updated by the add_install_client command? 

The correct answer is /etc/bootparams. 

Question 12

Which flar command-line argument is used to split an archive? 

❍ A. -S

❍ B. -b

❍ C. -s

❍ D. -x

The correct answer is C, -s. Answer A, -S, is used to specify a particular section; therefore, it is not correct. Answers B and D do not exist. 
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Want to Know More? 

Becker, Morris and Slattery,  Solaris Implementation, SunSoft Press, 1995. 

Sun Microsystems,  Solaris Advanced Installation Guide. Available in printed form, on the Web at docs.sun.com, and from the online

documentation provided with the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 1—User

 Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with the Solaris 9

operating system. 

Sun Microsystems,  System Reference Manual, Section 1M—

 Administration Commands. Available in printed form, on the Web at docs.sun.com, and from the online documentation provided with

the Solaris 9 operating system. 

Sun Microsystems,  System Reference Manual, Section 4—File Formats. 

Available in printed form, on the Web at docs.sun.com, and from

the online documentation provided with the Solaris 9 operating system. 
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This chapter provides 57 questions on the topics that pertain to Exam 310-014, “Sun Certified System Administrator for the Solaris 9 Operating Environment—Part I.” This exam must be completed in 105 minutes. 

Keep in mind that to become certified, you must pass both the 310-015 exam and this one. 
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Practice Exam Questions

Question 1

Where is group account membership stored? 

________________________________________________

Question 2

Which of the following can be backed up using the ufsdump command? [Select all that apply.]

❑ A. File systems

❑ B. Files

❑ C. Volume table of contents

❑ D. Directories

Question 3

Match the items of the format command  partition  submenu with their function. 

A. select

1. Writes current partition table to disk. 

B. label

2. Displays current partition table. 

C. name

3. Assigns label to current partition table. 

D. print

4. Selects a partition table. 

Question 4

What type of file link references a file based on location in the local file system and cannot be used to point to a file on another file system? 
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Question 5

Which of the following commands is used to manage the dynamic configuration of hot-plugging devices? 

❍ A. hpadmin

❍ B. cfgadm

❍ C. attach

Question 6

Which command is used to terminate a process on the basis of its program name? 

Question 7

Match the following default file systems with their intended use: A. / (root)

1. System files that change or grow such as logs or spool

areas

B. /usr

2. User home directories

C. /home

3. Kernel and device files

D. /var

4. Third-party software and applications

E. /opt

5. System commands and programs

Question 8

Which of the following are -o command-line arguments for the mount command? [Select all that apply.]

❑ A. nosuid

❑ B. atime

❑ C. nolargefiles

❑ D. nomnttab
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Question 9

Identify the metacharacter used by the shell to match any single character. 

_______________________________

Question 10

Which of the following cancel commands can be used to cancel the printing of one or more print requests? [Select all that apply.]

❑ A. cancel -u  root

❑ B. cancel -u  root laser1

❑ C. cancel  laser1

❑ D. cancel  laser1-37

Question 11

Which of the following commands can be used to unmount a CD-ROM and eject it from the CD-ROM drive? 

❍ A. eject cdrom

❍ B. eject

❍ C. eject -m cd

❍ D. eject cd

❍ E. eject /cdrom/cdrom0

Question 12

Enter the command used to move requests queued for one printer to another printer. 

_______________________________
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Question 13

Which of the following files will match the metacharacter expression

[abc][123]? 

❍ A. abc123

❍ B. b2

❍ C. ab2

❍ D. a23

❍ E. ab3

Question 14

Which of the following must be specified when using the kill command to terminate a process? 

❍ A. The signal to send to the process

❍ B. The process ID (PID) of the process

❍ C. The owner (UID) of the process

❍ D. The name of the process

Question 15

Which of the following commands can be used to create a UFS file system? 

[Select all that apply.]

❑ A. mkfs

❑ B. mkfs -F ufs

❑ C. mkfs_ufs

❑ D. newfs
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Question 16

When the mount command is entered without any command-line arguments, what happens? (Assume that none of the currently mounted file systems were mounted with the -m mount command-line argument.) [Select all that apply.]

❑ A. All file systems in /etc/vfstab are mounted

❑ B. All mounted file systems are displayed

❑ C. All file systems in /etc/vfstab are displayed

❑ D. All file systems listed in /etc/mnttab are displayed Question 17

What does /dev/dsk/c0t3d0s6 identify? 

❍ A. The logical raw device addressed as Controller 0 Target 3 Disk 0

Partition 6

❍ B. The logical block device addressed as Controller 0 Target 3 Disk 0

Partition 6

❍ C. The physical raw device addressed as Controller 0 Target 3 Disk 0

Partition 6

❍ D. The physical block device addressed as Controller 0 Target 3 Disk 0

Partition 6

Question 18

Which command can be used to display the contents of a terminfo entry for printers? 

❍ A. infocmp

❍ B. terminfo

❍ C. pinfo

❍ D. printers
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Question 19

Match the following types of file systems with their associated hardware device. 

A. PCFS

1. DVD

B. UFS

2. CD-ROM

C. UDF

3. Floppy disk

D. HSFS

4. Disk drive

Question 20

Which of the following commands either display or can use logical raw device names? [Select all that apply.]

❑ A. format

❑ B. newfs

❑ C. fsck

❑ D. mount

❑ E. df

❑ F. prtvtoc

Question 21

Which of the following functions can be performed using OpenBoot commands? [Select all that apply.]

❑ A. Boot the operating system

❑ B. Change the root password

❑ C. View and modify the NVRAM parameters

❑ D. Set the system time

❑ E. Run diagnostics

Question 22

Enter the command used to display the PID of a process if only the program name is known. 

_______________________________

18 8699 ch18  11/19/02  10:05 AM  Page 404

404

Chapter 18

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Question 23

Which of the following commands will add a printer to a printer class? 

❍ A. lp -p  laser1 -c  draft

❍ B. lpadmin -d  laser1 -c  draft

❍ C. lpadmin -p  laser1 -c  draft

❍ D. lp -d  laser1 -c  draft

Question 24

What information is provided on all process listings generated by the ps command? [Select all that apply.]

❑ A. Program or command name

❑ B. Parent process ID

❑ C. Process ID

❑ D. Associated terminal device

Question 25

The logical structure of a disk consists of a disk label (volume table of contents) and what else? 

_______________________________

Question 26

Enter the command used to change file access modes. 

_______________________________
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Question 27

At which run level is the Network File System (NFS) server typically started? 

❍ A. 2

❍ B. 3

❍ C. 4

❍ D. 5

Question 28

Enter the command used to identify the parent process ID of a process. 

_______________________________

Question 29

Which command can be used by the guest account to change its password? 

❍ A. admintool

❍ B. passmgmt

❍ C. usermod

❍ D. passwd

Question 30

Which of the following commands can be used to move a print request to the top of a printer queue? [Select all that apply.]

❑ A. lp -H immediate  file1

❑ B. lpadmin -t  file1

❑ C. lp -d  laser1 -q 0  file1

❑ D. lp -d  laser1 -H immediate  file1
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Question 31

When a user account is created, the .profile file is copied from which file? 

❍ A. /etc/skel/default.profile

❍ B. /etc/profile

❍ C. /etc/skel/local.profile

❍ D. /.profile

Question 32

Which of the following is the preferred method for temporarily preventing a user account from being used? 

❍ A. Delete the user account and all files in the home directory of the user account. 

❍ B. Lock the account using admintool. 

❍ C. Modify the user account .profile to change the user environment. 

❍ D. Use admintool to change the UID and GID associated with the user account. 

Question 33

What is the access mode of a file created with the umask set to 123? 

❍ A. 321

❍ B. -rwxrwxrwx

❍ C. 345

❍ D. rw-r--r--

Question 34

Which of the following can be used to remove packages? [Select all that apply.]

❑ A. admintool

❑ B. pkgtool

❑ C. pkgadd

❑ D. pkgrm

❑ E. pkginfo
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Question 35

Which of the following shows the access mode of a file that has the setgid enabled? 

❍ A. srwxrwxrwx

❍ B. -rwsrwxrwx

❍ C. -rwxrwsrwx

❍ D. -rwxrwxrws

❍ E. -rwxrwxrwt

Question 36

Enter the full pathname to the file used to modify the configuration of the kernel. 

_______________________________

Question 37 

Which commands can be used to install a package from the CD-ROM? [Select all that apply.]

❑ A. admintool with Source Media set to CD with Volume Management

❑ B. pkgadd -d /cdrom/cdrom0

❑ C. admintool with Source Media set to CD without Volume Management

❑ D. pkgadd -s /cdrom/cdrom0

Question 38

Which command shows the users who have logged off the system? 

❍ A. who

❍ B. last

❍ C. whodo

❍ D. id
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Question 39

Which of the following situations will allow a user account to execute admintool? [Select all that apply.]

❑ A. The account is a member of the sysadmin group. 

❑ B. The account is root. 

❑ C. The account is logged in at the console. 

❑ D. The account is a member of the sys group. 

❑ E. The account is a member of the adm group. 

Question 40

Enter the command used to rewind a magnetic tape. 

_______________________________

Question 41

Which command is used to change the system boot device? 

❍ A. use  disk2  as boot-device

❍ B. set boot-device  disk2

❍ C. setenv boot-device  disk2

❍ D. set boot-dev  disk2

❍ E. setdev boot  disk2

Question 42

Enter the command used to delete an existing group account. 

_______________________________

Question 43

Enter a command that can be used to generate a list of installed packages. 

_______________________________
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Question 44

Which of the following commands can be used to move one or more print requests from printer  laser2  to printer  laser1? [Select all that apply.]

❑ A. lpmove  laser2 laser1

❑ B. lpmove  laser1 laser2

❑ C. lpmove  laser2-35 laser1

❑ D. lpmove  laser2  all  laser1

Question 45

Which of the following Solaris 9 commands can be used to modify an NVRAM

parameter? 

❍ A. setenv

❍ B. set

❍ C. setnvram

❍ D. eeprom

❍ E. setprom

Question 46

Which of the following can be used to remove multiple patches? 

❍ A. patchrm -M /var/spool/patch 104567-03 106583-10 103276-04

❍ B. Use patchrm to remove each patch separately

❍ C. patchrm -M /var/spool/patch  patchlist

Question 47

Enter the command that provides the capability to issue a warning message before the system run level is changed. 

_______________________________
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Question 48

How can the system be configured to allow using a keyboard sequence to abort the system operation? 

❍ A. Add KEYBOARD_ABORT=enable to the /etc/default/kbd file

❍ B. Execute the no_abort command

❍ C. Create the /etc/default/kbd_abort file

❍ D. Execute the kbd abort enable command

Question 49

Enter a command that can be used to remove an installed package. 

_______________________________

Question 50

You enter the patchrm 108577-03 command and it fails. Which of the following situations will cause the command to fail? [Select all that apply.]

❑ A. You are not logged in as root. 

❑ B. Patch 108577-03 is not installed on the system. 

❑ C. Patch 108577-04 is installed on the system. 

❑ D. The patch was installed using patchadd -d. 

Question 51

A patch obtained from Sun Microsystems can be installed using which of the following commands? [Select all that apply.]

❑ A. pkgadd -patch 107588-01

❑ B. patchadd 107588-01

❑ C. patchadd /var/spool/patch/107588-01

❑ D. patch SUNWaccu 107588-01
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Question 52

When is the system profile executed? 

❍ A. After the .profile file in the home directory of the user account

❍ B. Before the .profile file in the home directory of the user account

❍ C. Instead of the .profile file in the home directory of the user account Question 53

Which of the following is the first phase in the Solaris boot process? 

❍ A. init

❍ B. Boot PROM or BIOS

❍ C. Boot programs

❍ D. Kernel initialization

Question 54

Which of the following statements is true about the command: 

newfs -v /dev/dsk/c0d1s7? [Select all that apply.]

❑ A. Verbose mode is enabled. 

❑ B. It will create a new S5 type of file system. 

❑ C. It will fail if /dev/dsk/c0d01s7 is already a valid file system and it is currently mounted. 

❑ D. It will calculate all the necessary mkfs command-line arguments. 

Question 55

Enter the command used to remove a print request from a print queue. 

_______________________________
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Question 56

Which of the following ufsdump levels is used to back up the entire file system? 

❍ A. 0

❍ B. 1

❍ C. 6

❍ D. 9

Question 57

Three types of naming conventions can be used to reference disks. Two of the three are physical device names and logical device names. Enter the third type of naming convention. 

_______________________________
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1. /etc/group

18. A

2. A, B, D

19. A matches 3

B matches 4

3. B matches 1

C matches 1

C matches 3

D matches 2

4. hard

20. A, B, C, and F

5. B

21. A, C, E

6. pkill

22. pgrep

7. A matches 3 

23. C

B matches 5

C matches 2

24. A, C, D

D matches 1

25. slices or partitions

E matches 4

26. setfacl or chmod

8. A, B, C

27. B

9. Question mark (?)

28. ps

10. A, B, C, D

29. D

11. A

30. A, C, D

12. lpmove

31. C

13. B

32. B

14. B

33. D

15. A, B, C, and D

34. A, D

16. D

35. C

17. B
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36. /etc/system

47. shutdown

37. A, B, C

48. A

38. B

49. admintool or pkgrm

39. A, B

50. A, B, C, D

40. mt

51. B, C

41. C

52. B

42. groupdel or admintool

53. B

43. admintool or pkginfo

54. A, C, D

44. A, C

55. cancel

45. D

56. A, level 0

46. B

57. instance

Answer Key Explanations

Question 1

The correct answer is /etc/group. 

Question 2

The correct answers are A, B, and D. The ufsdump command can back up files and directories within a UFS file system, including the entire file system. Answer C, volume table of contents, is part of the disk layout and does not physically reside within a file system. 

Question 3

This question is meant to be misleading. Answer A matches 4; select is used to select a partition table. Answer D matches 2; print displays the current partition table. Answers 2 and 3 were vaguely worded. Keep in mind that label writes a partition table  and  label to disk, whereas name only assigns a label or name to a partition table. Therefore, the correct matches are B with 1 and C with 3. 
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Question 4

The correct answer is  hard. The other type of link, soft or symbolic, references by name and can be used to point to a file on another file system. 

Question 5

The correct answer is B (the cfgadm command). Answers A and C are not valid commands. 

Question 6

The correct answer is pkill. 

Question 7

Answer A matches 3; root (/) is used for critical system files such as kernel and device drivers. Answer B matches 5; /usr is used for system commands and programs. Answer C matches 2; /home is used for user home directories. 

Answer D matches 1; /var is used for logs and spool areas. Finally, answer E

matches 4; /opt is used for applications. 

Question 8

Answers A, B, and C are all -o command-line arguments. Answer A, -o nosuid, disables setuid permissions on any files (-o suid allows it). Answer B, -o atime, allows access times on files to be updated (-o noatime prevents it). Answer C, -o nolargefiles, will cause the mount command to fail if any of the files on the file system are 2GB or larger (-o largefiles allows large files). Answer D is not a valid answer. To prevent a mounted file from being added to the /etc/mnttab file, use the -m command-line argument. 

Question 9

The correct answer is the question mark (?). 
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Question 10

All the answers are correct. Answer A cancels all requests submitted by the root account. Answer B cancels all root requests on the  laser1  queue. 

Answer C cancels all the print requests on the  laser1  queue. Answer D cancels the print request with the request ID  laser1-37. 

Question 11

The correct answer is A, eject cdrom. Answer B is incorrect, because the eject command without a command-line argument is used to unmount and eject a floppy disk. Answers C, D, and E are all incorrect because none of the command-line arguments is correct. 

Question 12

The correct answer is lpmove. 

Question 13

The correct answer is B. The metacharacter expression will only match a two-character filename. The first character being A, B, or C, and the second character being 1, 2, or 3. All of the other answers are three or more characters. 

Question 14

The correct answer is B. The system uses the process ID to identify a specific process. Answer A is not required because the SIGTERM signal is used by default if a signal is not specified. Answers C and D could refer to more than one process. Something more unique is required to identify a particular process. 

Question 15
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file, which is UFS, is assumed. All other commands specify file system type UFS or are intended for UFS file systems. 

Question 16

Answer D is correct. All file systems in the /etc/mnttab file are listed. 

Answer A is incorrect because this is actually a description of the mountall command. Answer B could be correct, but only if the -m command-line argument was not used when any of the file systems were mounted. Because this information was not provided, the best approach would be to consider this answer incorrect. Answer C is incorrect because /etc/vfstab does not contain a list of the currently mounted file systems. It contains a list of files to mount automatically on boot. 

Question 17

The correct answer is B. Answer A is incorrect because the path is /dev/dsk instead of /dev/rdsk, which identifies a raw device. Answers C and D are incorrect because physical device names are located under the /devices directory, not the /dev directory. 

Question 18

The correct answer is A. Answer B is the name of the terminal and printer characteristics database. The commands in answers C and D do not exist. 

Question 19

Answer A matches 3; PCFS is used for floppy disks. Answer B matches 4; UFS is used for disk drives. Answer C matches 1; UDF is used for DVDs. 

Answer D matches 2; HSFS is used for CD-ROMs. 

Question 20

The correct answers are A, B, C, and F. Answers D and E display or expect logical block devices. 
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Question 21

The correct answers are A, C, and E. Answers B and D can be performed only from the Solaris 9 operating system. 

Question 22

The correct answer is pgrep. The ps command could be used, but it would list more than just the PID of the process. 

Question 23

The correct answer is C. Answer A and D use the lp command instead of the lpadmin command. Answer C should identify the printer with the –p command-line argument instead of the –d command-line argument. 

Question 24

Answers A, C, and D are correct. The purpose of the ps command is to identify processes and who owns them. Answer A, the program/command name, allows the user to determine the PID of a process that requires some attention (such as termination using the kill command). Answer C, the process ID (PID), uniquely identifies the process. More than one process of the same name might be listed. To uniquely identify who owns a process, either a username (not a choice) or the terminal device associated with the process (answer D) is needed. 

Question 25

Either slices or partitions is correct. 

Question 26

Either setfacl or chmod is correct. 
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Question 27

The correct answer is B. Answer A, 2, is incorrect because this state is multiuser without server capabilities enabled. Answer C, 4, is incorrect because it is not used. Answer D, 5, is incorrect because it is used to shut down the system. 

Question 28

The correct answer is ps. 

Question 29

The correct answer is D. Answer A is incorrect because the guest account is not and should not be a member of the sysadmin group. Answer B, the passmgmt command, and answer C, the usermod command, are incorrect because they do not support changing passwords. 

Question 30

The correct answers are A, C, and D. The -H immediate or the -q 0

command-line argument can be specified with the lp command to move a print request to the top of the printer queue. The lpadmin command is used to manage printers, not print requests. Therefore, answer B is incorrect. 

Question 31

The correct answer is C. Answer A, /etc/skel/default.profile, does not exist. Answer B, /etc/profile, is incorrect because it is the system profile. 

Answer D, /.profile, is incorrect because it is the profile for the root account. 

Question 32

The correct answer is B. All the other answers would cause problems or not prevent the user account from being used. 
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Question 33

The correct answer is D. Execute permissions in the umask do not affect files (only directories). The umask equivalent of 123 for files is 022. This results in 666–022 = 644, which translates to rw- for user, r-- for group, and r-- for others. 

Question 34

The correct answers are A and D. Answer B does not exist. Answer C, the pkgadd command, is incorrect because it is used to install packages. Answer E, the pkginfo command, is incorrect because it is used to display information about packages. 

Question 35

The correct answer is C. Answers A and D are not valid file access modes. 

Answer B shows setuid enabled, and answer E shows the sticky bit set. 

Question 36

The correct answer is /etc/system. 

Question 37 

The correct answers are A, B, and C. Answer D is incorrect because the -s command-line argument is used to spool a package, not install it. 

Question 38

The correct answer is B. Answers A and C show who is currently logged into the system. Answer D shows the real and effective UID, GID, and groups for a user account. 
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Question 39

The correct answers are A and B. To execute admintool, the account must be root or a member of the sysadmin group. The device used to log in to the system does not affect access. Therefore, answer C is incorrect. Answer D, the sys group, and answer E, the adm group, are incorrect because they do not enable access to the admintool. 

Question 40

The correct answer is mt. 

Question 41

The correct answer is C. None of the other answers provided lists valid OpenBoot commands. 

Question 42

The correct answers are groupdel or admintool. 

Question 43

Either admintool or pkginfo is correct. 

Question 44

The correct answers are A and C. Answer A moves all print requests queued on   laser2  to   laser1. Answer C moves only print  laser2-35 to   laser1. 

Answer B is incorrect because it would move all print requests queued on laser1  to   laser2. Answer D includes an invalid command-line argument (all). 
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Question 45

The correct answer is D. Answers A and B are used to set shell parameters. 

Answers C and E do not exist. 

Question 46

The correct answer is B. The patchrm command does not support the -M

command-line argument like the patchadd command does. 

Question 47

The correct answer is shutdown. 

Question 48

The correct answer is A. All the other answers do not result in anything meaningful. 

Question 49

Either admintool or pkgrm is correct. 

Question 50

All the answers are correct because any of the situations will cause the patchrm to fail. If the -d command-line argument is specified, a copy of the original files changed are not saved; therefore, they cannot be restored. 

Question 51

The correct answers are B and C. If your current working directory is

/var/spool/patch, a full pathname is not required. Answer A, the pkgadd command, is incorrect because it can be used to install only packages, not 19 8699 ch19  11/19/02  10:09 AM  Page 423
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patches. Answer D, the patch command, is incorrect because it is a user command for updating text files and has nothing to do with system patches. 

Question 52

The correct answer is B. The system profile, /etc/profile, is executed before the user’s .profile file in the user’s home directory. 

Question 53

The correct answer is B. All other phases occur after the Boot PROM

(SPARC) or BIOS (x86) phase. 

Question 54

The correct answers are A, C, and D. Answer A is correct because -v enables verbose mode. Answer B is incorrect because the newfs command can be used only to create UFS file systems. Answer C is correct because newfs fails if the selected partition is mounted. Answer D is correct, because the main advantage of using the newfs command is that it calculates all necessary mkfs command-line arguments. 

Question 55

The correct answer is cancel. 

Question 56

The correct answer is A, level 0. Any other number such as those in answers B, C, and D, will cause the ufsdump command to back up only files previously backed up at a lower level. Level 0 is the only level that ensures the entire file system will be backed up. 

Question 57

The correct answer is instance. 
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This chapter provides 58 questions on the topics that pertain to Exam 310-015, “Sun Certified System Administrator for the Solaris 9 Operating Environment—Part II.” This exam must be completed in 105 minutes. 

Keep in mind that to become certified, you must pass both the 310-014 exam and this one. 
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Practice Exam Questions

Question 1

What is the name of the command used to add the contents of the  Solaris 9

 Software (2 of 2)  distribution CD to an install server? 

Question 2

Which of the following virtual devices or RAID levels does the SVM support? 

[Select all that apply.]

❑ A. Concatenated virtual device

❑ B. RAID level 0

❑ C. RAID level 1

❑ D. RAID level 5

❑ E. RAID level 10

Question 3

Which of the following commands is used to set up a system to be installed over the network? 

❍ A. setup_network_client

❍ B. network_install

❍ C. add_install_client

❍ D. install_network_client

Question 4

Which of the following /etc/nsswitch.conf file entries would cause DNS, NIS+, and then /etc files to be searched when trying to resolve a hostname? 

❍ A. hosts: dns nisplus files

❍ B. hosts: files nisplus dns

❍ C. ipaddress: file nisplus dns

❍ D. ipaddress: dns nisplus files
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Question 5

Which of the following commands can be used to mount the /export/home file system from the solaris system (IP address of 192.168.39.7) on the /mnt mount point? [Select all that apply.]

❑ A. mount solaris:/export/home /mnt

❑ B. mount 192.168.39.7:/export/home /mnt

❑ C. mount -F nfs solaris:/export/home /mnt

❑ D. mount -F nfs -o soft,retry=1000, ro 192.168.39.7:/export/home /mnt Question 6

Which of the following is a reason to set up a boot server on a separate system from an install server? 

❍ A. A boot server cannot reside on an install server. 

❍ B. One or more install clients are not on the same subnet as the install server. 

❍ C. All install clients are not on the same subnet. 

❍ D. NIS or NIS+ cannot locate a boot server that resides on an install server. 

Question 7

Which of the following commands is used to propagate an updated NIS map to NIS slave servers? 

❍ A. yppush

❍ B. ypupdate

❍ C. yppropagate

❍ D. ypxfr

❍ E. ypmaps
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Question 8

Which of the following steps are  not  used to add a new NIS map? [Select all that apply.]

❑ A. Create a text file with the appropriate information. 

❑ B. Use the make command. 

❑ C. Use the makedbm command. 

❑ D. Use the yppush command. 

Question 9

Which of the following are valid entries for an AutoFS direct map? [Select all that apply.]

❑ A. /usr/local/bin nfsserver:/usr/local/bin

❑ B. /usr/games -ro nfsserver:/usr/games

❑ C. /usr/bin nfsserver1:/usr/bin nfsserver2:/usr/bin

❑ D. /- nfsserver:/usr/data

❑ E. /usr/data nfsserver:/usr/data -ro

Question 10

Which of the following are features of a virtual disk management system? 

[Select all that apply.]

❑ A. Graphical administration tool

❑ B. Improved reliability

❑ C. Improved performance

❑ D. Overcomes physical disk limitations
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Question 11

Which of the following are fields in a custom JumpStart rules file? 

[Select all that apply.]

❑ A. Rule keyword

❑ B. Rule value

❑ C. Begin script

❑ D. Profile script

❑ E. End script

Question 12

Which of the following situations do not require the automount command to be executed manually? [Select all that apply.]

❑ A. Addition to auto_master

❑ B. Addition to direct map

❑ C. Addition to indirect map

❑ D. Deletion from auto_master

❑ E. Deletion from direct map

❑ F. Deletion from indirect map

Question 13

Which of the following client information must be added to NIS/NIS+ to support JumpStart installation? [Select all that apply.]

❑ A. Hostname

❑ B. IP address

❑ C. System locale

❑ D. Ethernet address

❑ E. Name service
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Question 14

Which of the following commands is used to start the ypbind program? 

❍ A. ypinit

❍ B. ypstop

❍ C. ypstart

❍ D. ypcrank

❍ E. ypwhich

Question 15

Which of the following is the default source facility for syslog messages if a source is not specified? 

❍ A. mail

❍ B. auth

❍ C. user

❍ D. kern

Question 16

NIS+ uses certain files to store the information that NIS+ clients request. What are these files collectively referred to as? 

Question 17

In regards to Ethernet addresses associated with network interfaces, which of the following statements is true? 

❍ A. They are displayed in the xx:xx:xx:xx:xx format 

(five 8-bit bytes) using the ifconfig command. 

❍ B. They are displayed in the xx:xx:xx:xx:xx:xx format 

(six 8-bit bytes) using the netstat command. 

❍ C. They are displayed in the xx:xx:xx:xx:xx format 

(five 8-bit bytes) using the netstat command. 

❍ D. They are displayed in the xx:xx:xx:xx:xx:xx format 

(six 8-bit bytes) using the ifconfig command. 
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Question 18

Which of the following are interactive installation methods? [Select all that apply.]

❑ A. SunInstall

❑ B. Custom JumpStart

❑ C. WebStart

❑ D. JumpStart

Question 19

Which of the following naming services uses ASCII text files, supports hostname-to-IP-address resolution and IP-address-to-hostname resolution, and is used on the Internet? 

❍ A. NIS

❍ B. NIS+

❍ C. DNS

❍ D. /etc files

Question 20

Which of the following is a name for a virtual file system that is composed of several partitions allocated and used in an interleaved fashion? 

❍ A. RAID 1

❍ B. Striped

❍ C. Concatenated

❍ D. Hot spare

Question 21

Which of the following are valid actions that can be specified in the 

/etc/syslog.conf file? [Select all that apply.]

❑ A. The name of a file

❑ B. An exclamation mark (!)

❑ C. The name of a host

❑ D. The name of a user account
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Question 22

Which of the following commands can be used to determine shared NFS

resources? [Select all that apply.]

❑ A. share

❑ B. dfmounts

❑ C. dfshares

❑ D. mountall

❑ E. mount

Question 23

Which of the following is the best procedure for generating the data files used to create NIS maps? 

❍ A. Edit the /etc files to remove any information not needed by NIS. 

❍ B. Copy the /etc/files to a directory and clean up the copy for use in building NIS maps. 

❍ C. Create a new set of data files by using the makenisdata command. 

❍ D. Run the buildmap command for each map and enter the appropriate data when prompted. 

Question 24

Which file is used by Custom JumpStart installation to define which profile a system or group of systems should use for installation? 

Question 25

Which term describes the technique of writing data across multiple disks to improve performance and to overcome disk limitations? 

Question 26

Which command is used to make an NFS resource unavailable for mounting? 
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Question 27

What is the name of the command used to add a role to the RBAC database? 

Question 28

The Solaris 9 operating system supports six types of name services. Five of these are /etc files, DNS, LDAP, NIS, and NIS+. What is the name of the sixth name service? 

Question 29

Which of the following is the most severe level of syslog message? 

❍ A. alert

❍ B. notice

❍ C. emerg

❍ D. crit

Question 30

Which of the following commands is used to configure an NIS master? 

❍ A. ypinit -m

❍ B. ypinit -c

❍ C. ypinit -s

❍ D. nisclient

❍ E. nisinit -c
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Question 31

Which file is used to automatically mount NFS resources during system boot or when the mountall command is used? 

❍ A. /etc/dfs/dfstab

❍ B. /etc/vfstab

❍ C. /etc/mnttab

❍ D. /etc/dfs/sharetab

Question 32

Identify the name of the NIS+ table that contains the Ethernet addresses of systems in the domain. 

Question 33

Which command do you use to add a new NIS map? 

Question 34

You use the domainname command to set the domain name for a system using

/etc files, but after the system is rebooted, the domain name is lost. Why? 

❍ A. The domain name has to be re-entered after every reboot. 

❍ B. You didn’t use the -p command-line argument to make it permanent. 

❍ C. You forgot to edit the /etc/defaultdomain file and enter the domain. 
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Question 35

Which /etc file contains a list of the servers (and paths) that provide boot, root, and swap areas for network/install clients? 

❍ A. bootparams

❍ B. ethers

❍ C. timezone

❍ D. hosts

❍ E. vfstab

Question 36

Which of the following commands is used to check and repair a file system? 

❍ A. mount

❍ B. newfs

❍ C. fsck

❍ D. format

Question 37

From which of the following system run levels will the NFS server program be started? [Select all that apply.]

❑ A. 0

❑ B. s

❑ C. 2

❑ D. 3

❑ E. 6

Question 38

Which of the following are Solaris 9 software groups? [Select all that apply.]

❑ A. Entire Distribution

❑ B. Entire Distribution Plus OEM System Support

❑ C. End User Support

❑ D. Developer System Support
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Question 39

What is the command-line argument used with the setup_install_server command to set up a boot server? 

Question 40

What is the name of the file used to configure the syslog facility? 

Question 41

Which file should always contain the currently shared NFS resources? 

❍ A. /etc/nfs/nfstab

❍ B. /etc/nfs/shares

❍ C. /etc/dfs/dfstab

❍ D. /etc/dfs/sharetab

Question 42

Which of the following pathnames is associated with standard Solaris file systems? 

❍ A. /dev/dsk

❍ B. /dev/vx/dsk

❍ C. /dev/md/dsk

❍ D. /dev/ds/dsk

Question 43

Identify the facility used to capture and log messages from system components and user programs. 
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Question 44

Which of the following are keywords that can be defined in a profile or class file? 

[Select all that apply.]

❑ A. install_type

❑ B. cluster

❑ C. package

❑ D. system_type

Question 45

Which of the following install clients use Trivial FTP to obtain a bootable image over the network? [Select all that apply.]

❑ A. Intel clients only

❑ B. SPARC clients only

❑ C. Both Intel and SPARC clients

❑ D. Any client on a subnet different from the install server

Question 46

Arrange the five layers of the TCP/IP network model in order from highest to lowest. 

❍ A. 1. Network

❍ B. 2. Data Link

❍ C. 3. Physical

❍ D. 4. Application

❍ E. 5. Transport

Question 47

Which of the following NFS mount options must be specified in the /etc/vfstab file to support failover? [Select all that apply.]

❑ A. Read-only (ro)

❑ B. Read-write (rw)

❑ C. No interrupts allowed (nointr)

❑ D. Advertise as public (public)
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Question 48

Identify the share command-line argument used to enable remote root access to an NFS share. 

Question 49

Which of the following swap-related operations can be performed by the swap command? [Select all that apply.]

❑ A. Create swap space

❑ B. Add swap space

❑ C. List swap space

❑ D. Delete swap space

Question 50

Identify the command used to split and combine Flash Archives. 

Question 51

Which of the following describes the function of the ypbind daemon? 

❍ A. Locates an NIS client on a different subnet and authenticates it across the subnets. 

❍ B. Locates an NIS server (ypserv daemon) on the same subnet and provides a lookup service for its clients. 

❍ C. Locates an NIS server (ypserv daemon) on a different subnet and provides a lookup service for its clients. 

❍ D. Locates an NIS+ server (ypserv daemon) anywhere on the network and provides a lookup service for its clients. 

Question 52

Identify the default facility.level used for the logger command. 
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Question 53

Which of the following describe uses of the /etc/security/policy.conf file? 

[Select all that apply.]

❑ A. Specifies profiles that are granted to all users

❑ B. Specifies privileged operations that are granted to all users

❑ C. Specifies authorizations and profiles that are granted to root

❑ D. Specifies authorizations that are granted to all users

Question 54

Identify the file used to store the global core file configuration. 

Question 55

What does dumpadm -n do? 

❍ A. Enables the savecore procedure. 

❍ B. Resets the crash dump configuration to its default. 

❍ C. Resets the savecore numbers sequence to start at zero. 

❍ D. Disables the savecore procedures. 

Question 56

Identify the share command-line argument used to enable NFS logging. 

Question 57

Which of the following is the NFS Logging Daemon configuration file? 

❍ A. /etc/nfs/nfslog.conf

❍ B. /etc/default/nfslogd

❍ C. /etc/nfs/nfslogd

❍ D. /etc/default/nfslog.conf
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Question 58

Which of the following is the definition of an SVM  data set? 

❍ A. A collection of physical disk slices or partitions that is managed as a single logical device. 

❍ B. A set of volumes and hot spares that can be shared by several host systems. 

❍ C. A collection of slices that can be used as hot spares to automatically replace failed slices. 

❍ D. A database used to store information on the SVM configuration. 

Replicas of the database are used to provide redundancy. 
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1. add_to_install_server

21. A, C, D

2. A, B, C, D

22. A, C

3. C

23. B

4. A

24. rules

5. A, B, C, D

25. striping

6. B

26. unshare

7. A

27. roleadd

8. B, D

28. FNS

9. A, B, C

29. C

10. A, B, C, D

30. A

11. A, B, C, D, E

31. B

12. C, F

32. ethers

13. A, B, D

33. makedbm

14. C

34. C

15. C

35. A

16. tables

36. C

17. D

37. D

18. A, C

38. A, B, C, D

19. C

39. -b

20. B

40. /etc/syslog.conf
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41. D

49. B, C, D

42. A

50. flar

43. syslog or syslogd

51. B

44. A, B, C, D

52. user.notice

45. B

53. A, D

46. A matches 4, 

54. /etc/coreadm.conf

B matches 5, 

55. D

C matches 1, 

D matches 2, 

56. log

and E matches 3

57. B

47. A

58. B

48. root

Answer Key Explanations

Question 1

The correct answer is add_to_install_server. 

Question 2

Answers A, B, C, and D are correct. DiskSuite does not support RAID 

level 10. 

Question 3

The correct answer is C, add_install_client. None of the other answers are valid. 

Question 4

The correct answer is A. hosts: files nisplus dns has all the name services, but in the incorrect order. The search order is left to right; therefore, 21 8699 ch21  11/19/02  10:12 AM  Page 443
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answer B is incorrect. Answers C and D use an invalid keyword (ipaddress) and therefore are incorrect. 

Question 5

All of the answers are correct. The system sharing an NFS resource can be identified by hostname or IP address. If the file system type is not specified using the -F command-line argument, NFS is assumed. NFS-specific options can be specified using the -o command-line argument. 

Question 6

The correct answer is B. Answer A is incorrect because a boot server can reside on an install server. Answer C is incorrect because the location of clients in relation to other clients does not determine the need for boot servers. It is the location of the clients in relation to the install server that determines the need for a separate boot server. Answer D is incorrect because NIS and NIS+ do not locate systems but serve only as a database of information. 

Question 7

The correct answer is A. Answer D is used to propagate a new map. Answers B, C, and E are not valid. 

Question 8

The correct answers are B and D. The make command is used when updating a default map. The yypush command is used for propagating an updated non-default map. Answer A is incorrect because the text file is used to add a new map. Likewise, the makedbm command is used for new maps. Therefore, answer C is incorrect. 

Question 9

The correct answers are A, B, and C. If more than one NFS server provides the same resource, as in answer C, multiple servers can be listed (separated by spaces). The first available resource is used. /- nfsserver:/usr/data does 21 8699 ch21  11/19/02  10:12 AM  Page 444
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not provide a valid mount point. Therefore, answer D is incorrect. The format for a direct map entry is mount point, options, and then resource. The format of answer E is mount point, resource, and then options. Therefore, answer E is incorrect. 

Question 10

All the answers are correct. Virtual disk management systems provide all these features. 

Question 11

All the answers are correct. A rules entry consists of one or more rule keywords and rule values. These are followed by the name of a begin script, a profile script, and finally an end script. The begin and end scripts are optional. If either is not specified, a hyphen (-) is used in place of the script name. 

Question 12

Answers C and F are correct. Changes to indirect maps do not require running the automount command. Changes to the auto_master and direct maps require that the automount command be executed manually. Therefore, answers A, B, D, and E are incorrect. 

Question 13

Answers A, B, and D are correct. The hostname, IP address, and Ethernet address of the client need to be added to NIS/NIS+ to support JumpStart installation. System locale is not required to install client. Therefore, answer C is incorrect. Because the client information is added to the appropriate name service, there is no need to identify the name service. Therefore, answer E is incorrect. 

Question 14

The correct answer is C. ypinit is used to initialize NIS servers and clients. 

Therefore, answer A is incorrect. ypstop is used to stop the ypbind program. 
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Therefore, answer B is incorrect. ypcrank is not valid. Therefore, answer D

is incorrect. ypwhich is used to identify the NIS server. Therefore, answer E

is incorrect. 

Question 15

The correct answer is C. user is used for messages from user programs. mail is used for messages related to mail. Therefore, answer A is incorrect. auth is used for messages related to login authentication. Therefore, answer B is incorrect. kern is used for messages related to the kernel. Therefore, answer D is incorrect. If a source is not specified, user is assumed. 

Question 16

The correct answer is  tables. 

Question 17

Answer D is correct. The Ethernet address is six 8-bit bytes or 48-bits long. 

It can be displayed using the ifconfig command. Because the Ethernet address is six, not five, 8-bit bytes long, the netstat command cannot be used to display the Ethernet address of a network interface. Therefore, answers A, B and C are incorrect. 

Question 18

The correct answers are A and C. Custom JumpStart and JumpStart are automatic installation methods. Therefore, answers B and D are incorrect. 

Question 19

The correct answer is C. Although some of the name services use ASCII files or provide both hostname and IP address resolution, DNS is the only one used on the Internet. Therefore, answers A, B, and D are incorrect. 
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Question 20

The correct answer is B. RAID 1 is a configuration that uses mirroring in an identical (not interleaved) fashion. Therefore, answer A is incorrect. A concatenated virtual file system uses one partition at a time. Therefore, answer C is incorrect. Hot spare is not a type of virtual file system. Therefore, answer D is incorrect. 

Question 21

The correct answers are A, C, and D. If a filename is specified, the message is appended to the file. If a hostname is specified, the message is sent to the host. If a user account name is specified, the message is displayed on the standard output of the logged-in user. The only other valid action is an asterisk (*), which causes the message to be displayed on the standard output device of all logged-in user accounts. Therefore, answer B is incorrect. 

Question 22

The correct answers are A and C. The share command, used without arguments, lists all locally shared NFS resources. The dfshares command can be used to list locally or remotely shared resources. The dfmounts command is used to list locally or remotely mounted resources. Therefore, answer B is incorrect. 

The mountall command is used to mount local file systems. Therefore, answer D is incorrect. The mount command is used to mount or list currently mounted local file systems and NFS resources. Therefore, answer E is incorrect. 

Question 23

Answer B is correct. The /etc/files can be modified, but the editing may adversely affect the system and is not the best approach. Therefore, answer A is incorrect. The makenisdata and  buildmap commands are not valid. 

Therefore, answers C and D are incorrect. 

Question 24

The correct answer is the rules file. 
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Question 25

The correct answer is  striping. 

Question 26

The correct answer is the unshare command. 

Question 27

The correct answer is the roleadd command. 

Question 28

The correct answer is FNS. 

Question 29

The correct answer is C. The rank order of severity levels, from most to least severe, is emerg, alert, crit, err, warning, notice, info, debug, and none. 

Question 30

The correct answer is A. Answer B is used to configure an NIS client, and answer C is used to configure an NIS slave server. Answers D and E are not valid. 

Question 31

The correct answer is B. The /etc/dfs/dfstab file is used to automatically share NFS resources. Therefore, answer A is incorrect. The /etc/mnttab file lists the currently mounted file systems and NFS resources. Therefore, answer C is incorrect. The /etc/dfs/sharetab file lists the NFS resources currently shared. Therefore, answer D is incorrect. 
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Question 32

The correct answer is the ethers table. 

Question 33

The correct answer is makedbm. 

Question 34

Answer C is correct. The /etc/defaultdomain file is used to store the default system domain. If used, the domain name does not have to be defined after every reboot. Therefore, answer B is incorrect. The domainname command does not support a -p command-line argument. Therefore, answer B is incorrect. 

Question 35

The correct answer is A. ethers contains network client Ethernet addresses associated hostnames. Therefore, answer B is incorrect. timezone contains network client time zone information. Therefore, answer C is incorrect. 

hosts contains system hostnames and IP addresses. Therefore, answer D is incorrect. vfstab contains a list of file systems to be mounted automatically. 

Therefore, answer E is incorrect. 

Question 36

The correct answer is C. The mount command is used to mount the file system. Therefore, answer A is incorrect. The newfs command is used to create a file system after the disk has been formatted. Therefore, answer B is incorrect. The format command is used to format a file system. Therefore, answer D is incorrect. 

Question 37

Answer D is correct. Run level 0 is the power down state. Services are being shut down in this state. Therefore, answer A is incorrect. Run level s is used 21 8699 ch21  11/19/02  10:12 AM  Page 449
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for administration, and users are not allowed to access the system. Therefore, answer B is incorrect. All network services except the NFS server are started at run level 2. Therefore answer C is incorrect. Run level 6 is the reboot state, and the system is being restarted. Therefore, answer E is incorrect. 

Question 38

All the answers are correct. From smallest to largest, they are End User Support, Developer System Support, Entire Distribution, and Entire Distribution Plus OEM System Support. 

Question 39

The correct answer is -b. 

Question 40

The correct answer is /etc/syslog.conf. 

Question 41

The correct answer is D. Answers A and B are not valid. Answer C is the file that contains resources that should be shared automatically during system boot or when the shareall command is used. 

Question 42

The correct answer is A. /dev/vx/dsk is associated with the Volume Manager virtual file systems. Therefore, answer B is incorrect. /dev/md/dsk is associated with Disk Suite virtual file systems. Therefore, answer C is incorrect. 

Answer D is not valid. 

Question 43

The correct answer is syslog or syslogd. 
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Question 44

Answers are A, B, C, and D are correct. All of these keywords can be defined in a profile. The install_type keyword must be defined and must be the first entry in the profile file. 

Question 45

Answer B is correct, because Intel clients typically obtain a bootable image from a local disk or local CD-ROM. Only SPARC clients use TFTP to obtain a bootable image. Therefore, answers A and C are incorrect. Intel clients can be configured to use the Remote Program Load (RPL). The subnet has no impact on use of TFTP; therefore, answer D is incorrect. 

Question 46

A matches 4, B matches 5, C matches 1, D matches 2, and E matches 3. The layers of the TCP/IP Network Model from highest to lowest are as follows: Application, Transport, Network, Data Link, and Physical. 

Question 47

Answer A is correct. Only the read-only (ro) NFS mount option is required to set up failover. Therefore, answers B, C and D are incorrect. 

Question 48

root is the correct answer. The root= list  command-line argument is used to specify a list of clients that have root access. 

Question 49

Answer B, C, and D are correct. The swap command is used to add, list, and delete swap space. The mkfile command is used to create swap space. 

Therefore, answer A is incorrect. 
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Question 50

flar is the correct answer. 

Question 51

Answer B is the correct answer. The ypbind daemon locates NIS servers, not clients. Therefore, answer A is incorrect. The ybind daemon locates NIS

servers on the same subnet, not a different subnet. Therefore answer C is incorrect. The ypbind daemon locates NIS servers, not NIS+ servers. 

Therefore, answer D is incorrect. 

Question 52

user.notice is the correct answer. 

Question 53

Answers are A and D are correct. Privileged operations are not granted via policy.conf. Therefore, answer B is incorrect. The policy.conf grants authorizations and profiles to all users, not to root. Therefore, answer C is incorrect. 

Question 54

The /etc/coreadm.conf file is the correct answer. 

Question 55

Answer D is the correct answer. The command-line argument to enable the savecore procedure is -y. Therefore, answer A is incorrect. The dumpadm command does not support the functions specified in answers B and C. 

Question 56

The log command-line argument is the correct answer. 
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Question 57

Answer B is the correct answer. Answer A is used to specify the NFS Server logging configuration (location of log files and work buffer). Therefore, answer A is incorrect. The files specified in answers C and D are not valid. 

Question 58

Answer B is the correct answer. Answer A is the definition of a volume. 

Therefore, answer A is incorrect. Answer C is the definition of a hot spare pool. Therefore, answer C is incorrect. Answer D is the definition of a state database. Therefore, answer D is incorrect. 
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This appendix is a brief rundown of what you’ll find on the CD-ROM that comes with this book. For a more detailed description of the  PrepLogic Practice Tests,  Preview Edition  exam simulation software, see Appendix B, 

“Using  PrepLogic Practice Tests, Preview Edition  Software.” In addition to the PrepLogic Practice Tests, Preview Edition, the CD-ROM includes the electronic version of the book in Portable Document Format (PDF), several utility and application programs, and a complete listing of test objectives and where they are covered in the book. Finally, a pointer list to online pointers and references are added to this CD. You will need a computer with Internet access and a relatively recent browser installed to use this feature. 

 PrepLogic Practice Tests, Preview Edition

PrepLogic is a leading provider of certification training tools. Trusted by certification students worldwide, we believe PrepLogic is the best practice exam software available. In addition to providing a means of evaluating your knowledge of the Exam Cram material,  PrepLogic Practice Tests, Preview Edition  features several innovations that help you to improve your mastery of the subject matter. 

For example, the practice tests allow you to check your score by exam area or domain to determine which topics you need to study more. Another feature allows you to obtain immediate feedback on your responses in the form of explanations for the correct and incorrect answers. 

 PrepLogic Practice Tests, Preview Edition  exhibits most of the full functionality of the  Premium Edition  but offers only a fraction of the total questions. To get the complete set of practice questions and exam functionality, visit PrepLogic.com and order the  Premium Edition  for this and other challenging exam titles. 

Again, for a more detailed description of the  PrepLogic Practice Tests, Preview Edition  features, see Appendix E. 

Exclusive Electronic Version of Text

The CD-ROM also contains the electronic version of this book in Portable Document Format (PDF). The electronic version comes complete with all figures as they appear in the book. You will find that the search capabilities of the reader comes in handy for study and review purposes. 
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Easy Access to Online Pointers and

References

The Suggested Reading section at the end of each chapter in this Exam Cram contains numerous pointers to Web sites, newsgroups, mailing lists, and other online resources. To make this material as easy to use as possible, we include all this information in an HTML document entitled “Online Pointers” on the CD. Open this document in your favorite Web browser to find links you can follow through any Internet connection to access these resources directly. 
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This Exam Cram includes a special version of PrepLogic Practice Tests—a revolutionary test engine designed to give you the best in certification exam preparation. PrepLogic offers sample and practice exams for many of today’s most in-demand and challenging technical certifications. This special Preview Edition  is included with this book as a tool to use in assessing your knowledge of the Exam Cram material, while also providing you with the experience of taking an electronic exam. 

This appendix describes in detail what  PrepLogic Practice Tests, Preview Edition is, how it works, and what it can do to help you prepare for the exam. Note that although the  Preview Edition  includes all the test simulation functions of the complete, retail version, it contains only a single practice test. The Premium Edition, available at PrepLogic.com, contains the complete set of challenging practice exams designed to optimize your learning experience. 

Exam Simulation

One of the main functions of  PrepLogic Practice Tests, Preview Edition  is exam simulation. To prepare you to take the actual vendor certification exam, PrepLogic is designed to offer the most effective exam simulation available. 

Question Quality

The questions provided in the  PrepLogic Practice Tests, Preview Edition  are written to the highest standards of technical accuracy. The questions tap the content of the Exam Cram chapters and help you to review and assess your knowledge before you take the actual exam. 

Interface Design

The  PrepLogic Practice Tests, Preview Edition  exam simulation interface provides you with the experience of taking an electronic exam. This enables you to effectively prepare yourself for taking the actual exam by making the test experience a familiar one. Using this test simulation can help to eliminate the sense of surprise or anxiety you might experience in the testing center because you will already be acquainted with computerized testing. 

Effective Learning Environment

The   PrepLogic Practice Tests, Preview Edition  interface provides a learning environment that not only tests you through the computer, but also teaches the material you need to know to pass the certification exam. Each question 23 8699 app B  11/19/02  10:07 AM  Page 459
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comes with a detailed explanation of the correct answer and often provides reasons the other options are incorrect. This information helps to reinforce the knowledge you already have and also provides practical information you can use on the job. 

Software Requirements

PrepLogic Practice Tests requires a computer with the following:

➤ Microsoft Windows 98, Windows Me, Windows NT 4.0, Windows 2000, or Windows XP

➤ A 166MHz or faster processor is recommended

➤ A minimum of 32MB of RAM

➤ As with any Windows application, the more memory, the better your performance

➤ 10MB of hard drive space

Installing  PrepLogic Practice Tests, 

 Preview Edition

Install  PrepLogic Practice Tests, Preview Edition  by running the setup program on the  PrepLogic Practice Tests, Preview Edition  CD. Follow these instructions to install the software on your computer:

1. Insert the CD into your CD-ROM drive. The Autorun feature of Windows should launch the software. If you have Autorun disabled, click the Start button and select Run. Go to the root directory of the CD

and select setup.exe. Click Open, and then click OK. 

2. The Installation Wizard copies the  PrepLogic Practice Tests, Preview Edition   files to your hard drive; adds  PrepLogic Practice Tests, Preview Edition   to your Desktop and Program menu; and installs test engine components to the appropriate system folders. 

Removing  PrepLogic Practice Tests, 

 Preview Edition from Your Computer

If you elect to remove the  PrepLogic Practice Tests, ,  Preview Edition  product from your computer, an uninstall process has been included to ensure that it 23 8699 app B  11/19/02  10:07 AM  Page 460
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is removed from your system safely and completely. Follow these instructions to remove PrepLogic Practice Tests, Preview Edition from your computer:

1. Select Start, Settings, Control Panel. 

2. Double-click the Add/Remove Programs icon. 

3. You are presented with a list of software currently installed on your computer. Select the appropriate  PrepLogic Practice Tests, Preview Edition  title you wish to remove. Click the Add/Remove button. The software is then removed from you computer. 

Using  PrepLogic Practice Tests, Preview

 Edition

PrepLogic is designed to be user friendly and intuitive. Because the software has a smooth learning curve, your time is maximized, as you will start practicing almost immediately.  PrepLogic Practice Tests, Preview Edition  has two major modes of study: Practice Test and Flash Review. 

Using Practice Test mode, you can develop your test-taking abilities, as well as your knowledge through the use of the Show Answer option. While you are taking the test, you can reveal the answers along with a detailed explanation of why the given answers are right or wrong. This gives you the ability to better understand the material presented. 

Flash Review is designed to reinforce exam topics rather than quiz you. In this mode, you will be shown a series of questions, but no answer choices. 

Instead, you will be given a button that reveals the correct answer to the question and a full explanation for that answer. 

Starting a Practice Test Mode Session

Practice Test mode enables you to control the exam experience in ways that actual certification exams do not allow:

➤ Enable Show Answer Button—Activates the Show Answer button, allowing you to view the correct answer(s) and a full explanation for each question during the exam. When not enabled, you must wait until after your exam has been graded to view the correct answer(s) and explanation(s). 
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➤ Enable Item Review Button—Activates the Item Review button, allowing you to view your answer choices, marked questions, and facilitating navigation between questions. 

➤ Randomize Choices—Randomize answer choices from one exam session to the next; makes memorizing question choices more difficult, therefore keeping questions fresh and challenging longer. 

To begin studying in Practice Test mode, click the Practice Test radio button from the main exam customization screen. This will enable the options detailed above. 

To your left, you are presented with the options of selecting the pre-configured Practice Test or creating your own Custom Test. The pre-configured test has a fixed time limit and number of questions. Custom Tests allow you to configure the time limit and the number of questions in your exam. 

The  Preview Edition  included with this book includes a single pre-configured Practice Test. Get the compete set of challenging PrepLogic Practice Tests at PrepLogic.com and make certain you’re ready for the big exam. 

Click the Begin Exam button to begin your exam. 

Starting a Flash Review Mode Session

Flash Review mode provides you with an easy way to reinforce topics covered in the practice questions. To begin studying in Flash Review mode, click the Flash Review radio button from the main exam customization screen. 

Select either the pre-configured Practice Test or create your own Custom Test. 

Click the Best Exam button to begin your Flash Review of the exam questions. 

Standard  PrepLogic Practice Tests, Preview

 Edition Options

The following list describes the function of each of the buttons you see. 

Depending on the options, some of the buttons will be grayed out and inac-cessible or missing completely. Buttons that are accessible are active. The buttons are as follows:

23 8699 app B  11/19/02  10:07 AM  Page 462

462

Appendix B

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

➤ Exhibit—This button is visible if an exhibit is provided to support the question. An exhibit is an image that provides supplemental information necessary to answer the question. 

➤ Item Review—This button leaves the question window and opens the Item Review screen. From this screen you will see all questions, your answers, and your marked items. You will also see correct answers listed here when appropriate. 

➤ Show Answer—This option displays the correct answer with an explanation of why it is correct. If you select this option, the current question is not scored. 

➤ Mark Item—Check this box to tag a question you need to review further. 

You can view and navigate your Marked Items by clicking the Item Review button (if enabled). When grading your exam, you will be notified if you have marked items remaining. 

➤ Previous Item—This option allows you to view the previous question. 

➤ Next Item—This option allows you to view the next question. 

➤ Grade Exam—When you have completed your exam, click this button to end your exam and view your detailed score report. If you have unanswered or marked items remaining you will be asked if you would like to continue taking your exam or view your exam report. 

Time Remaining

If the test is timed, the time remaining is displayed on the upper right corner of the application screen. It counts down the minutes and seconds remaining to complete the test. If you run out of time, you will be asked if you want to continue taking the test or if you want to end your exam. 

Your Examination Score Report

The Examination Score Report screen appears when the Practice Test mode ends—as the result of time expiration, completion of all questions, or your decision to terminate early. 

This screen provides you with a graphical display of your test score with a breakdown of scores by topic domain. The graphical display at the top of the screen compares your overall score with the PrepLogic Exam Competency Score. 
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The PrepLogic Exam Competency Score reflects the level of subject competency required to pass this vendor’s exam. While this score does not directly translate to a passing score, consistently matching or exceeding this score does suggest you possess the knowledge to pass the actual vendor exam. 

Review Your Exam

From Your Score Report screen, you can review the exam that you just completed by clicking on the View Items button. Navigate through the items viewing the questions, your answers, the correct answers, and the explanations for those answers. You can return to your score report by clicking the View Items button. 

Get More Exams

Each   PrepLogic Practice Tests, Preview Edition  that accompanies your Exam Cram contains a single PrepLogic Practice Test. Certification students worldwide trust PrepLogic Practice Tests to help them pass their IT certification exams the first time. Purchase the  Premium Edition  of PrepLogic Practice Tests and get the entire set of all new challenging Practice Tests for this exam. PrepLogic Practice Tests—Because You Want to Pass the First Time. 

Contacting PrepLogic

If you would like to contact PrepLogic for any reason, including information about our extensive line of certification practice tests, we invite you to do so. 

Please contact us online at http://www.preplogic.com. 

Customer Service

If you have a damaged product and need a replacement or refund, please call the following phone number:

800-858-7674

Product Suggestions and Comments

We value your input! Please email your suggestions and comments to the following address:

feedback@preplogic.com
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License Agreement

YOU MUST AGREE TO THE TERMS AND CONDITIONS OUT-

LINED IN THE END USER LICENSE AGREEMENT (“EULA”)

PRESENTED TO YOU DURING THE INSTALLATION PROCESS. 

IF YOU DO NOT AGREE TO THESE TERMS DO NOT INSTALL

THE SOFTWARE. 
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absolute file permissions mode

with a default permission (mask). In

A numeric notation used to repre-

addition to supporting the standard

sent the standard file permissions

read/write/execute permission for

for owner, group, and other. The

owner, group, and other, ACLs can

access mode of a file is determined

be used to set read/write/execute

by adding these absolute modes. 

permissions for additional user

The following lists the absolute file

accounts and group accounts and to

permission modes:

define a mask capability that controls

the maximum allowed permissions

➤ 001—Other execution

given to user and group accounts. 

➤ 002—Other write

The ACL for a directory includes

➤

default entries that determine the

004—Other read

permissions assigned to files and

➤ 010—Group execution

subdirectories created under the

➤

directory. The setfacl(1M) com-

020—Group write

mand is used to set ACLs, and the

➤ 040—Group read

getfacl(1M) command is used to

➤

display ACLs. 

100—User execution

➤ 200—User write

Address Resolution Protocol (ARP)

A protocol used to map from an IP

➤ 400—User read

address to an Ethernet address. 

Access Control List (ACL)

Admintool

Solaris 9 extends the standard Unix

An administrative tool used to man-

file permissions by adding an Access

age user and group accounts, install

Control List capability. ACLs pro-

software packages, and manage

vide the ability to add permissions

printers. 

for specific users and groups, along
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aliasing

AutoFS map

The ability of a shell to assign a

A file used to configure the AutoFS

name or an alias to a set of com-

service. The three types of AutoFS

mands and to use the alias to exe-

maps are the /etc/auto_master file

cute the commands. 

that identifies other maps, direct

maps that identify full pathnames

architecture

to mount points and associated

The variation of the platform. For

NFS resources, and indirect maps

SPARC platforms, this includes

that identify partial pathnames to

types such as sun4u, sun4c, and

mount points and associated NFS

sun4m. 

resources. 

authentication

Berkeley Software Distribution

A method for restricting access to a

(BSD)

remote system by making the users

The version of the Unix operating

identify themselves by use of logins

system developed by the University


and passwords. 

of California at Berkeley. 

authorization (for NIS+)

boot server

A method to restrict the operations

A network server that provides the

that a user can perform on the

files necessary to boot an install

remote system once the user has

client over the network during an

gained access (been authenticated)

over-the-network installation. After

based on her or his identity. 

an install client has booted, the

authorization (for Role-Based

boot server has completed its 

Access Control)

function. The remainder of the

The right to perform restricted

installation is supported by an

administrative functions such as

install server. Typically, an install

shutting down the system. 

server and a boot server reside on

the same system. However, if

AutoClient

install clients are on a different

A type of network client that uses a

subnet from an install server, a

small local disk for swap space and

boot server must be set up on the

a cached copy of the root and user

same subnet as the install clients. 

file systems. 

Bourne shell

AutoFS

A Unix shell developed by Steven

A network service and type of file

Bourne from AT&T Bell Labs. It

system. AutoFS resources are

is referred to as  sh. The Bourne

mounted automatically when an

shell is the default shell for the

attempt is made to access them and

Solaris operating system. 

are then unmounted automatically

after a period of being idle. 
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C shell

same physical disk or on several

A Unix shell developed at the

physical disks. The slices also can

University of California at Berkeley. 

be of different sizes. The slices are

It is referred to as  csh  and is based

addressed in a sequential manner; 

on the C programming language. 

that is, as space is needed, it is allo-

cated from the first slice in the

CacheFS

concatenation. Once this space is

A storage service and a type of file

completely used, space is allocated

system. CacheFS is used to locally

from the second slice, and so on. 

store a copy of a remote NFS

resource or a CD-ROM file sys-

crontab files

tem. This allows faster access and

Files stored under

less network traffic. 

/var/spool/cron/crontabs that

specify commands to be executed

client

along with a time and frequency of

A networked computer system that

execution. Commands can be exe-

uses services provided by a server. 

cuted daily, weekly, or monthly at

client/server

any time of the day. A crontab

entry consists of six fields separated

An operation model used by com-

by spaces or tabs. An asterisk (*) is

puter systems on which services are

used as a placeholder in a field that

provided on a server and accessed by

is not used. The following are the

one or more clients via a network. 

fields of a crontab entry:

client-side failover

➤ minute—This field specifies the

Automatic switch to another NFS

minutes of the hour. The values

server that provides a “replicated” 

can be 0–59. 

copy of a resource when the original

NFS server becomes unavailable. 

➤ hour—This field specifies hours

of the day. The values can be

Common Desktop Environment

0–23. 

(CDE)

➤ day—This field specifies the day

The standard graphical user inter-

of the month. The values can be

face of the Solaris OE. 

1–31. 

concatenated striped virtual

➤ month—This field specifies the

device

month of the year. The values

A striped virtual device that has been

can be 1–12. 

expanded by concatenating addition-

al slices to the end of the device. 

➤ weekday—This field specifies the

day of the week. The values can

concatenated virtual device

be 0–6 (0=Sunday). 

A device consisting of two or more

➤ command—This field specifies the

slices. The slices can be on the

command to execute. 
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csh

default printer

See C shell. 

The printer used for a print request

if no printer is specified. The two

Custom JumpStart

types of default printers are a  system

An automated installation method

 default printer  and a  user/application-

that uses a predefined rules file and

 defined default printer. 

one or more profile files to deter-

mine the system configuration to

device aliases

install, depending on architecture, 

An OpenBoot feature that allows

equipped hardware, or other

assigning a short, easy-to-use name

defined characteristics. These files

to a full physical device pathname. 

are located in the JumpStart

Configuration directory. 

device driver

Software modules that interface

daemon

with physical resources and under-

A task or process that appears to be

stand how to communicate with

executing all of the time (and typi-

hardware devices and control their

cally provides a service on-

operation. Typically, each device

demand). Once started, the process

has a unique driver that is provided

runs until it is manually stopped or

with the hardware and identified by

the system is shut down. Examples

hardware manufacturer, model, and

of daemons are inetd, cron, and

sometimes hardware version. 

nfsd. 

direct map

data set

A type of AutoFS configuration file

A grouping of data on a magnetic

that identifies the full path to mount

tape. 

points and associated NFS resources. 

dataless client

directory

A type of network client that uses a

A folder used to organize files. 

small local disk for swap space and

a root file system. Other file sys-

disk group

tems are accessed remotely. 

A collection of Volume Manager

(VM) disks that share a common

default file permissions

configuration. 

When a file is created, a set of

default permissions is assigned to

disk label

it. The default permissions are

See volume table of contents. 

defined using the umask(1M) com-

diskless client

mand and are typically added to

A type of network client that does

the user’s login initialization file to

not have any local storage, so all

provide a consistent permission

file systems along with swap space

mask. 

are accessed remotely over the net-

work. 
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domain

mirroring and several RAID con-

A group of systems managed as a

figurations, it provides statistics

single entity using a name service

and dynamic tuning capability. 

such as NIS, NIS+, or DNS. 

/etc files

Domain Name Service (DNS)

The original name service provided

The name service used on the

with the Unix operating system. 

Internet to resolve hostnames to IP

Information about other systems

addresses and IP addresses to host-

and other network configuration

names. 

information is stored in files locat-

ed under the /etc directory. 

duplexing

The technique for copying data

Ethernet address

being written from an online device

A unique 48-bit data link layer

to an offline device. This provides a

address of a network interface. Also

real-time backup of data that can be

referred to as a hardware address, 

brought online to replace the origi-

physical address, or Media Access

nal device in the event that it fails. 

Control (MAC) address. 

Each disk has its own controller. 

extended file permissions

Dynamic Host Configuration

See Access Control List (ACL). 

Protocol (DHCP)

Federated Naming Service (FNS)

A protocol used by DHCP clients

to request host configuration infor-

A name service that conforms to

mation from a DHCP server. The

the X/Open Federated Naming

requested information includes IP

Specification (XFN). 

address, subnet mask, default

field-replaceable unit (FRU)

router(s), and so on. 

An AutoClient or diskless client

Dynamic Reconfiguration

that can be easily replaced. 

A system capability that supports

file

hot-plugging by allowing the sys-

A group of bytes treated as a unit

tem to recognize the new hardware

for storage, retrieval, and manipu-

(or even software) configuration

lation. 

without rebooting the system. 

file access modes

End of File (EOF) mark

See standard file permissions. 

The mark placed on a magnetic

tape to signify the end of a file or

file server

set of records. 

A networked standalone system

used to provide remote access to

Enterprise Volume Manager

shared or common data. 

A virtual disk management system. 

In addition to supporting disk 
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file system

host

A logical collection of files and

A computer system that provides

directories contained in a partition. 

resources to locally and/or remote-

It can be treated as a single entity

ly logged-on users. 

when making it available for use

(mounting), checking, and repair-

hostname

ing. The following summarizes the

A name assigned to a host. To pro-

default Solaris 9 file systems:

vide interoperability on the

Internet, the hostname should con-

➤ root (/)—The top of the hier-

form to RFC 952, DOD Internet

archical file system tree; con-

Host Table Specification. 

tains critical system files, such as

the kernel and device drivers

hot-plugging

A hardware capability that allows

➤ /usr—System files, such as

system components to be changed

commands and programs, for

without shutting down the system. 

administering and using the sys-

tem

hot relocation

➤

The process that the Volume

/home—User home directories; 

on some systems, it might be

Manager uses to reconstruct a

failed subdisk on a spare disk or

/export/home or a network-

based file system

free space within a disk group and

then substitute the rebuilt subdisk

➤ /var—System files to change or

for the failed subdisk. 

grow, such as logs, queues, and

spooling areas

hot spare

A disk slice that DiskSuite auto-

➤ /opt—Third-party software and

matically substitutes for a slice that

applications

has failed. 

➤ /tmp—Temporary files cleared

each time the system boots

hot spare pool

A collection of hot spares managed

➤ /proc—Information on active

by DiskSuite. 

processes

indirect map

group account

A type of AutoFS configuration file

A unique name and associated

that identifies partial pathnames to

group ID used to manage a collec-

mount points and associated NFS

tion of user accounts. 

resources. The partial pathnames

are relative to the directory identi-

group ID (GID)

fied in the /etc/auto.master file. 

A unique numeric ID assigned to a

group account used for group own-

initialization file templates

ership and permissions. 

Login and shell startup initializa-

tion files for each user account are
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copied from templates under the

➤  Shell startup initialization file—

/etc/skel directory when the

There is no shell startup file for

home directory for the user

sh. The shell startup file for csh

account is created. The following

is .cshrc, and the file for ksh is

are the available templates:

user-defined. 

➤ /etc/skel/local.cshrc—csh

➤  Logout file—There is no logout

shell startup file

file for sh or ksh. The logout

➤

file for csh is .logout. 

/etc/skel/local.login—csh

login initialization file

install client

➤ /etc/skel/local.profile—ksh

A system that will be installed over

and sh login initialization file

the network. Basic information

about the install clients needs to be

initialization files

available through a name service

Several initialization files are asso-

(NIS/NIS+) or in the files under

ciated with each user account home

the /etc directory on the install or

directory. These files are used to

boot server. 

specify commands to be executed

when the associated event occurs. 

install server

Depending on the login shell being

A network server that provides the

used, there might be a login initial-

distribution files necessary for the

ization file, a shell startup file, or a

installation of the Solaris operating

logout file. Commands in the login

system on an install client during

initialization file are executed when

an over-the-network installation. 

the user logs in. All three common

The files can be provided directly

shells provide a login initialization

from the Solaris distribution CD

file. Commands in the shell startup

mounted in a local CD-ROM drive

file are executed whenever the

or from the local hard disk. 

logged-in user starts a shell. Both

installation

csh and ksh provide this capability. 

The four installation methods are

The ENV parameter is used to

SunInstall, WebStart, JumpStart, 

define the ksh shell startup initial-

and Custom JumpStart. All four

ization file. Only csh provides a file

methods can use either a local 

for automatic execution of com-

CD-ROM or over-the-network

mands when a user logs out. The

installation resources to obtain the

following are the various initializa-

distribution files. The installation

tion files:

process is divided into three phas-

➤  Login initialization file—The

es: system configuration, system

login initialization file for sh and

installation, and post-installation. 

ksh is .profile. The file for csh is

.login. 
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instance name

JumpStart configuration directory

Abbreviated names that are

A directory that contains the files

mapped to or associated with the

used to customize a JumpStart

physical device names of devices. 

installation. It provides a means to

These allow devices to be quickly

automate the system configuration

and easily identified without

phase of an installation for groups

requiring the use of the long and

of similar systems. This directory

typically complicated physical

can reside either on a floppy disk, 

device names. An instance name

referred to as a  profile disk, or on a

typically consists of a short driver

network server, referred to as a  pro-

binding name and an instance

 file server. The two basic types of

number. The mapping of physical

files in the JumpStart directory are

device names (also known as  full

a rules file and one or more profile

 device pathnames) with instance

files. 

names is accomplished using the

kernel

/etc/path_to_inst file. 

A collection of software that man-

interprocess communication

ages the physical and logical

The cooperative communication

resources of a computer. These

between processes. 

management services include con-

trolling the allocation of memory

IP address

and other storage devices, control-

A unique 32-bit (4-byte or 4-octet)

ling the access to peripheral

address assigned to a networked

devices (input/output), and con-

computer using the IP addressing

trolling the scheduling and execu-

scheme as defined by Internet RFC

tion of processes or tasks. It is one

1700, Assigned Numbers. The IP

of the three parts of an operating

address consists of four numbers

system (the other parts are the

between 0 and 255 and typically is

shell and the file system). 

written in dotted decimal notation, 

such as 192.168.99.27. The IP

kernel modules

addresses are grouped into five net-

Kernel software divided into

work classes on the basis of the

groups of related functions. Some

value of the first octet. 

modules are part of a small, com-

mon core of the operating system, 

JumpStart

some modules provide platform-

An automated installation process

specific operations, and some are

that uses standardized configura-

device drivers. This architecture

tions based on system architecture

allows portions of the kernel to be

and hardware to determine the sys-

included or excluded on the basis

tem configuration to install. 

of the desired functionality or

allows portions of the kernel to be

updated without replacing the
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entire kernel. The device drivers

the /dev directory, and the

are loaded when the device is

/dev/dsk subdirectory identifies

accessed. 

the device as a block disk device

(the /dev/rdsk subdirectory indi-

Korn shell

cates a raw disk). 

A version of the Unix shell devel-

oped by David Korn from AT&T

m4 macro

Bell Labs and referred to as  ksh. It

An interpreted command syntax

combines the best features of the

used to control the execution of

Bourne shell and the C shell. 

conditional statements. 

Lightweight Directory Access

mandatory locking

Protocol (LDAP)

A special file permission that pre-

A common protocol used by many

vents a program from reading or

vendors to provide access to direc-

writing a file while another pro-

tory services. 

gram has a file open. 

Line Printer (LP) Service

memory management

A service that allows users to print

Involves keeping track of available

files. It provides the ability to add, 

memory, allocating it to processes

modify, and delete printer defini-

as needed, and reclaiming it as

tions; provides print scheduling; 

processes release it or terminate. 

and supports both local and remote

printers. 

mirroring

The technique of copying data

local printer

being written to an online device

A printer attached directly to the

to an offline device. This provides

local system by means of a serial or

a real-time backup of data that can

parallel communication port. 

be brought online to replace the

original device in the event that the

localhost

original device fails. Typically, the

The loopback IP address for the

two disks share the same controller. 

local system; typically 127.0.0.1, 

but can be any address starting

mount

with 127. 

The process of associating a file

system or NFS resource with a

logical device name

directory (mount point) so that it

A naming convention used to iden-

can be accessed by users and pro-

tify disk, tape, and CD-ROM

grams. 

devices and provide either raw

access (one character at a time) or

mount point

block access (via a buffer for

A directory in a mounted file sys-

accessing large blocks of data). All

tem that serves as an access point

logical device names reside under

for another file system. 
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multitasking

Network Information Service

The ability to execute more than

(NIS)

one process or task at a time. 

A name service that stores informa-

tion in maps and makes it available

multi-user

to NIS clients that request it. 

The ability of a system to support

multiple simultaneous users. 

Network Information Service Plus

(NIS+)

name service

An enhanced version of NIS that

A network service that provides a

stores information in tables. 

centralized location for information

Security is provided using authenti-

used by users and systems to com-

cation and authorization. 

municate with each other across the

network. The name service not

NFS client

only stores the information but also

A system that mounts remote NFS

provides mechanisms to manage

resources made available by NFS

and access that information. 

servers via the network. 

name service switch

NFS server

A configuration file that is used to

A system that shares NFS

select which name services to use

resources so that they can be

and in what order. 

accessed via the network. 

namespace

NIS client

A collection of information regard-

A system configured to use NIS as

ing systems within the domain of a

a name service. 

name service. 

NIS map

network client

A file used by an NIS server to

A system that contains little to no

store a particular type of informa-

local storage space. Some or all of

tion. 

the necessary files for booting and

operation are accessed remotely via

NIS master server

the network. 

The NIS server that is the master

for a domain. It maintains the

Network File System (NFS)

maps that define the namespace. 

A network service and type of file

system. This service allows local

NIS slave server

storage, such as file systems, to be

An NIS server that provides load

accessible by other systems via the

sharing and redundancy in the

network. The version 3 of the NFS

event that the NIS master server

protocol is defined by RFC 1813. 

fails. It obtains copies of the NIS

maps from the master server. 
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NIS+ client

OpenBoot

A system configured to use NIS+

The standard firmware for Sun

as a name service. 

Systems. OpenBoot is used to boot

the operating system, run diagnos-

NIS+ master server

tics, and modify boot-related

The NIS+ server that is the master

parameters stored in nonvolatile

for a domain. It maintains the

RAM (NVRAM), and provides a

tables that define the namespace. 

Forth interpreter. OpenBoot

NIS+ replica

firmware pertains only to SPARC

An NIS+ server that provides

platforms, but some limited func-

redundancy in the event that the

tionality is available on Intel x86

NIS+ master server fails. It obtains

platforms. 

copies of the NIS+ tables from the

operating system release

NIS+ master server. 

The version of an operating sys-

NIS+ table

tem, such as 8 or 9 for Solaris. 

A file used by an NIS+ server to

operating system (OS) server

store a particular type of informa-

A network server that provides net-

tion. 

work clients access to operating

Nonvolatile Random Access

system files as required. 

Memory (NVRAM)

operating system (OS) service

Area of memory used to store

A set of files needed to support a

OpenBoot parameters that is not

particular network client. An OS

affected by powering down or

service is identified and configured

rebooting the system. 

for a combination of platform, sys-

Open System Interconnection

tem architecture, and OS release. 

(OSI) Network Model

over-the-network installation

The network model developed by

Solaris can be installed over the

the International Standards

network using an install server that

Organization (ISO) consisting of

has either the Solaris distribution

seven layers of services. Each layer

CD in its CD-ROM drive or a

is responsible for handling a differ-

copy of the files from the Solaris

ent aspect of network communica-

distribution CD on its hard disk. A

tion. 

boot server may also be required. 

OpenWindows

partition

A graphical user interface. 

A contiguous collection of disk sec-

tors as defined by the partition

table. Once a partition is defined in

the partition table, a file system can

be created within the partition. 
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partition table

platform

A table in the VTOC that contains

The particular type of hardware—

an entry for each partition on the

either SPARC or Intel x86 

disk. The following describes the

compatible. 

fields of the partition table:

plex

➤  Partition Name—Single hexadec-

A collection of Volume Manager

imal character used as a name

subdisks organized to support vari-

for the partition (0 through f)

ous levels of RAID. 

➤  Tag—Intended use of the parti-

post-installation phase

tion; obsolete

The installation phase when any

➤  Flags—A value of 1 indicates

appropriate patches and applications

that the partition is not mount-

are installed or when custom con-

able; a value of 10 indicates that

figurations such as user accounts

the partition is read-only; obso-

and environments are set up. 

lete

preconfigured system information

➤  First Sector—Number of the first

There are two methods for precon-

sector in the partition

figuring system information: using

➤  Sector Count—Number of sec-

the sysidcfg file and using a name

tors in the partition

service. 

➤  Last Sector—Number of the last

print client

sector assigned to the partition

A system that sends its print

➤

requests to a print server. Solaris

 Mount Directory—The directory

2.x, Solaris 7, Solaris 8, SunOS 4.x, 

where the partition (actually, the

SunOS 5.x, and HP-UX systems

file system) was last mounted

are supported as print clients. 

password aging

print model

The parameters of the /etc/shadow

A script that defines how the LP

file determine the password aging

Print Service interfaces with print-

policy. These parameters enforce a

ers. The print model is responsible

policy for protecting the integrity

for initializing the printer port and

of passwords. 

the printer based on information

provided by the terminfo database, 

physical device name

printing a banner page and print-

The name assigned to a device

ing multiple copies. Generic print

based on the system bus that it is

models are provided with the

attached to and where on the bus it

Solaris operating system. To make

is attached. The name represents

full use of printer capability, a

its location on the device tree. 

model might be provided with the
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printer, or a custom model can be

process

written. The default print model

A task or program currently being

for a local printer is

executed by the computer system. 

/etc/lp/model/standard, and the

default model for a remote printer

profile (role-based access 

is 

control)

/etc/lp/model/netstandard. 

A mechanism used to assign

print queue

authorizations and privileged oper-

A list of print requests waiting to

ations to roles. 

be printed. By default, the print

requests will be printed in the

profile disk

order they were submitted, unless

A disk that contains the JumpStart

commands are used to modify print

configuration directory; that is, a

request priorities. 

rules file and one or more profile

files. 

print request

One or more files submitted to a

profile file

print queue to be printed. 

A text file that defines how to

install the Solaris 9 software on a

print server

system using JumpStart. Like the

A system that has a local printer

rules file, a profile file contains

attached to it and makes it available

keywords and associated values that

to other systems on the network. 

guide the installation. Stored either

on a floppy disk or an NFS

printer class

resource. 

A group of one or more printers

assigned to a printer class name. 

profile server

When a print request is submitted

Provides access to a custom

to a printer class instead of a print-

JumpStart configuration directory

er, the first available printer in the

over the network and eliminates

class is used to print the request. 

the need to create and distribute

multiple profile disks during instal-

Printer Manager

lation of large numbers of systems. 

A graphical tool included with

AdminSuite that is used to define

pseudo file system

and configure local and remote

A memory-based file system. 

printers. 

RAID

privileged operation

Redundant Array of Inexpensive

A Solaris command that is executed

Disks. The following are the vari-

with the UID and/or GID set to

ous RAID levels:

the appropriate value to allow

➤ 0—Striping or concatenation

proper operation. 

➤ 1—Mirroring and duplexing
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➤ 0+1—Striping then mirroring

remote printer

(striped disks that are mirrored)

A printer attached to a system (or

➤

network interface device) that

2—Hamming Error Code

functions as a print server. 

Correction (ECC); used to

Accessing a remote printer from a

detect and correct errors

local system requires defining the

➤ 3—Bit-interleaved striping with

local system as a print client to the

parity information (separate disk

remote printer. 

for parity)

Request for Comment (RFC)

➤ 4—Block-interleaved striping

A document used to publish 

with parity information (sepa-

networking-related policies and

rate disk for parity)

protocols so that interested parties

➤ 5—Block-interleaved striping

can submit comments and recom-

with distributed parity informa-

mend changes. After a period of

tion

time, the RFC is typically adopted

as an Internet standard by the U.S. 

➤ 6—Block-interleaved striping

government and industry. 

with two independent distrib-

Protocols such as TCP/IP and

uted parity schemes

NFS have been defined by RFCs. 

➤ 7—Block-interleaved striping

with asynchronous I/O transfers

Reverse Address Resolution

and distributed parity informa-

Protocol (RARP)

tion

A protocol used to map from an

Ethernet address to an IP address. 

➤ 1+0—Mirroring then striping

(mirrored disks that are

role

stripped)

A special type of user account pro-

vided by the Role-Based Access

remote authentication database

Control mechanism to grant a set

Used to determine which remote

of superuser privileges to perform

hosts and users are considered as

some administrative tasks. 

being trusted. The rlogin, rsh, 

Role-Based Access Control

and rcp commands use the remote

(RBAC)

authentication database. This data-

A mechanism used to grant access

base consists of two types of files:

to privileged operations or com-

the /etc/host.equiv file, which

mands to accounts as needed to

applies to the entire system, and

perform a task. 

the .rhosts files, which apply to

individual user accounts and are

rules file

located in the home directories of

A text file that contains an entry or

user accounts. 

rule for each system or group of

systems that are to be automatically
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installed. Each rule identifies the

UID of the program owner. The

system (or group of systems) based

setuid permission has an absolute

on one or more attributes and

mode of 4000 and a symbolic mode

identifies a unique profile file that

of s. 

provides the configuration details

for that system or group of sys-

sh

tems. Each rule consists of one or

See Bourne shell. 

more keywords and values followed

share

by the name of the profile file. 

The process of making an NFS

run control (RC) script

resource available for mounting by

A shell script (typically Bourne)

remote NFS clients. 

written to start and stop various

shell

processes and services. An rc script

A software module that provides

is usually written in two portions: a

the interface between users and the

start portion and a stop portion. 

kernel. It’s one of the three parts of

The appropriate portion is execut-

an operating system (the other

ed when the system is booted or

parts are the kernel and the file

shut down. 

system). 

Small Computer System Interface

signal

(SCSI)

A notification sent to a process to

A bus-based peripheral device con-

indicate an event or an action that

nection mechanism typically used

should be performed. Signals are

for disk drives and tape drives. 

used to terminate processes. The

server

following shows the most frequent-

A computer system that provides

ly used signals to terminate a

resources to remote clients. 

process:

➤ SIGHUP—This is a hang-up. It

setgid

has a value of 1. 

A special file access mode that sets

the effective GID of the user

➤ SIGINT—This is an interrupt. It

account executing a program to the

has a value of 2. 

GID of the program group owner. 

➤ SIGKILL—This is a kill. It has a

The setgid permission has an

value of 9. 

absolute mode of 2000 and a sym-

bolic mode of s. 

➤ SIGTERM—This is a terminate. It

has a value of 15. 

setuid

A special file access mode that sets

slice

the effective UID of the user

See partition. 

account executing a program to the
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software cluster

➤  Entire Distribution—All files

A logical grouping of software

included with the Solaris 9 dis-

packages. Clusters are necessary

tribution. Consists of the

because some software is distrib-

Developer System Support plus

uted in more than one package, but

AnswerBook2 (online Web-

all the packages need to be distrib-

based documentation), enhanced

uted and installed as a unit. 

security features (including disk

quotas and system accounting), 

software configuration cluster

and enhanced network support, 

See software group. 

including UUCP, DHCP server, 

software group

PPP, and NIS. 

A collection of software clusters. 

➤  Entire Distribution Plus OEM

Depending on the intended use of

 System Support—Includes mod-

the system, the most appropriate

ules and drivers for optional

software group should be selected

hardware components. Consists

for installing an operating system. 

of the Entire Distribution plus

The following are the five software

PCI drivers and Sun

groups:

FastEthernet and FastWide

➤

SCSI adapter drivers. 

 Core—Minimum files required

for the operating system. 

software package

➤  End User Support System—This

An easily installable collection of

is the typical configuration for a

Solaris 9 system and application

system that supports general

software. These packages consist of

users. Consists of the Core soft-

files and directories and can be

ware group plus windowing

copied onto the system from CD-

software (Common Desktop

ROM or magnetic tape as a single

Environment [CDE] and

compressed file and then uncom-

OpenWindows), basic network-

pressed for installation. Included

ing and printer support, stan-

with the package is information

dard Unix and patch utilities, 

regarding the package, such as title, 

and the Java Virtual Machine. 

storage requirements, and version. 

➤  Developer System Support—

Also included are any custom

Intended as a software develop-

scripts needed to properly install

ment environment. Consists of

the software. 

the End User Support System

software patch

plus programming tools and

An easily installable collection of

libraries; Extended terminal, X, 

files and directories intended to

and kernel probing support; 

update or fix a problem with an

CDE/Motif developer software

installed software package. 

and runtimes; and online 

manual pages. 
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SPARC

and subdirectories. This is especial-

A computer architecture developed

ly useful for the /tmp directory, 

by Sun Microsystems that uses a

which is available from any user

reduced instruction set processor. 

account. The sticky bit permission

It provides superior performance

has an absolute mode of 1000 and a

over processors that operate using

symbolic mode of t. 

a standard instruction set. 

striped virtual device

standalone system

A device consisting of two or more

A system that has local disk space

slices. The slices can be on the

used to store all operating system

same physical disk or on several

files, applications, and user data. 

physical disks. The slices also can

This includes the root (/), /usr, 

be of different sizes. The slices are

/export/home, and /var file sys-

addressed in an interleaved man-

tems. Likewise, it provides local

ner. That is, as space is needed, it is

swap for the system’s virtual mem-

allocated as a block from the first

ory. A standalone system can func-

slice, and then a block from the

tion autonomously and can be

second slice, and so on. 

either networked or non-

subdisk

networked. 

The basic unit used by the Volume

standard file permissions

Manager to allocate storage. It is a

Files and directories can have read, 

portion of the public region of a

write, and execution permissions. 

VM disk. 

Permissions can be assigned to

subnet mask

three classes of system accounts:

the user account that owns the file, 

A mask used to separate the net-

the group account that has group

work portion of an IP address from

permissions, and everyone else. 

the host portion. See network

These are referred to as user, 

classes. 

group, and other permissions. The

SunInstall

read, write, and execution for user, 

An interactive OpenWindows

group, and other can be set inde-

installation program that can be

pendently of one another. 

used to install the Solaris 9 soft-

sticky bit

ware but does not support installa-

A special file permission that, when

tion of copackaged software. 

set on a directory that allows write

superuser (root)

permission for everyone, allows

A special administrative account

only the user account that created

that provides the ultimate in terms

the files and subdirectories under

of access to data and services, as it

that directory to remove those files

can override any file permissions

on the system. 
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swap space

syslog actions

Disk space used as virtual memory. 

The action that should be per-

Swap space can be on a local disk

formed when a syslog message of

or a remote disk that is accessed via

the identified source.priority is

the network. 

received by the syslogd daemon. 

The following actions can be

switch

defined in the /etc/syslog.conf

A container of the Front Panel that

file:

contains controls and is located in

the center of the main panel. 

➤ /filename—The identified 

syslog messages will be append-

symbolic file permission mode

ed to the specified file (must

An alphabetic notation used to rep-

begin with a slash [/] character). 

resent the standard file permissions

➤ @host—The identified syslog

for owner, group, and other. Read

messages will be forwarded to

access is represented by the letter

the syslogd daemon on the

r, write by the letter w, and execu-

specified remote host (must

tion by the letter x. 

begin with an at [@] character). 

sysadmin group

➤  login account—The identified

User accounts that are a member

syslog messages are written to

of the sysadmin group (numerical

the standard out (typically the

group 14) can perform some select-

monitor) associated with the

ed system administration activities

specified login account if the

using admintool(1M) without being

account is currently logged onto

granted full superuser privileges. 

the system. Multiple login

This allows basic system adminis-

accounts can be specified (sepa-

tration (adding and deleting users, 

rated by commas). 

printers, software, and so on) to be

performed by more than one per-

➤ *—The identified syslog mes-

son without compromising system

sages are written to the standard

security. 

output (typically the user’s ter-

minal) of all login accounts cur-

syslog

rently logged onto the system. 

A facility used to collect messages

from system programs and applica-

syslog priority levels

tions. These messages are identi-

A syslog message can be identified

fied by a source facility and priority

by priority level or severity. This

level. The /etc/syslog.conf file

provides a second mechanism (with

assigns an action with each combi-

finer granularity) for handling mes-

nation of source and priority level. 

sages on the basis of importance. 

The following lists the keywords

used in the /etc/syslog.conf to
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identify the severity of messages

➤ lpr—The line printer spooling

and control handling. These key-

system

words are ordered on the basis of

➤  local0-7—As defined locally

severity (from most to least severe):

➤ mail—System mail

➤ emerg—Panic conditions

➤ mark—Timestamp produced by

➤ alert—Conditions that need

syslogd(1M)

immediate attention

➤ news—The USENET network

➤ crit—Critical conditions

news system

➤ err—Other errors

➤ user—User programs (default)

➤ warning—Warning messages

➤ uucp—The UUCP system

➤ notice—Conditions that might

➤ *—All facilities except mark

require special handling

➤ info—Non-urgent information

system configuration phase

➤

The installation phase during

debug—Information typically

generated by debug messages in

which basic information about the

programs

system, such as hostname and

domain, is identified. This infor-

➤ none—Special keyword used to

mation can optionally be set up

prevent logging of messages

ahead of time, or preconfigured. 

generated by specified sources

system installation phase

syslog source facilities

The installation phase during

The facilities generating syslog

which the system software is

messages can be used to determine

installed. The system software is

where the messages are sent or

one of the Solaris 9 software

stored. This allows separate log

groups. 

files for different types of messages

system profile

based on source. The following are

For user accounts that use sh

the keywords used in the

(Bourne shell) or ksh (Korn shell)

/etc/syslog.conf file to identify

as a login shell, commands in sys-

the source of messages and control

tem profile (/etc/profile) are 

handling:

executed before the user’s login 

➤ auth—Login authentication

initialization file. 

➤ cron—The at(1) and cron(1M)

system run levels

commands

Eight defined levels, each associat-

➤ daemon—System daemons

ed with specific functions used to

shut down or reboot the system

➤ kern—The kernel

and control system services and
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resources. The following summa-

Transmission Control

rizes the eight run levels:

Protocol/Internet Protocol

➤

(TCP/IP) Network Model

0—Power Down. The system is

The network model consisting of

being shut down. Stops the

five layers of services (Physical, 

processor(s). 

Data Link, Internet, Transport, 

➤ s or S—Single User. Single-user

and Application). Each layer is

maintenance. 

responsible for handling a different

➤

aspect of network communication. 

1—Administrative. Multi-user

maintenance. 

UFS file system logging

➤ 2—Multi-user. Normal opera-

Updates to a UFS file system are

tions. 

recorded in a log before they are

applied. In the case of system fail-

➤ 3—Multi-user with NFS. 

ure, the system can be restarted, 

Normal operations plus NFS. 

and the UFS file system can quick-

➤ 4—Alternative Multi-user. Not

ly use the log instead of having to

used and is unavailable. 

use the fsck command. 

➤5—Power Down. The system is

user account

being shut down. Stops the

A unique name and user ID that

processor(s) and powers off the

control an individual’s access to a

system (if possible). 

computer and its resources. 

➤ 6—Reboot. The system is being

user/application default printer

restarted. 

A default printer defined by the

LPDEST or PRINTER environment

System V

variable. Usually specified in the

The version of the Unix operating

.profile file. 

system developed by AT&T Bell

Labs. It is the basis for the Solaris

user ID (UID)

operating system. 

A unique numeric ID assigned to a

user account that is used for file

terminfo database

and process ownership and access

A database that contains character-

permissions. 

istics of both terminals and print-

ers. Characteristics include control

virtual disk management system

sequences that switch between

A software package that allows the

typefaces (bold, underline, and so

use of physical disks in different

on) and other functionality, such as

ways that are not supported by the

cursor/print head positioning. 

standard Solaris file systems. It can

overcome disk capacity and archi-

tecture limitations and improve
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performance and reliability. In

zone

addition, manageability is

A domain or a portion of a domain

enhanced by the use of a graphical

delegated to a DNS server. 

management tool. 

virtual file system

An enhanced file system that pro-

vides improved performance and

data reliability. 

volume table of contents (VTOC)

Contains the partition table and

various geometry data about the

disk, such as sectors per track, 

tracks per cylinder, available cylin-

ders, and so on. 

WebNFS

A protocol that allows Web

browsers to access NFS resources. 

This protocol is defined by RFCs

2054 and 2055. 

WebStart

An interactive installation method

that uses a Web browser interface. 

Window menu

A Workspace Manager menu that

provides control over a window for

moving, resizing, maximizing, min-

imizing, closing, and so on. To

access the Window menu, position

the mouse cursor over the upper-

left corner of a window and right-

click. 

X/Open Federated Naming

Specification (XFN)

The specification for the Federated

Naming Service (FNS) as defined

by the X/Open Consortium. 
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Symbols

A

@host filename, 300

-A argument

* metacharacter, 130

ls command, 97

[, ] metacharacter, 130

ps command, 108

? metacharacter, 130

roleadd command, 288

0 RAID level, 312

useradd command, 58

0 run level, 42

-a argument

0+1 RAID level, 312

boot command, 34

0-7 subcommand, 164

cpio command, 194

0-9 argument, 189

lpstat command, 211

1 argument, 98

netstat command, 229

1 RAID level, 312

prstat command, 110

1 run level, 43

ufsdump command, 189

1+0 RAID level, 312

absolute file permissions mode, 465

2 RAID level, 312

absolute modes, 90

2 run level, 43

absolute pathname, 131

3 RAID level, 312

accept command, 207

3 run level, 43

access control

4 RAID level, 312

ACLs, 260-262

4 run level, 43

crontab files, 117

5 RAID level, 312

RBAC, 262-263

5 run level, 43

assignments, viewing, 288

6 RAID level, 312

authorization attributes database, 

6 run level, 43

274-279

7 RAID level, 312

changes, 291

database, 263-264
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default authorizations, 274-279

Add User window, 56-57

default profiles, 268-273

adding

execution attributes, 279, 283-286

install clients, 381

execution attributes database, 

NIS maps, 364

279-286

rc scripts, 47-48

execution profile attributes data-

swap space, 245

base, 266-273

Address Resolution Protocol (ARP), 223, 

managing, 287

465

roles, 288-290

addresses

security policy configuration file, 

Ethernet, 223, 469

286

hardware, 223

user attributes database, 264-266

IP, 224, 472

Access Control Lists.  See  ACLs

MAC, 223

access modes, 90

physical, 223

-account argument

add_install_client command, 381-382

o command, 59

add_to_install_server command, 379

passwd command, 65

administering

useradd command, 58

Flash archives, 389

accounts

NFS, 324

file group, 96-97

packages, 15

group, 61

SVM, 316-317

creating, 61-62

swap space, 245-246

customizing, 61-62

administrative information, 85

defined, 470

administrative run level, 43

deleting, 62

administrative system files, 65

passwords, 63-65

etc/group, 67-68

superuser, 65, 80-82

etc/passwd, 65-66

user, 56, 484

etc/shadow, 66-67

creating, 56-60

Admintool, 206, 465

customizing, 58-60

group accounts, 61-62

deleting, 58, 61

password modifications, 64

initialization files, 68-72

system default printer configuration, 

locking, 65

209

ownership modifying, 95-96

user accounts, 56

passwords, 63-65

creating, 56-57

-aclok argument, 325

customizing, 58

ACLs (Access Control Lists), 260

deleting, 58

configuring, 261-262

locking, 65

defined, 465

aging passwords, 63, 476

entries, 261

alert severity level, 299

viewing, 262

aliases (device), 35-36, 468

action field, 40-41

aliases keyword, 354

actions

aliasing, 466

@host, 300

All execution attribute, 280

/filename, 300

All profile, 268

login account, 300

alternative multi-user run level, 43

syslog, 300, 482

-am  command-line argument, 88
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-anon argument, 325

-as, 65

any keyword, 385

at command, 118

application default printers, 210, 484

atg command, 119

application layers, 221-222

-atime, 169, 195

applications.  See  programs

-B, 20

applying patches

-b

AutoClient, 17

ls command, 97

bootable root images of diskless

roleadd command, 288

clients, 17

-b base, 58

net install images mini-root, 18

-C

operating system service, 18

ls command, 97

arch keyword, 385

patchadd command, 18

architecture, 466

prstat command, 110

Archive Cookie section, 389

-c

Archive Files section, 389

atg command, 119

Archive Identification section, 389

cfsadmin command, 339

archives

dumpadm command, 251

directories, 193-195

lpstat command, 211

files, 193-195

ls command, 97

Flash, 388-389

prstat command, 110

tape, 192-193

ps command, 108

arguments

roleadd command, 288

0-9, 189

spray command, 228

-1, 98

ufsdump command, 189

-A

-c comment, 58

cpio command, 194

cpio command, 194

ls command, 97

-ctime, 195

roleadd command, 288

-D, 189, 229

useradd command, 58

-d, 12

-a, 34

cfsadmin command, 339

boot command, 34

coreadm command, 248

lpstat command, 211

cpio command, 194

ls command, 97

dumpadm command, 251

netstat command, 229

lp command, 208

prstat command, 110

ls command, 97

ps command, 108

passwd command, 65

ufsdump command, 189

patchadd command, 18

-A authorization, 58

ps command, 108

-account

roleadd command, 288

passwd command, 65

savecore command, 253

useradd command, 58

setfacl command, 261

-aclok, 325

share command, 325

add_install_client command, 382

spray command, 228

-am i, 88

swap command, 245

-anon, 325

-archive, 388
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-d directory, 58

flar command, 389

-directory, 253

fssnap command, 191

dumpadm command, 251-252

logger command, 302

-e

lp command, 212

coreadm command, 248

ls command, 98

ps command, 108

ping command, 227

roleadd command, 289

rm command, 134, 137

-e date, 58

ps command, 108

-exec, 195

-index, 325

-F

-intr, 169, 328

cfsadmin command, 339

-j argument, 108

ls command, 97

-k

mkfs command, 167

flar command, 389

mount command, 169, 328

roleadd command, 289

share command, 325

-k template dir, 59

-f

-L

logger command, 302

cpio command, 194

netstat command, 229

ls command, 98

patchrm command, 20

prstat command, 110

pgrep/pkill commands, 112

ps command, 108

ps command, 108

savecore command, 253

roleadd command, 289

-l, 12

savecore command, 253

cfsadmin command, 339

ufsdump command, 189

flar command, 389

-f days, 58

passwd command, 65

find command, 195

spray command, 228

flarcreate command, 388

swap command, 245

-G

-largefiles, 169

pgrep/pkill commands, 112

-log, 325

ps command, 108

logger command, 302

-g

ls command, 97-98

coreadm command, 248

-M

ls command, 97

netstat command, 229

netstat command, 229

patchadd command, 18

pgrep/pkill commands, 112

-m

ps command, 108

cpio command, 194

roleadd command, 289

dumpadm command, 252

-G group, 59

ls command, 98

-group, 195

mkdir command, 132

-H, 212

mount command, 169, 328

-hard, 328

netstat command, 229

-I, 229

prstat command, 110

-i

roleadd command, 289

coreadm command, 248

setfacl command, 261

cpio command, 194

useradd command, 59

dumpadm command, 252
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-message, 302

-p profiles, 59

-mtime, 195

passwd command, 65

-N

-pattern, 112

newfs command, 166

pgrep command, 112-113

ufsdump command, 189

-pid, 248

-n

ping command, 227

atg command, 119

pkill command, 112-113

dumpadm command, 252

-print, 195

ls command, 98

prstat command, 110-111

netstat command, 229

ps command, 108-109

pgrep/pkill commands, 112

-public

ping command, 227

mount command, 328

prstat command, 110

share command, 325

ps command, 108

-q

-name, 97, 195

lp command, 211-212

netstat command, 229

ls command, 98

-newer, 195

-R

-noatime, 170

ls command, 98

-nointr, 170, 328

patchadd command, 17

-nolargefiles, 170

ping command, 227

-nosub, 325

prstat command, 110

-nosuid, 170, 325

rm command, 134

-O, 194

-r

-o

dumpadm command, 252

cfsadmin command, 339

mount command, 169, 328

lpstat command, 210

netstat command, 229

ls command, 98

-R roles, 59

mount command, 169, 328

-retrans, 328

ps command, 108

-retry, 328

roleadd command, 289

-ro

share command, 325

mount command, 328

useradd command, 59

share command, 325

-P

-role, 288

netstat command, 229

roleadd command, 288-289

pgrep/pkill commands, 112

-root, 325

prstat command, 110

-rw

-p

mount command, 328

coreadm command, 248

share command, 326

cpio command, 194

-S, 18, 189

logger command, 302

-s, 12

lpadmin command, 207

boot command, 34

ls command, 98

cfsadmin command, 339

mkdir command, 132

flar command, 389

mount command, 169

ls command, 98

prstat command, 110

netstat command, 229

ps command, 108-109

pgrep/pkill commands, 112

rmdir command, 133

ping command, 227

roleadd command, 289

prstat command, 110-111
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ps command, 109

lpadmin command, 207

rmdir command, 134

mkfs command, 167

roleadd command, 289

mount command, 169

setfacl command, 261

netstat command, 229

swap command, 245

newfs command, 166

ufsdump command, 189

pgrep/pkill commands, 113

-s shell, 59

ping command, 227

savecore command, 253

prstat command, 111

-sec, 326

savecore command, 253

-soft, 328

ufsdump command, 189

spray command, 228

-window, 326

-suid, 170

-x

system-specific, 169

flarcreate -x, 388

-t

ls command, 98

cpio command, 194

pgrep/pkill commands, 113

logger command, 302

-Y, 109

lpstat command, 210

ARP (Address Resolution Protocol), 223, 

ls command, 98

465

pgrep/pkill commands, 112

-as argument, 65

ping command, 227

assignments (RBAC), 288

prstat command, 111

asterisk (*) metacharacter, 130

ps command, 109

at command, 118-119

spray command, 228

at queue, 119

-timeo, 328

atg command, 119

-type, 195

-atime argument, 169, 195

-U

atrm command, 119

prstat command, 111

attachment points, 157-158

ps command, 109

attributes

-u

All, 280

cancel command, 211

Audit Control, 280

cfsadmin command, 339

Audit Review, 280

coreadm command, 248

Cron Management,  280

cpio command, 194

Device Security, 280

dumpadm command, 252

DHCP Management, 280

lpstat command, 211

File System Management, 280

ls command, 98

FTP Management, 281

pgrep/pkill commands, 112-113

Mail Management, 282

prstat command, 111

Maintenance and Repair, 282

roleadd command, 289

Media Backup, 282

ufsdump command, 189

Media Restore, 282

-u uid, 59

Name Service Management, 282

-ufsdump, 189

Name Service Security, 283

-user, 195

Network Management, 283

useradd command, 58-59

Network Security, 284

-v

Object Access Management, 284

cpio command, 194

Printer Management, 284

dumpadm command, 252

Process Management, 285
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RBAC execution, 279, 283-286

solaris.admin.serialmgr.delete, 276

Software Management, 285

solaris.admin.serialmgr.modify, 276

User Management, 286

solaris.admin.serialmgr.read, 276

User Security, 286

solaris.admin.usermgr, 276

attributes field

solaris.admin.usermgr.read, 276

authorization attributes database, 274

solaris.admin.usermgr.write, 276

execution attributes database, 279

solaris.admin.volmgr, 276

profile database, 266

solaris.admin.volmgr.read, 276

user attributes database, 265

solaris.admin.volmgr.write, 276

Audit Control execution attribute, 280

solaris.audit, 276

Audit Control profile, 268

solaris.audit.config, 276

Audit Review execution attribute, 280

solaris.audit.read, 276

Audit Review profile, 268

solaris.compsys, 276

auth facility, 298

solaris.compsys.read, 277

authentication, 354, 466

solaris.compsys.write, 277

authorizations

solaris.device, 277

attributes database, 264, 274-279

solaris.device.allocate, 277

NIS+, 466

solaris.device.cdrw, 277

RBAC, 466

solaris.device.config, 277

RBAC default, 274-275, 277-279

solaris.device.grant, 277

solaris, 275

solaris.device.revoke, 277

solaris.admin.dcmgr, 275

solaris.dhcpmgr, 277

solaris.admin.dcmgr.admin, 275

solaris.dhcpmgr.write, 277

solaris.admin.dcmgr.clients, 275

solaris.grant, 277

solaris.admin.dcmgr.read, 275

solaris.jobs, 277

solaris.admin.diskmgr, 275

solaris.jobs.admin, 277

solaris.admin.diskmgr.read, 275

solaris.jobs.grant, 277

solaris.admin.diskmgr.write, 275

solaris.jobs.user, 277

solaris.admin.fsmgr, 275

solaris.login, 277

solaris.admin.fsmgr.read, 275

solaris.login.enable, 277

solaris.admin.fsmgr.write, 275

solaris.login.remote, 277

solaris.admin.logsvc, 275

solaris.mail, 277

solaris.admin.logsvc.purge, 275

solaris.mail.mailg, 277

solaris.admin.logsvc.read, 275

solaris.network.hosts, 278

solaris.admin.logsvc.write, 275

solaris.network.hosts.read, 278

solaris.admin.patchmgr, 275

solaris.network.hosts.write, 278

solaris.admin.patchmgr.read, 275

solaris.profmgr, 278

solaris.admin.patchmgr.write, 275

solaris.profmgr.assign, 278

solaris.admin.printer, 275

solaris.profmgr.delegate, 278

solaris.admin.printer.delete, 275

solaris.profmgr.execattr.write, 278

solaris.admin.printer.modify, 276

solaris.profmgr.read, 278

solaris.admin.printer.read, 276

solaris.profmgr.write, 278

solaris.admin.procmgr, 276

solaris.project, 278

solaris.admin.procmgr.admin, 276

solaris.project.read, 278

solaris.admin.procmgr.usr, 276

solaris.project.write, 278

solaris.admin.pswd, 276

solaris.role, 278

solaris.admin.serialmgr, 276

solaris.role.assign, 278
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solaris.role.delegate, 278

snapshots, 191

solaris.role.write, 278

restoring, 190

solaris.snmp, 278

full, 184

solaris.snmp.read, 278

incremental, 184

solaris.snmp.write, 278

daily cumulative/weekly 

solaris.system, 278

cumulative, 185

solaris.system.date, 278

daily cumulative/weekly 

solaris.system.shutdown, 278

incremental, 186

auth_attr file, 264, 274

daily incremental/weekly 

auth_attr keyword, 354

cumulative, 185-186

Auto File System.  See  AutoFS

logical tape devices, 187

AutoClient

magnetic tapes, 186

defined, 466

logical tape devices, 187

patches, applying, 17

mt command, 188

systems, 236

mt command, 188

AutoFS (Auto File System), 335-336

strategies, 184

automount command, 338

tape archives, 192-193

auto_master file, 336-337

usr file system, restoring, 192

defined, 466

banner command, 33

direct maps, 337

Basic Solaris User profile, 269

indirect maps, 337-338

Berkeley Software Distribution (BSD), 

maps, 336, 466

466

automating installation.  See  JumpStart

block access, 151

automount command, 338

block special files, 128

automount keyword, 354

boot cdrom command, 34

automountd daemon, 335

boot devices, 34

auto_home table, 366

boot disk command, 34

auto_master file, 336-337

boot floppy command, 34

auto_master table, 366

boot keyword, 41

boot net command, 34

Boot Parameter server (BOOTP), 

B

380-382

boot servers, 10, 380-381

-B command-line argument, 20

daemons, 382-383

-b argument

defined, 466

ls command, 97

boot tape command, 34

roleadd command, 288

bootable root image of diskless clients, 17

-b base argument, 58

booting

backing stores, 191

JumpStart client, 387

backup directories, 19

OpenBoot.  See  OpenBoot

backups

PROM, 32

archives, creating, 193-195

SPARC process, 38-39

backing stores, 191

init program, 40-42

directories, 193

kernel modules, 39-40

file lists, 195-196

TCP/IP initialization, 233

file systems

troubleshooting, 37

dumping, 188-190
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BOOTP (Boot Parameter) server, 

garbage collection, 341

380-382

hit rate, 341

bootparams file, 381

maxblocks, 340

bootparams keyword, 354

maxfiles, 340

bootparams table, 366

maxfilesize, 340

bootwait keyword, 41

miniblocks, 340

boot_device keyword, 386

minifiles, 340

Bourne shells

modifies, 341

defined, 466

mount_info, 340

scripts, 385

statistics, viewing, 341

BSD (Berkeley Software Distribution), 

status, checking, 340

466

threshblocks, 340

buffer parameter, 334

threshfiles, 340

cancel command, 211

canceling printjobs, 211

C

cd command, 130

CD-ROMs, mounting, 171-172

-C argument

CDE (Common Desktop Environment), 

ls command, 97

467

patchadd command, 18

cfgadm command, 157

prstat command, 110

cfsadmin command, 339

-c argument

character special files, 128

atg command, 119

characters

cfsadmin command, 339

file permission field, 99

dumpadm command, 251

metacharacters, 129-130

lpstat command, 211

chgrp command, 96

ls command, 97

chmod command, 92

ps command, 108

chown command, 95

roleadd command, 288

classes

spray command, 228

IP, 224

ufsdump command, 189

printer, 208, 477

-c comment argument, 58

SVM volumes, 314

C shells, 467

client-side failover, 467

Cache File System, 138

client/server model, 467

CacheFS (Cache File System), 141, 338

clients

caches

dataless, 468

configuring, 339

defined, 467

consistency, 341

diskless, 468

statistics, 341

DNS, 352-353

status, 340

install, 381-382, 471

defined, 467

JumpStart, 387

log, 342-343

network, 474

cachefslog command, 342-343

NIS, 360-363, 474

cachefswssize command, 342

NIS+, 475

caches

print, 204, 476

configuring, 339

consistency checks, 341
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clone systems, 388

cp, 135-136

cluster keyword, 386

cpio, 193, 195

clusters

cron, 114-117

patch, 15

crontab, 117

software, 2, 377, 480

devalias, 33

!cmd subcommand, 165

creating aliases, 35

command field, 116

viewing aliases, 36

command-line arguments.  See  arguments

devfsadm, 153

command-line interfaces, 316

devfsadmd, 153

OpenBoot, 32

df, 154, 172

SVM, 316-317

dfmounts, 331

command-line package tools

dfshares, 327

pkgadd, 10-12

disable, 208

pkgchk, 11-13

dmesg, 154

pkginfo, 10-13

domainname, 361

pkgparam, 10, 13

du, 173

pkgrm, 11, 14

dumpadm, 251-252

commands

eeprom, 37

accept, 207

emergency keyboard, 38

add_install_client, 381-382

enable, 208

add_to_install_server, 379

enet-addr, 33

admintool, 206

find, 195-196

password modifications, 64

finger, 85-86

system default printer configura-

flar, 389

tion, 209

flarcreate, 388-389

at, 118-119

format, 154

atg, 119

disk drives, listing, 162

atrm, 119

disk partitioning, 161

automount, 338

partition submenu, 164-165

banner, 33

subcommands, 163-164

boot cdrom, 34

subcommands/submenus, 162

boot device selection, 34

fsck, 167-168, 313

boot disk, 34

fssnap, 191

boot floppy, 34

getent, 358

boot net, 34

getfacl, 262

boot tape, 34

groupadd, 62

cachefslog, 342-343

groupdel, 62

cachefswssize, 342

groupmod, 62

cancel, 211

growfs, 316

cd, 130

gzip, 16

cfgadm, 157

halt, 44

cfsadmin, 339

hardware testing, 34

chgrp, 96

id, 85

chmod, 92

idprom, 33

chown, 95

ifconfig, 228

coreadm, 247-249

infocmp, 205
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init, 44

mount, 155

kill, 111-112

file systems, 169-170

last, 85-87

NFS resources, 328-329

link, 129

mountall

ln, 129

file systems, 170-171

logger, 302-303

NFS resources, 330

login, 82-83, 303

mt, 188

lp

mv

destination printers, 210

directories, moving, 133

print request priorities, 211

files, moving, 136-137

print requests, 209, 212

files, renaming, 136-137

lpadmin, 207

netstat, 229-230

printer classes, 208

newfs, 166-168

system default printer configura-

nvalias, 35

tion, 209

NVRAM parameter, 33

lpmove, 211

nvunalias, 36

lpsched, 206

OpenBoot, 33-34

lpshut, 206

passwd, 64-65

lpstat, 210

patchadd, 16-19

ls

patchrm, 20

arguments, 97-98

pcia-probe-list, 34

file permission field characters, 99

pgrep, 112-114

make, 363

ping, 226-227

makedbm, 364

pkgadd, 10-12

metaclear, 316

pkgchk, 11-13

metadb, 317

pkginfo, 10-13

metadetach, 317

pkgparam, 10-13

metadevadm, 317

pkgrm, 11, 14

metainit, 317

pkill, 112-114

metaoffline, 317

poweroff, 44-45

metaonline, 317

printenv, 33

metaparam, 317

probe-scsi, 34

metarecover, 317

probe-scsi-all, 34

metarename, 317

prstat, 110-111

metareplace, 317

prtconf, 155-156

metaroot, 317

prtvtoc, 161

metaset, 317

ps, 108-109

metash, 317

reboot, 44-45

metastat, 317

reject, 207

metasync, 317

rlogin, 83-84

metattach, 317

rm

mkdir, 132-133

directories, deleting, 133-135

mkfile, 245

files, deleting, 137

mkfs, 166

rmdir, 133-135

mkfs_ufs, 166

roleadd, 288-289

modify_install_server, 380

roledel, 290

module-info, 33
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rolemod, 290

useradd, 58-60

rpcinfo, 231

userdel, 61

savecore, 251-253

usermod, 60

setdefault, 33

version, 33

setdefaults, 33

volcheck, 172

setenv, 33

vold, 171-172

setfacl, 261-262

vppush, 364

setup_install_server, 379

w, 88

share, 325-326

watch-clock, 34

shareall, 327

watch-net, 34

show-devs, 33

who, 85-88

showrev, 19

whoami, 88

shutdown, 44-45

whodo, 85, 89

speed, 33

Xsession, 72

spray, 227-228

comment field

stop, 38

Add User Window, 57

stop+a, 38

etc/passwd file, 66

stop+d, 38

Common Desktop Environment (CDE), 

stop+f, 38

467

stop+n, 38

communication (interprocess), 472

su, 81

compat keyword, 355

swap, 245

components

sysdef, 156-157

NIS, 359

sysidtool, 374

SVM, 314

syslogd, 298

compressed patches, 16

system configuration data, viewing, 33

concatenated striped virtual devices, 467

system run level modifications, 44

concatenated virtual devices, 311, 467

tar, 192-193

configuration directory (JumpStart), 384, 

telinit, 44

472

telnet, 83

profile file, 386-387

test floppy, 34

rules file, 385-386

test net, 34

configuration files (TCP/IP), 225-226

test-all, 34

configuring

test/memory, 34

ACLs, 261-262

traps, 33

caches, 339

uadmin, 44-45

core files

ufsdump, 188-190

disabling, 250

ufsrestore, 190

global, 247-249

umask, 91

init process, 249

unlink, 129

per-process, 247-249

unmount

setuid, 249

file systems, 170

viewing, 250

NFS resources, 329

failover configurations, 316

unmountall, 171, 330

NIS clients, 361

unshare, 326

NIS servers, 361

unshareall, 327

NIS verification, 365

unzip, 17
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software, 376

cred table, 366

clusters, 377

crit severity level, 299

groups, 377-378

cron command

packages, 377

default settings, 115

system default printers, 209

processes, scheduling, 114-117

user/application default printers, 210

cron facility, 298

Web Start installation, 5

cron jobs, 115

connectivity (networks), 226-228

Cron Management execution attribute, 

controlling

280

network services, 234

Cron management profile, 269

printers, 208

crontab command, 117

copying files, 135-136

crontab files, 114-116, 467

core dumps, 246

access control, 117

core files, 246

fields, 115

configurations, disabling, 250

modifying, 116-117

coreadm command, 248-249

ctime argument, 195

current configurations, viewing, 250

current working directory, 130

defined, 244

custom JumpStart, 468

global configuration, 247, 249

customizing

init process configuration, 249

crontab files, 116-117

logging, 250

file ownership, 95-97

names, 247-248

file permissions, 92-93

per-process configuration, 247-249

group accounts, 61-62

setuid configuration, 249

initialization files, 71-72

core memory.  See  memory

NVRAM parameters, 37

Core software group, 2

passwords, 64-65

core.  See  memory

RBAC roles, 290

coreadm command, 247

syslog message handling, 299

arguments, 248-249

actions, 300

core files

etc/syslog.conf file, 301-302

disabling, 250

facility/severity keyword combina-

global configuration, 249

tions, 300

init process configuration, 249

Internet Services, 303

logging, 250

logger command, 302-303

names, 247

login command, 303

per-process configuration, 249

m4 macros, 300-301

setuid configuration, 249

system run level, 44-46

viewing, 250

user accounts, 58-60

per-process core file configuration, 

CYCLE_FREQUENCY parameter, 333

247

cp command, 135-136

cpio command, 193, 195

D

crash dumps, 250-251

defined, 244

-D argument, 229

dumpadm command, 251-252

-d argument

savecore command, 252-253

cfsadmin command, 339

coreadm command, 248

 How can we make this index more useful? Email us at indexes@quepublishing.com 25 8699 index  11/19/02  10:03 AM  Page 500

500

-d argument

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

cpio command, 194

databases

dumpadm command, 251

extended, 85

lp command, 208

Printer Alias, 209

ls command, 97

RBAC, 263-264

passwd command, 65

authorization attributes, 274-279

patchadd command, 18

execution attributes, 279-286

ps command, 108

execution profile attributes, 

roleadd command, 288

266-273

savecore command, 253

security policy configuration file, 

setfacl command, 261

286

share command, 325

user attributes, 264-266

spray command, 228

remote authentication, 83, 478

swap command, 245

State, 315

-d directory argument, 58

terminfo, 205-206, 484

daemon facility, 298

datagrams, 222

daemons

dataless clients, 468

automountd, 335

day field (crontabs), 116

defined, 468

debug severity level, 299

in.named, 351

default file permissions, 91-92

in.rarpd, 382-383

default file systems, 127

in.tftpd, 382-383

default parameter, 334

inetd, 204, 234

default printers, 209-210

install/boot servers, 382-383

deleting

lockd, 335

at queue jobs, 119

mountd, 335

directories, 133-135

NFS logging, 335

files, 137

NFS Logging Daemon, 332-333

group accounts, 62

nfsd, 335, 382-383

packages, 11, 14

nfslogd, 335

patches, 20

NIS, 359

RBAC roles, 290

nscd, 291

snapshots, 191

rpc.bootparamd, 382-383

user accounts, 58-61

rpc.vppasswdd, 359

density (tape), 187

rpc.vpupdated, 359

description field, 266

rpcbind, 231

devalias command, 33-36

statd, 335

Developer System Support software

vpbind, 359

group, 2, 377

vpserv, 359

devfsadm command, 153

vpxfrd, 359

devfsadmd daemon, 153

daily cumulative/weekly cumulative

device aliases, 35-36, 468

incremental backups, 185

device drivers, 468

daily cumulative/weekly incremental

Device Management execution attribute, 

backups, 186

280

daily incremental/weekly cumulative

Device Management profile, 269

backups, 185-186

device names (disks)

data link layer, 221-222

devfsadm/devfsadmd commands, 153

data sets, 186, 468

diagnostic messages, viewing, 154
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free blocks/files, listing, 154

moving, 133

identifying, 153-157

names, 129-130

instance names, 152-153

package spool, 11

logical, 151

restoring, 193

menu selection, 154

spool, 16

mounted file systems, 155

UNIX directory tree, 129

physical, 150-151

directories, 132-135

system configuration information, 

metacharacters, 129-130

viewing, 155-157

navigation, 130-131

Device Security execution attribute, 280

usr/bin, 212

Device Security profile, 269

usr/lib/lp, 212

device to fsck field, 171, 330

usr/lib/print, 212

device to mount field, 171, 330

usr/sbin, 212

device trees, 150

usr/share/lib, 212

devices

var/lp/logs, 212

concatenated striped virtual, 467

var/spool/cron/crontabs, 115

concatenated virtual, 311, 467

var/spool/lp, 212

dump, 251

-directory argument, 253

logical tape, 187

disable command, 208

SCSI, 158-159

disk drives, 162

striped virtual, 311-312, 481

disk groups, 468

virtual, 312

disk labels, 159-161

df command, 154, 172

disk layout, 8

dfmounts command, 331

disk management (virtual), 310

dfs/dfstab file, 381

advantages, 310-311

dfshares command, 327

availability, 310

DHCP, 469

disk limitations, overcoming, 310

Management execution attribute, 280

manageability, 311

Management profile, 269

performance, 310

direct maps, 337, 468

disk sets, 316

directories, 127-128

disk-based file systems, 126

archives, 193-195


diskless client servers, 235

backing up, 193

diskless clients, 468

backup, 19

diskless systems, 235

creating, 132-133

disks

current working, 130

device names

defined, 468

devfsadm/devfsadmd commands, 

deleting, 133-135

153

etc/lp, 212

diagnostic messages, viewing, 154

files, listing, 195-196

free blocks/files, listing, 154

JumpStart configuration, 384, 472

identifying, 153-157

profile file, 386-387

instance names, 152-153

rules file, 385-386

logical, 151

kernel modules, 39

menu selection, 154

Kiosk Download, 6

mounted file systems, 155

links, 129

physical, 150-151

LP Print Service, 212

system configuration information, 

viewing, 155-157
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partitions, 159-161

Entire Distribution software group, 2, 

disk labels, viewing, 161

378

format command, 161

environments (network)

partition table, 160

AutoClient, 236

partition tags, 160

diskless, 235

profile, 385, 477

standalone, 234-235

subdisks, 481

system comparisons, 236

disksize keyword, 385

EOF (End of File), 186

displaying.  See  viewing

EOF marks, 469

dmesg command, 154

err severity level, 299

DNS (Domain Name Service), 351-352

etc files, 469

client, 352-353

etc/default/cron file, 115

defined, 469

etc/default/fs file, 168

dns keyword, 355

etc/default/nfslogd file, 333

domainname command, 361

etc/dfs/dfstab file, 326

domains, 469

etc/group file, 67-68

door files, 128

etc/hostname.interface file, 226

drives (disk), 162

etc/inet/hosts file, 225

dtprofile file, 72

etc/inittab file, 40-41

du command, 173

etc/lp directory, 212

dump devices, 251

etc/mnttab file, 169

dumpadm command, 251-252

etc/nfs/nfslog.conf file, 333-334

dumping file systems, 188-190

etc/nodename file, 225

duplexing, 312, 469

etc/passwd file, 65-66

dynamic reconfiguration, 157-158, 469

etc/path_to_inst file, 152

etc/profile file, 69

etc/shadow file, 66-67

E

etc/skel file, 71

etc/skel/local.cshrc file, 70

-e argument

etc/skel/local.login file, 70

coreadm command, 248

etc/syslog.conf file, 301-302

ps command, 108

etc/vfstab file, 170, 329-330

roleadd command, 289

Ethernet, 223, 469

-e date argument, 58

ethers file, 381

eeprom command, 37

ethers keyword, 355

emerg severity level, 299

ethers table, 366

emergency keyboard commands, 38

exam simulation, 454

enable command, 208

exam simulation interface, 454

End of File (EOF), 186

Examination Score Report, 458

End User Support System software

exclude keyword, 39

group, 377

exec argument, 195

End-User software group, 2

execution attributes

enet-addr command, 33

All, 280

Enhanced Storage Tool, 316

Audit Control, 280

Enterprise Volume Manager, 469

Audit Review, 280

Entire Distribution Plus OEM System

Cron Management, 280

Support software group, 2, 378

database, 279-286
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database file, 264

pgrep/pkill command, 112

Device Management, 280

ps command, 108

Device Security, 280

roleadd command, 289

DHCP Management, 280

savecore command, 253

File System Management, 280

-f days argument, 58

FTP Management, 281

facilities, 298-299

Mail Management, 282

failed logins, 84

Maintenance and Repair, 282

failovers

Media Backup, 282

client-side, 467

Media Restore, 282

configurations, 316

Name Service Management, 282

failures

Name Service Security, 283

client-side, 467

Network Management, 283

configurations, 316

Network Security, 284

patchadd command, 19

Object Access Management, 284

Federated Naming Service (FNS), 469

Printer Management, 284

fhtable parameter, 334

Process Management, 285

field-replaceable unit (FRU), 469

RBAC, 279, 283-284, 286

fields

Software Management, 285

action, 40-41

User Management, 286

Add User window Account Security, 

User Security, 286

57

execution profile attributes database, 

Add User window User Identity, 57

266-273

attributes

exec_attr file, 264

authorization attributes database, 

expiration date field, 57

274

expiration field, 67

execution attributes, 279

exports file, 381

profile database, 266

extended databases, 85

user attributes, 265

extended file permissions.  See  ACLs

authorization attributes database, 274

External Data Representation (XDR), 

auto_master file, 336

231

command, 116

comment, 57, 66

crontab files, 116

F

day, 116

description, 266

-F argument

device to fsck, 171, 330

cfsadmin command, 339

device to mount, 171, 330

ls command, 97

direct maps, 337

mkfs command, 167

etc/inittabs file, 40

mount command, 169, 328

etc/passwd, 66

share command, 325

etc/path to_inst_file, 152

ufsdump command, 189

etc/shadow file, 67

-f argument

etc/vfstab file, 170, 330

logger command, 302

execution attributes database, 279

netstat command, 229

expiration, 67

patchrm command, 20

expiration date, 57
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first sector, 160

res2 attributes, 265

flag, 67

user attributes, 265

flags, 160

NFS resource, 337-338

fs type, 171, 330

partition name, 160

fsck pass, 171, 330

partition table, 159

GID, 66-68

password

group name, 68

Add User Window, 57

home directory, 66

etc/group file, 68

hour, 116

etc/passwd file, 66

id, 40, 279

etc/shadow file, 67

inactivity, 67

policy, 279

indirect maps, 337

primary group, 57

key, 337

process, 40

last changed, 67

profile attributes database, 266

last sector, 160

res1

login shell

authorization attributes database, 

Add User Window, 57

274

etc/passwd file, 66

execution attributes, 279

long description, 274

profile database, 266

ls command file permission 

res2

characters, 99

authorization attributes database, 

map name, 336

274

max change, 57

execution attributes, 279

max inactive, 57

profile database, 266

maximum, 67

rstate, 40

min change, 57

secondary groups, 57

minimum, 67

sector count, 160

minute, 116

short description, 274

month, 116

tag, 160

mount at boot, 171, 330

type, 279

mount directory, 160

UID, 66

mount options, 171

user account, 67

auto_master file, 336

user attributes database, 265

direct maps, 337

user id, 57

etc/vfstab file, 330

user name

indirect maps, 338

Add User Window, 57

mount point, 171

etc/passwd file, 66

auto_master file, 336

users, 68

etc/vfstab file, 330

warning

name

Add User Window, 57

authorization attributes database, 

etc/shadow file, 67

274

weekday, 116

execution attributes, 279

file access mode, 90

profile database, 266

File Descriptors File System, 138

qualifier attributes, 265

file group accounts, 96-97

res1 attributes, 265

file permissions, 89

absolute modes, 90

access modes, 90
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default, 91-92, 468

Swap, 138

modifying, 92-93

Temporary, 138, 140

setgid, 93

tmp, 127

setuid, 93

types, 126

special, 93-94

UFS

standard, 90-91, 481

creating, 166-167

sticky bit, 94

logging, 313

symbolic modes, 90

unmounting, 170-171

viewing, 97-100

usage, monitoring, 172-173

file servers, 235, 469

usr, 127, 192

File System Management execution

var, 127

attribute, 280

virtual, 485

File System Management profile, 269

filenames

File System Security profile, 269

action, 300

file systems, 126

metacharacters, 129-130

AutoFS.  See  AutoFS

files

Cache, 138, 141

access modes, 90

CacheFS.  See  CacheFS

administrative system, 65-68

checking, 167-168

archives, 193-195

default, 127

authorization attributes database, 264

defined, 126, 470

auth_attr, 264, 274

directories, 127

auto_master, 336-337

disk-based, 126

block special, 128

dumping, 188-190

bootparams, 381

File Descriptors File, 138

character special, 128

file types, 128

copying, 135-136

First-In First-Out, 138

core, 246

home, 127

configurations, disabling, 250

links, 129

coreadm command, 248-249

Loopback, 138, 141

current configurations, viewing, 

mounting, 169-171

250

Name, 138

defined, 244

NFS.  See  NFS

global configuration, 247-249

opt, 127

init process configuration, 249

proc, 127

logging, 250

Process, 138-140

names, 247-248

pseudo, 477

per-process configuration, 247-249

pseudo-file, 138

setuid configuration, 249

Cache File System, 141

crash dumps, 250-251

Loopback File System, 141

defined, 244

Process File System, 139-140

dumpadm command, 251-252

Temporary File System, 140

savecore command, 252-253

repairing, 168

crontab, 114-116, 467

restoring, 190

access control, 117

root, 127

fields, 115

snapshots, 191

modifying, 116-117

Special Device, 138
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defined, 469

nsswitch.conf, 354

deleting, 137

information keywords, 354-355

dfs/dfstab, 381

source keywords, 355

door, 128

templates, 356

dtprofile, 72

nsswitch.nisplus, 357-358

etc, 469

ownership

etc/default/cron, 115

file group accounts, 96-97

etc/default/fs, 168

modifying, 95-97

etc/default/nfslogd, 333

user accounts, 95-96

etc/dfs/dfstab, 326

viewing, 97-100

etc/group, 67-68

policy.conf, 286

etc/hostname.interface, 226

printing, 209

etc/inet/hosts, 225

profile, 386-387, 477

etc/inittabs, 40-41

profile attributes database, 264

etc/mnttab, 169

prof_attr, 264-266

etc/nfs/nfslog.conf, 333-334

RBAC database, 263

etc/nodename, 225

regular, 128

etc/passwd, 65-66

renaming, 136-137

etc/path_to_inst, 152

resolv.conf, 351-352

etc/profile, 69

rules, 385-386, 479

etc/shadow, 66-67

setgid, 479

etc/skel, 71

setuid, 479

etc/skel/local.cshrc, 70

shell startup initialization file, 68

etc/skel/local.login, 70

swap space, 244-246

etc/syslog.conf, 301-302

sysidcfg, 375

etc/vfstab, 170, 329-330

TCP/IP configuration, 225-226

ethers, 381

types, 128

execution attributes database, 264

user attributes database, 263

exec_attr, 264

user_attr, 263-265

exports, 381

var/adm/loginglog, 84

FIFO, 128

var/adm/utmpx, 86-87

hosts, 352, 381

var/adm/wtmpx, 87

hosts.rev, 352

files keyword, 355

initialization, 68-69, 471

filesys keyword, 386

modifying, 71-72

find command, 195-196

system profile, 69-70

finger command, 85-86

templates, 70-71

finish scripts, 385

inted.conf, 381

first sector field, 160

listing, 195-196

First-In First-Out File System, 138

login initialization, 68

flag field, 67

logout, 68

flags field, 160

moving, 136-137

flar command, 389

named.ca, 351

flarcreate command, 388-389

named.conf, 351

Flash archives, 388-389

named.local, 352

floppy disks, mounting, 172

names, 137

FNS (Federated Naming Service), 469

forceload keyword, 39
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format command, 154

group argument, 195

disk drives, listing, 162

Group IDs (GIDs), 470

disk partitioning, 161

group keyword, 355

partition submenu, 164-165

group name field, 68

subcommands, 162-164

group permissions, 261

submenus, 162

group table, 366

Forth Monitor mode (OpenBoot), 32

groupadd command, 62

FRU (field-replaceable unit), 469

groupdel command, 62

fs type field, 171, 330

groupmod command, 62

fsck command, 167-168, 313

groups

fsck pass field, 171, 330

disk, 468

fssnap command, 191

software, 2, 377-378, 480

FTP Management profile, 269

sysadmin, 82, 482

FTP Management execution attribute, 

growfs command, 316

281

gzip command, 16

full backups, 184

full device pathnames, 150-152

full pathnames, 131

H

-H argument, 212

G

halt command, 44

handling syslog messages, 299

-G argument

actions, 300

pgrep/pkill command, 112

etc/syslog.conf file, 301-302

ps command, 108

facility/severity keyword combina-

-g argument

tions, 300

coreadm command, 248

Internet Services, 303

ls command, 97

logger command, 302-303

netstat command, 229

login command, 303

roleadd command, 289

m4 macros, 300-301

-G group argument, 59

hard links, 129

garbage collection, 341

-hard argument, 328

getent command, 358

hardware

getfacl command, 262

addresses, 223

GID field

testing, 34

etc/group file, 68

requirements, 3

etc/passwd file, 66

High Sierra File Systems (HSFS), 126

GIDs (Group IDs), 470

hit rate, 341

global core file configuration, 247-249

home directory field, 66

group accounts, 61

home file system, 127

creating, 61-62

Host Manager, 381

customizing, 61-62

hostaddress keyword, 385

defined, 470

hostname keyword, 385

deleting, 62

hostnames, 470

passwords, 63

hosts, 470

aging, 63

hosts file, 352, 381

modifying, 64-65

hosts keyword, 355

requirements, 63-64

hosts table, 366
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hosts.rev file, 352

ifdef macro, 301

hot relocations, 470

in.named program, 351

hot spare pools, 316, 470

in.rarpd daemon, 382-383

hot spares, 470

in.tftpd daemon, 382-383

hot-plugging, 470

inactivity field, 67

attachment points, 157

incremental backups, 184

cfgadm command, 157

daily cumulative/weekly cumulative, 

SCSI controllers/devices, 158-159

185

hour field (crontabs), 116

daily cumulative/weekly incremental, 

HSFS (High Sierra File System), 126

186

daily incremental/weekly cumulative, 

185-186

I

-index argument, 325

indirect maps, 337-338, 470

-I argument

inetd (Internet Services Daemon), 204, 

cpio command, 194

234

rm command, 137

info severity level, 299

rmdir command, 134

infocmp command, 205

-i argument

information keywords, 354-355

coreadm command, 248

init command, 44

dumpadm command, 252

init process, 249

flar command, 389

init program, 40-42

fssnap command, 191

init states.  See  system run levels

logger command, 302

initdefault keyword, 41

lp command, 212

initialization files, 68-69, 471

ls command, 98

modifying, 71-72

netstat command, 229

system profile, 69-70

ping command, 227

templates, 70-71, 471

id command, 85

initializing TCP/IP, 233

id field

install clients, 381-382, 471

etc/inittab file, 40

install servers, 10, 379-380

execution attributes database, 279

daemons, 382-383

id numbers, 16

defined, 471

identifying

installing

disk device names, 153-157

defined, 471

users, 85

Flash archives, 389

finger command, 86

JumpStart, 384-387

id command, 85

multiple patches, 18

last command, 87

over-the-network, 378, 475

w command, 88

boot servers, 380-381

who command, 87-88

install clients, 381-382

whodo command, 89

install servers, 379-380

IDLE_TIME parameter, 333

install/boot server daemons, 

idprom command, 33

382-383

IDs (attachment points), 158

packages, 10-12

ifconfig command, 228

patches, 16-23

phases, 374-375
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software configurations, 376-378

K

Solaris 9, 3

new system, 4-7

-k argument

over-the-network, 10

flar command, 389

SunInstall, 3

roleadd command, 289

system configuration information, 

-k template dir argument, 59

preconfiguring, 9

kern facility, 298

upgrading, 7-8

kernel modules, 39-40, 472

Web Start, 3

kernels, 472

system information, preconfiguring, 

key field, 337

375-376

keywords

WebStart Flash, 388-389

action field, 41

install_type keyword, 386

aliases, 354

instance names, 152-153, 472

any, 385

inted.conf file, 381

arch, 385

interfaces

auth_attr, 354

command-line, 316

automount, 354

network, 228, 230

boot, 41

OpenBoot command-line, 32

bootparams, 354

SVM command-line, 316-317

bootwait, 41

internet layer, 222

boot_device, 386

Internet name daemon, 351

cluster, 386

Internet Services, 303

compat, 355

Internet Services Daemon (inetd), 204, 

disksize, 385

234

dns, 355

interprocess communication, 472

ethers, 355

-intr argument, 169, 328

exclude, 39

IP addresses, 224, 472

files, 355

ipnodes keyword, 355

filesys, 386

ISO/OSI layers, 220

forceload, 39

group, 355

J

hostaddress, 385

hostname, 385

hosts, 355

-j argument, 108

initdefault, 41

jobs

install_type, 386

at queue, 119

ipnodes, 355

cron, 115

ldap, 355

print, 211

memsize, 385

JumpStart, 384

moddir, 39

client, booting, 387

model, 385

configuration directory, 384, 472

netgroup, 355

profile file, 386-387

netmasks, 355

rules file, 385-386

networks, 355

custom, 468

nis, 355

defined, 472

nisplus, 355

validation, 387

off, 41
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once, 41

label subcommand, 165

ondemand, 41

labels (disk), 159-161

package, 386

-largefiles argument, 169

partitioning, 386

last changed field, 67

passwd, 355

last command, 85-87

powerfail, 41

last sector field, 160

powerwait, 41

layers

printers, 355

ISO/OSI, 220

profile files, 386

TCP/IP, 221

prof_attr, 355

layout, 8

project, 355

LDAP (Lightweight Directory Access

protocols, 355

Protocol), 353, 473

publickey, 355

ldap keyword, 355

respawn, 41

ldapclient program, 353

rootdev, 40

levels

rootfs, 40

priority, 483

root_device, 386

RAID, 312-313

rpc, 355

severity, 299

rules file, 385

system run, 40, 42-43

sendmailvars, 355

administrative, 43

services, 355

alternative multiuser, 43

set, 40

modifying, 44-46

sysint, 41

multiuser, 43

system_type, 386

multiuser with NFS, 43

users, 355

power down, 42-43

wait, 41

rc scripts, 46-47

xfn, 355

reboot, 43

kill command, 111-112

single user, 42

Kiosk Download directory, 6

Lightweight Directory Access Protocol

Korn shells, 473

(LDAP), 353, 473

Line Printer Print Service.  See  LP Print

Service

L

link command, 129

links, 128-129

-L argument

listings, nsswitch.nisplus file, 357-358

cpio command, 194

ln command, 129

prstat command, 110

local printers, 204, 473

ps command, 108

local0-7 facility, 298

savecore command, 253

localhosts, 473

-l argument, 12

lockd daemon, 335

cfsadmin command, 339

locking

flar command, 389

mandatory, 473

ls command, 98

user accounts, 65

passwd command, 65

LOFS (Loopback File Systems), 141

spray command, 228

-log argument, 325

swap command, 245

log parameter, 334
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logforamt parameter, 334

LPDEST shell variable, 71, 210

logger command, 302-303

lpmove command, 211

logging

lpr facility, 298

core files, 250

lpsched command, 206

NFS, 332

lpshut command, 206

daemons, 335

lpstat command, 210

etc/default/nfslogd file, 333

ls command

etc/nfs/nfslog.conf file, 333-334

arguments, 97-98

NFS Logging Daemon, 332-333

file permission field characters, 99

server logging, 334

UFS file system, 313, 484

logging in, 82-83

M

failed attempts, 84

remotely, 83-84

-M argument

user access & administrative 

netstat command, 229

information, 85

patchadd command, 18

logging out, 84

-m argument

logical device names, 151, 473

cpio command, 194

logical tape devices, 187

dumpadm command, 252

login account action, 300

ls command, 98

login command, 82-83, 303

mkdir command, 132

login initialization file, 68

mount command, 169, 328

login shell field

prstat command, 110

Add User Window, 57

roleadd command, 289

etc/passwd file, 66

setfacl command, 261

logout file, 68

useradd command, 59

logs (cache), 342-343

m4 macros, 300-301, 473

long description field, 274

MAC (Media Access Control) addresses, 

Loopback File Systems (LOFS), 141

223

lp command

mac inactive field, 57

destination printers, 210

macros

print request priorities, 211

ifdef, 301

print requests, 209, 212

m4, 300-301, 473

LP (Line Printer) Print Service, 204, 473

magnetic tapes, 186-188

admintool command, 206

mail facility, 298

directories, 212

Mail Management execution attribute, 

operating systems supported, 204

282

Print Manager, 206

Mail Management profile, 269

print models, 205

mail_aliases table, 366

starting/stopping, 206

Maintenance and Repair execution 

terminfo database, 205-206

attribute, 282

lpadmin command, 207

Maintenance and Repair profile, 270

printer classes, 208

make command, 363

system default printer configuration, 

makedbm command, 364

209

Management (Volume), 171-172
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managing

crash dumps, 250-251

cache log, 342-343

defined, 244

Enterprise Volume Manager, 469

dumpadm command, 251-252

memory, 473

savecore command, 252-253

RBAC, 287-290

managing, 473

virtual disks, 310

swap space, 244

advantages, 310-311

adding, 245

availability, 310

administering, 245-246

disk limitations, overcoming, 310

default, 244-245

manageability, 311

defined, 244

performance, 310

size, 244

mandatory lockings, 473

memsize keyword, 385

map name field, 336

-message argument, 302

MAPPING_UPDATE_INTERVAL

messages, 222

parameter, 333

NOTFOUND status, 356

maps

status, 356

AutoFS, 336, 466

SUCCESS status, 356

direct, 337, 468

syslog, 298, 482

indirect, 337-338, 470

actions, 300

NIS, 359, 364, 474

creating, 302-303

nondefault, 364

handling.  See  handling syslog 

mark facility, 298

messages

marks (EOF), 469

Internet Services, 303

masks (subnet), 481

severity levels, 299

master servers

source facilities, 298-299

NIS, 360-362, 474

TRYAGAIN status, 356

NIS+, 475

UNAVAIL status, 356

master systems, 388

metacharacters, 129-130

max change field, 57

metaclear command, 316

maxblocks, 340

metadb command, 317

maxfiles, 340

metadetach command, 317

maxfilesize, 340

metadevadm command, 317

maximum field, 67

metadevices, 314-315

MAX_LOGS_PRESERVE parameter, 

metahs command, 317

333

metainit command, 317

Media Access Control (MAC), 223

metaoffline command, 317

Media Backup Control execution 

metaonline command, 317

attribute, 282

metaparam command, 317

Media Backup profile, 270

metarecover command, 317

Media Restore execution attribute, 282

metarename command, 317

Media Restore profile, 270

metareplace command, 317

memory

metaroot command, 317

core files, 246

metaset command, 317

coreadm command, 248-249

metastat command, 317

defined, 244

metasync command, 317

global configuration, 247

metattach command, 317

names, 247-248

min change field, 57

per-process configuration, 247

miniblocks, 340
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minifiles, 340

mount point field, 171

minimum field, 67

auto_master file, 336

minimum free thresholds, 251

etc/vfstab file, 330

minute field (crontabs), 116

mount points, 169, 473

MIN_PROCESSING_SIZE parameter, 

mountall command

333

file systems, 170-171

mirroring, 312, 473

NFS resources, 330

mkdir command, 132-133

mountd daemon, 335

mkfile command, 245

mounting

mkfs command, 166

CD-ROMs, 171-172

mkfs_ufs command, 166

defined, 473

moddir keyword, 39

file systems, 169-171

model keyword, 385

floppy disks, 172

models

NFS resources, 327, 329-331

networking, 220

dfmounts commands, 331

OSI, 220-221

etc/vfstab file, 329-330

TCP/IP, 221-222

mount command, 328-329

TCP/IP.  See  TCP/IP

mountall/unmountall commands, 

print, 205

330

modify subcommand, 164

unmount command, 329

modifying.  See  customizing

mount_info, 340

modify_install_server command, 380

moving

module-info command, 33

directories, 133

modules (kernel), 39-40, 472

files, 136-137

monitoring

print requests, 211-212

file system usage, 172-173

mt command, 188

print requests, 210

mt operations, 188

superuser account, 80-82

-mtime argument, 195

users, 85

multi-users, 474

finger command, 86

multitasking, 474

id command, 85

multiuser run level, 43

last command, 87

multiuser with NFS run level, 43

w command, 88

mv command, 133, 136-137

who command, 87-88

whodo command, 89

month field (crontabs), 116

N

mount at boot field, 171, 330

mount command, 155

-N argument

file systems, 169-170

newfs command, 166

NFS resources, 328-329

ufsdump command, 189

mount directory field, 160

-n argument

-mount argument, 338

atg command, 119

mount options field, 171

dumpadm command, 252

auto_master file, 336

ls command, 98

direct maps, 337

netstat command, 229

etc/vfstab file, 330

pgrep/pkill command, 112
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ping command, 227

mounted file systems, 155

prstat command, 110

physical, 150-151

ps command, 108

system configuration information, 

-name argument

viewing, 155-157

find command, 195

files, 136-137

ls command, 97

full device pathnames, 150-152

name field

instance, 152-153, 472

authorization attributes database, 274

logical device, 473

execution attributes database, 279

node names, 150

profile database, 266

physical device, 476

user attributes database, 265

namespaces, 474

Name File System, 138

navigating UNIX directory tree, 130-131

Name Service Cache Daemon (NSCD), 

net install images mini-root, 18

291, 358

netgroup keyword, 355

Name Service Management execution

netgroup table, 366

attribute, 282

netmasks keyword, 355

Name Service Management profile, 270

netmasks table, 366

name service method, 9

netstat command, 229-230

Name Service Security execution 

Network File System.  See  NFS

attribute, 283

Network Information Service Plus.  See

Name Service Security profile, 270

NIS+

name services, 350, 474

Network Information Service.  See  NIS

DNS, 351-353

Network Interface Cards (NICs), 223

get entry command, 358

Network Management execution 

LDAP, 353

attribute, 283

NIS, 353

Network Management profile, 270

NIS+, 354

Network Security execution attribute, 

NSCD, 358

284

supported, 350

Network Security profile, 271

switches, 354-358, 474

networking models, 220

name subcommand, 164

OSI, 220-221

named.ca file, 351

TCP/IP, 221-222

named.conf file, 351

configuration files, 225-226

named.local file, 352

Ethernet, 223

names

initializing, 233

core files, 247-248

IP addresses, 224

defined, 470

network connectivity, testing, 

disk device

226-228

devfsadm/devfsadmd commands, 

network interfaces/statistics, 

153

228-230

diagnostic messages, viewing, 154

network services, controlling, 234

free blocks/files, listing, 154

ONC, 230-231

identifying, 153-157

RPC, 231-233

instance names, 152-153

logical, 151

menu selection, 154
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networks

master servers, 360-362, 474

clients, 474

servers, 361

connectivity, 226-228

slave servers, 360-363, 474

environments

system information, preconfiguring, 

AutoClient, 236

376

diskless, 235

nis keyword, 355

standalone, 234-235

NIS+ (Network Information Service

system comparisons, 236

Plus), 354, 365-366

interfaces, 228-230

authorization, 466

layers, 221-222

clients, 475

over-the-network installation, 10

defined, 474

services, 234

master servers, 475

statistics, 228-230

replicas, 475

networks keyword, 355

tables, 366, 475

networks table, 366

nisplus keyword, 355

-newer argument, 195

-noatime argument, 170

newfs command, 166-168

node names, 150

news facility, 298

-nointr argument, 170, 328

NFS (Network File System), 324

-nolargefiles argument, 170

administration, 324

nondefault maps, 364

defined, 474

none severity level, 299

logging, 332

Nonvolatile Random Access Memory

daemons, 335

(NVRAM), 475

etc/default/nfslogd file, 333

-nosub argument

etc/nfs/nfslog.conf file, 333-334

-nosuid argument, 170, 325

NFS Logging Daemon, 332-333

NOTFOUND status message, 356

server logging, 334

notice severity level, 299

resource field, 337-338

NSCD (Name Service Cache Daemon), 

resources

291, 358

mounting, 327-331

nscd daemon, 291

sharing, 324-327

nsswitch.conf file, 354

servers, 474

information keywords, 354-355

WebNFS, 331-332

source keywords, 355

NFS Logging Daemon, 332-333

templates, 356

nfsd daemon, 335, 382-383

nsswitch.nisplus file, 357-358

nfslogd daemon, 335

nvalias command, 35

NICs (Network Interface Cards), 223

NVRAM (Nonvolatile Random Access

NIS (Network Information Service), 353, 

Memory), 475

358

NVRAM parameters

clients, 360-363, 474

commands, 33

components, 359

modifying, 37

configuration verification, 365

viewing, 37

daemons, 359

nvramrc parameter, 35, 35

defined, 474

nvunalias command, 36

maps, 359, 364, 474
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O

over-the-network installations, 10, 378, 

475

boot servers, 380-381

-o argument

install clients, 381-382

cfsadmin command, 339

install servers, 379-380

cpio command, 194

install/boot server daemons, 382-383

lpstat command, 210

ownership (files)

ls command, 98

file group accounts, 96-97

mount command, 169, 328

modifying, 95-97

ps command, 108

user accounts, 95-96

roleadd command, 289

viewing, 97-100

share command, 325

Object Access Management execution

attribute, 284

P

Object Access Management profile, 271

occupants, 157

off keyword, 41

-P argument

ONC (Open Network Computing), 

pgrep/pkill command, 112

230-231

prstat command, 110

once keyword, 41

-p argument

ondemand keyword, 41

coreadm command, 248

Open System Interconnection model

cpio command, 194

(OSI), 220-221, 475

logger command, 302

OpenBoot, 32, 475

lpadmin command, 207

booting, troubleshooting, 37

ls command, 98

command-line interface, 32

mkdir command, 132

commands, 33-34

mount command, 169

device aliases, 35-36

netstat command, 229

emergency keyboard commands, 38

ps command, 108-109

Forth Monitor mode, 32

rmdir command, 133

NVRAM parameters, 37

roleadd command, 289

Restricted Monitor mode, 32

-p profiles argument, 59

versions, 32

package keyword, 386

OpenWindows, 475

package spool directory, 11

operating systems

package tools, 10

release, 475

packages

servers, 235

defined, 2

services, 18

software, 377, 480

operations

administration, 15

mt, 188

deleting, 11, 14

privileged, 477

information, displaying, 10-13

Operator profile, 271

installing, 10-12

opt file system, 127

Software Installation Database, 

options.  See  arguments

14-15

OS (operating system) servers, 235, 475

testing, 11-13

OSI (Open System Interconnection), 

tools, 10

220-221, 475
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parameters

deleting, 20

buffer, 334

finding, 16

CYCLE_FREQUENCY, 333

id numbers, 16

default, 334

installed, list of, 19-20

fhtable, 334

installing, 16-23

IDLE_TIME, 333

multiple, 18

log, 334

software, 480

logformat, 334

spool directory, 16

MAPPING_UPDATE_INTERVAL, 

uncompressing, 17

333

patchrm command, 20

MAX_LOGS_PRESERVE, 333

pathnames

MIN_PROCESSING_SIZE, 333

absolute, 131

NVRAM, 33, 37

full, 131

nvramrc, 35

full device, 150-152

PRUNE_TIMEOUT, 333

partial, 131

system-configuration, 32

relative, 131

UMASK, 333

-pattern argument, 112

partial pathnames, 131

PCFSs (PC File Systems), 126

partition name field, 160

pcia-probe-list command, 34

partition submenu, 164-165

pcred tool, 139

partition tables, 159, 476

per-process core file configuration, 

partition tags, 160

247-249

partitioning keyword, 386

permissions

partitions, 159-160

file, 89

defined, 475

absolute modes, 90

disk labels, viewing, 161

access modes, 90

format command, 161

default, 91-92, 468

partition table, 160

modifying, 92-93

partition tags, 160

setgid, 93

passwd command, 64-65

setuid, 93

passwd keyword, 355

special, 93-94

passwd table, 366

standard, 90-91

password field

sticky bit, 94

Add User Window, 57

symbolic modes, 90

etc/group file, 68

viewing, 97-100

etc/passwd file, 66

group, 261

etc/shadow file, 67

standard file, 481

passwords, 63

user, 261

aging, 63, 476

pfiles tool, 139

customizing, 64-65

pflags tool, 139

requirements, 63-64

pgrep command

patch clusters, 15

arguments, 112-113

patchadd command, 16-19

processes, 112-114

patches

physical addresses, 223

applying, 17-18

physical device names, 150-151, 476

compressed, 16

physical layer, 220-221

defined, 15

-pid argument, 248
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PIDs (process IDs), 109

reviewing exams, 459

ping command, 226-227

software requirements, 455

pkgadd command, 10-12

study modes, 456

pkgchk command, 11-13

presentation layer, 221

pkginfo command, 10-13

Primary Administrator profile, 271

pkgparam command, 10, 13

primary group field, 57

pkgrm command, 11, 14

-print argument, 195

pkill command

print clients, 204, 476

arguments, 112-113

print jobs, canceling, 211

processes, 112-114

Print Manager, 206

platforms, 476

print models, 205, 476

pldd tool, 139

print queues, 477

plexes, 476

print requests, 477

pmap tool, 139

monitoring, 210

points

moving, 211-212

attachment, 157-158

priorities, 211

mount, 169, 473

print servers, 204, 477

policy field, 279

print subcommand, 165

policy.conf file, 286

printenv command, 33

post-installation phases, 375, 476

Printer Alias Database, 209

power down run level, 42-43

printer classes, 208, 477

powerfail keyword, 41

Printer Management execution attribute, 

poweroff command, 44-45

284

powerwait keyword, 41

Printer Management profile, 271

preconfiguring system information, 9, 

Printer Manager, 477

375, 476

PRINTER shell variable, 210

NIS, 376

printers

sysidcfg file, 375

application default, 484

preparing

controlling, 208

system upgrade, 7-8

default, 209-210, 468

Web Start installation, 4-5

defining, 207

PrepLogic, 462

inetd, 204

contacting, 459

local, 204, 473

Exam Competency Score, 459

LP Print Service, 204

Practice Tests, 454

admintool command, 206

exam simulation interface, 454

directories, 212

Examination Score Report, 458

operating systems supported, 204

Flash Remove mode, 457

Print Manager, 206

Flash Review mode, 456-457

print models, 205

Practice Test mode, 456-457

starting/stopping, 206

PrepLogic Exam Competency

terminfo database, 205-206

Score, 459

print requests

Preview Edition, 462

accepting/rejecting, 207

question quality, 454

submitting, 209

removing from your computer, 

remote, 204, 478

455

user default, 484
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printers keyword, 355

Media Backup, 270

printing files, 209

Media Restore, 270

priority levels, 299, 483

Name Service Management, 270

privileged operations, 477

Name Service Security, 270

probe-scsi command, 34

Network Management, 270

probe-scsi-all command, 34

Network Security, 271

proc file system, 127

Object Access Management, 271

proc tools, 139-140

Operator, 271

process field, 40

Primary Administrator, 271

Process File System (PROCFS), 138-140

Printer Management, 271

process IDs (PIDs), 109

Process Management, 271

Process Management execution attribute, 

Project Management, 271

285

RBAC default, 268-273

Process Management profile, 271

Rights Delegation, 271

processes

Software Installation, 272

defined, 477

system, 483

init, 249

System Administrator, 272

scheduling, 114

User Management, 273

at command, 118-119

User Security, 273

cron command, 114-117

prof_attr file, 264-266

terminating, 112-114

prof_attr keyword, 355

viewing, 112-114

Programmable Read-Only Memory

prstat command, 110-111

(PROM), 32

ps command, 108-109

programs

PROCFS (Process File System), 138-140

Host Manager, 381

profile attributes database file, 264

in.named, 351

profile diskettes, 385

init, 40-42

profile disks, 477

ldapclient, 353

profile files, 477

ONC, 230

profile servers, 385, 477

setuid, 249

profile shells, 263

SunInstall, 3

profiles, 263

WebStart, 3

All, 268

project keyword, 355

Audit Control, 268

Project Management profile, 271

Audit Review, 268

PROM (Programmable Read-Only

Basic Solaris User, 269

Memory), 32

Cron Management, 269

protocol stacks, 220

defined, 477

protocol table, 366

Device Management, 269

protocols, 223, 465

Device Security, 269

protocols keyword, 355

DHCP Management, 269

prstat command, 110-111

File System Management, 269

prtconf command, 155-156

File System Security, 269

prtvtoc command, 161

FTP Management, 269

prun tool, 139

Mail Management, 269

PRUNE_TIMEOUT parameter, 333

Maintenance and Repair, 270

ps command, 108-109
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pseudo-file systems, 138, 477, 485

5 class, 315

Cache File System, 141

defined, 477

Loopback File System, 141

levels, 312-313

Process File System, 139-140

RARP (Reverse Address Protocol) server, 

Temporary File System, 140

223, 382, 478

psig tool, 139

RBAC (Role-Based Access Control), 

pstack tool, 139

262-263, 478

pstop tool, 139

assignments, viewing, 288

ptime tool, 139

authorization, 466

ptree tool, 139

changes, 291

-public argument

database, 263-264

mount command, 328

authorization attributes, 274-279

share command, 325

execution attributes, 279-286

publickey keyword, 355

execution profile attributes, 

pwait tool, 139

266-273

pwdx tool, 139

security policy configuration file, 

286

user attributes, 264-266

Q

default authorizations, 274-279

default profiles, 268-273

-q argument

execution attributes, 279-286

lp command, 211-212

managing, 287

ls command, 98

roles, 288-290

qualifier field, 265

RC scripts, 479

question mark (?) metacharacter, 130

adding, 47-48

queues (print), 477

system run level, 46-47

quit subcommand, 165

reboot command, 44-45

reboot run level, 43

receptacles, 157

R

Redundant Arrays of Inexpensive Disks. 

 See  RAID

-R argument

registering RPC services, 231-233

ls command, 98

regular files, 128

patchadd command, 17

reject command, 207

ping command, 227

relative pathname, 131

prstat command, 110

remote authentication databases, 83, 478

-r argument

remote login, 83-84

dumpadm command, 252

remote printers, 204, 478

mount command, 169, 328

Remote Procedure Call (RPC), 230-233

netstat command, 229

Remove Patch Warning dialog box, 23

rmd command, 134

renaming files, 136-137

-R roles argument, 59

repairing file systems, 168

RAID (Redundant Arrays of Inexpensive

replicas, 365

Disks), 312

NIS+, 475

0 class, 315

State Database, 315

1 class, 315
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Request for Comments (RFCs), 478

-role argument, 288

requests (print), 477

Role-Based Access Control.  See  RBAC

accepting/rejecting, 207

roleadd command, 288-289

monitoring, 210

roledel command, 290

moving, 211-212

rolemod command, 290

priorities, 211

roles, 478

submitting, 209

defined, 262

requirements

RBAC, 288-290

hardware, 3

root accounts, 65, 80-82, 481

passwords, 63-64

root file system, 127

res1 field

-root argument, 325

authorization attributes database, 274

rootdev keyword, 40

execution attributes database, 279

rootfs keyword, 40

profile database, 266

root_device keyword, 386

user attributes database, 265

RPC (Remote Procedure Call), 230-233

res2 field

rpc keyword, 355

authorization attributes database, 274

rpc table, 366

execution attributes database, 279

rpc.bootparamd daemon, 382-383

profile database, 266

rpc.vppasswdd daemon, 359

user attributes database, 265

rpc.vpupdated daemon, 359

resolv.conf file, 351-352

rpcbind daemon, 231

resources (NFS)

rpcinfo command, 231

mounting, 327-331

rstate field, 40

sharing, 324-327

rules files, 385-387, 479

respwan keyword, 41

run control scripts, 46, 479

restoring

run levels, 484

directories, 193

-rw argument, 326-328

file systems, 190

Restricted Monitor mode, 32

restricting superuser account, 80-82

S

-retrans argument, 328

-retry argument, 328

-S argument, 18

Reverse Address Resolution Protocol

-s argument, 12

server (RARP), 223, 382, 478

boot command, 34

RFCs (Request for Comments), 478

cfsadmin command, 339

Rights Delegation profile, 271

flar command, 389

rlogin command, 83-84

ls command, 98

rm command

netstat command, 229

directories, deleting, 133-135

pgrep/pkill command, 112

files, deleting, 137

ping command, 227

rmdir command, 133-135

prstat command, 110-111

-ro argument

ps command, 109

mount command, 328

rmdir command, 134

share command, 325

roleadd command, 289

setfacl command, 261

swap command, 245

ufsdump command, 189
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s run level, 42

get entry command, 358

-s shell argument, 59

LDAP, 353

savecore command, 251-253

name service switch, 354-358

scheduling processes, 114

NIS, 353

at command, 118-119

NIS+, 354

cron command, 114-117

NSCD, 358

scripts

supported, 350

Bourne shell, 385

network, 234

finish, 385

operating system, 18

nvramrc parameter, 35

OS, 475

RC, 479

RPC, 231-233

rc, 46-48

services keyword, 355

SCSI (Small Computer System

services table, 366

Interface), 158-159, 479

session layer, 221

-sec argument, 326

set keyword, 40

secondary groups field, 57

set-default command, 33

sector count field, 160

set-defaults command, 33

security, 80-82

setenv command, 33

select subcommand, 164

setfacl command, 261-262

sendmailvars keyword, 355

setgid file, 479

servers, 479

setgid permissions, 93

boot, 10, 380-381

setuid file, 479

daemons, 382-383

setuid permissions, 93

defined, 466

setuid programs, 249

BOOTP, 382

setup_install_server command, 379

diskless client, 235

severity levels, 299, 483

file, 235, 469

share command, 325-326

install, 10, 379-380

shareall command, 327

daemons, 382-383

shared disk sets, 316

defined, 471

sharing

master, 360-362

defined, 479

NFS, 334, 474

NFS resources, 324-327

NIS, 361, 474

dfshares command, 327

NIS+ master, 475

etc/dfs/dfstab file, 326

operating system, 235

share command, 325-326

OS, 475

shareall/unshareall command, 327

print, 204, 477

unshare command, 326

profile, 385, 477

shells

RARP, 382

Bourne, 466

slave, 360-363

C, 467

services

defined, 479

LP, 473

Korn, 473

name, 350, 474

startup initialization file, 68

DNS, 351-352

variables, 71, 210

DNS client, 352-353
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short description field, 274

Software Installation Database, 14-15

show-devs command, 33

Software Installation profile, 272

showrev command, 19

Software Management execution 

shutdown command, 44-45

attribute, 285

SIGHUP signal, 111

Solaris 9, 2

SIGINT signal, 111

installing, 3, 10

SIGKILL signal, 111

new system installation, 4

signals, 111, 479

configuration, 5

SIGTERM signal, 111

preparation, 4-5

SIGUSR1 signal, 111

software installation, 6-7

SIGUSR2 signal, 111

software groups, 2

single user run level, 42

system configuration information, 

slave servers, 360-363, 474

preconfiguring, 9

slices.  See  partitions

upgrade installation, 7-8

Small Computer System Interface

solaris authorization, 275

(SCSI), 158-159, 479

Solaris Management Console, 21-23, 316

snapshots, 191

Solaris Volume Manager.  See  SVM

sockets, 128, 231

solaris.admin.dcmgr authorization, 275

soft links, 129

solaris.admin.dcmgr.admin authorization, 

-soft argument, 328

275

soft partitions, 315

solaris.admin.dcmgr.clients authorization, 

software

275

clusters, 2, 377-378, 480

solaris.admin.dcmgr.read authorization, 

configurations, 376-378

275

groups, 2, 377-378, 480

solaris.admin.diskmgr authorization, 275

LP Print Service, 204

solaris.admin.diskmgr.read authorization, 

admintool command, 206

275

operating systems supported, 204

solaris.admin.diskmgr.write authorization, 

Print manager, 206

275

print models, 205

solaris.admin.fsmgr authorization, 275

starting/stopping, 206

solaris.admin.fsmgr.read authorization, 

terminfo database, 205-206

275

packages, 377, 480

solaris.admin.fsmgr.write authorization, 

administration Installation

275

Database, 15

solaris.admin.logsvc authorization, 275

Software Installation Database, 

solaris.admin.logsvc.purge authorization, 

14-15

275

tools, 10

solaris.admin.logsvc.read authorization, 

pages

275

deleting, 11, 14

solaris.admin.logsvc.write authorization, 

information, displaying, 10-13

275

installing, 10-12

solaris.admin.patchmgr authorization, 

testing, 11-13

275

patches, 480

solaris.admin.patchmgr.read authoriza-

requirements, 455

tion, 275
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solaris.admin.patchmgr.write authoriza-

solaris.dhcmgr authorization, 277

tion, 275

solaris.dhcmgr.write authorization, 277

solaris.admin.printer authorization, 275

solaris.grant authorization, 277

solaris.admin.printer.delete authorization, 

solaris.jobs authorization, 277

275

solaris.jobs.admin authorization, 277

solaris.admin.printer.modify authoriza-

solaris.jobs.grant authorization, 277

tion, 276

solaris.jobs.user authorization, 277

solaris.admin.printer.read authorization, 

solaris.login authorization, 277

276

solaris.login.enable authorization, 277

solaris.admin.procmgr authorization, 276

solaris.login.remote authorization, 277

solaris.admin.procmgr.admin authoriza-

solaris.mail authorization, 277

tion, 276

solaris.mail.mailg authorization, 277

solaris.admin.procmgr.usr authorization, 

solaris.network.hosts authorization, 278

276

solaris.network.hosts.read authorization, 

solaris.admin.serialmgr authorization, 

278

276

solaris.network.hosts.write authorization, 

solaris.admin.serialmgr.delete authoriza-

278

tion, 276

solaris.profmgr authorization, 278

solaris.admin.serialmgr.modify authoriza-

solaris.profmgr.assign authorization, 278

tion, 276

solaris.profmgr.delegate authorization, 

solaris.admin.serialmgr.read authoriza-

278

tion, 276

solaris.profmgr.execattr.write authoriza-

solaris.admin.usermgr authorization, 276

tion, 278

solaris.admin.usermgr.pswd authoriza-

solaris.profmgr.read authorization, 278

tion, 276

solaris.profmgr.write authorization, 278

solaris.admin.usermgr.read authorization, 

solaris.project authorization, 278

276

solaris.project.read authorization, 278

solaris.admin.usermgr.write authoriza-

solaris.project.write authorization, 278

tion, 276

solaris.role authorization, 278

solaris.admin.volmgr authorization, 276

solaris.role.assign authorization, 278

solaris.admin.volmgr.read authorization, 

solaris.role.delegate authorization, 278

276

solaris.role.write authorization, 278

solaris.admin.volmgr.write authorization, 

solaris.snmp authorization, 278

276

solaris.snmp.read authorization, 278

solaris.audit authorization, 276

solaris.snmp.write authorization, 278

solaris.audit.config authorization, 276

solaris.system authorization, 278

solaris.audit.read authorization, 276

solaris.system.date authorization, 278

solaris.compsys authorization, 276

solaris.system.shutdown authorization, 

solaris.compsys.read authorization, 277

278

solaris.compsys.write authorization, 277

Solstice DiskSuite.  See  SVM

solaris.device authorization, 277

source facilities, 298-299, 483

solaris.device.allocate authorization, 277

source keywords, 355

solaris.device.cdrw authorization, 277

SPARC, 481

solaris.device.config authorization, 277

boot process, 38-39

solaris.device.grant authorization, 277

init program, 40-42

solaris.device.revoke authorization, 277

kernel modules, 39-40

emergency keyboard commands, 38
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Special Device File System, 138

disk sets, 316

special file permissions, 93-94

Enhanced Storage Tool, 316

speed command, 33

hot spare pools, 316

spool directory, 16

soft partitions, 315

spray command, 227-228

State Database, 315

standalone systems, 234-235, 481

State Database Replicas, 315

standard file permissions, 90-91, 481

volumes, 314-315

statd daemon, 335

swap command, 245

State Database, 315

Swap File System, 138

State Database Replicas, 315

swap space, 244, 482

statistics

adding, 245

caches, 341

administering, 245-246

network, 228-230

default, 244-245

status messages, 356

defined, 244

sticky bits, 94, 481

size, 244

stop commands, 38

switches, 354-358, 474, 482

stop+a commands, 38

symbolic file permission mode, 482

stop+d commands, 38

symbolic links, 129

stop+f commands, 38

symbolic modes, 90

stop+n commands, 38

sysadmin groups, 82, 482

streams, 222

sysdef command, 156-157

striped virtual devices, 311-312, 481

sysidcfg file, 375

su command, 81

sysidcfg method, 9

subcommands

sysidtool command, 374

0-7, 164

sysinit keyword, 41

!cmd, 165

syslog messages, 298, 482

format command, 162-164

actions, 300, 482

label, 165

creating, 302-303

modify, 164

handling, 299

name, 164

actions, 300

partition submenu, 164

etc/syslog.conf file, 301-302

print, 165

facility/severity keyword combina-

quit, 165

tions, 300

select, 164

Internet Services, 303

subdisks, 481

logger command, 302-303

submenus

login command, 303

format command, 162

m4 macros, 300-301

partition, 164-165

priority levels, 483

subnet masks, 481

severity levels, 299

SUCCESS status message, 356

source facilities, 298-299, 483

-suid argument, 170

syslogd command, 298

SunInstall, 3, 481

System Administrator profile, 272

superuser accounts, 65, 80-82, 481

system run levels, 40-43, 484

SVM (Solaris Volume Manager), 313

administrative, 43

administering, 316-317

alternative multiuser, 43

command-line interface, 316-317

modifying, 44-46

components, 314

multiuser, 43
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multiuser with NFS, 43

types, 126

power down, 42-43

UFS.  See  UFS

rc scripts, 46-47

unmounting, 170-171

reboot, 43

usage, monitoring, 172-173

single user, 42

usr, 127, 192

System V, 484

var, 127

system-configuration parameters, 32

information, 375-376

system-specific arguments, 169

installation phase, 375, 483

systems

logging in, 82-83

AutoClient, 236

failed attempts, 84

backups.  See  backups

remotely, 83-84

clone, 388

user access & administrative infor-

configuration data, 33

mation, 85

configuration information, 9

logging out, 84

configuration phase, 374, 483

master, 388

default printers, 209

profiles, 69-70, 483

diskless, 235

security, 80-82

file, 126

standalone, 234-235, 481

Cache, 138, 141

virtual disk management, 484

checking, 167-168

system_type keyword, 386

default, 127

defined, 126, 470

directories, 127

T

disk-based, 126

dumping, 188-190

-t argument

File Descriptors, 138

cpio command, 194

file types, 128

logger command, 302

First-In First-Out, 138

lpstat command, 210

home, 127

ls command, 98

links, 129

pgrep/pkill command, 112

Loopback, 138, 141

ping command, 227

mounting, 169-171

prstat command, 111

Name, 138

ps command, 109

opt, 127

spray command, 228

proc, 127

tables

Process, 138-140

auto_home, 366

pseudo-file.  See  pseudo-file 

auto_master, 366

systems

bootparams, 366

repairing, 168

cred, 366

restoring, 190

ethers, 366

root, 127

group, 366

snapshots, 191

hosts, 366

Special Device, 138

mail_aliases, 366

Swap, 138

netgroup, 366

Temporary, 138, 140

netmasks, 366

tmp, 127

networks, 366
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NIS+, 366, 475

TFTP (Trivial File Transfer Protocol)

partition, 159, 476

daemon, 382-383

passwd, 366

threshblocks, 340

protocol, 366

threshfiles, 340

rpc, 366

-time argument, 328

services, 366

timezone table, 366

timezone, 366

TLI (Transport Layer Interface), 231

tag field, 160

tmp file system, 127

tags (partition), 160

TMPFS (Temporary File System), 

tape archives, 192-193

138-140

tape density, 187

tools

tar command, 192-193

Admintool, 465

TCP/IP (Transmission Control

Enhanced Storage, 316

Protocol/Internet Protocol), 221-222, 

package, 10

484

pcred, 139

configuration files, 225-226

pfiles, 139

Ethernet, 223

pflags, 139

initializing, 233

pldd, 139

IP addresses, 224

pmap, 139

layers, 221

proc, 139-140

networks

prun, 139

connectivity, testing, 226-228

psig, 139

interfaces/statistics, 228-230

pstack, 139

services, controlling, 234

pstop, 139

ONC, 230-231

ptime, 139

RPC, 231-233

ptree, 139

telinit command, 44

pwait, 139

telnet command, 83

pwdx, 139

templates

Transactional class, 315

initialization files, 70-71, 471

Transmission Control Protocol/Internet

nsswitch.conf file, 356

Protocol.  See  TCP/IP

Temporary File Systems (TMPFS), 

transport layer, 221-222

138-140

Transport Layer Interface (TLI), 231

terminating processes, 112-114

traps command, 33

terminfo database, 205-206, 484

trees

test-all command, 34

device, 150

test command, 34

UNIX directory, 129

test floppy command, 34

directories, 132-135

test net command, 34

metacharacters, 129-130

testing

navigation, 130-131

file systems, 167-168

Trivial File Transfer Protocol daemon, 

hardware, 34

382-383

network connectivity, 226-228

troubleshooting, booting, 37

packages, 11, 13

TRYAGAIN status message, 356

TTYA (TTY Serial Port A), 37

-type argument, 195

type field, 279
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U

unzip command, 17

unzipping patches, 17

updating NIS maps, 364

-u argument

upgrading Solaris systems, 7-8

cancel command, 211

user access information, 85

cfsadmin command, 339

user account field, 67

coreadm command, 248

user accounts, 56, 484

cpio command, 194

creating

dumpadm command, 252

admintool command, 56-57

lpstat command, 211

useradd command, 58-60

ls command, 98

customizing

pgrep/pkill command, 112-113

admintool command, 58

prstat command, 111

usermod command, 60

ps command, 109

deleting

roleadd command, 289

admintool command, 58

ufsdump command, 189

userdel command, 61

-u uid argument, 59

initialization files, 68-69

uadmin command, 44-45

modifying, 71-72

UDF (Universal Disk Format), 126

system profile, 69-70

ufsdump command, 188-190

templates, 70-71

ufsrestore command, 190

locking, 65

UFS (UNIX File System), 126

ownership, modifying, 95-96

creating, 166-167

passwords, 63

logging, 313, 484

aging, 63

UID field, 66

modifying, 64-65

UID (User Interface Design), 484

requirements, 63-64

umask command, 91

-user argument, 195

UMASK parameter, 333

user attributes database, 263-266

UNAVAIL status message, 356

user default printers, 210, 484

uncompressing patches, 17

user facility, 298

Universal Disk Format (UDF), 126

user id field, 57

UNIX directory tree, 129

User Interface Design (UID), 484

directories, 132-135

User Management execution attribute, 

creating, 132-133

286

deleting, 133-135

User Management profile, 273

moving, 133

user name field

metacharacters, 129-130

Add User Window, 57

navigation, 130-131

etc/passwd file, 66

UNIX File System.  See  UFS

user permissions, 261

unlink command, 129

User Security execution attribute, 286

unmount command

User Security profile, 273

file systems, 170

useradd command, 58-60

NFS resources, 329

userdel command, 61

unmountall command, 171, 330

usermod command, 60

unmounting file systems, 170-171

unshare command, 326

unshareall command, 327
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users

var/spool/lp directory, 212

accounts.  See  user accounts

variables

identifying, 85

core filenames, 247

identifying/monitoring, 85

shell, 71

finger command, 86

verbose mode, 166

id command, 85

version command, 33

last command, 87

viewing

w command, 88

ACLs, 262

who command, 87-88

at queue jobs, 119

whodo command, 89

cache statistics, 341

monitoring, 85

core file configurations, 250

multi-users, 474

disk labels, 161

users field, 68

file ownership, 97-100

users keyword, 355

file permissions, 97-100

user_attr file, 263-265

installed patches, 19-20

usr file system, 127, 192

network interfaces, 228-230

usr/bin directory, 212

network statistics, 228-230

usr/lib/lp directory, 212

NVRAM parameters, 37

usr/lib/print directory, 212

package information, 10-13

usr/sbin directory, 212

processes, 112-114

usr/share/lib directory, 212

prstat command, 110-111

uucp facility, 298

ps command, 108-109

RBAC assignments, 288

system configuration data, 33

V

virtual devices

concatenated, 311, 467

-v argument

concatenated striped, 467

cpio command, 194

duplexing, 312

dumpadm command, 252

mirroring, 312

lpadmin command, 207

striped, 311-312, 481

mkfs command, 167

virtual disk management, 310, 484

mount command, 169

advantages, 310-311

netstat command, 229

availability, 310

newfs command, 166

disk limitations, overcoming, 310

pgrep/pkill command, 113

manageability, 311

ping command, 227

performance, 310

prstat command, 111

virtual file systems.  See  pseudo-file 

savecore command, 253

systems

ufsdump command, 189

volcheck command, 172

validating JumpStart, 387

vold command, 171-172

var file system, 127

Volume Management, 171-172

var/adm/loginlog file, 84

volume table of contents (VTOC), 

var/adm/utmpx file, 86-87

159-161, 485

var/adm/wtmpx file, 87

volumes, 314-315

var/lp/logs directory, 212

vpbind daemon, 359

var/spool/cron/crontabs directory, 115

vppush command, 364
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vpserv daemon, 359

XDR (External Data Representation), 

vpxfrd daemon, 359

231

VTOC (volume table of contents), 

XFN (X/Open Federated Naming

159-161, 485

Specification), 485

xfn keyword, 355

Xsession command, 72

W

-Y argument, 109

w command, 88

Yellow Pages.  See  NIS

wait keyword, 41

warning field

zipped patches, 16

Add User Window, 57

etc/shadow file, 67

warning severity level, 299

watch-clock command, 34

watch-net command, 34

WebNFS, 331-332, 485

WebStart, 3, 485

Flash Installation, 388-389

new system installation, 4

configuration, 5

preparation, 4-5

software installation, 6-7

weekday field (crontabs), 116

weekly cumulative/daily cumulative

incremental backups, 185

weekly cumulative/daily incremental

backups, 185-186

weekly incremental/daily cumulative

backups, 186

who command, 85-88

whoami command, 88

whodo command, 85, 89

Window menu, 485

-window argument, 326

X – Y - Z

-x argument

flarcreate command, 388

ls command, 98

pgrep/pkill command, 113
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