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At this point, you should be able to fire up proftpd and log in as user jimbo,
with a password of sHHH. If you are having trouble getting connected, try
running profipd n the foreground with debugging on,lke his
8 proftpd a5

‘Watch the messages as you attempt to connect, and you should be able to
track down the source of difficulty. In my experience, it’s almost always due
101 failue to set something properly i projipd.cony, usually rgarding per-
“The mod_sql module can do far more than I've shown here; it can connect
0 existing mysql databases with arbicrary table names, log al acivity to the
database, moify ts user lookups with an arbitrary WHERE clause, and
‘much more.

Seealso:

* The mod_sql home is at hup/hvwwlastditcheffort.org/-aahiprofipd
mod sl
« The profipd home s at hitpi/uww. profipd.org/

86. Optimizing glibc, linuxthreads, and the Kernel for

a Super MySQL Server

ok sttt you s sy’ 05 g s sfciny 3 i

i e s
1 you hase  very busy MySQL server (srving, sy, 800+ queris/sccond
and hundreds of simulancous cliess), you iy begin to run into mita-
tions of the operating sysem that prevent mysgl from operating as el
iently as it could. In cxtreme cass on systems with  misbehaving thcads
library) mysal has been observd to sudderly take up al avilable CPU
eyces, ariically driving the load to 100+ once a rtical resource theshold
has been reached.

By building a dedicated mysql server, and adjusting some default values in
libe, linusthreads, and the Linux kerne, t s possible to make a single data-
base machine serve thousands of simultancous requests. Naturally, you'l
need hardware capable of supporting the load, but with these modifica-
tions, the OS and MYSQL build will probably ot be the limitng perfor-
mance facor.

WARNING: the following hack makes changes to crtical, sensitve arcas of
your server. Don't go monkeying with your libc and kel source lighly,
and even then only if you have a complete, verified, offlne (and preferably
offsie) backup of your entire system. This procedure should only be fol-
Towed on dedicated MySQL server machines, and then only when you are

0 1 nformatin Servers:
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Atomated Snapsho-Styie ncremental Backups wihrsync: -

3 step 2: sHLFE the middle snapshots(s) back by one, 1F they exist
$6°1 ¢ SSUPSOT Rubose/datly.1 ) 3 then \

N SSAAPSHOT_Bwhone/datly. 1 SSARFSHOT_Buhone/datly 2
;5

561 -4 SSUPSOT Rurbose/dily.o ) ; then \

0 SSAAPSHOT_Buone/ a0 SSARPSHOT_Buhame/dbily. 15 \
0

& step 3: nake 3 hard-Link-only (except for dizs) copy of
# hourly.3, assuning that exists, into daily.0

561 -4 SSWSIOT purhose/hourly.3 ] 5 then \

Scp -31 SSMPSIOT Bu/hone/nourly.3 SSMAPSHIT Bu/hone/daily.0 ; \
by

# rote: do *not* update the stine of daily.0; it will reflect
3 when hourly.3 was. made, shich should be correct.

3 o remaunt the B srapsat mountpint 35 resdonly

SHNT -0 remount o SHOUNT DEVICE SSUFSHOT b ;
56(C52 ;5 then
¢

SECD “snapshot: could rot remaunt SSMPSHOT B readonly”;
et
I

Sample Output of Is -1 /snapsho/home

oot zoot 4006 rar 28 c0ic0 daily.0
mocxa-x 12 oot oot 4096 Kar 27 0000 daily. 1
o xa-x 12 Toot oot 4096 Har 26 0000 daly.2
s ez x 12 100t 10t 4096 War 28 16:00 hurly.0
e oot zo0t 4096 Mor 28 12:00 howrly.1
s xzx 13 100t zo0t 4096 War 28 08100 hwrly.2
s xex 12 100t 200t 4096 War 28 04i00 hwrly.3

Notice that the contents of each of the subdirectories of /napshot/homel s a
‘complete image of /home at the time the snapshot was made. Despite the w.

in the directory access permissions, 1o one—not even root—can wite o
this directory; i's mounted read-only.

Seealso:

+ “Keeping Parssof Filsystems n sync with rsync”
« See the online version at_ htp:/wunw mikerubel.orglcomputersirsync_
snapshots))
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Having a directory just off of your home that les in your path can be
extremely useful (for keeping scripts, symlinks, and other random picces of
code.) A waditional place to keep this directory is in bin undemeath your
home directory. Ifyou us the ~ expansion facilty in ash, like this:

export BATH-SPATH:/bin

then the path will always be set properly, even if your home dircctory ever
gets moved (or if you decide you want (o use this same line on multiple
machines with porentially different home dircctories—as in movein.h). Sec
“Get Sexled in Quickly with movein.sh” 72,

Did you know that just a5 commands are searched for in the PATH variable
(and manpages are scarched for in the MANPATH variable) directoris are
likewise searched for in the CDPATH variable every time yo issue a cd? By
defaul, i only et 0 ., but can be st 10 anything you like:

export oA

“This will make ed search not only the currenc directory, but also your home
ditectory for the dircctory you try to change to. For exampl:
robbcaligola:™s 1s
biny devel/ inconing/ ssil/ test/ stuff.txt
robbcaliguls:~S cd Juse/local/bin
robbcaliguls:/use/LocaL/oin cd matl
bash cd: mails o sueh file or directory
robbcaligulas/ust/Local/bin export COPATH. =
robbcaliguls:/use/LocsL/oin cd muil
Tnone/sch/mail
robecaligula:~/nails

You can put as many paths as you like to search for in CDPATH, scparating
each withaa: ust as with the PATH and MANPATH variables.)

‘We all know about the up arrow and the history command. But what hap-
pens ifyou accidentally type something sensiive on the command line? Sup-
pose you slip while typing and accidentally ype a password where you
meant to type a command. This accident il aithfully get recorded to your
~1bash_bistory file when you'logout, where another unscrupulous user
might happen to find it. Editing your bash_history manually won't fix the
problem, asthe ile ges rewritten cach time you log out.

“To clear out your history quickly, ty this from the command line:
export wisTsizeso

“This completely clears out the curten bash history and will wrie an empry

bash_history on logout. When you log back in, your history will start over

from scratch but will otherwise work just s before. From now on, try to be
more careful
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Eiminatig Unnecessary Drvers fom the Kerel

Could luser exccute cgi programs from his home directory (or somewhere
else)?

Find “Lusex/public_htal/ -perm v111
‘What about PHP o other embedded scripting languages?

10 “Luser BiC B/ o "
Does luser have any email forwarding sec up? Forwarders can frequently be
made to exceute arbicrary programs

Less ~lusersfopard
169 -C luser Jetc/natl/alizses

Finally, does fuser own any files i strange places?
Find / -user luser » “roat/LuserFiles.xepart

One safe (and quick) way of ensuring that allof luser's personal configura-
tion file are invalidated i oy /hone/luser  /hone/luser. renaved. This will
keep the contents of luser’s home directory intact, without worrying about
having missed other possible points of entry. Note that this will break
legitimate forward file (and also ~luser/public_htmi and any other publicly
accessible data that fuser might have kept in his home dircctory), so i you
g0 this route be sure 10 take that into account (say, by adding an appropi-
ate entry 1o the system aliases file, and moving  cleaned version of public_
il back to fhomelluserlpublic_htmil

Look at configuration files for any system software to which luser had
access, partcularly services that run a privileged users. Even something as
innocuous as a user-supplied Apache configuration fle could be used to pro-
vide shell acces ater.

“This list i by no means exhaustive but is meant to demonstrate that there is
alot more to revoking access than simply locking a user’s password. If this
user ever had root access, all bets are of. Access could later be granted by
anything from a Trojan system binary to an invsible kernel modle to hav-
ing simply changed the root password.

Get 10 know your shell users long befor the day you have to say goodbye.

“This job is dificult enough without having to worry about whom you can

20. Eliminating Unnecessary Drivers from the Kernel

Keep your keme optimized for ik bookg nd long-trm staby
Linux will run on an enormous variety of computer hardsware. There is sup-
portfor all manner of hardware,from critcal components (such as hard disk.
drives and RAM) to more exotic devices (such as USB scanners and video

ServerBasics | 3
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To see all available ulimit secings, use -a:

robecatlin:=S ulintt -3
core file size (blocks) 0
ata seg size (Kbytes) unlinited
File size (slocks) wnlinited
o lacked nesory (koytes) urlinited
o renory size (tbytes) snlinited
open files 1024
pipe size (512 bytes) 8
stack size (Kbytes) 8152
cpu tine (seconds) wnlinited
e user processes 1536
virtual menory (Keytes) urlinited
‘You can see that before setting system-wide hard limits, user processes can
grow to be quite large. Intesh, the analogous command you're after s limit
robbcatlini= Lt
coutine unlinited
Flesize wnlinited
dtasize unlinited
Stacksize #152 Koytes
coredumpstze 0 kbytes
remoryuee unlinited
Gescriptors 1024
resorylocked unlinited
rasproc 1536
opentiles 102
Sexting system resource limits may sound draconian but is a much better
alternative to the downward spiral of a ser process gone amok.

Seealso:
« htpiwnwuxedo.org/-estljargon/htmentry/LART.hml

19. Cleaning Up after Ex-Users

Make st youcse e dor all e way whenauser ke e eave
It happens. Plans chane, companies shift focus, and people move on. At
some point,every admin has had (o clean up shell acces ater somcone has
left the company, happily o otherwise.

Lam personally of the opinion that if one doesn't trust one’s users from the
beginning, then they will one day prove themselves untrustworthy. (OF
cours, I've never had to admin an open shell server at an ISP, ether.) At any
rate, building truse with your users from the beginning will g0 a long way
toward being able to lecp at nigh lter on.

SorverBasios | 37
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nmaskizg » 0 (off)

using doa - 0 (off)

keepsittings - 0 (off)

nowert = 0 (off)

readonly = 0 (o)

readabesd - 8 (on)

geonetry = 18101255/63, sectors = 3004340, start « 0

These are the defaults. Nice, safe, but not necessarily optimal. What's all
this about 16-bit mode? | though that went out with the 386!

These setings are virwually goaranteed to work on any hardware you might
throw at it But since we know we're throwing something more than a dusty,
8-year-ld, 16-bit mult10 card at i, lec's alk about th interesting options:

multcount
Shore for muliple sector count. This controls how many sectors are
ferched from the disk in a single VO interrupt. Almostall modern IDE
drives suppor this. The manpage claims:
When this fstur i enbld, i typicaly redoces operaing sysem ovr-

head for disk VO by 30.50%, O any systems, i s provides increased
data throughput of anywhere from 5% 0 S0%.

1O support
“Thisis a big one. This flag controls how datais passed from the PC1 bus
o the controler. Almost all modem controler chipsets support mode 3,
or 32-bit mode w/syne. Some even support 32-bit async. Tuming this
on willalmost ceranly double your throughput (sce below).

wnmaskirg
“Turning this on wil allow Linux to unmask other interrupts while pro-
cessing a disk interrupt. What does that mean? It le Linux attend to
other interruptrelted tasks (.., network raffc) while waiting for your
disk t0 return with the data it asked for. It should improve overall sys-
tem response time, but be warned: notall hardware configuratons will
be able to handle . Sec the manpage.

using_dma
DMA can be a tricky busines. 1f you can get your contrller and drive
using a DMA mode, do i. However, | have seen more than one machine
hang while laying with this opion. Agan, see the manpage.

Let's ry out some turbo settings:
 hparn -c3 -as6 i

rdevrvaa:
Setting 32-bLe 10 support lag 1o 3
Setting mltcount to 1

rultcount - 16 (o)

110 support = 3 (32-bit wsyne)

1 Server Basics
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‘With the above examples in mind, you can casily change how Apache oper-
ates by passing simple command lines. Lec's assume tha evry Friday you
release a newsleter o ten thousand people. You know from experience that
the weekends are when you web srver gets hit the heavies. Here's a snip-
pet from a Apache configuration file using IiDefines

Hfoeie HeEKoO>

Hinspareservers 1

MonSpareservers 5
Startservers 1

NonClients 150
ifvetines

cIfpetine wEEkeDs
HinSpareServers 5
HonSpareservers 15
startservers 5
HaxClients 300
<1fvetines

‘With the above configuration, if you start up your server normally:
# fuse/locsLspacherbinihetpd

then you'll use the default Apache sevtingsfor the number of severs o start
and maintain during normal running operation. However, before you leave
work on Friday, you can simply stop the daemon and resart i with

& lust/sbiashetpd -WEEKEID

Upon restart, you'll have a configuration thar's better tuned for the week
end traffic.

Here's an example of one way to use [?Module:

afodite Libperlso>
Perlodule Apsch: Registry
clacation /uge/lacal hetpd/cgi-bins
Settondler perl-script

perlrandler Apache: Registry
Options +Execcal

<ocations

Uifmadiles

In this case, mod._pertis activated for all of our (hopefully wellwitten) CGI
scripts automaically, wheneve the mod_perl modl is loaded. This could
also be useful during the scenario described above—by tuning on mod_perl,
our scipts will respond fascr during the heavier rafic.If e don't eed the
overhead of mod_perl during the weekdays or to make debugging cgi prob-
lems easie), we can simply comment mod_perf’s LoadModule and
‘AddModule ines, and we'l be back to normal.

Tnformation Serers 1167
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See also:
« viwr's homepage: htp:/vtun sourceforge.net/
+ lusrsrefines/Documentation/netsworking/tuntap.txt
+ man veunds man viund.conf
+ “Automatic vtund.conf Generator” w8
+ “Creating a Firewall from the Command Line of any Server” )
* “Forwarding Pors over ssh” )

53. Automatic vtund.conf Generator
Generats i onl n the iyt math changing et candions

I you've just come from “Tunneling: GRE Encapsulation” s, then this
script will enerate a working vtund.conf for the clent sde automatically.

16 you haven't read “Tunneling: GRE Encapsulation” e (o ifyou've never
used wtun), then go back and read it before atempring to grok this bit of
Perl.Essentall, it atcempes o take th guesswork out of changing the rout-
ing table around onthe lent side by auto-deteting the default gateway and
building the vtund.conf accordingly.

To configure the srip,take a look at the Configuration section. The frst line
of $Coniig contains the addresss, port, and secre that we used in “Tunneling:
GRE Encapsulation” . The sccond isthere simply a5 an example of how to
add more

To run the scipt, either call it as veundeony home, o set STunnelName to
the one 10 which you want to default. O bertr yet, make symlinks to the
sript ke this:

5 10 -5 veundeont home

¥ 105 vandcon a2
“Then generate the appropriate viund.conf by calling the symlink dirctly:

# veundeont hone > fuse/Mocalete/vund.conf
You might be wondering why anyone would g0 to al of the rouble to make

script o generate a viund.conf n the firsc place. Once you get the setings
ight, you'll never have to change them, right?

Well, usually that s the case. But consider the case of a Linux laptop that
uses many different networks in the course of the day (say a DSL line at
home, Ethernet ac work, and maybe a wircless connection a the loca coffee
shop. By running utund.conf once a each location, you will have a working,
configuration instantly, even if your IP and gateway is assigned by DHCP.
“This makes it very easy o get up and running quickly with  ive, outable IP
address, regardlessof the local nerwork topology.

Networking [ 105
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allow-transfer { 192.168.128; };

St query { 152.16./28 );

0
(The bp is shor for BackPlane, and more to the point,is just plain short)
‘With the above added to your zone i, set up a master record for b just as
you would any other domain:

ST 86100

© 10 SOk . tp. saot hover.tp. (

2002090100 ; Serial

1000 efresh after 3 boues

36003 Retry after 1 hour

0wk ; xpire (1 meek)

5 Negative expry tine

045 0.
s WA 192.368.8.1

o I & 192.168.1.10
o 0 15216811
Tss 10 A 13168112
Reload named, and you should be able to simply ping_honer.bp. If you'd
ke other name servrs to maintain save copics of your TLD, just add them
a5 usual:

zo0e 7"
type slave;
file “dop;
msters { 192.168.1.
b
In this way, you can extend your new TLD across your entire private net-
work architceture. If you'te running tunnels over the Inceret (3 in “Tun-
neling: IPIP Encapsulation” e69) to connect remote offces or friends,
supportfor your TLD could theoretically grow to be as large as you like.

81. Monitoring MySQL Health with mtop

Diplay MySaL eads s tmeina ot s 09
Much like it top counterpart, the miop utiiy gives real time, running statis-
ties of your mysql servr all in  terminal window. On a busy database
server, his can give you very precise deails about what querics are running
(and taking up allofyour resources).

%

‘When running mtop, you'll need to pass at least the fllowing two switches
on the command line

ysal - dousersmonitor ——passvorsenotelling

formaton Sorvers 1169
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# this one would be hard to remester or type.
Hetp: /. anegrene. con/Fonlafosd

2 3nd this may varry pecple.
P/ gncgrene. con rackenyt

I you are advertising online, encoding query strings in anchor tags works

just fine (and can be as long as you like, a i's alljus one click s far as the

user knows). To analyze your stats upon request, ty the following Perl

seript.

Listing: referral-report ol
F1suservinvper]
use strict; vy Kods;

# define esch of your QERY_STRINGS,
# 3nd the satching “real nane” here.
# this scrigt will only look for

# GURRY STRINGS that are Letters and

# nunbers only (ro dashes, etc.)
sads{"ral"} = . con';

Sads{"nyt") < “New York Tises”;
Sads{"ora") = "O'Rellly and Assoctates”;

# your Apache access log location
my Slogfile = “Iax/log/httpdraceess log’;

4 define sone comters.
iy Tads_comt; ay Stotal;

# open the logfile.
open(los, “slogfiler) or ate 31;

# and Loop through each Line.
wile (405)

# skip over Lines we're ot interested in.
et unless /GET/; next unless /\(W)\s/;

# save the query_string.
=y Savery_string « 51;

o nove on 1F rot defined, else increment.
next unless exists Sads(Sapery string);
Stotalur; Sads_comt{sapery_tringless

)

5 and print aut the data.
print “There vere 3 total of Stotal a4 referrals. n';

190 1 nformatin Servers:
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RAM that your machine has installed (sce “Using Large Amounts of RAM”
20). Select a processor that matches your hardware 1o be sure that all
appropriate optimizations are turned on. Be sure to build an SMP kemel if
you have more than one processor.

To build a customized ke, unpack the kemel sources somewhere that
has enough room (say.in usrfocallsrcfima). Run a wake nenuconf i (or, if
you'e running X, make. xconfig). Select your divers carcfully (hittng Y for
builcin drivers, and M for loadable modules) Remember that you're build-
ing a kemel for a server and don' include extrancous driver. Docs your
server rally need sound support, even if i s built into your motherboard?
‘What about USB? Unless you have a specific us for a particulr picce of
hardware that i directly relad o is job as a server, don't bother installing
a drive for it You should also consiler disabling unused hardware in the
BIOS, wherever possibe, o conserve system resources and reduce the possi-
biltyof hardware resource conflcs.

Afer you're finished selecting which bis of the kel to build, it will save
your configuration to  fil called confg at he top of the kemel source rc.
Save this il fo laer,because i will make upgading your kernel much eas-
ier down the road (by copying it t the top of the new kernel tre, and run-
ning make  oldconfig). Now build the new kemel (and modules, if
applcable), nstall i, and give it a try. B sure totry out all of your devices
aier installing a new kernl, and warch your boot messages carcflly. Track
down any unexpected warnings or erors now, befor they cause touble at
some furure date.

Finally, i you're doing kemel work remorely, don't forgt to build in sup-
port for your neowork devices! There's nothing,qite like the pain of realiz-
ing that the necwork drives aren't bult jus aftr you issue a shutdown
now. Hopefully tha console is accesible by someone on call (who wil dis-
cretly boot your ol kemel for you, without telling oo many of your
frends),

Building a kemel well-ailored to your hardware can be challenging, but is
necessary t0 make your server run a efficiently as it can. Dot be discour-
aged if it takes a couple of tries to build the perfect Linux kemel,the effort s
well worth it

Seealsa:
* Running Linux, Fourth Edition (O'Reilly)
* “Using Large Amounts of RAM” 2y

SorverBasics | 41
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Revision Control

1f you take administration serously, you willikely spend untold hours fine-
tuing your system to behave just . Unfortunately, it sn' always possible
to define when a given application is “working” and when it is “broken”;
usually functionaliy is much more finely graded, somewhere in the ey
arca between up and down. Even making 2 small configuration change can
bring about subtleefects th aren'tseen for days or weeks) down the road.

“This is where Revision Contal can be a powerful ally. Beyond providing
simple backups, any revison control package worth its weight in bis will
keep track of the changes in any file, when it was changed, who changed it,
and why the change was made. This information can be of untold value
when working on a complex system, paciculalyif more than one person is
responsibe fo ts upkeep. By keeping critcal configuration files in systems
such a5 RCS or CVS, you will b able to “roll back” o any previous revision
of a file,and analyze the differences berween what was present then and the
version you have online rght now.

In this section, the goal is to provide the specific syntax you need o make
effcctive use of RCS and CVS, with useful examples of how you might use
them. While RCS s extremely handy for maintaining fle revisions on a sin-
gle machine, CVS offers extensive archiving and merging capabiliies, keep-
ing a central repository somewhere on the network. Understandably, CVSis
amuch more complicated tool than RCS. Hacks 23 through 25 offer  crash
course in RCS, while 26 through 36 will get you up to speed quickly on
CVs, from simple commands to secting up your own anonymous CVS
repository.

Navurally, this chapter assumes that you're aleady comforable working
with file from the command line, even f you haven't worked with RCS or
CVS before, 1f you're looking for in-depth information about CVS, take a
look a the excelent book Open Source Development with CVS by Karl Fogel
(CoriolisOpen Pres)

%
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Watching Jobs with watch m

To wm on remote receprion on the master,sart syslogd with 1
£ Astrsvinsyslogd - 0 -1

On each of the machines you'dlike o log from, add histo the syslog.confe
- estersyslog st con

(Naturally, with your own hostname or IP address aftr the @.) Itis a very
good idea to protect the syslog port on your syslog server. I listens on UDP.
port 514 and is easily flered with this iptables comman:

¥ iptables A DU -t filter -p udp ~-dport 514 -5 | SLOCALNET -3 ORDP

where SLOCAL_NET is the network (or host) that you would ke to receive
sylog messages from (e.g., 192.168.1.0/24 or florian nocat.net).

Once your system logs are better organized, it becomes much easiet o find
the information you're looking for. Even then, system logs can gt a bit over-
whelming. For even more help dealing with log files, check out “Colorized
Log Analysis in Your Terminal” urs,

55. Watching Jobs with watch
Use wath t epestedy run ay command,an show you th resuts

1 you have ever had a long-running background process, chances are you
are used to repeatedly checking to se if the comman has finished using ps
and grep:

actescherS ps ax [gre tar

1030375 000 bash ¢ €/ tr cf - hose

10304 25 0:42 tr cf - hone

aceescherS ps ax [grep tar

1030375 000 bash ¢ €73 tr cf - home

10308 25 0:43 tr cf - hone

Or maybe you're fiping a file, and forgot the hash command (and for some.
reason, aren't using ncfip o scp or wget or url), s0 you have no idea how far
along your tansier is. Naturally, you login again and take a look at the file
with s
ctescher:=5 1s -1 xfreets. gz
1 100 users 12741812 Jon 13 2000 xfreet gz

5 1o -1 xfreet.tgz
1 100 users 2744523 Jon 13 2000 xfreehtgr

Any time you find yoursel running a command over and over agan, try the
watch command. I will epeatedly ycle over any command you give it and
whatever interval you'dlike (defauling t0 2 seconds). I clears the sreen on
cach pass, making a nice, easy toread disply.

ctescher:=S wateh 'ps ax [grep tar’

Wonitoring 1 113
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g i a simple filtr that uses Term: ANSIColor to colorize arbitrary regexs,
specified on the commandline. It is intended to help visually slog through
log fils.
‘You must pass reg an even number of command line paramers. The odd
terms specifythe regex, the even terms specify the color.
Suppose you wanted anything with the word sendrmail in your messages log
10 show up magenta, instead of grey:

5 rcp sendmatl MGENTA ¢ var/log/mesoges | less -x
‘The less - s optional but handy (as it displays the intended colors in lss,
instead of the ESC characters.)
You can use any arbitary regex as an odd terms:

§ 1cp VAN N GREEN ¢ nar/log/mslog
Or chain colors together:

5 ol -50 har/log/messags | xcg MINDNG "BOLD . YELLO . O RED'
‘You can specify any number ofregex/color code pairs on a single command-
line. This is where tecny shell scrpts or alases would come in handy (one
for messages, one forfirewal logs, one for Apache).
See the Tem: ANSIColor docs for the full lst of colors and combinations.
Some other useful strings:
[

Variables,such as TERM=
U

Probably an IP address
~GIFIMIAISIOIN|D)ww (N

Might be.a date
Vidddd

Possibly the ime
ast message repeated."

Makes this “BOLD . WHITE"
Use your imagination, but be warned: color params are just evall/d. Theo-
retically, many valid Perl expressions can be substtured for regexs or col-
ors; exploiing this, uh, feature is lefc as an exercise to the reader. You
probably shouldn'c be running arbtrary reg lines as root, unless you wrote

them yoursel. Also note that colorization is applied in arbitrary order, soit's
ot possible to guarantee the behavior of overlapping regexes.

196 1 Scrptg
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very 252 75 ax lgcep tarlgeep -v pts/0 Fri Sep 6 c0:22:01 2002

1030375 000 bsh ¢ cd /5t cf - home
1030 75 04z tr cf - home

You'll only need to enclose the command in single quotes f you're using

pipes (or other special characters that you don't want interpolated before:

watch runs). To specify adifferent time interval,ty the -1 switch:

ctescher:=S vatch - 1 -1 xbree. gz
Every 15: 15 -1 afrect.tgz Fri Sep 6 Co:3niar 2002

Tt will even highlght the diffeences on cach pass, making changes leap out
in reverse type. Try the d switch for that (s especilly nice for watching
the output of a netstat -a | grep ESTA, to watch network connectons
come and go. Think of watch as your obscssive-compulsive e buddy. It
obsesses at your slightest whim, s you don't have 0. To ext, hic ~C.

3 x0b users 12756042 Jon 13 2000 xfrech.tgz

See also:

+ manwatch

56. What's Holding That Port Open?
Asocete  roces wih the port 5 bound o eashy withnetsiat

Generating a lst of network ports that are in the Listen state on a Linux
Server s simple with netstat

rootbeatlin:=s petstat -In
Active Internet comections (only servers)

Proto Recu-Q Send-0 Local Addves Foreign Addres State
9 000.0.0.0: .0+ LISTEN

tep 0.0 0.0: * usTen

6 00 10.42.3.2:53 0.0.0.0:% LISTEN
65 0.0 10.2.4.6:53 0.0.0.0:% LISTEN
6 00 127.0.0.1:53 0.0.0.0:% LISTEN
P 0.0 0.0.0.0122 0.0.0.0:* LISTEN
uip 010 10.42.3.2:53 0.
uip 0 0 10.42.4.6:53 0.

5 0.

0.0,

Ui 0.0 0.0.0.067 0.0.0.04

Tt 00 00001 0000+ 7
Interesing. Here we see the usual services (a web server on porc 80, DNS on
port 53, ssh on porc 22, dhcp on porc 67), but what' that process listening
on 52607

41 Moniorng
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Now that touch will run as rob, not as root. If you're tying these com-
mands as you read this, be sure to remove the existng /tmpltimestamp
before trying this sudo line. Afer sending a HUP to ini, take a look at the
timestamp ile:

robbcatling s 1s -3l /tprtinestomy

“Denreor- 1 100 users 0 ep § 11128 /tprtinestonp
“The two drawbacks to using nitto run arbitrary daemons re that you need
to comment out the line in inittab if you need to bring the dacmon down
since it will ust respaven if you kil 10 and that only root can add entries to
initta. But for keeping  process running that simply must stay up no mat-
ter whar, init does a great ob.

Seealso:
* “Make sudo Work Harder” oz

5. n>&m: Swap Standard Output and

Standard Error

Dfect sandrd ot an standarderor o wherevryou eed e o ga
By defaull, 2 command's sandard ertor goes to your terminal. The standard
output goes 1 the terminal or s redirected somewhere (to a file, down a
pipe, into backquores).

Somecimes you want the opposice. For insance, you may need (o send 2
command's standard output 0 the sreen and grab th error messages (san-
dard erron with backquotes. O, you might want o send a command'sstan-
dard output 1o a fle and the standard ror down  pipe to an emor-
processing command. Here's how to do that in the Boume shell(The C.
shell can't do this)

il descriptors 0, 1, and 2 are the standard input, standard output, and
standard error, respectively. Withou redircctrion, they'r al associated with
the terminal file devity. s easy 10 redirect any descriptor to any fle—if
you know the filename. For instance, to redirect file descriptor to errile,
rpe

§ comond 2> erzfile
You know that a pipe and backquores alo redirec the standard outpur:

5 comond | ...\

§ vare comand
But there’s no flename associated with the pipe or backquores, s0 you can't
use the 2> redirection. You need to rearrange the file descriptors without
Knowing the il (or whatever)that they're associated with. Here's how.
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Seealso:

« The Fake package from High Availabilty Linux, htp:/iwnew inix-ha.o
Jailover!

+ “Distributing Server Load with Round-Robin DNS” )

4. Running ntop for Real-Time Network Stats
Se0 W' cog it g etk v e i

16 you'e lookingforreabime nevwork satstics, you should check out the
teniic ntop ool It 5 full eaured protocel anslyzer witha web front-cnd
complte with 5. and GD graphing support. ntop isn' ightweght (rcquir-
ing more esourcs depending o th sze of your necwork and the volume of
net traffic) but can give you a very nice overview (and some critical details)
about who'stalking o whom on your nework

ntop needs o iniially run as root (o throw your interfaces into promiscu-
‘ous mode and sart capraring packess), but then releases its privieges 0 a
user that you specify. If you decide to run ntop for long periods of time,
you'll probably be happiest running it on a dedicated monitoring box (with
fewother services runming on it for security and performance reasons.)

Here's a quick reference on how to get ntop up and running quickly. First,
create an ntop user and group:

rootbgenini -~ growpadd ntop
Footegenini =8 useradd -c “ntop uses” -4 Juse/local/etc/ntap \
< Tvin/trve g wop o

“Then unpack and build ntop as per the instructions in docs/BUILD-NTOP.
txt. We'll assume that you have the source tree unpacked in fustflocalisre/
ntop-2.1.3.

Create a directory for ntop in which to keep its capture database:
reotbgeninls~F mx /ust/localetc/ntop
(Note that i should be owned by root, and ot by the niop user.)

1f you'd ike to use SSL for hetps (instead of standard hup), then copy the
defaule SSL key to fusrlocalletclntop:

cotegeninh cp fse/Locallsecntop-1../ntoplpen st/ loca etclnop
‘Note that the default SSL key will not be buil with the correct host name for
your server; ifyou'd lik to make your own (and eliminate the SSL wamings
in your browser) then check out *Generating an SSL cert and Certficate
Signing Request” (e and “Creating Your Own CA” 90 for an example of
how to make your own key and sign i with your own CA

Now we need to initalize the niop databases and set an administrative
password:

Monioring 1 129
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1f you notic above, 1 have added an excludes lstto the rsyne call This is
just to prevent the system from backing up garbage lie web browser caches,
which change frequently (so they'd take up space in every snapshor) but
would be no loss i they were accidentally destroyed.

Listing: Daily_snapshot_rotate.sh

£ 465 ink
s

ly_snapshot_rotate.sh,v 1.2 200103725 22:53:27 mrubel

# intended 1o be 1un daily 3 3 cron Job shen haurly 3 contains the
5 aiGnight (or whenever you want) srapshot; Say, 13:00 For 4-haur swapshts.

MO OVICE- v
SUAPSHOT_fue 200t sr3pihot

the script stseld -

# nake sure we'ze runing 35 oot
S0(CUSID A 120)); then { SECHO “Sorry, must be root. Exitin
ot ) #

# sttenpt to semount the R sount point 36 R else stort
SHANT -0 renount, e SHANT_DEVICE SSMOSHOT B ;

(87 then
¢

SEHD “snapshot: could ot remount SSPHOT B reaheite”;
et

)

[

& step 1 delete the oldest snapshot, SF 3¢ exists:
161 4 SSRPSHOT_Burhane/dally 2 | | then \

SO -1 SSPSHOT Ruone/datly.2 ; \

ke

B 1 Backups
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v backp. 1 backp.2
G -2 backup.0 bacup.
Toye -a --delete souce disectory/ backu.o/
1f the above commands are run once every day, then backp.0, backup.1,
backup.2, and backup.3 will appear o cach be a full backup of source_
diretory! a it appeared today, yestrday, two days ago, and three days ago.
respectively—complete, except that permissions and ownerships in old
snapshots will get their most recent values (thanks to J.W. Schultz for point-
ing chis oup. In reliy, the extra scorage will be equal to the current size of
source_directory/ plus the total size of the changes over the lst three days—
exacly the same spac that a full plus daily incremental backup with diamp
or tar would have taken.

“This method is much beter for nerwork-based backups, since i’ only nec-
essary to doa full backup once, instead of once per week. Thercaftr, only
the changes need to be copied. Unfortunately, you can't rsync 0 2 tape:
you'll il need dump or tar for thac.

1f you have a spare machine, even a very low-end one, you can wr it into a
dedicated backup server. Make i standalone, and keep it in a physically sep-
arate place—another room or even another building. Disable every single
remote service on the backup server, and connect it oy to a dedicated net-
work interface on the source machine.

‘You can then perform backups from this machine using rsync over ssh (see
“Keeping Pars of Filsystems in sync with rsync” wa), and expor the back-
ups back 10 the original machine via read-only NES. Then users can get to
the snapshors themselves (without needing sysadmin intervention) and can't
posibly change or delece them.

1d consider this “pretty good” protection, but if you're (wiscly) paranoid, or
yourjob s on the line, build two backup servers. Then you can make sure
that aleast one of them s always offin.

Extensions: Hourly,Dail, and Weekly Snapshots.
With a lice bit of weaking, you can make mulipledevel rotating snap-
shots. On my system, for example, I keep the lat four “hourly” snapshots
(which are taken every four hours) as well as the st three *daily” snap-
shots (which are taken at midnight every day). You might also want to keep
weekly or even monthly snapshos 100, depending upon your needs and
your available space.

Lkeep one sriptthat runs every four hours to make and rotte hourly snap-
shors, and another script that runs once a day rotate the daily snapshors.
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8. Extractthe data archive on cach slave. This should do i
Tootalave: st/ Loca ysals m dta dota.old; tar et ~/data.tar
For good measure, make sure that the new data/ directory and its con-
tents are owned by the mysql user and group
ooteslave: st/ Local mysals chow & msalmysal data/
1f you don't eed anything from the original data/directory on the slaves,
el free o rm - them (rther than backing them up to dataold).
9. Start MySQL on each slave, and watch the error log for problems.
Finally,fire up MySQL on each slave:
rooteslave: ust/Local/msald /visafe sysaldh
and watch the database log for errors
sootslave: ust/Localysals ta -f datasslave.erx
(Naturally, substituing your machine’s real name for slave) 1f you see a
message 1o the effct of Starting replication at position XYZ, then con-
grawlations: you're replicaing! Try making an update 1 the master,
and then do a query on a slave to see if the change propagaes. Updates
typicaly happen almost instantancously. If there are any problems with
replication, they will be reported in the mysal log on the slave that
encountered the problem.
Usually, problems with replication tend to be permission problems (check
your GRANT syntax in step 2) or else your data st is out of sync on the
slaves (repeat steps 4, 5, 6, 8, and 9, very carciully) Proceed slowly, and
always consult the mysql error ogs on each machine.
1 you intend to add more slaves at a late dae, then keep a copy of your
data ar handy. You can use it at any time (o crate a new save (¢ will sync
up with the master over the necwork, replaying the binlog that has been gen-
erated since the data.tar archive was created).

Simply enabling replication and maintaining a replicated database instala-
tion are very different propositions. As long s your applicaton is smarc
enough to only make updates to the maser, and if your hardware i reli-
able, then you generally won't run nto difficuly. But should your slave cop-
s ever get out of syn for any reason, then you'll need to be armed with
‘much more information than 1 can present in this hack. Consult the excel-
lent resources below before atempting to run a replicated installation of any
complexity.

Seealsa:

* MySQL Reference Manual (O'Reilly)

+ MySQL  online  documentation,  hitpAusww.mysqlcomidoclens
Replication html

741 nformation Servers:
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Likewise, there i no real need to make an 150 before burning. copy of data
from the filesystem. Give this a ry:

4 sktsofs -1 /one/Ftp | clecond v speedesa dew,0,0 fantn
Like the dd above, mikisofs writes to STDOUT by defaulr, This i then fed to
STDIN of the cdrecord process, burning the ISO as i s created, n real time.
“This saves the need to keep a copy of the ISO file lying around your flesys-
tem. Be warned, if your data source is greater than the sie of your CDR
(somewhere betuween 650 and 700MB) then yourll end up with a coaster but
ot a usable disk.

‘Getan dea of how much space you'll need with dufirst:

 du -hs Ionerftp!
aam Iomertp

Perfect. A 412M 150 will it icely.

Anything that can print 15O data to STDOUT is a candidate for the left-
hand side of a ipelne. How about doing a real-time nework burn?

roothcatlini=s akisofs -r backup/ \
1ssh florian "cdrecord -v spesde1z deve0,0,0 fssbn -data -*

Or copying local CD to.a remote burner over the network?

Cootbcatlini~s dd iF=/devicéron \
ssh Flortan "cdrecord -v spesdes2 deve0,0,0 fssdn -data -~

Or even downloading an 150 and burning i, all in one pass?

 curl itp: /ay. server contslackoare-8.1-nstall. 50
cbrecord v speade0 devs0,0,0 foutn ~data -

1 wouldn't recommend attemping to do a network bum over wircless;
you'llwant a nice, solid 100Mbps Ethernet cabl fo this job. And the down-
load example might look silly, but it does illustrate the power of the Unix
pipeline: any program can be plugged into nearly any other, to make things
happen that the designer of either program likely hadn't ever thought
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while 0 get used to, but it allows for  very expressive syntax that lts you
create complex (and hopefully usefl ) firewall rules.

Even if your machine isn't a *real” frewall tha s, i only has one network
interface and isn't protecting other machines) the filer funcrionality can be
very useful. Suppose you want to allow tlnet access t this machine just in
case something happens to ssh or it libraries) but don't want to permit it
fromjust anywhere on the Net. You could use a tcpwrapper (by populating,
Jetcthosts.allow and fetchostsdeny, and seting, up fetclnetd.conf appropri-
ately). O, you could use iptables with a lne like this:

iptables A T -t filter -5 | 208.108,239.36 -p tcp ~~dport 23 -] DROP

Generally, most people want o permit unrestricted access from trusted
hosts, block all access from known problem hosts, and allow something in
between for everyone els. Here s one method for using a whitelist, black-
list, and restrcted port policy simultancously.

s1pinssn

2 A sirple fireall inttaltzation script

HITELIST- st ocal et itelst txt
BUACKLIST-/ust/local et blacklist txt
AUOMED:"22 25 10 483"

# Drop alL. existing filter rules

ptavles -F

.
# First, 1un thiough SWITELIST, accepting al1 traffic from the hosts 3nd
netuorks

¥ contained theresn.

for x in “grep v 7% SITELIST | k" fprint $1°'; do

echo “permiteing sx...

iptables A IWUT ¢ Filter -5 S -§ ACGEFT
done

# Mo 1un through SBLACKLIST, dropping alL. traffic from the hosts and
retuorts

¥ contained theresn.

for x in “grep -v "% SSUCKLIST | ank “fprint 51} do

echo “Blocking ox..

ptables A DT -t Filter -5 $x -5 ORGP

done
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view “external” {
wateh-clients { any; );
recursion 107

2one “oretlly.con” {

type master;

File "external/d.oreily.con %
allow-transfer { 192.168.0.254; );

%
Nortice that the intemal view's match-clients substatement explicily places
192.168.0.254 into the xternal view by negaring it in the address match lst.
‘Any time the slave nitiates a zone transfe from that [P address, il ge the
version of oreilly.com described by the zone data fil var/namedexternald.
oreily.com.

78, Setting Up Caching DNS with Authority for Local
Domains
TR ————

Running BIND can be very icky business if you have a particularly com-
plex network topology. Multple DMZs, public versus private IP addresses,
and delegated subdomains can make DNS adminisration a ull time job for
a large st. I you're looking for a way to alleviate some of the complexity,
see “Views in BIND 9" wm, O if you're fecling particularly adventurous, try
wildeard domain matching and delegation, as described in “Ultrahosting;
Mass Web Site Hosting with Wildcards, Proxy, and Rewrite” @10,

But in the majority of small to medium installtions, BIND is really only
necded for two things: o act asthe authoritative source for a domain or two
and provide forwarding to another DNS server fo all other requests.

Here i a simple (but complete) named.conf that does exactly that:

options {

directory “/var/naned”;

pid-File vt/ ron/mamed.pla™s
Seatistics-file ~var/maned/maned.stats";
¥

logging {

cnamnel default ot {
file “var/log/mamed. Log"s
I

category default { default out; J;
e s )
cotegory xfer-In { default out; 1;

nformation Servers | 165
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perep works just lke pil, but instead of sending a signal o each process, it
simply printsthe matching PID(S) on STDOUT:

5 poxe hetpd

i

I

E

kY

s

e
Finally, mstat gives you a nice, easily parsed pinpoint measurement of vir-
tual memory and cpu statstics:

5 wstat

procs ssory s o systen cu

T wpd Free buff cache 51 30 b bo In s s sy 14

00,0 5676 67t 33008 94000 99 790029
1 you'd like to watch how usage changes over ime, give it a number on the
command line. The number represents the number of seconds to pause
before displaying the resuls o another measurement.

Learning how 10 use the lesser known procps wtilties can save you lots of
typing, ot to mention wincing. Use skill or pkill to avoid accidentally
mistyping a PID argument o kill, and suddenly bringing sshd (and the wrath
of many angry users) down upon your unforcunate sysadmin head.

See also:
« fipspeople.redhat.comijohnsonmiprocps!
« “Monitor System Resources with t0p” )
+ manpages for pill,parep,skil,snice, and vmstat

18. Managing System Resources per Process
Preven user processes fom rmeg away with l syt resurces

‘Whether intentionally or accidentally, i s entirely possible for a single user
0 use up all system resources, leading to poor performance or outright sys-
tem filure. One frequently overlooked way to deal with resource hogs is @
use the it functonaliy of ash.

“To prevent a process (or any of ts children) from creating enormous fils,
y specifying a ulimit -f (wic the maximurm filesizespecified in kilobytes).

robecatlin:/tags ulinit -F 100
Fobbcatlin/ s yes “Spam span span spam SPAN" > span.txt
File size linit exceeded

robbcatlin/tgs 1 -1 span.txt

“hecrok- 1 10b users 102400 Sep & 1705 span.xt
robdcatlin/taps

ServerBasics | 3
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43. Working with 1SOs and CDR/CDRWs
The command ine makes workng wih 505  snap

“There are a number of graphical CD-ROM wtlces for Linux. Most of these
are simply front-ends that call command line tool to do the actual work of
building 1505 and buming disks. And graphical ools aren't much help if
you're working on servers that don't have a console artached, unless you are
running X remotely, perhaps over ssh (1s in *X over ssh” (). With the
mkisofs and cdrecord wlities nstalled, working with 150 images from the
command line is very straightforward.

I you've never heard of an 150, i's slang for an image of an ISO9660 flsys-
tem. The 1509660 format (alon with  couple of common extensions) s
the common format of data CD-ROMS.

“To make an IS0 image (o prepare for burning in a CD burner, use mkisos:
ekisofs - /hone/zchs > /tp/rob-hoe. 50
The -r tells mikisofs to build Rock Ridge extensions into the resulting image
file. This means that long flenames and fle permissions will be preserved
when the disk is mounted on systems that support Rock Ridge. Linux has
great support for RR. and using -r generally makes your life much casier
when building disks designed to be uscd with Linus. Anyone can make an
150 of files that they have read access to; you don't have to be root to un
mkisofs. But for the rest of the commands in this hack, you'll ikely need
roor privileges.
Note that misofs stores the contents of the directories you specify on the
command line, not the directories themselvs. In the above example, the
150 will have /home/rob/ mapped to its /, with the contents of fhomelrob
fillng the root of the CD.

1fyou need to make an SO from an exising data CD,ty this:
[P ——
“This willcreae an ISO image of the CD, in all gloious 650+MB, o be sure
you have plenty ofspace bfore rying this. You may be abl to make this go
Taster by manipulating the bs parameter o dd:
FP T E——
“The optimal seting i usually dependent on your drive and IDE controler,
S01try a couple of values to see what works beston your system.
“To mount an S0 that you've made (eicher with mikisofsorseaght from da),
oy this:

# s /0
5 nount -0 loop, 10 -t Lsopéén . tmsge.Lso Jant/iso

1 Backups
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- Distibutg Your CA o Glent Browsers

enter pem pass phrase:
Check that the request matches the signature
Signature ok

The Subjects Distingutshed Name 15 35 follows
countryhane :FRINTABLE: 05"
StateOrprovincekane SFRINTAG
LocalityNane PRINTABLE: “Had Dog
orgonizationtane ‘PRINTABLE: Oiscordia, Inc
organizationlinitare:PRINTARLE:-perations”
Commane PEINTABLpropaganda. discordia.exis”
ensiThddress CIASSTRING: hailediscordia.exts”
Certificate 1 to be certified ntil Sp 8 2214
Sign the certificate? [y/nliy

126 2003 O (365 ays)

5 outof 1 centificate requests cenified, comit? [y/nly
weite ot datbase with 1 new entries
Oata Eose pdated
Now 10 use the rt and..key with Apache + mod_ssl (or Apache-ss, install
them as you normally would (perhaps with lines like these):
SsCertificaterile use/Localapachercon551 e propgands.dscond.exis.
at
SsicertificateteyFile ust/local/apache/cont/s5. ey propagands.discordis.
eriskey
“This s alllots of fun, but what happens when a client actually connes to
hitpslpropaganda.discordiaeris? Won't the browser throw an error about
ot recognizing the Certificate Authority that signed the SSL. cert? Natu-
ally. Unless, of course, you've insualled your CA's public key to the clent
browser ahead of ime. Se the next hack if you'd ike to do that.

See also:
+ man CApl
+ The OpensSL home athtp:/u.openssLorg!
+ httpivwne certorg/adsisoris/CA- 200104 .

Disclaimer: no, 1 honestly had nothing 10 do with the Microsoft Corpora-

tion cert snaf. But it does illustrate one of the fundamental facts of life
online: i’ difficult to know who to trust.

95. Distributing Your CA to Client Browsers

Instaling your sy new CA et o cent browsers s usta ik vy
There are two possible formats that browsers il accept for new cetiicare
authority certs: pem and der. Early versions of Netscape expected pem for-
mat, but recent versions wil accept cither. Intemet Explorer is just the
opposite early IE would only accept der format, bu recent versions will
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« Mike Rubel (*Automated Snapshot-Siyle Incremental Backups with

rsyne” o)
Mike (httpheww.mikerubelorg) sudied Mechanical Engineering at
Rautgers Universiy (B.S. 1998) and Acronautics at Caliech (M.S. 1999),
where he is now a graduate studen. He has enjoyed using Linux and
GNU software for several years in the course of his numerical methods
research

« Jennifer Vesperman (al of the CVS picces except “CVS: Anonymous
Repostoris” ) were adapted from her online CVS pieces for O'Reily-
Neo
Jenn contributes to open sourc, as a user, writer and occasional pro-
‘rammer. Her coding experience ranges from the hardware interface 10
an HDLC card to the human interface of Java GUI. Jenn is the current
coordinator and co-sysadmin for Limuxchix.org;

« Schuyler Erle (contributed code for hiptop, mysaqltable-restore, bal-
‘ance-push, find-whois, and viundgen)

By day, Schuyler is a mild-mannered Internet Systems Developer for
OReilly & Associates. By night, he crusades fo justice and freedom as a
free software hacker and communiey networking acavst.

« Morbus Iff (*Quick Coniiguration Changes with IiDefine” o, *Sim-

plisic Ad Referral Tracking” @, “Mimicking FTP Servers with
Apache” wm)
Kevin Hemenway, becter known as Morbus I isthe creator of dsobey.
‘com, which bilsiself as “conten for the discontented.” Publisher and
developer of more home cooking than you could ever imagine, he'd love
0 give you a Fry Pan of Intellect upside the head. Politely, of cours.
And with love,

Acknowledgments

Twould like to tharik my family and friends for their support and encourage-
‘ment. Thanks especiall to my dad for showing me *proper troubleshooing
echnique” at such an carly age and incvitably seting me on the path of the
Hacker before  had even scen a computer.

Of course, this book would be nothing without the excellent contributions
of al the phenomenally talented hackers contained herein. But of course,
our hacks are buile by hacking the shoulders of giants (to horribly mix a
‘metaphor), and it is my sincere hope that you wil in turn take what you
learn here and go one betee, and most importandy, ell everyone just how
youdid
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Naturally, substituting your own database username and password. Ifyou're
running mitop from some host orher than your database server, also specify
the --host={nysa]_host)} switch. Once i’s running, you'll be presented with
atoplike sereen tha refreshes every few seconds:

load average: 0.72, 0.47, 026 mysqld 32351 wp 3 day(s), 448 hrs

2 threads: 2 umning, © Cached. Queries/slow: T1.5K/0 Cache Hit: 59,558
Opened tables: 42 REN: 4,00 TUK: 0 563: 0 HB: 0

0 USER HOST 00 TIRE COMO STATE 1O
26085 root Tocalbost test Query show full processlist

26412 root localhost nocat 1 Query Writing 1o n select * from Mesber where
User Like "ot

Here we see the aached users, the hosts they are connecting from, the que-
ries they're running (and on which databascs), as well as how long cach
thread has been exccuting (in seconds). The numbers on the lefc are the
thread ID of cach running query, not the mysql PID. If a parcicular query is
in danger of becoming a slow query, the line wil turn magenta, 1f the query
then becomes a slow query, the color changes to yellow. Ifthe thread is sl
running after tice MySQLs long_query_dme value has passed, the line
becomes red. This makes it casy to tell at a glance f some queris are taking
a partcularly long time to execute.

Justas with top, iting 2 while mtop i running shows all avalable keystrokes:
top ver 0.6.2/2002905, Copyrght (c) 200, Narc Prewitt/Chelsea Networks

A top users dtsplay for mysql

These single-character comands are vailable:

it
el show this text
Fluth status
T processes; send a KLl to 3 List of ids
change the nusber of seconds €0 delay betueen updates
toggle manual refresh sode on/oft
Filter aisplay with regular expression (user/host/do/comand/stateinfe)
aisplay process for only ore host
display process for only ore uier
toggle alLnon-Sleeping process display
severse the sort onder
explain 3 process; show query optinizer info
Show mysald stats (show status/eysqladein ext)
Show mysald variables (show variablesaysalacain vars)
20cm In o1 3 process, show sql statenent detall
Show replication status for raster/slaves
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Or alternately, from the other dircction:
seotbpinky:/use/Local/paclandn 35h blinky "cat xeally-big-archive.tgz” \
|t 2 -

If you encounter problems with archives created or extracted on the
remote end, check to make sure that nothing is written to the terminal in
your ~/bashre on the remote machine. I you like to run usr/gamesffortune
or some other program that writes to your terminal, it’s a better idea to
Keep it in ~/bash._profil or ~/ bash_login than in ~~bashre, because you're
only interested in seeing what fortune has to say when there is an actual
human being logging in and definitely not when remote commands are
exccuted as part of a pipeline. You can sill set environment variables or
run any other command you like in ~~bashre, as long as those commands
are guaranteed never to print anything to STOOUT or STDERR.

Using s keys o eliminate the need for passwords makes singing around a
wary chunks ofthe filsystem even easir (and asily scriptabl n cron, i you're
so inclined). Take a look at the hacks listed below for an exampl of how o
make it very easy (and secure) to connect 10 any of your servers with sh.

Seealso:
* *“Quick Logins with ssh Client Keys” 68
+ “Turbo-mode ssh Logins” wen)
* “Using ssh-Agent Effectively” e

38. Using rsync over ssh
Keeplargedecoysrctures i sy quikly i ryc

While tar over ssh is ideal for making remote copies of parts of a filesys-
tem, rsync s even beuer suited for keeping the filesystem in sync between
two machines. Typically,tar is used for the iniial copy, and rync is used
0 pick up whatever has changed since the last copy. This is because far
tends to be faster than rsync when none of the destination fles exist, but
rsyne is much faster than tar when there are only a few differences between
the two filesystems.

“To run an rsync over ssh, pass it the - switch, like this:
Cootbrover =8 zsync -ave 55 greendones hone/ F4p/pu hcae/F4p/publ

Norice the raling / on the fle spec from the source side (on greendome)
On the sourcespecifcation, a tailing./ tells sync to copy the contnts of the
directory, but not the directory itself. To include the directory as the top
level of whatever i being copied, lave of the /

Footeuillage: rsync -ave ssh berus home/six
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Parent Disectory 03-Sep-2002 00:33 - Description

patched-Linux-2.4.12.ar.be2 11.0ct-2001 00:59 22.08
patched-Linux-2.4.12.ar_b22.sign 11-0ct-2001 00159 1k
Patched-Lirux.2.4.12.tar g2 11-0ct-3001 00:59 27,00
patched-Linux-2.4.12.ar.g2.sign 13-0ct-2001 00159 1k
patched-Linun-2.4.13.tar_bza 23.0ct-2001 22:28 22,00
patched-Linun-2.4.13.tar_be2.sign 23-0ct-2001 22:28 1k

Patched-Linux-2.4.13. 30 52 13-0Ct-2001 72:38 37,30
13t geslgn 23-0ct-2001 2218 1k

141

patched-Linux-2.4.14.ta1_§3.54g0 05-Nov-2001 15:30 1k
potched-Linue 2.4.15. 51 523 22 how-2001 22016 22.64
Potehed- Linun-2.4.15.tor bi3 sign 23-Nov-300t 23138 1k
Potched-Linue-2.4.15. 430 52 12-Mov-2001 72:18 38,00
Potched-Linue-2.4.15.t3r 52.5ign 22-Now-2001 2:18 1k

Much better. Install this by default on all of your Apache installations, and.
your users will thank you.

89. Quick Configuration Changes with IfDefine

Makechangs 1 your uningApach cofursion wihoteitg tod.conl
Apache allows you to maify its configuration quickly and casily with the
1efine and IiModule dirctives. Define llows you to designate blocks of
configuration to only be active when a command linc flag has been passed.
ke so

£ Ist/localapachrbinihipd 355
‘The above is a common example, defining (-D) a flg called SSL. This will
enable artsof the configurarion that look like:

ifeie ss15

5 anyting in here will be ensbled 1 0551

£ s e passed o the comand e,

<r1fefines
Likewise, the [iModule dirctive checks tosee ifa module s currently loaded
(i, uncommented) in the Apache configuration fle. 1f mod_userdirc is
Toadied, for example, then the following configuration will e enabled. If is
no, it will beslendy ignored.

it s userdiz.c>

Use0ir public_hinl

tiostes
As Apache has grown, the htipd.conf il has become steadily more modular-
ized as shown above, allowing you to tweak the various modules that load
withoutfear of breaking your installaion due to missing dependencics
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_ Maripulating Processes Symbolicall withprocps

“This will give you a quick spot check of the number of running processes
versus the number that ps actually reports. Many rootkits install a hacked ps
that allows a miscreant to hide processes (by simply not displaying them
when ps runs). You may hide from ps, but it’s much more dificult to hide
from /proc. If the second number s considerably larger than the firs (part
ularly if you run it several imes in a row) then you might want to consider
taking your bosx offline for further inspection. Quickly

17. Manipulating Processes Symbolically
with procps
‘Siral an e proceses by e ermia, o s (ead o PO)

1f you often find yourslf running;a ps awx Igrep something just o find the
PID of a job you'd like to kil,then you should take a look at some of the
‘more modem process manipulation packages.

Probably the best known process tools package s procps, the same package
that includes the Linux version of the ubiquitous top command. The top tool
i s tremendously useful and flexible that it deserves its own discussion
‘You can learn more abou the top tool in “Monitor System Resources with
top” s,

‘Among the other nifty uiltes included in procps:

skill les you send signals to processes by name, terminal, username, or PID.
snice does the same but renices processes instead of sending them signals.

For example,tofrecze the user on terminal pis/2:
¥ s -sT0P ptsr2

“To relcase them from the grip of leeping death, ey this:
# sl o ptsr2

Or o renice all of user’s processes 0 5:
# snice o5 user

phill is similar to skill, but with more formal parameters. Rather than
attempting to guess whether you are referring 0 a username, proces name,
or terminal, you specify them explicty with switches. For example, these
w0 commands do the same thing

£ sl KL 1 s

kil AL b b
phill may take sightly more typing, but is guaranteed to be unambiguous
(assuming that you happened to have a user and a process with the same.
name,for example)
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Scripting

Sometimes, you want to do something more complcated than can be
expressed on a single command line. Once you've done something compli-
cated more than two or three times, you'll probably begin to think tha there
‘must be a becter way to do it (which doesn'c involve a whole bunch of typ-
ing cach time). This s usually when sysadmins begin o evolve into that
srange breed of problem solver known as the programmer.

“This section is not a crash cours in programming, but rather a demonstra-
tion of a couple of picces of applid programming hackery. I've found that
the best way o learn how 10 program is t0 lear by doing, and the easiest
way to get startd is (o see how other people have solved similar problems.
‘The examples i this section are useful on their own but are even more use-
ful as a starting point n buikling your own custom tools. Even if you're an
old hand at scripting, take a look at some of thesc examples for some ideas
on how 1o use some lesser known invocation switches and language fea-
uresto get more done with less effore.

72. Get Settled in Quickly with movein.sh
Ko your ol evonment sy o o ur srvers

‘When you use a machine for some time, you willinevitably end up custom-
iaing it to your liking, As we saw in *At Home in Your Shell Environment™
@i, the shell environment is a tremendously flexible tool that can be fine
tuned to your precise specifications.

Usually these lile tweaks take weeks (or even years) to perfect and span
several fils:diferent environment setings (depending on f i’ a login shell
or a subshell, editor preferences, email sectings, mysql preferences, alases
10 be sex and opions for evry occasion,etc. When the environment is pre-
cisely programmed, tasks become casier and the system becomes more fun
o work with.
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Now reboot (or run the above command by hand), and fire up safe_mysqld
In benchmarks we have run in-house, the maximum number of available
connections was increased from several hundred to 4090, with no observed
CPU spike. We run dedicated database servers configured with these set-
tings in production, with absolutely no performance or sabiltyissues.

1fyou have a significant amount of database traffc, you should consider dis-
eributing the load across multiple machines discussed in *Setting Up Repli-
cation in MySQL” 2.

87. Apache Toolbox

Ui i rat ot srt o sty dorca, o, conpl,

i ntfoch
Bryan Andrew’s Apache Toolbox s a Siss army knif of a sript,providing
o customisable, menu-driven nterace to- downloading and <ompiling
‘Apache, mod_perl, MySCQL. PHP-—and more! The Apache Tolbos has out-
of-the-box support for:
Apache

Our favorite web server
st

Secure Socket Laye or secure web erve nteactions
PHP, mod_perl, and mod_fastgi

For speedy sciping angunge support
MysQL

“The ubiquitous ightning fast daabase server
OpenLDAP, mod_th dap,md_auth_radiu,mod_auth_pop3, mod_auth_
sys and mod_accessref

Various means o authenticion and authoiztion
‘WebDAV and mod_layout

For smple,yet powerful Web design uncionality
mod_dynuhost, mod_throtle, mod_gip,and mod_banduidth

For efficient hosting and server control

‘And more! Apache Toolbox is customisable and has support (i’ justa shell
script ater all for anything else you'd care to phug in.

Apache Toolbox comes in two differnt flavours: just the script, which will
download the various component sources as needed, or the full package,
including the script and al required sources. The toolbox even catches RPM
conflicts should thy arse.
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Getting Started with O

> cltca hrefeitg: /13, gogle. cons"oogle Labsc/axcdts
> cibTake 3 Took at the strage nd vanrous things that Gogle 15 up ...
oy

So it was just  link addition. Suill, it might be easy o jus hit that ~D when

prompied, but ic's generally considered bad form to not make any log entry.

At any rate, once you master the simple ci, co, resdiff, and res2log com-
mands, you have some very flexible revision control tools at your disposal.
Use them well, and they'll probably save your lfe one day. Or in the very
least,they'llsave the next bes thing: your data.

26. Getting Started with CVS

he s nd uts ofthe Concurent VersioingSystem

Concurtent Versioning System (CVS) is a system for managing simulia-
neous development of fils. It is commonly used in large programming
projects and s also useful to system administrators, technical writers, and
anyone who needs to manage fles.

CVS stores files in a central reposicory. It s set up to be accessible 10 all
usrs of the files, using standard Unix permissions. Commands are given o
*check out” a copy of a file for development and “commit” changes back to
the repository. It also scans the files as they are moved o and from the
repository, o prevent one person’s work from overwriting another’s.

“This system ensures that a history of the fle is retained, which is extremely
useful when the boss decides he wants a feaure you trashed months ago. It
also ensures that backing up the reposicory s enough to backup a project
(providing all necessary filesare kept n reposicory).

€S s usually used to help manage projects but can also be used for individ-
walfiles,

Typical Uses.

CVS s designed for developers,either individually orin teams. For individu-
als, CVS provides a repository from which you can work from home, the
offce, or the clent sie without having to haul disks around. It also pro-
vides version control, allowing ollbacks withou loss of data. For teams,
also keeps a record of who changed which lines of  file and prevens dircct
overwriting of each other’s work.

System administrators can keep configuration files in CVS. You can make a
change, cvs commit i, test i, I it als, oll ack the change, even if you only
discover the failue six months down the track.

=
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Using confguration from /uso/local/ss/opensslcnf
Generating 3 1028 bit KSA private key

waidiog pew private key 16 " demnCh/private/cakey pen’
Enter 7en s phre:

Verifying password - Enter PEN pass phrase:

Vou are sbout 10 be ssked 1o enter inforsation that will be incorporated
into your centificate request.

Wat you are about to enter £ what £s called 3 Distingulshed Name or 3 DN,
There sre quite 3 feu fields but you can lesve sone blank

For sone Fields there will be 3 cefoult volue,

16 you enter *.", the Field will be left blan.

Country Nane (2 levter code) (A0S

State or province Nam (ull rae) [some-Stte]:Californta

Loality one (&, city) [):sebstopal

Ongonzation Kne (e, compry) [Inernet Widgits Pty 114 Tlumiates
Enterprises, 114

Organizationl nit o (e, section) ):dnintstration

Comon Nane (e, YR nane) | ghard Celine

Ensil Adress (JshaghrdcelineaTasyahon.con

Congratulations. You're the proud owner of your very own Certificate
Authoriy. Take a look around:

roghardefrord:~/certss 1s

dencihs
Raghardefnond:~/certss cd densChl
Paghardefnard:~/certs/ denachS 15 -1

total 21

“PeE-ot-- 1 10b users 07 Sep 8 14112 cacert.pem
iz xa-x 2 10 users 4096 Sep 8 14:12 certs/
dnat-xtox 2 1ob users 4096 Sep 8 14:12 crl/

“rucrox- 1 10b users 0 Sep 8 14132 index.txt
dmat-xg-x 2 1o users 4096 Sep 8 14:12 newcerts/
e xax 2 160 users 4006 Sep 8 14

1100 wsers 3 5ep 8 1422

The public key for your new Certificate Authority is contained in cacert.
pem, and the private key i in private/cakey.pem. You can now use this pri-
vate key to sign other SSL certs.

o use your CA's authoriy 10 sign SSL. cert, you'll need to make a new cert
that a web server (such as Apache) can use. First, generate a private key and
cerificate request, as shown in “Generating an SSL cer and Cerificae Sign-
ing Request” 9, Now you can sgn the new request with your own CA'skey:
Pagbadtfoand:~/crtss openss ca -paicy policy_snything \
ot propgand.discoria.ext.cit \
infile propaganda.discoréia.eris.csx
Usig confguration from use/local s cpensl. cof

nformation Severs 1197
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A running Linux system is a complex interaction of hardware and software
where invisible dacmons do the user’s bidding, carrying out arcane tasks to
the beat of the drum of the uncompromising task master called the Linux.
Kemel

A Linux sysem can be configured  perform many diffrent kinds of tasks
When running as a desktop machine, the visible portion of Linux spends
much of it time contollng a graphical display, painting windows on the
scrcen, and responding to the user's every gesture and command. It must
gencraly be a vy flxible (and encertining) sysiem, where good respon-
siveness and interactivity ar the criical goals

On the other hand, a Linux server generally is designed o perform a couple
of tasks, nearly always involving the squeezing of information down a ner-
work connection as quickly as possible. While prety screen savers and GUI
features may be critical t0 8 successful desktop system, the successful Linux
server s a high performance appliance that provides access o information as
quickly and eificienly as possible. It pulls that informarion from some sort
of storage (like the flesystem,  database, or somewhere else on the net-
work) and delivers that information over the newwork o whomever
requested it, be it 2 human being connected to a web server, a user siing
a shell, or over a port o anorher server entirly,

1 is under these circumstances that a system adminisrator finds heir
responsiblitis lying somewhere becween deity and janitor. Ultimately, the
sysadmin's job is to provide access to system resources as quickly (and equi-
ably) s possibl. This job involves hoth the abilty 1o design new systems
(hat may or may not be rooted in solutions that already exist) and the tal-
ent (and the stomach) for cleaning up after people who use that system
without any concept of what “resource management” really means
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‘There is no need 10 use rsync for the higher-level snapshors; just cp -a from
the appropriate hourly one.

To make the automaric snapshots happen, | have added the following lines
o root's crontaby

0478 % ¢+ fsr/localbinmake srapsot.
0134+ st/ lacalbinsdaly sropsat toate. sh

They cause make_snapshot.sh to be run every four hours on the hour and

daily_snapshot_totate.sh to be run every day at 13:00 (hat i, 1:00 PMD,

“Those scrips ar included below.

Listing: make_snapshotsh

sibineash
i
# nikes Randy rotating- filesysten-snapshot utility

£ RCS info: S14: cho3, v 1.18 2003/01/09 14739036 sierra Exp sshermon §

£ this reeds to be 3 Lot sore gereral, but the basic idea 1s 1t makes

- systen comnands used by this script
To-/use/oin/ids

£ bin/echo;

T~ i mount;
e rbin/m;
Wi
- vinvcs;
TO0KHe i ouch;

G use/bio/ sy

B - file Tocations

RO OEVICE- e/
SAPSROT R 001 napihot;
EXLUDES-/usr/ocal ke backup_xcluce;

the script stsels -

4 sake sure ve're rnning a3 oot
S6(CTHID A 12 0); then { SEOR “Sorry, must be sont. Exitig,
it )

B attempt to remount the R maunt point 35 R else stort

80 1 Backups
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Creating a Firewall from the Command Line of any Server ms‘

# Next, the permitted ports: What will we accept from hosts ot appearing
o on the blacklist?

for port in SALLOMED; do

echo “hecepting part Sprt...”

Sptables A TWAT -t filter -p tep -~dport Sport -5 ACCEPT

done

5 Firally, unless 1¢'s nentioned sbove, 3nd 1t's 3n inbound startup request,
# just drop 1t

Iptables -A WUT -t filter -p tcp ——syn - OROP
Be sure 10 specify all of the ports you'd like 1o include in the SALLOWED.

variable at the top of the script. If you forget to include 22, you won's be
able o s into the box!

The /usrlocalieriblacklst.txt file is populated with 1P addresses, host
names, and necworks like this:

112,04 ¥ Portscamed on 8715702
718510124 1 Wb ks what evi lurks therein
ooty script-kide, coup # S0 5033 u 31337 hsort
Likewise, fusrfocalletchwhitelist. xt conains the “good guys” that should be
permited no mater what the other rulesspecify:

11223300 1wy senstation
202003390726 & the ol reterk

Since we'ee only grabbing lines that don't sart with #, you can comment
outan entire lin if you need to. The next ime you run the script, any com-
mented entics will be ignored. We run an iptabes -F at the beginning to
flush al exising fter entrics, s0 you can simply run the script again when
you make changes to blacklis s, whitlist.txt, or the ports specifed in
SALLOWED.

‘Also note that his seript only allows for TCP connections. If you need (o
also support UDP, ICMP, o some other protocol,run another pass just ke
the SALLOWED for loop, but include your addiional ports and protocols
(passing -p udp or-p icmp (o iptables, or example)

Be careful about using whitclist. Any IPs or necworks appearing on ths list
will be permitted to aceess all ports on your machine. In some circum-
stances, a clever miscreant may be able to send forged packers apparently
oriinating from one of those IP, i thy can find out ahead of time (orlogi-
cally deduce) what IPs appear on your whitelist. This kind of atack is diff
cultto perform, but it is possible. Ifyou are particularly paranoid, you might
only allow whitelist addresses from neaworks that aren't routable over the
Intemet butare used on your intemnal network.
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i’ considered good form to clean up the solution once you've hacked it out.
‘And on the command line,there’s plenty of room to hack.

7. Working with Tricky Files in xargs
Dealwith many e coranin pacs or other stangecharacters

‘When you have a number of il containing spaces, parentheses, and other
“forbidden” characters, dealing with them can be daunting. This is a prob-
lem that seems to come up frequently, with the recent explosive popularity
of digital music. Luckily, tab completion in bash makes it simple to handle
one file ata time. For example:

robecatlin:~/musics 1s

Hallucinogen - The Lone Desanger

Misc - pure Disco

robbcatlini/hsics - Wisc[18)

robecatlin:/MuSicS m -rf MISe\ -\ Pure Discal

Hiting the Tab key for [TAB] above replaces the command line with the line
below i, properly escaping any special characters conained in the file.
That's fine for one file a a tme, but what if we want to do a massive tans-
formation (say, enaming a bunch of mp3s t include an album name)? Take
alook at this

robbcatlini-/msics cd NaL1(TAS)

robécatlin:~/Musics cd Hallucinogen) -\ Thel Lo\ Dexangr/
robdcatlin:~/usic/ollucinogen - The Lone Derangers 15
Hallucinogen - 01 - Desention.ep3

Hallucinogen - 02 - Snakey Shaker.op3

Hallucinogen - 03 - Trancespotter o3

Hallucinogen - 04 - Worrorgesn. o3

Hallucinogen - 05  Snarling (Renix).op3

ollucinogen - 06 - Goma Coblins 7. 2.093
ollucinagen - 07 - Deranger. 3

allucinagen - 08 _ Jiggle of the Sphine.mp3
robbcatlini~/usic/oLiucinogen - The Lone Deragers

When attempring to manipulate many files at once, things get tricky. Many
system udlities break on whitspace (yickding many more chunks than you
imended) and will completely all apat i you throw ) ora {atthem. What
we nced is a delimiterthat s guaranteed never o show up n a flename, and
break on that instead.

Fortunately, he xargs uilty will break on NULL charactrs, if you ask it to
nicely. Take a ook at tis sript:

Listing: aloumize
aiinin

1602 " ; then

ServorBasics | 15
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“The most successful sysadmins remove themselves from the path of access
0 system resources and et the machines do all of the work. As a user, you
Know that your sysadmin is effctive when you have the tools that you need
o gt the job done and you never need to ask your sysadin for anything,
“To pull off (that i, 0 hack) ths impossible sounding task requires tha the
sysadmin anticipate what the users” needs will be and make efficient use of
the resources that are avalable.

“To begin with, Il present ways o optimize Linux o perform only the work
that is required t0 get the ob done and not waste cycles doing work that
you're not interested in doing. You'll see some examples of how to get the
system to do more of the work of maintaining tsclf and how to make use of
some of the more obscure features of the system to make your job casicr
Paris of this section (particularly Command Line and Resource Manage.
‘men) include techniques that you may find yourslf using every day to help
build a picture of how people are using your system and ways that you
‘might improve i

‘These hacks assume that you are already familiar with Linux. In partcular,
you should already have root on a running Linux system available with
which to experiment and should be comfriable with working on the sys-
tem from the command line. You should also have a good working knowl-
ede of nevworks and standard network services. While | hope that you will
find these hacks informative, they are certainly not a good introduction to
Linux system administration. For in-depth discussion on good administra-
tive techniques, 1 highly recommend the Linx Network Administrator's
Guide and Essental System Admiistrtion, both by O'Reily and Associates.

“The hacks in this chapter are grouped together into the following five cate-
goris: Boot Time, Command Line, Automation, Resource Management,
and Kernel Tuning,
Boot Time.

1. Removing Unnecessary Services

2. Forgoing the Console Login

3. Common Boot Parameters.

4. Creating a Persistent Dacmon with inic
Command Line

5. n>&m: Swap Standard Output and Standard Error

6. Building Complex Command Lines.

7. Working with Tricky Fies in xargs

8. Immutable Files in ex2/ext3

9. Speeding Up Compiles
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“That will force the root flsystem to be remounted read-writ, You can now
type passid to change the root passweord (and ifthe orginal admin lostthe
password, consider the ramifications o gving them access o the new one. 1f
you were the original adri, consider writng it in nvisible ink on a post-it
ote and sticking it to your screen, or seitching it into your underwear, or
maybe even taking up another hobby).

Once the password i resct, DO NOT REBOOT. Since there is no it run-
ning, there s o process in place for sally taking the system down. The
quickest way 0 shutdown saely i o remount root agan:

# mount -0 remount, o /

‘With the root parciion readonly, you can confidenly hit the Reset button,
bring it up n single-user mode, and begin your actual work,

3. Common Boot Parameters

Maniuate keme arameters at bot e
As we saw in “Forgoing the Console Login" wa, it is possible to pass
parameters to the kemel at the LILO prompt allowing you to change the
program that i first caled when the system boors. Changing init (with the
init=/bin/bash line) is just one of many useful opions that can be set at
boo time. Here are more common boot parameters:
single

Boots upinsingle user mode.

oot
‘Changes the device that is mounted as /. For example:
oote/devisdcs

will boot from the fourth partton on the third scs disk (instead of
whatever your boot loader has defined asthe defaul).
hdx=
Adjusts IDE drive geomerry. This is useful i your BIOS reports incor-
rect information
[REEp—

“This defines the master/primary IDE drive as a 30GB hard drive in LBA
mode, and the slave/secondary IDE drive as a CD-ROM.

console=

Defines aserial port console on kemels with serial console support. For
example:

consolesttyso, saeonss

Here we'e directing the kemel (0 log boot messages 1o 150 (the first
seral poro), at 19200 baud, no pariey, 8 data bits, 1 stop bit. Note that

SorverBasies | 7
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Here are five steps you can take to optimize your MySQL installaion,
oughly in increasing order of dificuly (and effctvencss).

1. Run sysalcheck -o database. This will optimize your tables, reclaiming,
lost space by *defragging” your databasc. This is especially usefl if you
have recently changed the structure of your database, or have deleted a
large amount of data from i

2. Renice mysqld. If you are running a dedicared MySQL server, you can
ell the scheduler to run mysql at a much higher priority than other
tasks. The mysql manual recommends adding a line like this to your
safe_mysald script:

renice 20 85
However, I have also found it necessary o find the following hunk of
code:

e NICEESS- noh”

if teit s

tren

N NICOESS- ot nice "

i 3t 52 -2q 0 88 test XINONP_NICOHESS® 1+ x0 8 e -1 echo f00 >

sevimil 281

then

NP NICEESS-“nice - $NOMP_NICENESS notug”

Jrrgr——

i

“
and replace it with simply:

Pt ———
Now safe_mysqld and all o the mysqld processes will un at the great-
est possible pioriy. It does thisat th expense of al other processes, so
if you are trying 1o run other services along with mysal on the same
machine, you may want o pick a higher number (somewhere in the -10
105 range s probably a bt more conservative).

3. Create indices. I you have long ranning queries, one very good opri
zation you can make s to add approprite indices. If you see a long run-
ning query when running miop (as discussed in “Monitoring MySQL
Health with miop” @), then consider creating a elevant index:

ysal> cree Sndex name on esber (Mane(10);
Indexing is a wrade-off of isk space for performance, and in this age of
inexpensive storage, there’s no excuse for neglecting your indices. Hav-
ing to0 many indices usually doesn't hure, but doing a linar search (or a
unique insert) on alarg table that doesn't have an associated index can
make your server crawl

76 1 informatn Servers
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Here's an example. Our slave has two IP addresses, 192.168.0.2 and 192.
168.0.254. Our primary master has just one, 192.168.0.1. Firs. here's the
slave's named.conf fle:

options {
directory “/var/naned”;
¥

view “intermal”
matan-clients { localets; )i
Tecursion yes;

zone “orelly.con” {
type slave;

msters { 1926803 };
transfer-source 192.168.0.2;
file “intemal ok oreilly.con ™
allow-transter { ay; )i

%

3

view “extemal”
watch-clients { any;

zone “oretlly.con
type slave;
miters ( 192.168.0.3 )3
transfer-source 132.168.0.254;
File “external ok oreiily.con °;
lioetranser (
I
%
Notice that the slave is configured to initiate tansfers of oreilly.com within
the internal view from the IP address 192.168.0.2 and wihin the external
view from 192.168.0.254.

Now, here’s the primary master’s named.conf e

options {
dizectory “varinsmed”
%

view “intemal” {
mateh-clients { 1192.168.0.254; localnets;
recursion yes;

2one “oretlly.con” {
type master;

#ile “internal/ab.oreily.con ™
allowctransfer { any; 1

I3
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37. Backing Up with tar over ssh
oy iy s of s esystombetwen s st nd
Shuffling files between servers s simple with scp:
oninyt sp sem-achive gz iy
Oreven opying many fles at once:
ootpinty g scp e s localetr

Butsep isn' designed to traverse sublirectories and preserve ownership and
permissions. Fortunately, ar is one of the vry carly (and IMHO, most bril-
Nian) design decisons in ssh to make it behave exactly as any other san-
dard Unix command. When it is used to exccute commands without an
interactive login sesion, ssh simply accepts data on STDIN and prints the
resulis o STOOUT. Think of any pipeline involving ssh s an casy porial to
the machine you're connccting to. For example, suppose you want to
backup allofthe home directoris on ane server o an archive on another.
Tot8iny tar zev - Ihme | s pinky "cat > rky-homestg2”

Or even write a compressed archive directly to a tape drive on the remote
machine

Cootfblinkys tar zevf - Aar/namedrdata | ssh clyde “est > Jdew/tope”

Suppose you wanted to just make a copy of a directory structure from one
machine directly into the filesystem of another. In this example, we have a
working Apache on the local machine but a broken copy on the remote side.
Let's get the two in sync:

rooteclyde:~s cd ruse/locsl

roothclyde: /ust/1ocals tar zcf - apachel \

1/ 5h pacean cd fus/local; v apache apache.bak; tar zpt -

“This moves fusrflocalapachel on pacman to fustlocallapache.bak, then cre-
ates an exact copy of fusrflocaliapache/ from clyde, preserving permissions
and the entire diectory structue. You can experiment with using compres-
sion on both ends or ot (with the 2 flag (o far), as performance will depend
o the processing speed of both machines, the speed (and utilization) of the
necwork, and whether you're already using compression in ssh.

Finally, lc’s assume that you have a lrge archive on the local machine and
want 1o restore it to the remote side without having to copy it there first
(suppose i’ relly huge, and you have enough space fo the extracted copy,
but not enough for a copy of the archive as wel):

FootEbLinkys ssh pinky “cd Juse/locsl/pactand; tar zpiaf - \
< really-big-archive. gz
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16 you have the disk space and wan to keep backups or longer than a week,
modify your archive names to something lik: AugOl, Augo?. etc. I seill 2
s00d idea 10 do a ful backup once a week, followed by incrementl back-
ups the other days of that week. I disk space i a issuc, nclude the 2 switch
50 the backups will be compressed. Also ot that the T switch can be much
pickierthan I've demonstraeds se man pax for th detals.

‘Skipping Files on Restore.
To restore al of the files except fil3, use this command:

pox -1 ~/eachup - . /files”
“The ¢ switch is the exception switch. Note that your exception patter (in
my case, file3) needs to be enclosed in single quotes (the key next to your
Enter key). Either use the lieral pattern like 1 did (1o pax, hisfle is known
as./fle3, noufile3) or use a wildeard,like so

o -xv ~Toacup -c *+iles’
1f you use a wikdcard () at the beginning of your patier as in the above
example, you will exclude al fle that end with “fle3™—for example: fle3,
myfe3, thatfle,
You can also speciy which fil to restore by using the 1, or pattern match-
ing,switch. The following wil just restore fie2:

pox -1 ~/eachup -0 . /filer”
“The n switch differsfrom the ¢ switch in tha i il only estore the first fle

that matches the pattern. This means that this command will not restore
file3, myfle3, and thatfile3:

pax vt ~puaciup -n "Hfiley

Since file3 i the first file to match the expression, i will be the only file that
will be restored.

‘The ¢ and n switches are also useful when creating an archive; use them to
specify which file you'd like to back up, or which fle(s) you don't want to
back up.

Seealso:

« Original artcle: http//uwrw.onlamp.comipublalbsdr2002008/22freeBSD._
Basics himl

+ pax source code (par of th ast-open package), /v escarchat.
comisuldounload!
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in sync with user’s GECOS fiel, then his information is generally uscless
(excepe for the user’s *real” name, which is sillused in some emailclients).
Do you really need t0 allow users o change this information on their own,
without admin intervention?

“EoxEesEox 1 100t tty 9768 Jun 21 2001 Juserbiniall
“Earsrx 1 zeot tty 8504 Jon 21 2001 Juse/binrite

Both wall and write need to be scigid ty to write o other user’s terminals.
“This is generally a sfe operation, but can be abused by miscreants who like
0 write bad data (orlofs of bad data) to other user's erminals. I you don't
need 10 provide this functionality 10 other users, why not disable the srgid
bie? If you do, root willsill e able o send walls and writes (for example,
when a message i sent by shurdown when rebooring the system).

st-azon 1 Tt bin 14204 Jon 3 2008 Jusebrcy

“pestoxr 1 Toat bin 10528 un 3 2003 fst/bin/elogin

"SRR 1 Toot bin 7356 Y 3 208 /useibnsh
The r* commands are left rom an age (perhaps not so long ago), before the
days of ssh. Do you need to provide the r commands to your users? I there
anything thatssh and scp can't do that you absolutely need rsh and rep for?
‘More than likely, once you've worked with s for a while, you'll nevr miss
the r commands, and can safely remove the porential tcking time bomb of 3
disused sexuid rsh inscallation. Ifyou're looking for interesting things o do
with ssh, check out any ofthe ssh hacks elsewhere i this book.

-st-arox 1 o0 bin 10200 Jon 3 2008 Juse/trscercte

Ersroxx 1 1ot bin 15000 un 3 2008 bin/pig
“The traceroute and ping commands need the setuid root bit o be able to cre-
ate ICMP packess. If you want your users o be able o run these nework
diagnosic tools, then they'll eed to be setuid root. Otherwise, remove set-
uid and then only root will be able o run ping and traceroue.

“E-srst 1 wcp wep B384 Feb 10 2001 ust/bin/ucy

X551 1w wep 372 Feb 10 2000 /ust i unane

“Elarar 1 uicp wep 9532 feb 10 2000 st bin/ntat

et 1 wcp wep 8548 Feb 10 2000 ust/binx

e 1w wep 6452 Feb 10 2000 /ust/Libucp/ ek

“Eosr- 1 wcp wep 213832 Feb 10 200 /ust/Lib/wcprancico

“Ersrs1 1w wep 048 Feb 10 2001 /ustLi/uucpconv

“Erarar 1 wicp wep 15 Now 22 199 45t/ Lib/ucprusched

“ErSar.. 1w wep 5420 Feb 10 2001 fuse i ca/ et
‘When was the last time you connected o another machine with UUCP?
Have you ever st up the UUCP system? | have been a nework admin for
ten years, and in that ime, | have never come across a live UUCP installa-
tion. That's not o say that UUCP isn't useful, just that in these days of
manently connected TCP/IP newworks, UUCP s becoming extremely
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Automation
10. At home in your shell environments
1. Finding and eliminating sevid/setgid binaries
12. Make sudo work harder for you
13, Usinga Makefle o automate admin tasks
14, Brute forcing your new domain name

Resource Management
15, Playing Hunt the Disk Hog

16 Fun with /proc

7. Manipulating processes symbolically with procps
18, Managing system resources per process

19, Cleaning up after ex-users

Kernel Tuning
20, Eliminating unnecessary drivers from the kernel

21, Using large amounts of RAM
22. hparm: fine tune IDE drive parameters

1. Removing Unnecessary Services
Fio une yor seer o provde gl e snices you el want o senve

‘When you build  server, you are creating a system that should perform its
intended function as quickly and effcienly as possibl. Just 15 a paint mixer
has no real business being included as an espresso machine attachment,
extrancous services can take up fesources and, in some cases, cause a real
mess that is compleely unrelated 0 what you wanted the server 10 do n the
first place. This s not o say that Linux is incapable of serving as both  top-
notch paint mixer and making a good cup of cofice simultancously—just be
sure that thisis exactly what you intend before tuming your server loose on
the world (orrather, urning the world loose on your server).

‘When buiding a server, you should continually ask yourself: what do I rally
need this machine to do? Do | really need FTP services on my web server?
Should NFS be running on my DNS server,even if no sharesare exported? Do
Inced the automounter to run if | mount all of my volumes sarically?

To get an idea of what your server is up t0, simply run a ps ax. If nobody is
Togged in, this will generaly tll you what your serve is curtently runing,
You should also sce what programs for which your inetd i accepting con-
nections, with cither a grep -y % /etc/inetd. conf or (more t the poind)
netstat -1p. The first command will show all uncommented lines in your
inetd.conf, while the second (when run as roor) will show ll o the sockets

SorveBascs | 3
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For most cases, you will not need to know about vendor tags and release

tags. CVS requires them to be present, but you can simply use the name of

the module as the vendor tag, and the current version as the rlease tag.
Ihonerserns cd exnple

T Sera/examples cvs -4 fhome/cvszoot import example examle. project wer_

Environment Variables.

1 you are only warking with one repasitory, and would ike to save yourself
some typing, set the SCVSROOT environment variable 10 the reposicory's
full pach, like this:

g ——

‘Wit SCVSROOT set, you can now omit the -d_xepository portion of any
CVS command. If you need to temporarly work with another repository,
cither reset your SCVSROOT, or use the d switch to override your existing
SCVSROOT seting,

1f the CVS reposicory resides on a different machine, then you need o tell
VS how to accessit. For remare repositoris, SCVSROOT is set 1o reeth
usexehost:path. It should look something like rext:jemecvs.example.con.
auz/home/cvs

By default, CVS uses rsh to access a repository on a remote machine. While
this may have been a very logical transpore choice a few years ago, running;
rsh on a production server s now generally considered a Very Bad Idea. For-
tunarely,the ext access metho tells CVS to look in the SCVS_RSH environ-
ment variable, and run that program to connect to the machine that
contains the repository. Most people set the SCVS_RSH variable o ssh, and
secup ssh clent keys (a in “Quick Logins with ssh Client Keys” 68) on the
repository machine. This gready simplifies working with your reposicory, as
you won'c have o type i a password every time you make an update.
Incidentally,the other common access method is pserver, and these days is
generall used for accessing anonymous public CVS reposicories. For an
example of how to work with anonymous CVS (and set up your own public
repository), see *Quick Logins with ssh Client Keys” 8.

See Also:
« CUS in a Nushell O'Reill)
« Anonymous CVS
* Quicklogins with ssh keys
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82. Setting Up Replication in MySQL
Keep e copes of your databasrunig o increase perormanc and provide
etundancy
As of Version 3.23.33, database replication s implemented in MySQL. It is
accomplished by maintaining  binary log of cach database action on one
‘machine (the master), and keeping i in syne with each of the replicated cop-
s on other machines (the slaves). As of MySQL 3.23, replication is only
one-way (that i, you may make changes to the database on master that get
propagated t cach slave, but changes to the slavs are not st back to the
‘master. If you need bidirectional replication, take a look at the bleeding
edge code in MySQL 4.

“The most common reason for settng up replication i to distribute the load
of handling darabase requests across muliple machines. This will not only
help with performance, but will add a bt of redundancy should one of your
database servers fail. Your application must be smart enough to know that
write requests must be handed off t the master o clse your replicated cop-
ies will get out of sync with the master. This is nobody's idea of a fun time,
So make sure that every place in your code that needs to writ to the data-
base only does so t the master copy.

Here are nine casy seps to geting replication running in MySQL 3.23.33 (or
later). Before sarting, make sure that all of your machines are running the
same version of MySQL (preferably,the latest sable version).

1. Decide which database server will be the master, and which willbe the
slave(s. Generally, the maser is your most capable machine. If you
have a parccularly popular site that needs to handle many database
requests, you should strongly consider a muldprocessor machine with
plenty of RAM and a hardware raid. If your database server is under-
powered, then your entire dynamic application willsufer a other serv-
ers block while waiting for the database 10 be updated, no matter how.
‘many machines you distribute the load to.

2. Create a replication user on the master. This is a MySQL user just ike
any other, only with FILE permission for cach database that you wish to
replcate:

s g
by secre

3. Enable the binlog on the master, and pick which databases will be rep-
Niated. Include something like this i the [mysald] secion of the e/
my.enf on the master:

Log-bin
server-idet

FILE on webdh.* 20 replicantt'Smpnetiork.edu” Ldentified

72 1 Informaton Servers.
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dnaz-xrx 3 1ob staff 102 sep 9 20051

s xsox & xob staff 204 Sep 3 20152 Lo

Arvaroxrox 1 1ob Sta6F 26 Sep 8 20151 avthorized keys2 >
Sonvia dea. i

This s a link called authorized_keys2, and it points to your live public key.
You are using public key ssh connections, ight If not, consult “Quick Log-
ins with ssh Client Keys” s,

Now when this script runs, it wil copy the contents of ~/skel o the host
you specify on the command lin, straight into your home directory. The
flag 1 tar means “copy these symiinks a f they were files, noe symlinks,” o
you end up with a copy of the contents of each link on the remore end. If
you make chanes to your local copy. just run the script again, and it will
overwrite everything on the emore end.

Onlyinclude the.ssh directory as mentioned above ifyou'd like to be able to
log nto the remote host automatically, without a password. As long as your
ocal machine’s keys are kept sccure, there s no inherent security risk in
leaving extra authorized_keys2 files lying around. Tha's what public key
cyprography i all abour.

Seealso:
+ “Quick Logins with ssh Client Keys" )
+ “Using ssh-Agent Effectively” )
+ “AtHome in Your Shell Ensironment” w10,
« SSH: The Secure Shell, The Definitve Guide (O'Reilly)

73. Global Search and Replace with Perl

Manuste fles and sreas i aivan e substtuions, witota srt
“There are a couple of switches that make Perl  very useful command-ine
diting tool. Lean these switches, and you 100 can learn how to mumble
‘magic Perl onedliners to confound your frends (and frighten your project
‘managen)
“The firs is-. Give Perl a - fllowed by a ine of ode, and it will run it as if
it were an ordinary Perl scipt

robcatlng=s perl - “print "W, Rt

W,
Note that a railing ; isnt needed on one-lners. I’ generally a good idea to
wiap yourline in single quotes to prevent the shellfrom attemprng to inter-
pret special characters (ke the ! and \ above)

Sripting 1151
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devore o i, the manpage for bash is well worth the read. Thisis a shell just
oozing with all sorts of arcane (but wonderfuly useful) features, most of
which are simply disabled by default.

Le's sart by looking at some useful environment variables, and some use-
ful values to which to set the

export BS1e”echo -ne "\033{0; 033 {0;6mNAO33 {05 MENSAD3S (05370

As you probably know, the PS1 variable sets the default system prompr, and
automatically interprets escape sequences such as \u (for usemame) and \w
(for the current working dircctory.) As you may not know, i s possible to
encode ANSI escape sequences i your shell prom, to give your prompt
colorized appearance. We wrap the whole sring in backicks () in order to
get echo to generate the magic ASCI escape character, This is exccuted
once, and the result i stored in PS1. Let' look at that ine again, with bold-
face around everything that isn't an ANSI code:
export 751" echo -ne "\023(0; 4NN 033{0;6m\O 05N\ (05378 *

‘You should recogize the familiar \u@\h\w\S prompr that we've all grown

0 know and love. By changing the numbers just afte cach semicolon, you
can set the colors o cach partofthe prompt o your heart’s conten.

Along the same lines, here’s a handy command that s run just before bash
gives youa prompe

xport PROVT_COMMD-"echo -1 "\03]0;{USERIHOSTRVE): ${PONOOT"

(We don't need backiicks for this one, as bash is expecting i 10 contain an
actual command, not a sring) This ime,the escape sequence is the magic
string that manipulates the titlebar on most terminal windows (such as
term, rxvt, eterm, gnometerm, etc). Anyehing afer the semicolon and
before the 1007 gets printed t0 your tilebar every time you gt a new
promp. In this case, we'r displaying your username, the host you'e logged
into, and the current working directory. This s quite handy for being able to
tell ata glance (or even while within vim) to which machine you're logged in,
and to what directory you're about to save your file. Sec “Constant Load
Average Display i the Titebar” o if you'd like to update your ttlebar in
real time instead of atevery new bash promp.

Have you ever accidenvaly bt AD 100 many times i a row, only o find
yoursef logeed out? You can tel bash 1o ignore as many consccutive ~D.
hits s you lke:

oxport TowRCR2
“This makes bash fllow the Snark role (“What el you three tmes is tue”)

and only log you out f you hit ~D three times i a row. If that’s too few for
you, feel free o set it to 101 and bash will obligingly keep count for you.

20 1 ServerBasics
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40. Backing Up Your Boot Sector
Keep a copy of your boot sector packed away for a rany day

Installing a boot loader (such as LILO) can be trickier than one might like.

Particularly when using IDE hardware, it’s easy to get yourself into trouble

and work a ysem into a sat that makes it mpassble to boot without &

rescue disk.

One common mistake when using IDE hardware s to insall 3 kenel on a
partiion that extends beyond the 1024th cylinder. The symptom is very
strange, because a machine will boot ine at first,but nstaling a kernel larer
after the machine has been used for some time) makes LILO throw an error
and wil refuse to come up on the next boor. This can be a very confusing
symptom, since it uscd o work.” Most likely,the kernel that was installed
when the system was buile the fist time happens to reside on a space on
disk before cylinder 1024, After the system software and user data are
installd, the disk begins to Al up. When the disk contains about 500 MB
(or 1GB on some BIOS) of data, any new kernels will necessarily e (atleast
in par) beyond cylinder 1024—which is inaccessible to the BIOS at boot
e

Modern versions of LILO will refuse to install such a kernel, but some
older versions simply throw a warning, and install anyway. One way to
deal with this is to make  small (say, 10 MB) parcition at the beginning of
your install process (as /dev/hdal. the fist parition on the disk), and
mount it under /boot. Now when' you instll new kemels, always copy
them t0 /boot, and they are guaranteed to work with your BIOS, as they
will necessaril be convained well before the 1024 cylinder limic

At any rate, installing the boot loader shouldn't be taken lightly. Once you
have your boot loader up and working as you want it you should consider
makinga backup of the entire boot sector of your boot drive

For IDE:
8 88/t of-bootsector.bin bs-512 countt
For SCSI

P ——
Alienately, you can copy the boot sctor dircctly o a floppy disk:

44 4w ofesde i bsia contet
Be cxtremely careful when specfing your if and of statements, a5 confusing
hem could oblitrate your boor sctor. I probably  beter dea o create a il
and copy i 0 remorable media a5 you would any othe file. Trusting a floppy

disk with critical system data may be a fun part trick, but afte your first (or
thousandh floppy fails at a critcal moment, you'll wish you had another copy.

721 Backups
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For that to work at boot time, you'll need the default line ro0t ALL=(ALL)
ALLt0 be present.

Use sudo with the usual cavears that apply to sewid binaris. Particularly if
you allow sudo to exceure nteractive commands (ke ditors) or any sort of
compiler or interpreter, you should assume that it is possibe that the sudo
user vl be able to exceure arbitrary commands as the efective user. Stll,
under most circumstances thisisn't a problem and is cerainly preferable 0
giving away undue access to root privileges

13. Using a Makefile to Automate Admin Tasks
Makefles make eveyting (oo justgc) atrand i

You probably know the make command from buikding projects (probably

involving gec from source. But not many people also realize that since it

Keeps track of file moxlifcation times, it can be a handy tool for making all

sorts of updates whenever arbitary filesare updated.

Here's a Makeiil

thatis used to maintain sendmail configuration files:

Listing: Makefle.mail

e
CEDIR. fuse/see/senceat] 5,12, 5/cE
w0 cheod

ROk 444

oo rn 6

SRFNES: ¢ cF
11 vistusers.db slisses. b sccess.do

sccess. o access.txt
makenap - Rash access < access. txt

slissesdb slisses
nealivies

vistusers do: vistusers txt
eakenap - hash virtusers < virtusers. txt

et
s s
S0 S{CR)mact.ok 800 > 50 11 (S(00) 3088 it 1)
5(awo0) 3(ROR0E) 8
‘With this installd as /etcimail/Matefile, you'll never have to remember to
run newaliases when editing your sendmail aliases file, or the syntax of
that makemap command when you update virtal domain or access con-
ol settings. And best of all, when you update your master mc
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If the mount command complains about Could no find any loop device,
you might need to load the loopback driver:

# sodprobe Loop
Once the 150 is mounted, you should be able 1o cd /ant/is0 and look
around at the filesystem contained in the image. If you find problems with
it simply usount. /mnt/is0, remove the image fil, an try again.
When you're ready t0 bum an 150 to CDR, try something like ths:

© chrecord v speediz devs0,0,0 -data tmag. 150
You should specify the writng speed of your bumer (or slower) in the
specd= option. If you need 10 erase a CDRW before burning the 15O, wy
passing the blan

© clecord -1 spoedeiz devn0,0,0 blanksfast ~daa Inage.iso
Geuting a burmer running under Linux isn'c a hard as it used t0 be, thanks

0 the ide-scs driver. Thisis  kemel module that makes IDE (and other) CD
buners appear to be SCSI burers, which are much easier o program.

Seo also:
« For help on getting your burner running under Linux, check out the CD
Writing HOWTO available at The Linux Documentation Project at
httplhw.dp.orgHOWTO/CD-Wriing HOWTO himl

44. Burning a CD Without Creating an 1SO File

Greatea C rom ancter D, the v fesystem, or even an it downoad
‘The safest method for making a copy of a CD is o first make an 1O and
then bur the ISO (as in *Working with 15O and CDR/CDRWS" ). But
sometimes you don't have the space (or time) for the interim step of making
acopy.
1 you have a fast enough machine, you can usually bum straight from one CD
o another. This usually works best when the source CD and the bumer are on
separate device chains (ike primary and secondary IDE, o IDE and SCSD.
To make a real-ime copy of a CD, give thisa y:

5 48 6erdeind | chrecord v spesbes dews0,0,0 fste 4ot -
“The - argument to cdrecord means that the data track should be read from
STDIN instead of from a fle. The dd line is feeding the cdrecord pipe with a
copy of the CD i the lave drive on th primary IDE chain (hdb). The fs=8m
parameter makes the write FIFO  bit bigaer,to help offset any momentary

pipeline hiccups. As long as your bus is up (o the task (and your machine:
't otherwise t0o occupied) then this method will work fine.
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1f you can ping the opposite router but other machines on the network don't
seem t0 be able to pass traffc beyond the router, make sure that both rout-
ers are configured to forward packets between interfaces:

8 echo 1" > pracrsysimet/spusp_fomard
1f you need 10 reach newworks beyond 10.42.1.0 and 10.42.2.0, simply add
additional route add -net... lines. There is no configuration needed on any

of your network hosts, as long as they have a default route to ther respec-
tive router (which they defnicly should, sinceitis thei rourer, ateral),

To bring the tunnel down: On both routers, bring down the interface and
deletei, if you ike:

3 s6contig aytun dom
2 1p towel el myten

(or,in Linux 22)
# sfconfig o dom

The kemel will very politey clean up your routing table for you when the
interface goes away.

Seealsa:

+ Advanced Routing HOWTO, htp:/w.ldp.org/ HOWTO/
‘Ad-Routing HOWTO/

+ Advanced Routing Tools prowte2), fp!fipinrac.rlp routing/

51. Tunneling: GRE Encapsulation

1P tunneswitGeneric outing Excapsation
GRE stands for Generic Routing Encapsulation. Like PIP tunneling (sce
“Tunncling; IPIP Encapsulation” @), GRE i an unencrypred encapsulation
protocol. The main advantage of using GRE instead of IPIP arc that i sup-
ports mulicas packets and that it willls inter operate with Cisco routers.

Justas wih the IPIP cunneling hack, well assume that you hase o private
etworks (10.42.1.0/24 and 10.42.2.0724) and that these newworks both
have direct Intemet connectiviy via a Linux router at each network. The
“real” IP address of the firs necwork router is 240.101.83.2, and the “real”
1P of the second router is 251.4.92.217.

Again, as with IPIP tunneling (“Tunneling: IPIP Encapsulation” 0e0), you
will néed a copy of the advanced routing tools package (thre is no shortcut
for GRE tunnels in Linux 2.2 that I've been able to find). Once you have the
iproute2 package installd, we'l egin by loading the GRE kernel module on
both routers:

# sodprobe 1p_gre
% 1 Wetworking
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were probably alrted to the problem in the first place). Looking at the log-
il dirccely gives you every excruciating detail but i enirely too much infor-
mation to process efectively.

Let's start simpl. Are there any errors other than missing files? First we'll
need to know how many errors we've had today:

$ e -1 error log
1265 exror_log

‘And how many were due to File docs not exist errors?

5 grep “Fle does ot exist:” error_log | wc -1

1265 rror_log
Thar'sa good start. At least we know that we're not seing permission prob-
lems orertorsin anything that generates dynamic content (ke cgi scipts If
every error is duc to missing fils (or typos in our huml that point t0 the
wrong file) then it's probably not a big problem. Let’s generate a lst of the
filenames o all bad requests. Hit the up arrow and delete that e

§ prep “File does not exist:” error_log | awk *(print $12)" | less
“That's the sort of thing that we want (¢he 13th field, just the filename), but
hang on a second. The same couple of files are repeated many, many times.
Sure, we could email this to the web team (all whopping 1265 lines of ),
but F'm sure they wouldn' appreciate the extrancous spam. Printing cach
e exacly once is casy

8 "l des ot it e g | k(e 45" | sent | i |
“This is much more reasonable (substitute a wc -1 for that less 1 see just
how many unique files have been listed as missing). But that sl doesn't
really solve the problem. Maybe one of those files was requested once, but
another was requested several hundred times. Naturally, i there is a link
Somewhere with a typo in it, we would sce many requests for the same.
“missing” file. But the previous line docsn't give any indication of which
files are requested most. This isn't a problem for bash; let’ try out a com-
mand linefor loop.

§ for x in “grep “File does nat exist” erre

1 nig'; o\

echo 0 8w 2 % grep $x error_log | w -1 done

log | auk “(print $13)" | sort

‘We need those backiicks ) o actually exccute our entire command from
the previous example and feed the output of i 10 a for loop. On cach itera-
tion through the loop, the $x variable i se 10 the next line of output of our
original command (that i, the next unique filename reported as missing).
‘We then grep for that filename in the error_log, and count how many times
we s it. The echo atthe end just prins it i a somewhat ice report format.
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91 - 180 108527 10 595 010 0
185 - 365 85005 Kb 1839 0 16 0
366 - 9998 734735 Xb 33739 0 10 0

Total 151029 W 38792 1251009 ¥ 38752

‘You can run the script with the -v opion to list the last modified and last
accessed days for every fle in the filesystem.

Listing: diskage
Py———
§ Disk sging report generator
# Meitten by Seam Herdejungen

£ oy 1998
use Filessfind;

# Initialize variables
levelsa(30,60,50,180,365,9999);

o Check for verbose flag
iF (SaRH(0] eq *v) (
Sverbosens;
shife(eaka);

)

SHROH{O]-SEW("PO') 15 (SARGU] eq )

foresch sdir (ekk) {
foresch slevel (glevels) (
sedified(slevel}-0;
saccessed(slevel}-0;
Safiles{Slevel-0;
safiles{slevel}-0;

)
print(*\eDisk aging aralysis for 503
print (" mad sce size filew) if (sverbose);

# Traverse desized filesystens
Find(\banted $01r);

print(" 1ast rum Last mumke');
print(" ige (days) roditied Files accessed Filesw);
Sesizessasizessutotal-fototsleslastlevel-0;

foresch slevel (elevels) {
printf("%ad - %4d 284 £ %50 %84 b 350\

7 Slastlevel Sleve, e fied{ 1evel )/

1024, SnfilesSlevel SccessedSLevel /1024, Sales S1evel));.
SestieveSoods Fied(s evel} 10263
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0 a fifo. This will make debug logs take up no space but will disappear
unless a process is watching it. To log t0a fifo,firs create i in the flesystem:

3 akfifo -n 0664 ax/log/debug
“Then amend the debugline in syslog.conf o include a | like this:
ondebug | vae/Logdebg

Now debug information s constantly logged to the fifo, and can be viewed
with a command like Less ~f /var/Log/debug, Thisis also handy to set up if
you want a process to constanty watch allsystem messages and perhaps
oify you via emal when a critcal system message i seen. Try making a
ffo called Aanfog/monitor, and add a rule ke thisto your syslg.conf

.+ varrlog/mnitor

Now every message (at every priority) is passed to the fvarfloghmonitor ffo,
and any process warching it can react accordingly, all without taking up any
disk space.

Mark Who?
Do you norice a bunch o lines like this in var/log/messages?

Dec 29 183335 catlin
Dec 29 18:53:35 catlin
Dec 29 19:1335 catlin
Dec 29 1923335 catlin
Dec 29 19:53:35 catlin
Dec 29 2011335 catlin
Dec 29 2013335 catlin
oec 29 2015335 catlin
Dec 29 211335 catlin

These re geneaed by the mark fncionsity of g, 5 wayof “touch-
ing base” with the system, 50 that you can theoreticall tel i syslog has
unexpectedly did. Most times, this only serves to fll your logfiles, and
unless you are having problems with syslog, you probably don't need it. To
turn this off, passthe -m 0 switch to syslogd (afte frs killing any running
syslogd), like this

[ ———

Remate Logging
Modem versons of syslogd dissble the abily to eceiv logs from remote
machines and for good reason. Without safeguards in place, it is entirely
possible fora random miscreant o il up your disk with bogus syslog mes-
sages, s there is o host authentication availabe in syslog. Sul it i very

handy o have a centralzed syslog, particularly when dealing with a cluster
of machins.

112 1 Montoring
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encrypred if someane can walk into your developer's office on his day off
and bum a CD of your code. Maintain the usual physical and Net-based
security for your development machines, protorype and demonstration cop-
ies. and any other places the code gets checked out to

36. CVS: Anonymous Repositories

Crateyourownfeac-only anonymous S repostory

Creating an Anonymous Repository

The pserver access method allows users o login to remote reposiories by
supplying a usemame and password tha is checked again a password file
that CVS maincains, or against the system's etclpasswd. The pserver method
unforcunately passes all credentials in the clear, so at best an intervening
snooper might capture a logi to your CVS reposicory, or at worst could
compromise the entire machine. For this reason, most people use ssh as
their transport when using remote reposicoris. Please see “CVS: Keeping
CVS Secure” w9, for further deail.

Obviously, if you want to provide read-only access to your source tree to the
public, using ssh as your transport would be unnecessary (and impractical).
This is where pserver shows its real usefulness: allowing easy anonymous
repasitory access.

Belore we get anonymous CVS runing, first we'll need to st the repository
‘machine up t0 use the tradional pserver method.

Installing pserver

s we'll be using pserver for anonymous CVS aceess, we'll need to create a
s that has no permissions o wrie to anything in your repositry. Create
a user called anonymous (or if 9-leter uscrnames bother you, cvsanon is
another common choice.) Set ts shell to /bin/true, its home directory t@
something innocuous (Hke fvarlempty), put it in its own group, and lock its
password (a passud -1 is a quick way t© do that) This user will never login;
ie'sjusta placeholder account for CVS o setuid to lrer.

Next we'llcreate a password file for CVS. Put the following in a fle called
CVSROOT/passwd, under your repasitory directory:

anonymous: MReSkVB
1 you created a user account called cvsanon, e thisline instead:
nonymaus N ReskvEN cvsaran
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16. Fun with /proc
Diectyview th emer's uning proess e andsystem vriaties:

“The /proc flesystem contains a representation of the kerels live process
table. By manipulating files and directories in /proc, you can learn about
(and fiddle with) all sors of parameters in the running system. Be warned
that poking around under fproc as root can be extraordinarily dangerous, s
oot has the power to oserwrite virually anything in the process able. One
slip of aredircctor, and Linux will vy obligingly blow away your entire ker-
nel memory, without so much as a *so long and thanks for allthe kcore.”

Here are some examples of interesting things 10 do with /proc. In these
examples, we'llassume that you're using a recent kel (about 2.4.18 or s0)
and that you are logged in as root. Unless you're root, you will only be able
o view and modify processes owned by your uid.

First, lets ake  look at alightly loaded machine:

roothcatlin:proct 1s
372047 3271 37/ bus/ hernes/ Losdou, scsi/ version
1039/ 212/ 228/ 4/ clive e/ locks sele

S0ka/ 387/ 333/ 5/ cpuinfo internupts meminfo slabinfo
1078/ 220/ 230/ 6/ devices tovem isc stat

154/ 22/ 231/ 698/ w2 ioorts rodules swaps

197/ 223/ 232/ 71 deiver irq/ souts 335/

27 241 2331 826/ execiomain Keore et sysvip/
2007 225/ 2547 827/ Filesystens kmsg partitions tty/
202/ 226/ 3/ 3pm 15/ Ky ped ptine

“The directories consisting of numbers contain information abou every pro-

cess running on the system. The number corresponds to the PID. The rest of

the files and directories correspond to drivers, counters, and many other

internals of the running kemel. The interface operates just as any other fle

or device in the system, by reading from and writing to each enry as if it

werea il Suppose you want to find out which kernel is currently booted:
rootbcstlini/prock cat version

Linun version 2.4.18 (rostécatlin) (gcc version 2.95.3 20010315 (release))
253t Jun 22 19008127 P01 2002

Naturally, you could find much of that out by simply running uname -a,
but this way cuts out the middle man (and actually does what uname does
internally).

Interested in how muuch RAM we have installed? Take a ook at keore:

rootecatlin: procs 1s -1 keore
Sy oot oot 201330688 g 28 2139 keore

SorverBasics | 31





index-226_1.png
Ulabosting: Mass Wb St Hostng withWidcards, Proy,and Rewrte [#100

wosse | e

aranea

v e |

o]

Figure 5. Typical corporat ans use private addresing internally and at least one
Interet gateway providing Network Addres Transaton.

Then there is lttle keeping you from delegating that responsibility to the
departments that wanted the web servers n the frs place.

To start, you'll need Apache running on your gateway machine, with mod_
rewrite and mod_proxy instlled. You'll also need a DNS server running
your own top-level intemal domain (as discussed in “Running Your Own
Top-Level Domain” ). We'll assume that you own the Internet domain
shelbyville.com, and have the internal TLD of .springfeld already set up,
serving your internal machines.

Add the following to the Apache configuration on your gateway machine:
port 80

singhdseess +
Nanevistualbost *

avirtuslbost *>
Servertane s shelbyville.con
Serveralizs *.snelbyville.con

Reiteérgine o0
RewriteCond H(HTTP_JOST) (.. sheloyville.con
Reritetule ~/(.*) htpt/ i springFieldsss (7]
<Virtualiost>

Briely,this configuration transhtes o:
* Listen on any availble IP address, on port 80
« Accept hup requests for any host ending in shelbyville.com
« Surip shelbyvile.com from the hep host that was requested

ntormaton Servers | 209
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“To quickly hunt down what processes are still using /mnt,ty the lof tool:

rootemouse:3 1sof /amt
COMAD PID USER FD TVPE DEVICE SIZE MIDE MG
bash 30951 105 cod DIR 7,0 1024 2 /ant

Ah, apparently rob is cdd to /mt (since his bash process has it set a its
cwd). lof will lst all open files, direcories, librarie, sockets, and devices
associated with a particular process. In the above example, we specified a
mount point and had Isof show us the associated processes. To do the
reverse (show ils associated with a PID), use the -p switch

roottecuse:~s Lsof -p 30563
COMAND PID USER 7D TVPE DRVICE SIZE MODE E

inetd 30563 root ol DIF 3,3 408 2 /

inetd 30563 roat. 1t DIR 3,3 408 2 /

inetd 30563 root txt REG 3.3 21432 39140 Juse/shin/inetd

inetd 30563 root nen REG 3,3 432647 11715 /L1b/162.2.3.50

inetd 30563 zoot men REC 3,3 4TRSTIE 11720 /1ibrLibe-2.2.3.50

inetd 30563 root men REG 3.3 19348 11708 /Lib/Librss ch-3.3.50
inetd 30563 root men REG 3,3 238649 10728 /Lib/libess_Fi16s 2.2.3.50
inetd 30563 root men FEG 3,3 483324 11710 /LibLib.

inetd 30563 100t 00 O 1,3 647 /devinull

inetd 30863 root 1 O 1.3 647 /devinull

inetd 30563 root 2u O 1,3 647 /dev/mull

netd 30563 root 40 TPwt B2 TCP el (LISTEN)
inetd 30563 roct 5u 174 560839 TCP *:cuspserver (LISTEN)

1fyou'd rather specify the process by name, use ¢

sootamuse:s Jaof -c syslogd

OO PID USER FD TYPE DEVICE SIZE MIDE M

syslogd 25627 oot cad OIR 3,3 408 2 /

Syslogd 25627 root 16 D18 3.3 408 2 /

Syslogd 25627 oot ¢ REG 3,3 27060 5538 /use/sbin/syslogd
syslogd 25627 root men REG 3,3 32647 735 /L1b/1d-2.2.3.50
syslogd 25627 Toot mem REG 3,3 4783716 11720 /LIB/LIBC-2.3.3.50
syslogt 25627 oot men REG 3,3 238649 1728 /Lib/Libnss files-2.2.3.50
Syslogd 25627 To0t mem REG 3,3 75634 11719 /Lib/Libss 22350
Syslogd 25627 toot mem REG 3,3 225683 13724 /Lib/Libresolv-2.2.3.50
syslogd 25627 100t mem REG 3,3 19148 11708 /Lib/Liboss_db-2.3.30.
syslogd 25627 zoot mem REG 3,3 AB3S2A 11710 /LIb/LibS. 150
Sy5logd 25627 zo0t Ou unix Ondccadsho 77525k Jieu/log

syslogd 25627 zout 1w REG 3,3 135744 5652 v/ log/debg

syslogd 25627 root 2w REG 3,3 107459 Sést uar/log/syslog

Syslogd 25627 zoot 3w REG 3,3 107054 58317 var/Log/mailiog
syslogd 25627 root dw REG 3,3 4735 16 /var/log/authlog

You can also specfy special devices on the command line. For example, le’s
see what the user on pisi0 s up o

sobsmuse:~8 Laof devipta/o
COMAD PID USER FD TVPE DEVICE SIZE WOE MM
bash 29816 10b 00 R 136,0 2 /dev/pts
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Let's stre slowly. By sending both standard output and standard error to
the pipe or backquotes. The Boune shell operator n>Gm rearranges the
s and fle descriptors. It says “make file descriptor n point o the same fle
asfile descriptor m.” Lecs use that operator on the previous example. We'll
send standard erro to the same place standard output s goin;

5 comand 281 |
§ vare-comand 2o

In both those examples, 2561 means *send standard error (ile descriptor 2)
o the same place standard output (fle descriptor 1 is going.” Simple,ch?

‘You can use more than one of those n>&m operators. The shell reads them
leftto-right before it executes the command.

“Oh!" you migh say, “To swap standard output and standard error—make
stderr go down a pipe and stdout go o the screen—I could do this!”
§ comond D81 D2 | 1.0 (u1ng...)

Sory, Charlie. When the shell sces 251 162, the shellfirst does 2561,
‘You've seen that before—it makes fle descriptor 2 (stderr) go the same place
asfle descriptor 1 (stdoun). Then, the shell does 1>&2. It makes stdout (1)
g0 the same place as stder (2), but stder s already going the same place as
stdout, down the pipe.

“Thisis one place thatthe other il descriptors, 3 through 9, come in handy.
‘They normally aren't used. You can use one of them as a *holding place” @
remember where another il descriptor “pointed.” For exampl, one way to
read the operator 3>652 i “make 3 point the same place as 2", After you use
3562 10 grab the location of 2, you can make 2 point somewhere else.
“Then, make 1 point to where 2 used to (where 3 points now).

“The command line you want s one o these:

5 comond k2 ks 83 |

§ vare comand 242 o83 D3
Open files are automarically closed when a process exits. But it’s saer o
clos the files yourself a5 soon 1 you're done with them. That way, if you
forget and use the same descriptor latr for something elsc (for instance, use:
ED. 3 to redircet some other command, or a subprocess uses F-D. 3), you
‘won't run into conflicts. Use m<G>-to close input il descriptor m and m>
- t0 close output il descriptor m. Ifyou need to close sandard input, use
<G> will close standard ouput.
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il you editfiles i place. So, to comment outall o the above lines n Jetc/
inetd.conf, you might ry:

seotbcatlini~ perl
ineta.cont

e "5/4(\54)2(telnet shell Loginlexec) /3 521" fetc/

or berteryet:

sotheatlin8 perd -l -¢ s/~(s4)(telntishellLoginlexe)s 2/ /.
tcrinetd.cont
The second example will backup fetcnetd conf o etcinetd conforig before
changing the original. Don't forget to HUP intd to make your changs take.
s just as cay o edic malkiple s in place at the same time. You can spec-
ify amy mumber offiles (or wildcards) on the command line:
oAcaIinS per -p.bsk - "3 gEoreHEFSH Bgclonhomoors”
“This will cange the background colorofal huml pages in the current direc
toryfrom white o black. Don't frget that rilng i to make the match case:
insensitive (10 match bycolor=#FFFFFF or even BGColor=#FIFF)
What i you're in the middle of working on a CVS project, and need to
change the CVS server thatyou'd like to commit 10 I's easy if you pipe the
output of afind through an xargs running.a perl -pi

schuylertganesh=/nocats #ind -name Root | args perl -p - 's/cvs.
v ——

“Then reset your SCVSROOT and do your CVS check in as normal, and your
project will automagically end up checked into cvs.newserver.org.

o

Using Per rom the command line can help you do some powerful ransfor-
mations on the fly. Study your regular expressions, and use it wisey, and it
can save piles of hand edis

See also:

+ Programming Perl (O'Reilly)

+ perldoc perlrun

+ “AtHome in Your Shell Environment” wo
+ “CVs: Making Changes to a Module” )

74. Mincing Your Data into Arbitrary Chunks (in
bash)
s ot an o cop g iy s st churks

Here's an example of how o use environment variables and arithmetic eval-
uation in bash to chop any il into abitrary sized chunks.

Serptiog 1153
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QUERY_STRING to the main page of your site. The QUERY_STRING will
be ignored ifyou don't specifially act on e (with SSI, PHP, CG, ec), but
‘Apache will till log the information to i’ acess_log.

For example, say you're adverdising in the New York Times. Instead of say-
ing *Come viit s at htp:/wnw.GatesMcFaddenCo.com,” change the adver-
tisement o specifically match the readership:

Netp: /a, CateshcFaddenco.consnyt

I the above example, anytime someone types in thar address, Apache will
serve the main page normally but silendly log that a QUERY_STRING of
“nye” has been passed. Using a log analyzer (lke analog, or the simple one
below), you can then find out how many people visited your sit from sec-
ing your ad in the New York Times

Since you're using QUERY_STRINGs, you can also act upon them with
Server Side Includes, PHP, o any other server-side language. For instance,
the example HTML page below would show different grectings based on the
web site addressthat the use typed in.

antnl>
anesds

Ctitlestpache Hack #1239 - Simplistic Ad Referzel Trackerc/titler
<inesds

chodyy

CILEIE expre”\SQUERY STRDIGV = \nyty™
ChioWelcom Mo Yok Tines Reader|</hi>
CI-ReLiF expre”\"SQUERY STRDIGL - \"enl\”
hiswelcons 1. con Resdert</ht>

Cl-oselse o>

hiswelcone To Our Sitelc/he>

- pendit -5

<rvotyy

Cmenly

The above will show special greetings if the user types in a QUERY_
STRING that cortesponds to advertisements at XMLcom or at the New
York Times. If the user didn't type in either, then a generic welcome is
shown. Some stes have been known to change more than just the grecting,
customizing the color,logos, and internal ads served.

Be careful when you're choosing your QUERY_STRING—if s t00 long,
hard to remember, or suitably threatening, then the user may mistype the
address (creating bad satstics)or ele not type the QUERY_STRING at all.
Ina worstcase scenaro, they may not even make the aitempe to viit. These
areall bad choices:

# this one 15 sioply too lon.
ety . gmegrene.con/ newporktines-04-11.

nformation Severs 1189
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* fodex. el added rin and shuffled sxcud 3 bit.
20020710 100 cxobmouser

*© tadex.btnl: seting anmauncenet + 0,81
20020701 3in cjimmouse>

+ e beal: +++ apty log nessage

2002:06:20 16 crobmouser

* Sndex.htnl: seeting seminder

Hmm, what's that empty log message doing there? It might be worth talk-
ing 10 Jim (and possibly doing an resdiff beween it and the previous rev
sion). But how can you tell which versions correspond to which log entries?
Try the - switch on res2lg:

Sootun: st/ local/apache/tdocsé Tesalog -V inden.beal
2002.08.14 10b <robdeouse>

* index.htnl 1.54: meeting arnouncenent
2002-07-30 ob crsbmuses

* index.henl 1.53: gre.turnel announcenent

2002.07-12 sderle csderlegmouser

* index el 1,521 added arin and shoFFled ared  bit.
20020710 b crobmouse>

* index.penl 1.5

nesting snnouncenent + 10,81

2002-07-01 Jin cjingmouses

* indexhal 1.50: *++ cpty log messge
2002:06-20 b crobdmuse>
* fndex.nl 1,49 eeting remindex
Now do a diff between whichever revisions you like:
tocal st

RS file: RCS/inden. o, v

. setrieving revision 1.49
setrieving revision 1.50
ey
1993200, 02

501 Revision Control
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and launch the viund server with this command:
cootbserver: =8 viund -5

Now, you'l need a vtund conf for the clint sde. Try this one, again in fusr/
localletlvtund.conf

options (
port so00;

iconfig ssbinsiteontig;
soute /sbin/zaute;

aetae
compress
et

home {
type tun;
proto tep;
Keepalive yes;

pass 8 3 Password £ REQUIRED.

w i
ifconfip "% 208.201.239.33 pointopoint 208.101.239.32 a1p°

Foute "add 208.301.239.5 g 10.42.3,
route “del default™;
route "8 defalt gu 208.201.229.37'

o {
Toute del defaut
Toute “del 208.101.330.5 g 10.42.3.
Toute "3dd default g 10.2.3.1°;

I
¥

Finally, run this command o the client:
rooteclient:~8 viund -p hone server
Presto! You now not only have a tunnel up between client and server, but
have added a new default route via the other end of the runnel. Take a look
at what happens when we traceroute 0 yahoo.com with the tunnel i place:
rootclient:~s traceroute -n yahao.con
traceoute to yoho.com (656,19, 130, 30 haps max, 40 byt packets
31208.201.239.32 24,368 5 28,019 75 19,110 ms

220802012301 21.677 5 22,684 55 23.485 %5
5 208200 220150 20,41 55 22.997 s 23,788 m5

021 Wetworking
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2. Forgoing the Console Login

Nt ez, e of s st
Tt will happen to you one day. You'll need to work on a machine for a friend
or client who has “misplaced” the root password on which you don’t have
n acooun

If you have console access and don't mind rebooting, waditional wisdom
beckons you to boot up in single user mode. Naturaly, afer iting Control-
AltDelete, you simply wait for it to POST and then pass the parameter
single 1o the booting kemel. For example, from the LILO promp:

L10: Yiowx single
On many systems, this will happily present you with a roo shell. But on
some systems (notably RedHat), you'l run into the dreaded emergency
prompt

Give root passord for mintenance

o type Conrel for soral starep)
1f you knew the root password, you wouldn't be here! If you're lucky, the
init scripe will acrually let you hit ~C at this stage and will drop you to
oot prompt. But most ini processes are *smarter” than that, and trap ~C.
What to do? O course, you could always boot from  rescu disk and reset
the password, but suppose you don't have one handy (or that the machine
docsn'thave 3 CD-ROM drive)

Allis not los! Rather than risk running into the above mess,let’s modiy the
system with extreme prejudice, right from the strt. Again, from the LILO
promp:

I T———

‘What does this do? Rather than staresbininit and proceed with the usual /tc/
redr” procedure, we're telling the kemel to simply give us a shell. No pass-
words, no filesystem checks (and for that matter, not much of a stating envi-
ronment!) but a very quick,shiny new root prompr.

Unfortunately, that's not quite enough to be able to repair your system. The
root filesystem will be mounted read-only (since it never got a chance t0 be
checked and remounted read/wrie). Also, networking will be down, and
none of the usual system dacmons will be running. You don't want t© do
anything more complicated than reseting a password (or tweaking a file or
o) at a prompr like this. Above all: don't it ~D or type Exic! Your lcle
shell (plus the kemnel) constitutes the entire running Linux system at the
‘moment. So, how can you manipulat the flesystem in thi siuation, if i is
‘mounted read-only? Tey this:

 sount -0 resount, /

5 1 ServerBasics
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And even look at various statistcs graphically, a5 an easy-to-read (and
pretty-to-pring) pie chart, asin Figure 2

+ e L

Figure 2. When s overtine,ntop will veal great detal about how vl leis
e your network

‘While tools like tepdump and ethereal will give you detaled, interactive analy-
sis of necwork wraffic,ntop delivrs a wealth of satstical information in a very
sick and easy 0 use web interface. When properly installed and locked down,
it will ikely become a favorie tool in your network analysis tool chest

See also:
« hitphurww.niop.org/
« httphunvw-serra unip.tntopintop il

65. Monitoring Web Traffic in Real Time with httptop

See who's g your web seve the ardest 0 e socon it o
Advanced hup log analysis packages like analog can give you very
detaled report on who has been looking at what on your site. Unforuu
nately, log processing jobs can take quite a long time to run on a busy
site, giving you decaled retrospective reporting but nothing abous what's
happening right row.

Wonitoring 1131
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Administrators can keep a CVS tree of the configurarions for server farms
‘Adding a new server? Just use cvs o checkout the conlig tre for that type
of server. Committing all changes also helps you keep track of who did
what, when.

I this section, we'll ake a look at what you need to get CVS up and run-
i quicky, oth a5 a clent and a5  server.

Greating a Repository

“The repository needs to be hosted on a machine with suffcient disk space o
storeall your fles and all the data fo the changes you expect. As @ rule of
thumb, put the reposicory on a parition with enough room for three times
the expected final size of the module. Then use the “Scorty principle” and
double your estimate—the project il expand. I you intend to store binary
files, muliply by ten. After your frst project, you'll have a feel for how
much space to allow.

First, ensure that all CVS users have valid user accounts and can access the
repository machin from all the machines they intend to use.

Now ereate your reposicory root directory. Repositories are often stored in
Jhomelcvsroos ot fusrlocallcvsroot. Use cvs init 1o set up the directory as a
CVS repasitry.

PRy ———

Debian Linux has a script, cvs-makerepos, that will build a reposicory based
on pre-existing Debian configuration script. See man cvs-makercpos for
more information and man cvsconiig for an automated system for configur-
ing a Debian CVS reposiory.

In general, most CVS servers tend 10 use a single reposiory, with multi-
ple Modules contained within i For example, your repository might lve
in /homelcvsroot, but could contain many projects (such as tools, email,
dns, myproj, tc.)

Importing a New Module:

Before loading your project into CVS, consider its structure. Moving or
renaming files and directories can damage the CVS record of the files” his-
tory. Deleting a directory can cost you the record ofal s file and subdirec-
torics. For this reason, CVS has no facility for moving or renaming fls and
directores,or removing directores.

Make your iniial directory structure—even if s just one directory. Add any
inital files you want. From within the root directory of your project, use the
command cvs -d repository inport nameofscdule vendortag releasetap,

52 1 Revision Gontrol
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‘made directly over IP or even over PPP or serial. this technique can be partic-
ularly useful when general network access isrestricted by an inervening fire-
wall a all IP trafic will be encryted and forwarded over a single TCP port
(hat s, over asingle ssh connection).

‘The procedure described below will allow a host with a private [P address
(10.42.46) 10 bring up a new tunnel interface with a real, live routed 1P
address (208.201.239.33) that works as expected, as if the private newwork
weren't even there. We'll do this by bringing up the tunnel, dropping the
default oute, then adding a new default route via the other end of the tunnel.

To begin with, here i the (pre-tunneled) configuration of the neawork.

rootbclient:~8 ifconfig eth2
etha Link encap:Ethernet Wodds 00:02:20:28:27:88

net a0dr:10.42.3.2 Be3SE110.42.3.63 Mask:255,255,255.152
P BRORDCAST RANING WULTICAS MU:1500 Metrici

X packets 662 ertors:0 duopped:0 overrurs:0 frane:0

T packets 733 ertors:0 dropped:0 overruns:0 carrler:o
collisions:o tqueelen: 100

X bytes:105616 (105.1 KB) TH bytes:7azsy (72.5 K8)
Intersupt:3 Base address:oxion

rooticlient:~s route
Xernel 19 zouting table

Destination Gatey Genask Flags Metric Ref Use Iface
10.42.3.0.+ 255.255.255.192 U 00 0 etha

Loophack * 255.0.0.0U 000 1o

et 10.42.3:2 0.0.0.0 0 0.0 0 ethy

As you can s, our local necwork is 10.423.0726, our IPis 10.423.2, and oue
efaul gateway is 104231, This gateway provides necwork addrcss transla-
tion (NAT) tothe intemet, Here's what our path looks like to yahoo.com:

rootbclient:~s traceroute -n yahoo.con
Ceroute to yahoo.con (64.58.79.330), 30 hops max, 40 byte packets

310.42.3.1 2,848 ms 2,308 56 2,915 55

2209.204.175.1 16,654 a5 16,052 5 19.224 m5

5 208.201.220.108 20.112 w5 20.863 s 18.238 s

4 2082012205 213466 s 338,259 m 357.7 w5

5 206.24.221.217 20,743 w5 23.504 %5 24.152 w5

6 206.24.210.62 22.379 s 30.948 w5 54.475 75

71206.24.226.104 54,263 s 54,192 5 91825 %5

8 206.24.238.61 97.107 s 91.005 o 51.133 5

9 206.20.238.26 95.43 5 98846 2 100.055 35

101216.109.66.7 52.133 5 97.419 w5 94.32 55

11216153.98.19 99,451 ms 54,661 ms 100.002 w5

12 216.35.210.126 57,545 o 53.608 ms 95.347 ms

13 64.58.77.41 98,607 5 59.588 ms 57,816 s

100 1 Netwarking
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Listing: mince
e

L2 ot s ) then
echo “Usage: ince (1le] [ennk size)”
it 255

o

SHE1s 181 | e “fprint S5}

16 (52 gt $512¢ J; then
echo “Your chunk size mst be sealler than the file sizel”
exit 254

i

s
100

ftemy

il [ STOTAL -1t $512 1 do
PASSLS((9ASS + 1))

echo “Creating $1.59455...-
8 Convenoerzor 14251 oF.51.9ASS bS-SCHNC skipeS((PASS - 1)) count=t 2> /
devinal]

TOALLS((T0TAL + GANC))

one

cho “Created $955 chnks ot of 1.%
Note that we take advantage of conv=noerror, since the lst chunk i almost
guaranteed o run beyond the end of your file. Using this oprion makes dd
blichely continue to write bits until we run out of source i, at which point
it exits (but doesn't throw an error, and more importantly, doesn't refuse to
write the last chunk).

“This could be handy for slicing large fles into floppy-sized (zip disk, cd-r,
dvd, Usened) chunks prior 1o archiving. As it uses da's skip feature, it will
work on any sized fie,regardless o the amount of avalable RAM (provided
that you supply a reasonable chunk size. Since the block size (bs) i set to
whatever you have selected as your chunk size, it runs quite quickly, espe-
cally with chunks lager than a couple of kilobytes
I saves your chunks as mulipl fles (ending in a . followed by the chunk
numben) in the current directory. Running Is FILENAME.” il show you
your chunks in mumerical order. But what i you have more than nine of
them?

15 FROWE.S | sort on -t . 2
How do you reassemble them?

cat 15 FILOWNE.* | sort -n -t . 43" > FILEMME.conplete

18471 Sariptng
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But if you're using RCS, things aren't so bleak. To see what has changed
between your last checkout and this one, use resdiff

rootbcatling/use/Local/apache/confs xesdif htpd.cont

RS File: RCS/Metpdcont,
setrieving zevisicn 1.1
8186 0.1 hetpd.cont
asteass

rortog fuse/local/apachelogsertor_log

 Ertortop swq/use/Local/apschelogs/exror log.
“There we are. Evidently,  :wq accidentally got inserted atline 458. Ab, must
have missed that ESC key. Make your fix,start Apache, and check it back in.
But what ifthe changes were more extensive than that? Suppose you make a
big change to a configuration fle on Tuesday morning, and gremlins start to
manifest themselves around Thursday aftemoon. How can you get back o a
known good copy?

Simple: check out a particular revision using the -r switch:

reotbcatlin:/etch co -1 -x1.2 syslog.cont
syslog.cont,v --> syslop.cont

revision 1.3

e

Presto, you're back to the state you were in when you checked the file in at
rev 1.2 Remember with RCS, it makes sense to save early and often

25. Tracking Changes with rcs2log
Seeata gance who'sbeen g o fies, and why

RCS really shows s strengeh when more than one person needs to it a
particular fle Having multple admins can sometimes lead to 2 blame game
when things aren' working properly. In these cascs,i's obvious tha some-
body changed something. but nobody will admit (o t. I you keep track of
changes in RCS,then €' simple to tell who'sbeen changing what

oot st Localapache/ o resalog index.benl
2002-08-14 16b <rabfeouse>

* index.htnl: meeting anmouncenent
20000730 10b crobdeouses
* indexhal: gre.tumel amouncement

2002:07-12 sderle csderiedmouse
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69. Running the ssh-Agent in a GUI
g s agen g vcrmers

“This ssh-agent method described in “Using ssh-Agent Effectively” 069 works
fine as long as that iniial eval ssh-agent can be run before your window
environmen start. One place to do ths s at login, in your ~%bash_login or
~/loginif running tcs). But this can be a lessthan optimal olution ifyou're
using pass phrases on your keys (which you probably should be). Your win-
dow system won'tstart until you enter your key passwords,after logging in.
Another side ffect o this approach is that if your shagent ever gets killed,
you'll have to quit X, start a new agent, and log in again. And in some e
ronments (such as O X) there is never even an opportunity 1 run com-
‘mands before the graphical environment starts.

Rather than wastcflly running an agent for every window you have open
(or copy-and-pasting the environment settings between them), ry this code
in your ~/profie

$6.0 -6 ~Lagent.ene 1 then
< ~agent ene > Jdevinull

161 K111 -0 $S5H AGENT_PID > Jdev/null 2> then
echo “Stale agent file found. Spanning rew agent...”
el “sshagent | tee ~/agent env.

Sohesdd

i

ease

cho “starting ssh-agent.

Al “sshagen | e . sgent.env
Conesdd
i

“This will maintain a ~/agent.env fle for you, with an environment pointing

at your currently running ssh-agen. I the agent dies, opening a nerw
nal window will spawn one automatically (and add your keys for you),
which s shared becween allsubscquent terminal windows.

Ahb, that's better. A single, respawning ssh-agent on demand.

See Also:
* “Quick Logins with ssh Client Keys” e
+ “Turbo-mode’ ssh Logins” e

s
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Be assured that one day, the unthinkable will happen. Hard drives wear.
Tapes stetch and break. You might even accidentally passthe wrong switch
0.2 command (orbe i the wrong dirctory, o on the wrang machine) and
suddenly find yoursef cursing a having hit the Enter key, s your data evap-
orates o the ether. I is at these moments that you lear the value of
properly designed and exccuted backup solution.

Whilk we can gt you started with some interesting approaches to backing
up your data, this section s by no means comprehensive. As a systems
administrator, you should design a backup plan that fits the needs of your
organization, implement the plan, and continually revie it a5 necessary as
time goes on. Defiitely do not assume that just because you set up a cron
job t0 run a backup that the backups themselvs are good (or even that the
job itsclf is running properly). Watch your logs. Buy new backup media
belore the old media develops problems. Make i a policy 10 test your back-
ups by doing a full restore from backup as ofen as you deem necessary to
sieep well at night. And even then, consider kecping another copy of your
data, offsie if need be. For an extremely detailed look at everything that
goes into building a secure data backup policy, be sure to check out Unix
Backups G Recovery by W. Curtis Preston (O'Reily).

In this section, we'll ake a look at some methods for keeping copies of your
data ready for when that day of reconing comes. Every installation i differ-
ent, and each site needs its own degee of backup functionality (ranging
from weekly differentials to S-minute snapshots). While we won't try o
define the peiect backup policy for your ste, we willsee some tools you can
use to develop your own.
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CVS (Concurrent Versoning.
System), 5162
anonymous repositoie,creatng, 61
branching devclopment, 55
changing CVS servers, 153
commands, 3459
configres, 52
s makerepos (Debian), 52
defaul dior, stin, 56
dirctones
removing, 58
stcture, 54
documenting changes, 57
environment varables for, 53
les
merging. 57
pemisions, sxing, 60
watching and locking, 59
modules
Checking our, 54
importing new, 52
prerer access method, 61
elease ags, 53
reposiory,creating, 52
Secury, 60
connectng t remote
‘machines, 53
deseloper machines, 60
SSH setup, 60
uses, 51
vendor s, 53
SCVSEDITOR environment variable, 56
SCVSROOT environment varible, 53,
54
CYSROOTreaders e, 62
SCVS_RSH envronment variable,
Scting w0 sh, 53
SCVSUMASK environment varisbl, 60

dacmons
ni, creating with, 8-10

daabases (see MySQL)

daaa, 173,175

154

denialof serviceattacks, preventing,

with iptables, 91
der centfcae ormar, 195
SDEST_IP, 91

dirctores
backup of home, 66
copying recursively, 69
s, 5
removalfom, 58
ideniying larges users of disk
space, 30
eplication, 64
diskage analyss, 124-126
disk space,decermining laest users, 29
diskagescripr, 125
dmesg command, 40
DNS (domain name serice)
caching, with local domain.
auhoriy, 165
logging on syslog, 159
round-obin load disrburion, 167
DocumentRoor, sharing among several
sics, 201203
domain name queries, automsted
pattern matching, 29
downloads from Apache servers,
cnabling, 191-193
drivers
i vs loadable modules, 40
unnccessary,climinating, 3941
drivs, (E)DE, optimizing
performance, 4345

cho, 5
email,securing with ssh, 146
eniron fles, viewing, 33
envronment varibles

bash, cuscomizing in, 19-22

forCvs, 53

viewing it fpro, 31-34

diagnosing (example, 12-14
cthereal and nework debugging, 99
ex2 lsystem

immutable e, creaingn, 17
exd flesystem

immutablefles,creasig n, 17
SEXT_IFACE, 91
exraceableseip, 175
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The -0 switch i also popula 1o team up with the -print0 option of find
ehich, maurally, prints matching filenames separated by NULLS instead of
newlines). With fnd and xargs on a pipeline, you can do anything you like
0 any number of file, without ever running into the dreaded Argument list
o0 longerror:

TP of t0 sory filess 1s

S L, Argment is e org
A find/xargs combo makes quick work of thse fils, o marter what they're
aaled:

robcatlini /Pt of too sany FLless Find ~tye € -printo | xargs -0 15
“To delete them, just replace that trailing s with an rm, and away you go.

8. Immutable Files in ext2/ext3

Crat il hat ven oot ca't manipulte

Here’s a puzzle for you. Suppose we're cleaning up /tmp, and run into some.
trouble:

rootkcatlin:/taps mm —xf Junk/
n: conot nlink ok stobborn.txt: Oeration ot permitted
n: comot xesove dectory Junk Dixectory ot empy
rootecatlini/tmp cd Jonk/

roothcatlin/tmpfon 1 -a1

total fo

dnar-xt-x 3 oot oot 4006 Sep 4 14:4s ./
et 13 Toot 100t 4096 Sep 4 14145 ./
“Iwck-wk-- 1 To0t root 29798 Sep 4 14143 Stbborn. txt
rootbcatlin /s ok 1 /stborn. txt

ot xemove write-protected File /stupborntxt"? y

5 comot nlink /stubborn.xt: Gpertion ot permitted

‘What's going on? Are we root or aren't we? Let’s wy emprying the fle
instead of deleting it:

rootbcaLin: Sk cp dew/nal stubbern et

<P comot creste xeglar File stobborn. tat ¢ Penission denied

rootecatlin: tap/Sunks > stubborn.txt
bash: stubborn et Fesnission denied

Well, fomp cerainly isn'c mounted read-only. Whatis going on>

SorvrBasies | 17
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Auttwame “snonymous/your caail adress”
Authiype asic
Reguize valid-user

ananysous orko bender
Aoy Ahoritative on

You should recogize the first three directives, as they're used when you

normaly protct a dirctory with mod_auth. The Anonymous directive con-

trols what usermames should be considered an anonymous user—in this

case, we've got orko and bender, but we could just have casily chosen mun-

dania such as anonymous, anon, or guest

The Anonymous_Authoriative controls whether we wan o pass unautho-
tized usernames and passwords off to another authentication scheme for
processing. If we say on, then anonymity is king, cither the vsior logs in
with orko or bender or they re not allowed access.

On the other hand, if we say off, then we can include the fll functionality of
mod_auth—authentication via passwords, groups, and so forth. Take a look
atthe configuration below. If the user does not log in with heenie or reo-
girl, then the usemame is passed off o the AuthUserfile, where it also
checked against for those accounts f they don't exist in that fle eiher, then
the userisdenied:

Authtane “aorysous/your eail addess”

Autnserile Aibray essrver npassed

AiType Sasic

Regire vlid-user

aronymous heene retrogirl.
Aromyous Ahoritative of
Asis typical, you can be assimplistic or as complicated as you need. The fol-
Towing configoration will llow any user to get a directory lsting (allowing
them 1o see what you have available). Any user lsted in the AuthUserFile
can et access to alljpg fle, as well as any anonymous user logging in with
the mrs_decepricon or spider) usemames, assuming they enter a valid email
address (one with a “@" and *." character—Apache doesn't check that the
hostname exists). Finally, only the custace user can download .mp3 fles:
Juthype basic

Autiane “anonymous/your esai address”
Authlserfile L ibrary Hebserverigassnd

nonymous s decepticon spider]
oorymous suthoritative off
nonymous Vertfyemail on

chiles *3pp>

182 1 nformation Servers:
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Automatic viund.cont Generator “

print $eile stemlate;
Close sfile;
systen(*svtind snome);
)

o
eptions (

port STumeport;
Scontig /sbinifcons
saute /sbin/zaute;

)

defoit ¢
conpress ra;
speed 0;

)

Sturneltane { 8 “mytunnel” should zeally be “basename $0° or some such
£ for sutonaglc confiy selection

type tuny

proto tep

Keepative yes;

pass ssecret;

w
s 5 stacatte 51 seemters
e 344 STt S0 St
Tone “deete dinit;

ot sttt o Sttt
Tote 344 ST Socaetonk 84 Scatoay1F's
¥

don {
SHeontiy 5% dowr's

route “Gelete default”;

route “delete STumeliust SOH SGateay

Networking | 109
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Some projects aren't designed to handle paralll builds and can get con-
fused if pass o the projec are built before their parent dependencies have
compleed. If you run into build errors it is safest to just stare from scratch
this time withou the  switch.

By way of comparison, here are some sample timings. They were performed
on an othenwise unloaded dual PIII/600 with 1GB RAM. Each time | built a
balmage for Linux 2.4.19 (redirecting STDOUT to /dev/ml), and removed
the source tee before startng the next et

tine sake belmage:

sesl 7a1. 6408
user 6ot 7105
5y5 onts. 2605

tine make 52 brtmage:

seal sna3. 1265
user et goos
sys ont6.i205

tine sake 34 brlnsge:

resl 3u37 6875
user et 5805
sys onth 3505

tine make 310 brlsag:

rest 3. c6os
usex 53,5708
Sy5 ot iats
As you can sec, there is a significant improvement just by adding the -12
switch. We dropped from 7 minutes o 3 minutes and 43 seconds of actual
ime. Increasing t0 4 saved us about ive more seconds, but jumping all the
way t0 10 acuually hure performance by a few seconds. Notice how user
and system seconds are virually the same across all four runs. In the end,
you need 1o shovel the same sized pile of bis, but - on a mult-processor
machine simply lets you spread it around to more people with shovels.
Of course, bits all evenually end up in the bit bucket anyway. But hey, if
‘nothing els, performance timings are a great way to keep your cage warm.

10. At Home in Your Shell Environment
Make ash ot confortabe oughenvonment aaies:

‘Consuling a manpage for bash can be a daunting read, especially if you're
not precisely sure what you'e looking for. But when you have the time to

SorvorBasics | 19





index-64_1.png
Gettig Sarted with S

23. Getting Started with RCS
Lot A marag you syt e, an keeparisonistory

RCS is a revision control system, useful for keeping multiple revisions of
configuration fils, shell scrpts, and any other text files you have lying
around. Unlike CVS, there is no functionaliy for using RCS with remote
machines; in RCS, everything i intended to be kept in the loal ilesystem

RCS keeps all of ts revisions in a directory called RCS/ (under the direc-
tory you're currently in). To start a new RCS repository, simply make the
directory:

reotbeatlin/etch mkdix 165

There, that wasn't so bad, was it? Now, we'll need to initalize a ile into the
new RCS repository before working with i. Let's work with syslog.con:

sootecatlini/etch ci -§ syslog.conf
RCS/syslog,cont,v <-- systog.cont

enter description, terninated with single "' or end of file:
NOTE: This 15 MOT the log messagel

2 Here's the syslog.conf for Catlin

nstia) zevision: 1.3

dae

“The inital i -i does a “check in and initalize,” to give RCS a good first
copy of the file. RCS promps for an iitial description, and then removes
the il from the current directory. You probably don't want to leav it like
that for oo long, s0 after you've initialized the fle in RCS, check it out

sootecatlin:etch co syslog.cont
conty - syslog.cont

“That copes the fle back into the current directory. But we're not ready to
start working on it just et First, le’s check it out with a lock to prevent
other people from making updates while we work on i

rootecatlin:etch co -1 syslog.cont
RCS/syslog.contv > sysleg.cont
revision 1.1 (locked)

done

Now you can edit the il to your heart's content. Once you're finished with
it check it back in and unlock it with ci -

rootbcatlini/etch cf -u syslog.cont
syslog.conf,v < syslog.cont

new eviston: 1.3; previous Tevision: 1.2

enter log sessage, terninated with single *." or end of file:
5> hded xesote Logpin to the new security log host

done

Rovison Contrl | 47
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Delivring Cortent Based onthe Query Sting Using mod_rewrte

‘This will srip off the middle part of the requested domain name (che bit
berween wwwe, and yum) and check to see if an indexhiml exists in the
directory of that name under the DocumentRoor for the sit. I s0, and f the
request was for / or findex. himl, then it performs an internal rewrie to i,

Working with mod_rewrite can be confusing. One tool that helps greatly
with debugging rewrite problems is the RewriteLog functionality. If you're
stuck on figuring out a RewriteRule, try a couple of lines like this in your
VircualHost entry:

Rewritelog /tmprewrite.log

Remitelogtevel 9
“This will rn on full debugging to the log you specify. I is handy to watch it
with a tail -f /tap/renrite.log or less -f /tap/xewtite.lo s you
request various URLS in a browser. Don't un with this enabled for very long
on a production server, as all rewrite actions will be logged (and conse.
quenty make your Apache run slower).

97. Delivering Content Based on the Query String

Using mod_rewrite

Contilcontent ey based o URL'sGuerysig witwuta O srt
Ic can be useful t0 use the query string of a URL line (that i, anyehing after
the first 2) todirect what content Apache will serve. While the query sring
is normally used by CGI applications to read and write program variables,
mod_rewrite can use it without the need fo an external srip.

For example, suppose you have a publication system that splis large arti-
cles into multiple pages. The content is normally delivered by a script the
akes the page= query string and delvers the requested page number. If you
can save a local copy of each page to the filesystem, then you can use a
RewriteRule to deliver the cached copy, and bypass the overhead of running
the script on every hi

Let's suppose we're trying to serve the second page of an aricl at hitp/
mysite.cominewsfarticlehtmi2page=2. nstall e fllowing rles:

ReriteCond HQERY_STRIG) pges((o12356789)+)

ReuriteCond /homehtdocs H{REQUEST RT3 -

Revritetule .+ Jhoneihtdocs/KREQUEST_URD). 51 (1]
I Momehwwwihidocsiewslatice him 2 exists, then it wil be served as an
intemal redirect and exit before the publication script is run. If the file
doesn't exis, then processing wil fall through the last rule, and will be
picked up by the normal publcation delivery method (presumably by run-
ning a script specified by a ScriptAlias called /news). This will work for any
‘number of pages that end in an integer

Tnformation Serers 1 208
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Now if you ever end up with a munged boot sector, you can restore it
quickly (afer booting from rescue media) ke this:

i i6-bootsector b ofdevinés

Orif you backed it up to floppy dirctly, against medical advice:
a8 t5esietan ofesdeuins

Naturally, substitue sda for hda ifyou're using SCSI.

Seealso:

* Lilo's README (or other format of documentation under doc/from the
lilo distribution)

41. Keeping Parts of Filesystems in sync with rsync

st sy over sh tomior ety whatyou want 1 any numer of severs

For OReill’s web publihing system, we built a web “cluster” that spreads
the work of one machine across several, increasing both performance and
relabilty. But how do you keep the actual data in the Hlesystem of cach
server in syne with cach other?

One method is t0 use NFS to provide a common filesystem for your data
‘While making it simple to update content across all of the servers simulta
neously, NFS has some signifcant drawbacks. File locking on NFS s notori-
ously tricky. Performance tuning on NFS is generally considered something
of a black art. (When it works, i’ very good, and when it docsn't..thar's
why we're on call, right?) But probably the biggest drawback to a mono-
Jihic NFS server is that it introduces a single point o failur for your entire
enterprise. If the NFS server becomes unavailable (or overloaded) for any
reason, allof the machines dependent on it willsuffe.

One altemative approach is to asynchronously update servers using a tool
sach as rsyne. With the cost of disk space at an all-ime low, having a locally
cached copy of your data makes sense: not only vl the single point of fail-
ure be eliminated, bu the ils will be served much fastr from the loca disk
than they could be from network storage.

Itis very straghtforward to add an rsyn job to cron on cach of the web serv-
ers, containing something like this:

rsync s 55h mastermachine.con/use/Localapache s/ \
Tuselocalapsche/hdocs!

‘Assuming that you have your ssh keys set up in advance (see “Quick Logins

with ssh Client Keys” ), this will update the local Apache document root

with the current copy on master. machine.com over an encrypted ssh session.

Backups | 73
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In the very unlikely event that rp_fie i causing problems for you, you can
deactivate it very casiy:

# echo 0" > proctsys/net/spuarconts1L/ap_filter

See alsa:
« “iptables Tips & Tricks”

47. iptables Tips & Tricks
ke your s o o i o gkt i s
iptabes s the et generation of frewal software for the necilerproject. It
provides all of the functionality of ts predecessor, ipchains, in addition to
Support for sttefl firewalling. ptables also suppors a framework for
extending its capabilities with loadable modules. Here are a few tricks you
can use with the base distribution of iptables, as well as some of the extensi-
ble moduls available or ptabes.

For these examples, we'll assume that the following environment variables
are already ser

SEXT_IFACE
“The extemal (public) interface of the firewall
SINT_IFACE
The inside (privare) intrface of the firewall
SDEST_IP

“The ulimate requested destination o this packet

‘You can use iptabls to limit new inbound TCP packets to prevent a Denial
of Service atack. This is accomplished with the following rules:

¥ Create syn-Flood chain fo detecting Dental o Servce attacks
iptables -t nst W syn-flood

# Linit 12 comections pr second (bust o 24)

Sptables -t rat A syn-Flood -» Linit --Linit 12/5 -
- rerun

iptables -t rat & syn-flood -5 ORGP

mit-barst 24\

# Check for 00 attack
Sptables -t rat A FRERUTING -§ $OCT_IFACE -4 S06ST_I? - tcp —-syn \
3 syn-flood
“These rules limit new inbound TCP connections (packets with SYN bt set)
t0 12 per second afer 24 connectians per second have been seen.

Using iptabls, a transparent Squid proxy can be set up. This will ranspar-
ently cache and log,all outbound HTTP requests (o the Internet. I requires

Wetworking | 91
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SHANT -0 remunt o HOONT_DEVICE $SUSHOT b 5
SE(CS ) then
(

SEQD *snapshot: could ot remount. $SUPSHOT b resdhrite’
ety

)
e

¥ totating snapshots of /hoee (Fixne: this should be sore genersl)

# step 1: delete the oldest snapshot, i it exists:
S6'[ 20 $SMPSHOT_fusomesbourly.3 | 5 then \

SO0 1F SSRPSHOT bu/home/burly. 3§ \

ke

£ step 25 shift the midale srapbots(s) back by one, 1 they exist
561 28 SSPSHOT puhomerburly.3 1 5 then \

SV SSUPSIT_Buome/hourly. 2 SSAPSIOT Rwrhose/hourly.  §
;5

IF( -8 SSMPSHOT fubomerbourly.1 ] 5 then \

SV SSMPSHOT_uFome/hourly. 1 SSUAPSIOT Bubome /bl 2
i

# step 3¢ moke 3 haxd-Link-only (except for oirs) copy of the Latest
suapsho,

5 that exists

S6[ -4 SSMAPSIOT_Burhomesbourly.o ] 5 then \

£ 31 ST oy 0 SO e sl \
i;

£ step 42 rsync from the system fnto the Latest smapsbot (rotice that
¥ rsync behaves Like cp -_renove-destination by default so the destinstion
# 55 unlinked First. 16 it wexe ot s, this would copy ove the other
£ snapshat(s) toal
ety
“va --delete --delete-excluded \
cclude froms"SEXCLIDES™ \
Thonel $SMPSHIT pubome/houly. ;

# step 52 update the atine o hourly.o to reflect the smashot tine
STOUH SSUPSIOT Burbose/houry.

o and thats 1t for b,
# now zemount. the B smashot montpotnt s zeadonly

SHANT -0 remsun 1o $HOUNT DEVICE SSISIOT o ;
SE(CS ) then
(

SEQD “snapshot: could ot xemunt SSUPSHOT o xeadonly”
ety
ipd
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heads seests

Bitptop [-f cformats) (-5 crefresh_secs»] [-b coacktrack Liness) cloged |
path 1o lop>

—at

use Tine: ks gu( tine );
Tail (3

Resckey;

use Getop£5t0;

58 Defaults you might b Intexested in adjusting,

oy Spdate = 2; ¥ upiate every n secs
y S8acktzack « 250; 8 backtzack n Lines on startup
 aths + e

5

Jestlertrlogs access_Log
v log/hetpdrisacces_log
Juse/1o¢alapache Logs A access_Log
»

P p——
y Hog Fields - (

Conbined => [qu/ Host x x Tine RT Response x Referer Client /],
URGSt o> [qul Whost Host % x Tine LRI Resporse » Referer Client /]

%

258 Constants 8 other thingies. othing to see hre. Hove slong.

ny Stersion = “0.4.1°

sub by hits_per () ( $oofate} < Saniate} )
sub by total () { $o(Toal) <o $a->(Towa) )
b Byage () { 8as(last) o> Swoo{last)

oy Slast_field - “Client";
oy Sindes - "ot
oy Sehonhelp - 0;

oy Sorder « uby_hits_per;
ey Shelp = “heluafdig’;
oy eys -

oo [ “Order by hits/second” -> sub [ Sonder - \ioy_hits_per } ),
€35 [ “Order by total secorded hits" > sub { Sorder - iy total ) ],
[ “order by most recent hits® > sb { Sorder = \iby_age } 1,

[ “Show remote host™ > sub ( $index = “ost” ) 1,

[ “Show sequested IRI" -> sub { $irdex « “RI" } ],

23 [ “Show xeferring (RL" 1 b { Sindex - “Referer” ) ],
&5 1 “Show referring donaia o> sup { Sindex - “Domain” ) ],

Wonitoing 1 133
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Gotta Hack?

Got a good hack you'd like 1o share with others? Go to the O'Reilly Hacks
web site ar:
hitpihacks orelly.com

You'll find book-related resources, sample hacks and new hacks contrb-
uted by users. You'llfind information about additional books in the Hacks

Credits

+ Rob Flckenger authored the majoriy of hacks n this book.
Rob has worked with Linux since Slackware 3.5, He was previously the
system administraor of the O'Reilly Network (an all-Linux shop, natu
rally) and is the author of Building Wireless Community Networks, also
by OReily.

« Racl Dornfest (“Apache Toolbox” wn)
Raclis a Researcher at the O'Reilly & Associates focusing on technolo-
gies just beyond the pale. He assesses, experimens, programs, and
writes for the OReilly network and OReilly publications.

= Seann Herdejurgen (“iptables Tips & Tricks” (#n, “Disk Age Analysis™
)
Seann has been working with UNIX since 1987 and now architects high
availability solutions as  senior systems engineer with D-Tech corpora-
tion in Dalas, Texas. He holds a Master's degree in Computer Science
from Texas AGM Universiy. He may be reached at: hitp/iscann.
herdejugen.com.

* Dru Lavigne (“Archiving with Pax” )
Dru s an instructor ata prvate technical college i Kingston, ON where
she teaches the fundamentals of TCP/IP networking, routing, and secu
riy. Her current hobbies include matching every TCP and UDP port
number to its associated application(s) and reading her way through all
of the RFCs.

« Cricket Liu (“Views in BIND 9" wrm)
Cricket matriculated at the Universiy of California’s Berkeley campus,
that great bastion of frce specch, unencumbered Unix, and cheap pizza.
He worked for a year as Director of DNS Product Management for Vers
Sign Global Registry Services, and is a co-author of DNS and BIND, also
published by O'Reilly & Associate.
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Rob Flickenger has worked with Linux since Slackware 3.5. He was previ-
ously the system administraor of the O'Reilly Network (an all-Linux shop,
nacurally) and is the author of Building Wircless Community Networks, also
by O'Reilly.
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‘Where does al of this pseudo-philosophical rambling get you? Hopefully,
this background will give you some idea of the mincset that prompred the
compiling of this collection of solutions that we call Linux Server Hacks.
Some are short and simple, while some are quite complex. All o these hacks
are designed to solve a particular technical problem that the designer simply
couldn't lec go without “scratching.” 1 hope that some of them will be
direcly applicable 0 an *itch” or two that you may have fee yoursef as 3
new or experienced administrator of Linux servers

How This Book is Organized

A competent sysadmin must be a jack-of-all-rades. To be tuly efictive,
you'll need to be able to handle every problem the system throws at you,
from power on 10 hal. To assist you in the time in beween, I present this
collection of time-saving and novel approaches to daily adminisratve tasks.

« Server Basics begins by looking at some of the most common sorts of
tasks that admins encounter: manipulating the boot process, effctively
working with the command lne, automating common tasks, watching
(and regulating) how system resources are used, and tuning various
pieces of the Linux kemel to make everything run more eficiently. This
e an introduction (o system administrarion but a look at some very.
efective and non-obvious techniques that even scasoned sysadmins may
have overlooked.

+ Revision Controlgives a crash-course in using two fundamental revsion
control systems, RCS and CVS. Being able to recall arbirary previous
revisions of configuration file, source code, and documentation is a
critical ability that can save your job. Too many professional admins are
lacking in revision control basics (preferring instead o make the inevita-
ble, but unsupportable .old or oig backup). This section will get you
up and running quickl, giving you commands and instructions that are
succinct and to the point.

+ The next section, Backups, looks a quick and casy methods for keeping,
spare copis of your data. | pay particular attention to network back-
ups. rsync, and working with 15Os. I'll demonstrate some of the enor-
mous flexibiliy of standard system backup tools and even present one
way of implementin regula *snapshot” evisons of a flesystem (with-
out requiring huge amounts of sorage).

+ Networking is my favorite section of this entre book. The focus isn't on
basic functionaliy and routing, but instead looks at some obscure but
insanely useful techniques for making networks behave in unexpected
ways. Tl set up various kinds of IP wunnels (both encrypted and
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“The next switch i a lle more complicated, it but becomes second nature
once you start using i:-p. From perldoc perlrun:
-p couses Perl to assune the folloving oop arcund your

prcgram, uhich makes it iterste over filerone sxguments
Soncunat Like sed

e
wile (0) (
- ¥ your progran goes here
§ continae {
print or die "-p destiration: $1\";

)
“The line in question () is automatically printed on every ieration of the
oop. 1f you combine -p and -, you get a one-iner that iteates over evry
fileon the command line or on the text fed to it on STDIN. For example,
here's  complicated cat command:

rocatlinS per -pe 3 etclosts

5 hosts This il describes 2 maber of hostname-to-address
3 sagpings for the 1717 sbsysten.

8 for Loopbcking.
270,01 lacslrost

“The 1 is just a retum code (as if you entered 1; in a Perl script, which is

equivalent to return 1;). Since the lins are printed automaricall, we don't

really need the program we specify with ¢ o do anything.

Where it gt intresing i in providing a it of code o manipulate the cur-
vent line before i gt prined. For example, suppose you waned 0 append
thelocal machine name tothe localhost linc.

rocatlin-S perl -pe "3 /ocalbost/localhost SO(MSTNE)/” /etcosts

3 hosts This il describes 2 maber of ostane-to-address
& mippings for the TCP/IF subsysten.
H

3 For Loogbacking.
127.0.0.1 locslhost catlin.nocat.net

‘or maybe you'd like to manipulate your inetd sexings:
TobCaLigua:"S perl -pe s/°(\se(telntsheloginleec) /e 827" \
Jetcrinetd.cont
“That will print the contents of ec/inetd.conf to STDOUT, commenin out
any uncommented tlnet, shell, ogin,or exec ines along the way. Naurally,
we could redirect that back out 10 a fle, but if we just want to edica file in
place,there's a betee way: th - switch.

182 1 Scrptng
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o modificaton to the user's browser and is useful for blocking unwanted
conten. Thisis accomplished with th following ptabls ule at he top of
the PREROUTING chain:

& Setup transparent Squid provy for Internal netvork

& for detatls on setting up Sauld, see
 Betp: /. o5 WNTO/min T ansparentProny heel

Iptables -t nat -A PRERGUTING -1 $INT_IFACE -p tp —~port 80 \
-5 REDIRECT —-to-port 3128

“This rule redirects outgoing requests on TCP port 80 t0.a Squid proxy run-

ning on TCP port 3128 on the frewall.

Atbitrary TCP flags can be matched withiptabes. This means you can block
XMAS tree (all flags se) and NULL packets with the fllowing rles:
5 0000 S 5 WAL TP pcets

iptables -t nat -A FREROUTING -5 tc
Iptables -t nat -A PRERCUTING -p tcp

Advanced iptables Features

iptabls has inroduced several advanced firewall featues thatare available
by patching the Linux kernel. These patches can be obiained from hitp/
wanenetfle.org/ by downloading the patch-o-matic version corresponding
0 the iptabes version. you are using. Patch-o-matic parches are jptables
patches that are not yt availabl i the mainstzeam Linux kernel. Some of
the parches are experimental and should b used with caution.

Using the experimental netfler psd patch, iptables can detect and block
inbound port scans with the following rule
2 0500 inbound port scans
ptables -t nat -A PREROVING -1 $EX_IFACE -4 SST_IP - psd -§ 0809
Using the experimental necilte iplimit patch, iptables can limit the number
of connectionsreceived from a paticula IP address wih the following rule:
3 08P packets fron bosts with more than 16 active comections
pables <t 1at -A PREROTING -1 SOX_IFACE -t --syn -0 S06S_IP
iphinie --iplinit-sbove 16 -5 0%0P
One of the most powerful netfilier patches allows you to match packes
based on their content. The experimental sring-matching patch allows you
o flte out packets that match a certain string, This is helpful to filer out
the CodeRed or Nimda viruses before they hit your web server. The follow-
ing rules achieve this:
8 0K HTT packets. relatd to Codeked and Ninda virses silently

iptables -t Filter A INUT -§ SEKT_IFACE -p tcp -4 SOEST_IP --dprt http \
String --string “/default. idar" -3 OROP
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“Thissaves a ot of yping and is sgniicanly quicker (and safr) han doing
ieall by hand on each update.

14. Brute Forcing Your New Domain Name
Find exacty te domain you'd ke 0 regiser, whatever 1 rts out o b

There are many tools available online that will asist in performing whois
queries for you to determine if your favorite domain name is sl avalable,
and if not, who has registered it. These tools are usually web based and
allow you 1o submit a few queries at a time (and frequently suggest several
inane aliernatives ifyour frst choice is aken).

16 you're ot so much interested in @ partcular name as i finding one that
‘matches a pattern, why not letthe command line do the work for you? Sup-
pose you wanted to find a st of all words that end in thelewers “st”

ot sos/sharesdicthords | grep SiS" | sed 's/t8/osts” |\

hite read §; do \

{Gois 51 | prep -0 ko endes found®) 88 echo 8i; sleep 60 \

done | tee 1ist of st domains. txt
“This will obligingly supply you with a visual running b of all available
words that haven't yet been registered to el Republica Democratica de Sio
Tomé ¢ Principe (the domain regisuar for the st TLD). This cxample
searches the system dictionary and tris to find the whos record for each
matching word, one at a time, cvery 60 seconds. It saves any nonexistent
ecords to a file called lis_of_st_domains.xt, and shows you its progress a5
it runs. Replace that st with any two letter TLD (ke us or t0) to brute force:
the namespace of any TLD you like.

‘Some felthat the domain name land gab i almost urning the Internet into

a corporate ghetto, but I don't subscribe to that idea. I actually find the
whole sitation quite humorous.

15. Playing Hunt the Disk Hog

oy oyt for ey e sy i ey s
¢ abwayssecns to happen e on a Saurday ight, You'r geting paged
Because a pariion on one of the seves (probably the mtl sy do
gerously close to full.

Obviously, runningadf will show what's ef

robewagic:~s of
Filesysten 1k-blocks Used Avatlable Usek Hounted on
Jdeuisia1 040696 1813680 4363600 27 /

Jdeuisiaa 17436684 13197760 3410132 198 fhome
Jdeuisemy 8383608 8360723 21885 1008 var/spool/matl

SorverBasics | 2
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61. Scanning Your Own Machines with nmap

Fid out when seversandsevices com anne anyher o yurnetwork

1 you haven't used it before, nmap i a tremendously useful ool for identi-
fing machines and services on your newwork. It will perform a number of
diferent types of network scanning (from standard TCP and UDP to more
exotic scans like stealth TCP SYN scans, Xmas Tree and NULL probes, and
abunch of other fun oprions).

Even more interesting is the OS fingerprinting code, which analyzes packets
returned by the target machine and compares the resuls against a database
of known operating systems. This is a fascinating bit of code, in that it can
typicaly identiy the remote side’s operating system without connecting @
any acwal services, and even return an estimated uptime for the machine
being scanned.

To perform a standard portsweep with OS fingerprinting, try the -O switch:
robecatlin:~F maap -0 caligula

Starting rmap V. 3.00 ( . nsecure org/onap/ )

Interesting ports on caligula. ob.nocat (10.42.4.7)

(The 1600 ports scamed but not show below are i state: closed)
port state service

2aitep open ssh

Remote operating systen guess: Aac 05 X 10.1 - 10.1.4

Uptine 5,760 days. (since Toe Sep 3 19:14:3 2002)

Neap run conpleted - 1 19 addeess. (3 host up) scanned in 31 seconds

16 you'd like to nmap your entire network and have a bit of time to kill, you
can specify  neowork and subnet on the command line. This performs a
TCP SYN scan and fingerprinting for the firs. 64 addresses of 10.42.4.0
rootecatlin:= ap 05 10,02
Since nmap prints to STDOUT, you can save the ourput of a scan run and
compare it against previous runs for a differential report, quite casily. We'l
run an Xmas tree scan and grep out a couple of lines (ke the run time) to
eliminate fase positves
Tootgcatlini=+ map -5K 10.42.4.026 | egrep -v "~ (hmplstartiog)’ \
> map.output
Let's run the same command again (say,the next day,ata andom hour):
rootcatlini=+ map -sK localhost | egrep -v **(splstarting)’ \
> map.outputs
andle’s do a context diff o see what changed:
ootcatlini=s 416 -c rmsputputs

nedp.cutput Hon Sep 5 14:45:06 2002
e cutputz hon Sep 9 14i45121 2002

ons

Wonitoing 1 123
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Directories are added with the same command. Files within a directory can't
be added uniilthe directory i added.

Removing Files
To mark . fle for removl from the working copies, use cvs _renove
Filenane. Before CVS will remove a fle rom the repository, you have to
actually delec it from th flesystem. CVS docsn't acuually remove the fle

entirely, it puts the file in a special subdirectory in the repository called
Atic

Removing Directories

Directories cannos be removed from the repository using CVS commands.
1 a directory is no longer required, empry the directory with cvs remove,
and use cvs_ update -P and cvs. checkout -P when recrieving a working
copy. The -P flag ensures that empry directories ae no retieved.

1 you must, you can remove a directory by using mmdir on the reposicory.
Do this on 4 copy of the repository frst and check that you aren't breaking
anything: If the directory in the repository has an Attic subdirectory, you
willlose archived copies of files formerly stored there.

I you remove a dircctory from the repository, you should have allyour users

remove their existing working copies, and check out fresh copies of the
module

33. CVS: Branching Development

Seting 1.2 devepment banch n O
1 you need to fix a bug in an older version of your code without changing
current code, or modify a configuration set for staging servers without modi-
fying the set for your production servers, you might need to branch your
‘modules. A branch allows storage and retreval of a variation of the main
module, without afecting the main module. Changes on the branch can be
merged in later. To make a branch, use vs tag -b branchtag, as in:
b relesse-t-o-potches
Retreve a branch using cither checkout or update. Checkout will crate a
new directory for the branch, and update will overwite your curtent work-
g directory with the branch

s checkt -1 brchtsg

cussenanples cus ta

Example:

cvs/exanple-rel-1.08 cva checkout -1 relesse-1-0-patches
cus/exanples cvs pdate -1 release-1-0-patches

581 Revision Gontrl
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Another approach i to log allreevant web activiy to 2 database and per-
form queres on it for realtime statistics. This method can give you instanta-
eous, t-the-hit reporting, a long as you have a database and web server
powerhouse capable of supporting the additionsl load. On a very busy stc,
s simply isn'epracical.

Somewhere in becween les htptop, a Perl script that attemprs to give top-like
reporting in real cime, without the overhead of a database server, It expects
o be given the path t0 an access_log fle. Run the command like this:

S Metptop - conbined /use/local/apache/logs/access og

You'l be presented with a screen that refreshes every couple of seconds,
sorted on hits per second. Just a with top, hit 2 for a lsing of available:
keys. They include such iceties as sorting by most recent hts or toal hits,
and opionally displaying e refering URL or domain,the requested URI,
or remote requesting host.

1f you have a bunch of VirtualHosts and would like to be bl o simula-
neously run hitptop across ll of them, try this:

‘Add a line lke this to each of your VirtualHost enries:
Custontog /use/Localapacheogsconbioed-og vhost

and the fllowing log definition (which should appear all on one line) some-
where in your global configuration:

LogFormat " T XL 0 X VI s b \{Referer} 1 \K{User-Agent} "
whost

Now you can watch activity on all of your hosts simultaneously with a com-
mand, as:

5 Wetptop -f vhost /use/localapache/logs/conbined-log

Note that httptop requires the Time::HiRes and File: Tail Perl modules to be
installed frs. If you don'cfel like typing allof thisin, itptop (and most of
the examples in this ool are available from the examples.oreily.com web
site. See the introduction for the exact URL.

Listing: httptop.

stustrbinvper)

hesds ke

httptop - display op(1)-ike per-client HITP access stats

1821 Monioring
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Definitely do not run a background process in place of the echo, unless you
enjoy filling up your process table (as the whie will then spawn your com-
mand as many times a i can, one every second). But as far as cool hacks go,
the while approach i fairly lacking in functionaliy.

‘What happens if your command runs into an abnormal condition? If it exts
immediately, then it will etry every second, without giving any indication
that there is a problem (unless the process has ts own logging system or
uses syslog). It might make sense to have something watch the process, and
St0p trying (o respawn it f it ecurns to0 quickly after afew ties.

There is a uilty already present on every Linux system that will do this
automatically for you init. The same program that brings up the system and
Sets up your terminals i periectly suited for making sure that programs are
always running. In fact, that i is primary job.

You can add arbitary lines to /etc/mittab specfying programs you'd like nit
o watch for you

sxstats e e/ oca s doeson
“The nittab lne consiss of an arbiccary (but unique) o character identifca-
tion string (in this case, 22), followed by the runlevels that his program
should be ru in,then the réspown keyword, and fnaly the fll path to the
command. In the above example, as lon as y_daemon i configured to run
in the foreground, nit wil respawn another copy whenever it exits. After
making changes t inttab, be sure o send a HUP 1o it so it will eload its
configuration. One qick way o do thisis:

il e

1fthe command respawns too quickly, then init wil postpone execution for
awhile,to keep it from tying up too many resources. For example;

re—
“This will cause the file fmpltimestamp 10 be touched several times a sec-
ond, untilinit decides that enough is enough. You should see this message
in Avarlogmessages almost immediately:

Sep 8 11:28:23 catlin Init: 10 “22" respnaing too fast: dissbled for 5
sinates

in/touch /tm/tinestany

In five minutes, init will try to run the command again, and if it is sill
respawning too quickly, it will disable it again.

Obviously, this method i fine for commands that need to run as root, but
what if you Want your auto-fespavning process to run as some other User?
“That's no problem: use sudo:

Ses1234 xespaan s/ sudo -u 10 b/ touch /tsp/iestanp

SorverBasics 1 9
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* Make a connection (via Proxy) to what'slf ofthe hostname with spring-
field appended ot

« Post the original URI and return the resuls o the clent

“This works because hosts ar specified by name in the htp header under the
hup .1 specification and aren'tted to a particular IP address. Apache will
Took up the contents of %1 (everything before shelbyvillecom) via the sys-
tem resolver and attempr to connect <o it Since the gateway is using a DNS
server that serves your springfield TLD, it will proxy to the proper internal
host.

For example,suppose that the oiginal request was for hip:/imboshelbyvle
comiindex htmi. Afee the RewriteCond line, the %1 variable simply contains
jimbo. I then attemps o proxy to % 1 (aka jimbe) with. springfcld appended
101, The resul? A proxy request o the ntemal web serverjimbo.springfild,
with the original URI passed along asif the gateway weren'teven there.

“This is the simplest configuration, but it will break internal servers that
require cookics. To support cookies on servers residing on the internal net-
work, try something ik this:

avirtatiost >

Serverhane s shelbyville.con
Serverhlias * shelbyville.con

Reaitetngine 00

RewriteCond S(HTTP WOST) (). shelbyville.con
RewriteRule () $1 E-MGRETO:KS springfield)

PronypassReverse / hitp:/15{ENVMERETO)

ReriteRule /(.%) htp://HEWAEIETONS1 (7]
<irtaliost>
“This uses a *fake-out” RewriteRule that is only called to invoke theside effect
of stting the X(WERETO} environment variabl. This gets st to the original
requested huep host with shelbyville.com strpped o, but with springield
appended. We need t0 do that 0 be able (0 feed the amended hostname o
ProxyPassReverse.
By manipulating the DNS configuration for shelbyville.com and springfield,
you can bring interal web servers up and down at will, without ever touch
ing the Apache configuration on the gateway. Of course, to make the job
even easier, you could use wildcard DNS for shelbyvillecom:

- shelbpville.con W A 12.34.56.78

210 1 nformation Servers:
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Here's an example:
cvss akdiz example-rel-1.0
Cus/exsnple-rel 1,05 cvs checkaut -1 relesse-1-0
cusfenanples cus update -1 relense-1-0

30. CVS: Making Changes to a Module
Checking iy changesin VS

Once your files are checked out, edit them and compile them normally.

Apply the updates o the repository with cvs commit. This command needs

0 be run higher in the hierarchy than all the files you have changed—you

can ahways run it from the base of your working copy.

You can also cvs comt ilenane, which will commit a single fle or recur-
sively commit a directory.

Different project teams have different opinions on how often o do a cvs
commit. Good rules of thumb include “every time you have a clean com-
pile” and “every day before lunch and before you leave.”

cusfoxamles cvs comit

s coomt: Eanining -

s commit: Examining src
Sernbers. sanple.con.u's passwore

CVS examines each directory and subirectory below the current working
directory. Any file that CVS knows will be checked for changes. If your cvs
repository is not on the local machine, CVS will ask for a password for the
remote machine, unless you have already set up your ssh host keys (as
shown in *Quick Logins with ssh Client Keys” #68) and have eliminated the
need for passwords

VS then opens whichever editor is the default n your environment—based
on the SCVSEDITOR or SEDITOR environment variables. Add change-
notes for the appropriate files, as in

s
CUS: Enter Log, Lines begiaming with ‘CV:- are resoved atomatically

s: Comitting in

s: Nosified Files:
s: exmple/src/samle n exmplersic/sample.c
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Ahacker docs fo love what thers
would not do for money.

—ustgames forune

“The word hack has many connotations. A “good hack” makes the best of the
Siuation of the moment, using whatever resources are at hand. An “ugly
hack” approaches the situation in the most obscure and least understand-
able way, although many “good hacks™ may also appear uninteligble to the
uninitated,

“The cffectiveness of  hack s generally measured by s ablicy t0 solve a par-
ticular technical problem, inversely proportional to the amount of human
effort involved in getuing the hack running, Some hacks are scalable and
Some are even sustainable. The longest running and most generally accepted
hacks become standards and cause many more hacks to be invented. A good
hack lass uniil a better hack comes along.

A hack reveals the interface between the abstract and wonderfully complex
mind of the designer, and the indisputable and vulgar experience of human
needs. Sometimes, hacks may be ugly and only exist because someone had
an itch that needed scratching, To the engincer, a hack is the ulimate
expression of the Do-li-Yourself sentiment: no one understands how a hack
came to be better than the person who felt compelled to solve the problem
i the firs place. If a person with a bent for problem solving thinks a given
hack is ugly, then they are almost always iresistibly motivated o go one
better—and hack the hack, something that we encourage the readers o this
book to do.

In the end, even the most capable server, with the most RAM and running
the fastese (and most ree) operating system on the plane, s sil jus a fancy
back-scratcher fxing the ich of the moment, untl a beter, faster and
cheaper back-scratcher s required.
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foresch ( sort keys tads_caunt ) {
print “Sads(s ) 1ad sads_count(s} 3d referrals.\e”

# close logesle snd
2 exit the progean.
Close(100); exit;

“The results ofthis scipt would look ike:

There e 3 total of 17 ad referrals.
L com had 6 30 referrals
New Vork Tines had 7 36 refersals.
O'Reilly and Associates had 4 36 refertals.
Being simplisic, this code does not track muliple hits from the same P
address, nor does it create percentages based on the totl amount of refer-
rals received. Both should be casy for any Perl hacker to implement.

91. Mimicking FTP Servers with Apache
Setup MUt el of ancnymos acess n Agache

‘You want 10 sec up a portion of your web sit 10 act like an FTP server—
some users should have accounts for downloading, while orhers should have
anonymous downloading access. il others should be allowed to down-
load ane type offilebut not another. You don'ttrus the intellgence of your
clientele to handle intalling and using an FTP program, so you'd like o
make things work within a normal browsing environmen.

Using an oftignored Apache module included by defaul, you can allow
authenticated anonymous access t certain parts of your sit, as well as fall-
ing back on normal authentication methods with mod_auth. This becomes
handy if you've got a large amount of documents that you don't want
indexed by search engines, or you want to create the effect of multiple lvels
of user power, such as anonymous, pivileged, and lecch. You want to do it
all through a browser and all without addiconal programmig.

“The first sep is to enable the anon_auth_module, which is normally com-
mented out within the Apache configuration file. To do so, ook for the fol
lowing lines (which may be slightly different in your installation) and
remove the #:

Loatodule aron auth sodule Libesec/httpdnod auth anen.50
hadodule ot sith snin.c

With the above uncommented and Apache restarted, you can now start add-
ing relevant directives o hifpd.conf, or an htacces il located in the dirce-
ory you want protected. Below, we'll assume you'e using an htaceess fle.
Flop the following into your htacces and save to the directory you want to
protect:

nformaton Servers 1 191
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Rewritesule /index.hal$ /hone s edocs/apples/index. sl
Cirtualiosts

atrtutiest >
Serverkane . cranges. i

Serveradain ebmasterefrult.yom

Documentioot /hone htdocs
Custontog /hone/eogs/access og cosbined
Errortog ome wailogs/extor g

Rewritetngine o0

Rewritetule /8 /hone/hidocs oanges/idex. sl
Rewtitefule */index.tal$ hone v/ hedocs oranges/ndex. sl
envirtabiest>

As these are handled as intemal rewries, the URL lne wil not change on
the clent’s browser. As far as they are concerned, browsing to hipi/uww.
oranges.yum/ appears o display an independent sic. Browsing direcly 0
hitphwn fruit yumoranges! s functionaly cquivalent, as long as relative
links (or appropriate Alias lines) are used in all of your huml. If you'd like a
more general solution that will work for as many www.".yum addresses as
You care o register, you might ry something like tis:
airost >

Serverhane . fruityun
ServerAliss wi.® yin

Serverkdnin websasteréfruit yun

Documentsoot /hone hahtdocs
ustontog /one/adlogs/access log cosbined
Ertorlog /nome /Lo ertor_1og,

RewriteCond H{HTTP WOST) wa. (). yom
RevriteCond H{HTTF HIST) . vty
Rewritekule (%) $ (E-SITE:%]

RewriteCond H{REQUEST URI) */inden htnls
ReutiteCond /hone /7 docs ENY SITE)index el -
RewriteRule .+ /home i/t docs {ENV:SITE}index henl

RewriteCond H{EEQUEST 1) /5
ReutiteCond /home /1t docs {ENV:SITE) e htal -
RectiteRule .+ /hone /A docs {ENY:SITE}dndex sl
<irtialiests

202 1 iformation Severs
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1201.239.32 24.735 15 31733 15 29.519 15
2012301 28,38 w5 36,347 5 28.679 5
12011224 196 48,177 15 28,602 15 44,024 35
120112205 38,788 w5 35.608 w5 35.72 w5
120221237 31.729 15 3821 15 6.489
210,62 39.577 n5 43,784 75 34,711 %5
1261226.103 110,761 ms 111,26 5 11715 s
06.26.238.57 132,569 s 13,3 5 108,773 95
9 206.26.238.26 11,486 s 123,051 s 318.58 w5
101216.108.66,132 113,79 85 115,165 % 109,93 25
11 216133.58.10 131548 s 127,959 o5 222,360 o6
12 216,35,210.126 113,472 % 111,120 % 118,079 %5
13 64.58.77.41 110,923 %5 110,733 %5 135,22 %5

In order t0 discourage connections 0 viund on port 5000 of th serer, add
anetfiler rule to drop connections from the outside world:

Cooteserver:~¥ Sptables A TWUT -t FLlter -1 etho -p tep --dpart 5000 -
oRop

“This il allow local connections to et through (since they use loopback),
and therefore require an ssh tunnel o server before accepring a connection.

As you can see, this can be an extremely handy tool o have around. In addi-
tion 1o giving lve IP addresses to machines behind a NAT, you can eficc-
tively connect any two nenworks togecher if you can obtain a single ssh
connection between the (originating from eicher direction).

1 your head is swimming from the viund.conf configuration previously, or if
you're erminally lazy and don’t want to figure out what to change when set-
ting up your own clients vund.conf, take a look a the Automatic vund.conf.
generator, in *Automaric vtund.conf Generator” 9.

Notes:

+ The session name (home in the above example) must match on the
ent AND the server sides, or you'll gt an ambigous *servr discon-
nected” message.

« The same goes for the password fikd in the viund.conf on both sides. I
‘must e prescnt AN match on borh sides, o the connection won't work.

* I you're having trouble connecting, make sure you're using the same
Kernel version on both sides, and that the server s up and runing (try
telnet server 5000 from the clent side to verify that the server is
happy)

« Try the direct method first, then get ssh working once you are happy
with your viund.conf sexings.

* 1 you're sl having trouble, check /etcsyslog.conf 1o sce where your
auth faclty messages are going, and watch that log on borh the client
and server when trying to connect

1041 Netwarking





index-216_1.png
-

ke both). Other browsers will generally accept ether format. You can gen-
eratea der from your xistng pem with a single openssl command:
hoghardfrord:=cexss openssl x509 -in desoChcacert. pen \
outforn OEk -out cacert dex

Also, add the following line to your conffmime.types file in your Apache
installtion:

plicationsrso-
Now restart Apache for the chane (o take efict. You should now be able o
place both the cacert.der and demoCAJlcacertpem fles anywhere on your

web server, and have clients install the new cert by simply clicking on either
link

You willget a dialog box in your browser when downloading the new certi-
icate authority, asking if you'd like to continue. Accept the certificate, and
that' all there i 10 it. Now SSL certs that are signed by your CA will be
accepted without warning the user, a5 in Figure 3.

cert der pen crt

L
Figure 3. Click OK toaccept he new Certficate Authoriy o Vi 0 read hefne prit

Keep in mind that Certificate Authorites aren't o be taken lightly. If you
accept a new CA in your browser, you had better rust it completely—a ms-
chievous CA manager could sign all sors of certs that you should never
trust, but your browser would never complain (since you claimed to trust
the CA when you imported i) Be very carcful about who you extend your
trust to when using SSL enabled browsers.I's worth looking around in the
CA cache that ships with your browser 10 sce exactly who you trust by
default
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As long s updates are always made t0 master.machine.com, they will be
copied faithfully o each of your other serers on the next pass.

“The biggest drawback o this approach is that updates must happen asyn-
chronously. I this job runs every five minutes, then the copy will be at most
five minutes old (and about three minutes old, on average). As long as your
application can tolerae the *be there in a minute” nature of rsync'ng large
file structures, this method can buy you huge wins in terms of acrual server
performance and relabilty. One strong caveat to using a bare rsync in cron
s that you must take care that the job finishes before the next one is run.
Otherwise, i a server gets particularly busy, it can enter a downward spiral
where launching a new rsync drives up the load, which makes the running
rsync take longer, which means that it is sell running when the next one
runs, which drives up the load.

Using rsync has a couple of advantages over using tar for this application.
Using tar over s (sce “Backing Up wit tar over ssh” ) i generally
quicker when making a full copy of a directory tree from seratch, but rsync
is much faster when only a few files have changed on the master copy. It
runs an analysis pass fist o determine which files have been updared and
then only transfers the changes

But suppose that our web cluster has more complicated requirements.
Assume that we are attempring to divide the load (sce “Distributing Load
with Apache RewrieMap” 9 of serving pages into two groups: Applica-
tion Servers (which run  heavy mod_perl-enabled Apache, driving our con-
et management system) and lighoweight frontnd Apache servers, which
only serve copies of satc data (such as images and fil archives). In ths
case, it would be a waste of space to copy the entire document tree o all of
the servers,since the front-end machines will only evr serve a few partcu-
lar types offles.

Using the excludefrom feature of rsync, you can supply a fle that specifes
what parts of the lesystem rsync will consider when syncing, Create a file
that looks something like this in /usrlocalletc/balance front for your static

253 SUUFF we definttely don't sant <o airror

H

g

58 the entire document oot
* st

+ Tustrtocals

& usriioca/spacher

+ Tustflocal apacherhedocs/
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Looks like we have 192MB installed in this machine (201330688/1024/
1024 == 192, more or les). Notice the restrited file permissions? That is
the system’s defense against anyone atempiing t© read the memory
directly. Of course, you're root and can do whatever you like. There's
nothing preventing you from running grep o strings on keore and looking
for interescin tidbits. Thisis the system memory, and things get cached in
there until overwritten (making it possible to hunt down accidentally lost
data or wack down naughty people doing things they oughn't. Grovel-
ling over kcore is actually not much fun and is typically only a method
used by the very desperate (or very bored)

Some other notable staus fles:

rootheatlin:/prock cat interrupts
@

0: 3430208 XI-PIC tiner

15 2 XT-PIC keyboard

2: 0 X1.PIC cascade

3¢ 289851 XT-PIC orineco_c5

8 1 RRIC 1te

9: 193886 XIPIC et

10: 25581 ¥1-PIC Bustogic BT-558
143 301562 XT-PIC fdeo

o

o

These are the system counters for every interrupt that has ever been called,
its number, and the driver that called i

rootheatlin:/prock cat partitions
eajor sinor Mlocks name

3039792 s
81 810198 sdas
82 25700 sdaz
3 60 29326672 b
3 65 25310561 bt

“This is a it ofal of the hard disk partitons (and devices) that were discov-
ered at boot, along with their respective sizes. Here we have a 9GB SCSI
disk, and a 30GB IDE disk. All available parciions are represented here,
regardless of whether they are currently mounted (making it 2 handy refer-
ence o see i there are any unmounted disks on the system).

Let's leave the system parameters and take a look at the structure of an indi-
vidual process

roothcatlin:/proct cd 1
reotfcatlin:/proc/aa 1s -1
total 0

-r-- 1 to0t roct 0 Aug 28 22:05 cadline
Lrverars 1 100t 1oot O Mg 28 2:05 cl o> /1
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s diffcult 10 know how 1 tne a rnning system if you have no idea how a
system “normaly” runs. By asking careful questions of the system (and inter-
precin the answers correctly), you can avoid poking around at variables in
the dark and make efectve changes exactly where they need to be made.

“This is where log fles can be your best frend. Treat them well, and pay
them the attention they're due; you willlear volumes about how your sys-
em s being used. But if you simply let them fll up your disks, they can be a
source of much confusion. With the proper tools and techniques, your sys-
tem logs will be concise and detailed enough to tll you exactly what you
need to know.

But sometime, the information you're after doesn't et ogged anywhere, but
is expressed in the running Linux system, cither as a pinpoint check of sys-
tem resources or data on the newwork iself. Incidentally, we won't examine
full-blown system monitoring and trending packages (such as Nagios or
MRTG) in this chaprer but instead will look at ways to intertogate your sys-
tem 10 get specific information about what' going on right now. We'll also
see a couple of ways of o detct potential problems before they happen and
even how to automatically deal with catastrophic falures when they do

54. Steering syslog

Mk ysog work e, adspnd s i okin e e ogles:
“The default syslog nstallation on many distrbutions doesn'tdo a very good
job of filering classes of informarion into separate file. 1f you sce a jumble
of messages from sendmail, sudo, bind, and orher system services in Aar/log/
messages,then you should probably review you etcsyslog.conf.

0
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the setuid and sergid binaries on your system. Chances are you'll be sur-
prised at just how many you'l find.

Here's one command for finding allof the files with a secuid or setgid bt et
reotbcatlini=s Find / -pern +6000 -type § -exec 1s <14 () \; > setuid.txt &
“This will create a file called setuid.txt that contains the details of all o the

marching fles present on your system. It s very good idea t look through
hisls,and remove the s bits of any tools thatyou don'tuse

Ler's look through what we might find on a typical system:

X1 100t bin 35248 Koy 30 2001 Just/bin/at
51 1 Toot bin 10592 Kay 30 2008 /usEbin/crontab

Not much surprse here. at and crontab need root privieges in order @
change to the user that equested the at job or cron job. If you're paranoid,
and you don't use these facilties, then you could remove the seuid bits
with

# chuod a5 Jusebin/ (ot crontah)

Generally speaking, ir's a bad idea to disable cron (as so many systems
depend on timed job exccution). But when was the last time you used ar?
Do your users even know what i’ for? Personally, I find at a nice shorteut
0 stting up a full-blown crom job, and wouldn't ke to part with it. But if
there s no cal for it on your partcular system, you should consider
defanging it. With the setuid bit removed, the commands will no longer be
available to egular users but willsill work ine a roor.

s-oxx 1 10 bin 124k o 15 200 usbin/disable-aste
“This is part of the gpm package (a mouse driver for the Linux console). Do
you have a mouse atached to the console of this machine? Do you use it in
ext mode? If mot,then why leave a secuid root binary in place that il never
even be called?
x 1 To0t p 14632 Yo 18 2001 Juselgq
3 1 o0 1p 15788 Jon 18 2001 /st lon
X 1 To0t 1 15456 Yo 18 2001 Josk/in/lgrm
“Eoxra.on 1 o0t 1p 2772 Jn 18 2000 Jos/sbinvipe
“These are all part of the princing subsystem. Does this machine acully use
Ipto prine

5 x00t bin 33760 Jon 18 2000 /useibin/chage
3 100t bin 29572 Jun 18 2000 Juse/bin/chin
5 xo0t bin 27188 Jun 18 2000 /use/bin/chsh
3 zo0t bin 35620 Jon 18 2000 /use/bin/passnd

These are all necessary for users to be able to set their passwords, shel, and
finger information. Does your site use finger information at all If, like most
sites, you have a roser somewhere lse (probably on the web) tha isn't kept
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Beifore we rush ight nto our first tunnel, you'll need a copy of the advanced
outing tools (specifiall the ip uilty). You can get the latest authoritative
copy at fpifip.inr.ac.rulp-routing/. Be warned, the advanced routing tools
aren's especially frendly, but they allow you to manipulate nearly any facet
of the Linux nexworking engine.
‘Assume that you have tweo private networks (10.42.1.0/24 and 10.422.0224)
and that these nenworks both have dircct Intemet connectively via a Linux
router at cach network. The “real” IP address of the first network router is
240.101.83.2,and the “real” IPofthe second router is 251.4.92.217. This sn't
very diffcul,sole’sjump right n.
it load the kemel module on both routers:

 odproe 191y
Next, on the first neawork's router (on the 10.42.1.0/24 network), do the
following:

© dp tumnel a6d mytun mde ipip st 51.4.92.17 \

Local 20.100.83.2 11 255

© ifcontig mytun 10.02.1.1
© soute 364 net 10.42,2.0/24 dev mytun

‘And on the second network's router (on the 10.42.2.0/24),reciprocate:

iy tomel add mytn mode ipp remote 200,101.83.2 \
Local 231.4.50.237 201 355

s ifconfig turio 10.42.2.1

F rote 364 ret 10.42.1.024 d sytun
Nawwrally, you can give the interface a more meaningful name than
‘mytun if you like. From the first network's router, you should be able to
ping 10.42.2.1, and from the second network router, you should be able
0 ping 10.42.1.1. Likewise, every machine on the 10.42.1.0/24 network
should be able to route to every machine on the 10.42.2.0/24 newwork,
just as f the Interent weren't even there.

1f you're runing a Linux 2.2x kernel, you're in luck: here’s a shortcut that
you can use to avoid having to use the Advanced Router tools package at all
‘After loading the module, ry these commands instead:

3 ifconfig nid 10.42.1.1 pointapoint 251.4.52.257
 Toute 344 -net 10.42.2.0/24 dew tunto

And on the second neawork’s router (on the 10.42.2.0/24)

# ifconfig ntd 10.62.2.1 pointapoint 240.101.85.3
§ zoute 344 -net 10.42.1.0/24 dov tunt0

That's all there s to .
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GREATE TBLE graps (
Sroupnan varchar(10) WT WAL defult ",
Bid e T NAL default "0",
Pebers varchar(2s) defolt Al
) TrEonisan;
One quick way to create the tables is 1o save the above 10 a file called
proftpd.schema and run a command like nysal. proftpd < proftpd. schesa

Now we need to ell rofipd to use this database for authentication. Add the
following lines to fusrflocaletclprofipd.conf:

SOComectinfo proftpd proftpd seceet

SQLauthTypes coypt backend

SqurinisexcId 111

SaUnirserUD 111
“The SQLConnectInfo line takes the form database user password. You could
also specify a database on another host (even on another port) with some-
thing like:

SoLComnectinfo proftpdbdbhost 5678 somebody somepassuord
“The SQuuthTypes line lets you create users with passwords stored in the
standard Unix crypt format, or mysgl’s PASSWORD() function. Be warned

that if you're using mod_sql’s logging facilties, that the password may be
exposed n plain text, 50 keep those logs private.

“The SQUAuthTypes line as specified won'e allow blank passwords: ifyou need
that functionality, als include the empry keyword. The SQUAinUserGID and
SQUHinUsexUTD specify the minimum group and wser id that projtpd wil per-
‘mit on login. I’ a good idea to make ths greater than zero (o proibit root
Iogins) but should be as low as you need to allow proper permissions in the
lsystem. On this system, we have a user and group called www, with both
its uid and gid sec 10 111. As we'll want web developers to be able t log in
with these permissions, we'll need to set the minimum values to 111

Finally, we'r ready to create users i the database. This willcreate the user
jimbo, wih efecive usr rights as wwww/swa, and dump him in the fusr/
locallapachefdocs/director at login
sl - “inert. nto sers vaes (s, PASSIORDC A, 13", \
e Tuse ool apcherdocs a5 proftpd

“The password for jimbo is encrypted with mysq’s PASSWORD() function
before being stored. The /bin/bash lne is passed (o profip to pass profipd's
RequireValidShelldirecive. I has no bearing on granting actual shell access
o the userjmbo.
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Probably the two most commonly used features are explain (¢) and kil ().
Hiting ¢ will promp you for a thread ID. Type in the number of the query
you'ee interesed i, and it will show you deails about what mysal is actu-
ally doing when running the query:

16: 27134 User: xoot st Localbost Db ot Tine: 0
Comnd: Query State: cleaning sp

select
FiOn henber
WRE User ke "Nt

able [type [possble ks [hey | ken dealres | ros|
Pesber (AL |11 | [ S65lobere used

Likerwise, the k key will llow you 10 kil a thread by supplying is thead ID,

“This s tremendously handy for killing long-running (or process intensive,

poorly optimized) queris, without having to run mysqladmin muliple times

from the command line

1One sugsested method for skipping the need for specifying the user and
password on the command line is o create a mysqltop user with restricted
privileges. From perldoc mrop
“The most convenient way t Setup your system 1o use nop i to crest 3
database usr called mysglop which has mo password. For secury pur-
s el vl e et xcep Frocs. v hih
musche secto .
To grant these privileges, exccute the following from the MySQL command
prompr
ysal> grant select o test.* to mysaltop;
ysaly grant select on test.* to msqltopblocathost
sal> Upate user st process priv'y’ shere vser- mysaltep's
ysals flush privileges;
With mtop installed and in your PATH, you can save yourself a lot of yping
(and guesswork) compared <o hunting down misbehaving threads with
mysqladmin alone.

Seealsa:

* The miop package is available at_ hitpiimtop.sourceforge.net/ (which
requires Perl 5)

+ Curses pm (available through CPAN)
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For example, suppose you have a developer who needs root access on a
development machine, but not on any other server:

peter bet.oretllynet.cons (L) ALL
‘The next column (in parentheses) specifies the effective user that may run

the commands. This is very handy for allowing users o execute code as
users other than roor:

peter Lists.oretLlynet.cone(satlaan) ALL
Finally,the las column specifis ll of the commands that this user may run:
dovid ns.oresLlynet.con-bind) /use/sbin/sndc usc/sbin/naned

1 you find yourself specifying large lsts of commands (or, for that matter,
users or machines), then take advantage of sudo’s Alias syntax. An Alias can
be used in place of it respective entry on any line of the sudo configuration:

User Alizs ADAINS-zob 3im david
User ALias WEBMASTERS peter nancy

Runas_AL{35 DAGMONS-bind s, somsp, 16
Host_ALi3s WEBSERVERSe. et Lyt com . creiLly.con . perl.com

Cond ALL3s BROCS- A0 /KLLL L KILIaLL st bin/sKILL usebinstop
Cond ALi3% APACHE-/uss/1ocHL/3pache vinspachect]

VEBUSTERS KEBSERVERS () APACHE
AOHINS AL (OHEHONS) ALL

Itis also possible to specify system groups in place of the user specification
10 allow any user who belongs to that group to execute commands. Just
preface the group with a %, like this

Tnwadain VBSERVERS- (o) APACHE

Now any user who s par of the wwvwadmin group can exccute apachectlas
the www useron any ofthe web server machines

One very useful feature is the NOPASSWD: flag. When presen, the user
won't have to enter his password before executing the command:

10b ALLL(ALL) MoPASSHO: PROCS

“This will allow the user rob to exccute kil, kilall, skill, and top on any
‘machine, as any user, without entering a password.

Finally, sudo can be a handy alterativ to s for ranning commands at star-
tp out of the system rcfiles:

(e tuse/LocaLmysal; sudo -u mysal. - oin/safe mysald 8)

Sudo - i Juse/Local/apachebinsapachect] start
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by—and, given the way authoritarian minds work. will generally find
some appallingly stupid reason to do so. So the authoritarian atttude has
t0 be fought wherever you find i, lest it smother you and other hackers.

(This isn' he same asfighting all authorey. Children need t be guided and
criminals estrained. A hacker may agee to accept some kinds of authority
i order (0 gec something he wants more than the time he spends following
orders. But that's a limited, conscious bargain;the kind of personal surten-
der authoriarians wan i noton ofer)

Authoriarians thrive on censorship and secrecy. And they distrust volun-
tary cooperation and information-sharing—they only like “cooperation”
that they control. So to behave like a hacker, you have to develop an instinc-
ive hostilty to censorship, secrecy, and the use of force or deception to
compel responsible aduts. And you have to be willing to acton that belif.

5. Attitude is no substitute for competence.

To be a hacker, you have to develop some of these atitudes. But copping an
attitude alone won't make you a hacker, any more than it will make you a
champion athlete or a rock star. Becoming a hacker will take intellgence,
practice, dedication, and hard work.

Thercfore, you have to lear o distrust atiude and respect competence of
every kind. Hackers won't et posers waste thei time, but they worship
competence—especially competence at hacking, but competence at any-
thing is good. Competence at demanding skilstha few can master is espe-
cially good, and compecence at demanding skill that involve mental
acuteness, craft, and concentraton i st

1f you revere competence, you'll enjoy developing it in yourself—the hard
work and dedication will become a kind of intense play rather than drudg-
ery. That acitude s vialto becoming @ hacker.

“The complete essay can be found online at hip:/vww tusedo.org/-eslfaqs!
hacker-howto html and in an appendix to the “The Cathedral and the
Bazaar” book (O'Reily)

—EricSS. Raymond

Eric 5. Raymond s the author o the New Hacker's Dictionary, based on th Jargon
File, and the famous “Cathedral and the Bazaar" essay that served as a catalyst for
the Open Source mavement. The following is an excerp from his 1996 esay, “What
i hacker?” Raymond argues tha hackers e ingeniousat solving ntresting prob
Lems, an idea that i the comerstone of O'Reilly's new Hacks series.

X1 Howto Bocome a Haoker
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e Cltent } 1]+ “oones”;
Shie( Client } = smoaillal/[w.J (conpatible; /(/gos;
it Clent } = /[0 v goss

2 56 o 15 negative, try to guess how old the hit is based on the tine
stomp.

16 (o < 0) {

oy AT« (splAt( [ s]to, $t{ Tise ) D0 .. 5 i

oy oot < (localtine )1 3, 4, 5, 2, 1, 0 15

oy omag - (360, 80, 1);

3 16 the hit a1avt parse ight, or Gl happen today, the hell with 16,
seturn unless Shit 2(2) = ( Sniu t(2] + 1300 )

and Shit_t[3) eq Sonthsl soow £11) |

ana it t[0) o= o £[0);

splice( #hit £, 0,3 );

splicel enon’t, 0, 3 )i
# Mork backaard to the INIX tise of the hit.

soow « tine:

S0 - (S 00 ) - SRR L)) * 5 for (3600, 60, 1 )5

¥
snit( oate ) = soow;

for my seield ( eRecond Fields ) {

ay Speer = ( Sht{SelaN (S} |1+ { Start o> snow, TEL o>
Sinitial T} );

speer{ isplay Flelds ) » hie{ Display Fields };

e o

sub display help {

ay sisg - “Bttptop v.Wersion’s

RNt ETern(qus WHE CLS START' RV /}, Sesg, STers{E0 RV}, “\nve';
print * % x4, 5, * © x 8, SKeys(s j(ol, " for ( split *, Shelp )i
print “\npress ary key to continue.';

)

e Inse.
etopt( b > Vept )
seacktrack » Sopt(b} I Sopt(b);
sipiate - Sopt{r) iF Sopt(r);
siog_fomat - Sopt(f} 5f Sopt(f);
Sspec = SHHIO];

e ccend unless Sspec and Stog Fields{sieg Format);
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“This name server allows recursive queries only if they come from the local
host. (The localhost access contrl lst [ACL i predefined to b al of the IP
addresses of the host that runs the name server, plus the loopback address.)
Queriesfrom al other addresses are treated as non-recursive

Here's a similar configuration, this one of a name server that allows recur-
sive queries from our internal network but not from the Internet

* Sane nane server serving an internal netuork and the

* Intesnet

P

options {
directory “/var/naned”;

i3

view “internal” {
satch-clients { localnets; );
secursion yes; /* this 15 the default */

i3

view “extemal® {
astah-clients ( ay; J;
Tecursion ro;
¥
“This configuration takes advantage of the builtin ACL localners,which i pre-
defined as allof the necworks to which ou name serve s diectly connected.

Defining Zones in Views

In order (0 present a version of a z0ne (o only some queriers, you need to
define the zone within a vew. You simply use 4 zone statement s a view
substatement. Otherwise, its syntax isthe same asif i were a op-level sate-
ment. Note that i you define even one zone within a view, al of your zones
need o be defined inside views.

Here's an exampl:
* & rane server showing different zone dats to different

retuorks
S

options {
dizectory “var/named;
i

view “intermal”
maten-clients { localnets; );
recursion yes; 7+ this 15 the default *7

162 1 nformatin Servers:





index-156_1.png
SSH

Of all of the types of hacks 1 encountered when preparing this book, it
became obvious carly on that ssh would require its own chaper. The ssh
ool provides a very flexible and cryprographically secure method for con-
necting data streams together between machines over a network. Since the
command line on a Linus system essendally consists of reading data from
(and writing data to) files and pipelines, ssh makes it possible to sling dara
around a necwork more or less asif everything were taking place on a single
machine. It docs this in a fast, safe, and incuitive way, and makes for some
very interesting (and powerful) hacks.

There are a couple of versions of ssh availabl for Linux. We'll assume that
you're using OpenSSH v3.4pl or laer in the examples for this scction.
OpenSSH ships with all major Linux distibutions, and is available at itp/
wwopenssh.com.

66. Quick Logins with ssh Client Keys

Using sh ks nstead of password authentaton o sped up and atomate

g
When you're an admin on more than a few machines, being able to navi-
gt quickly 0 ashell on any given server s critcal Having to type “ssh my.
server.com” (followed by a password) i ot only tedious, but it reaks one’s
concentration. Suddenly having o shift from “where's the problem?” t©
“getting there” and back to “what's all this, then?” has led more than one
admin to premature senilty. It promores the digital equivalent of “why did 1
come into this room, anyway?" (In addition, the problem is only made
worse by usr/games/fortune!)

Acany rate, more ffor spent logging into @ machine means lessefforc spent
soling problems. Recent versions of ssh offe a secure altemative to end-
lesly envering a password: public key exchang.
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- Findiog and Eiminatig setustgd Bnares

Do you have a problem with people logging into a machine, then discon-
necting their laptop and going home without logging back out again? If
you've ever run a w and seen a bunch of idle users who have been logged in
forseveral days, try seting hisin their environment:

export THUT-600

The TMOUT variable specifiesthe number of seconds that bash will wat for
input on a command line before logging the user out automatically. This
won't help i your users re sting in a vi window but will llviate the prob-
lem of users just siting at an il shell. Ten minutes might be a e shorc
for some users, but kindly remind them that if they don't like the system
defaul,they are free o reset the variable themselves.

“This brings up an intereting point: exactly where do you go to make any of
these environment changes permanent? There are several files that bash con-
sults when starting up, depending on wherher the shell s caled t login or
from within another shel

From bash(1), on login shells:

it st reads and exccures commands from the file tcprofl, i that fle
xists. Afer reading tha fle. it looks for /bash_profl, . bash logn, and
~/profile, i that order, an eads and exccutes commands rom he irs one
hat exists and is readable... When  logi shell exis, bash reads and exc.
cures commands from th e~ bash_logou, . xit.

Forall other shels

bash eads nd exccures commands from ~Lashre, i ht e exss
For the full definiton of what constitues a login shell and for a whole

‘bunch of information about the environment you work in every day), con-
sulc bash().

11. Finding and Eliminating setuid/setgid Binaries

i il ot s e Dy v carce g
While running Lin as a server, on guiding princple that has served me
well s o comtmially k. “wht m i 6 Achev™ Do t make s
fora web serve to have he priming subsystem nsalld? Shoud a e
with no console have gpm installed? Usually, extra software packages just
take up unnecessary disk space, but in the case of setuid or sexgid binaries,
the sration could b ot worse

While distribution maintainers work very hard o ensure that all known
explois for setuid and sexgid binaries have been removed, it scems that 3
few new unexpected exploits come out every month or two. Especially if
your server has more shell sers than yourself, you should regularly audic

21 SorvrBasics
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Constant Load Average Distay Inthe Titabar M

Hit? while o is running o get a st of available commands. A couple of
very uscful display keys are M (which sorts on resident memory size), P
(which sorts by CPU usage again), S (to toggle cumulative runtime, that s,
how long cach process and al ofitschidren have been runming, in CPU sec-
‘onds), and i (10 top displaying idle processes.)

I you're running fop as root,there are a couple of other interactve and sort-
ing; commands that you'll likely find useful. The u key lts you fiter out all
processes except those owned by a given user. Follow that up with k, which
lets you interactvely killa given PID (with any signal you like.) This can be
eally handy for hunting down runaway processes, and killing them from
inside top (maybe even copying-and-pasting the offending PID to avoid the
dreaded kil typo).

Tt can be handy to leave top running i a terminal window on busy machines
that you're logged into, but aren't otherwise working on. If you'd ik to see
a continualload average display in the i bar of a login window (for a sorc
of mini-top while remaining in your shel, check out *Constant Load Aver-
age Display in the Tilbar .

Seoalso:
* “Manipulating Processes Symbolically with procps”
+ “Constant Load Averag Display in the Titlebar” s
* procps home: fi:/popl.redhat.comfohnsonmiprocps/

59. Constant Load Average Display in the Titlebar
Mo your e br work hardr, 5 you don' hve 0.

1f you have managed a Linux servr for any lengh of ime, you're probably
intimately familiar wit the top uilty. If not,stop reading and immediately
£0 type t0p in the nearest terminal window, and hit ? when you get bored.)
1 you've managed a number of Linux servrs, then you probably know what
icslike t© have several tops running in muliple windows, all competing for
desktop real estate.

In computing, wasted resources are resources that could be better spent
helping you. Why not run a process that updates the itlebar of your termi-
nal with the curren load average in real time,regardless of what else you're
runing?

Save his as a scrpt called t, and save it to your ~/bin directory:
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- Running BIND i a chroot Jail

76. Running BIND in a chroot Jail
Keep you named isoatd fom th est f th system withte uicios useof
evot

“The vast majority of the Intemet relies on BIND for its name resolution
needs. While tremendous effor has gone toward shoring up potential secu-
ity holes in BIND, you can never be absolutely cerain that any code i com:
pletely fre of possible exploits. To minimize the possible damage done by
remote root exploits (due to bufer overflows, bugs, o misconfiguration),
many sies choose (o run their named service in a chroot jal. This helps
ensure that even if the named process is compromiscd, the attacker's job
won't be finished yet. While a chroo jail isn't necessarly impenetrable, it
poses a very diffcult challenge for a would-be system cracker.

‘These steps outlne the minimum effor required to get BIND 9 running in a
chroot jail. DNS securit i a large and complex issue, and should be taken
very seriously. Consult the resources at the end of his hack for more infor-

To begin with, we'll wan to run named as some user other than roor. Cre-
ate a named user and group that will only be used for running the named
process:

We'linstruct named to chroot o fvar/namedjail at startup. We will need o
create enough of  skeleton file stucture under this directory to allow named
o start normally. Create the fva structure, and copy your DNS data into it
et -named
ot /noned 116 skdix -p var/{run, nomed)
Soottgeind: vax/nased 418 cp ~kav Aax/named dat var/nsmed!
1f you act as a save for any zones, then the named process will need write
aceess 10 a directory (1o keep track of updated slave data). Create a direc-
tory specfically for slave data, independent of your regular data fils:

Tootggenit: v/ nmed 16 sk var/mmed/shave

ootsgeind: var/nomed/ 114 chown named.naned va/msed/slave
Nex, create the dev/and et iectories, and copy the critcal system files and
device o them:

Toottgenint: var/mamedai1s akdix (dev,etc)

Totegeni: Aax e 212 cp v Jéeu (L randon) dev!

Cootbgenini/var naned/ 3618 cp
Jete/{Local¢ime, amed: cont, ode ey} et/

158 1 information Servrs
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Forwarding Ports over ssh -

Set your outbound email host 10 localhost, and your email raffc will be
encrypted as far as mailhost. This generally is only useful if the email is
bound for an internal hos, or if you can't trust your local network connec-
tion (as is the case with most wireless networks). Obviously, once your
email leaves mailhost, ic will be transmitted in the clear, unless you've
encrypted the message with a ool such as pgp or gg.

If you're already logged into a remote host and need to forward a port
quickly, ry this:

* HitEnter

« Type~C

* You should be at an ssh> prompt; enter the -L line as you would from
the command lne.

For exampl:

robecatlini=s
robbeatlini= = then € (it doesn’t echo)
i LiokoslociThost:o

Forardig port.
Your current shell will then forward local por 8000 to cati's port 80, asif
youhad envered it n the frst place.

‘You can also allow other (remore) clients o connect to your forwarded port,
with the -g switch. 1f you're logged in 10 a remote gateway that serves as
NAT for a private network, then a comman like this
Totgatenay: S 56 -F - N -LIOOToCAMSEIR 10,4246

will forward all connections from gateway's port 8000 to internal host
10.4246's porc 80. If the gateway has a live Internet address, this will
allow anyone from the Net to connect o the web server on 10.42.4.6 as if
it were running on port 8000 of the gateway.

One last point worth mentioning: the forwarded host doesn't have t© be
localhost; it can be any host that the machine you're connecting to can
access directly. For example, t0 forward local port 5150 to a web server
somewhere on an intemal neawork, ry this:

Tobreote:=5 53h - -N -L5150ntzanet. dnsder. ocati80 gatoay. nacat et
Assuming that you're running a TLD (*Rumning Your Own Top-Level
Domain” ) of nocat, and that gateway.nocat net so has a connection to
the private nocat network, all wafic o 5150 of remote wil be obligingly for
warded o intranet.inidernocat:80. The addres ntranet.nsidernocat doesn'
have t0 resolve in DNS to remate; it isn'tooked up untilthe connection is
made to gateway.nocatnet, and then it’s gateway that does the lookup. To
securely browse tha it from remate, ry connecting to hitp/Hocalhost:S150/.

ERnT]
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In his example, 1 wen to my home directory with cd,then told pax to write
) 10 a file (/) named home.pax the contents of the current directory (.)
‘When you use pasx, i’ very important to remember t include that f switch
o indicate the name of the archive you'd like t create. If you forget the f,
weird characters will be sent to your screen, accompanied by horrible,
pained noises. Ao, if you want to watch as pax does it thing, simply add
the v, or verbose, switch o the switch porton of the command.

“To see what type of file you've just crated, use the fle command:

e o, pax

s RS tat archive
o sce the contents of that archive, tell pax which archive file you'd like to
view, usng the f switch:

R ———
Since my archive fle is raher large, 1 piped this output o the more com-
mand s01 could read the contents of the archise one page ata time. If you
alo include the v switch, you'll g an Is -Ltype output of the archive con-
tents. Agsin, don't forge to specify the name of the archive with the /
switch, or nothing will happen, except that you'l lose your prompt unil
you press G

Expanding Archives
To restore (or use read mode on) an archive, frst cd o the destnation
directory,then use the 7 switch. For example, [l restore the backup named
home.pax into the testsubdirectory of my home directory:

< test

pox vt ~fhane.pax
“The pax ity can also restore ar and cpio archives. It i able t0 automati-
ally deect the correc format for you; however,you should use the file ul-
ity before attempring the restore to determine whether or not the archive is
compressed. Ift s, you'll need to include the 2 switch.

As an example, | have a file called backup.old located in my home directory
). st use the file wtilty:

file vackup.old

backup: g2ip compressed data, deflated, Last madified:
Sot Aug 57 14:38013 2002, 05} Unix

Since this backup s compressed, Il use this command 0 restore i to the
test directory:

o st
pax -rvat ~/uackup.cld
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> discordi.exis.key
arning, ot mch extra Tandon data, consider using the -zand aption
Generating €54 private key, 512 bit Long nodulus

<'is essar (owaonon)

“This just makes the private key, not the cert. If you'd like to protect this key
with a passphrase, use the des3 option on the command line:

Paghardefnond:/certss apenssl genrsa ~des3 Sia/a0as \
 propagands.discoréi.eis.key

watning, ot mch extea fandon data, consider using the -rand option

Generating FSA private key, 512 bit long rodulus

Enter peM pass phiase:
Verkfyirg passuon

oter PEn pass phrase:

But be wamed: you'll need to enter this phrase every time you restart
Apache, which can be inconvenient when performing regular maintenance
(such 35 rotating huep logs). Weigh the inconvenience agains the potential
damage done if some miscreant should acquire this key. If you lse the pass-
phrase, i i esentially unrecoverable,so keep it safe!

Next you'll need to generate the Certfcate Signing Request, to submit o 3
trusted CA (such as Thawte/VeriSign) for signing. Type in everyching
appearing in boldface, substituing your own nformation where appropriate:

Paghardeinord:~/certss apenss xeq -new -Key propaganda.discordia.exis.key \
> propagand.discordiaeris.csx

Usiog configuration from Juse/local /55 apenss.crt
Vou sre b0l 1o be 3sked to enter dnfornation that will be Sncorporsted
into your cextificate request.

19at you are about to enter 15 what is called 3 Distinguished None or 3 ON.
There are quite 3 few fields bt you can leave sone blark

For scee Fields there will be 3 default value,

16 you enter "1, the Field wll b left Blank.

County Hase (2 leter cote) (A0)05

State or Frovince Nane (foll nae) (SoneState] Texas

Locality hane (g, city) (]nad og

Orgnsaation an (g, comory) (Internes Midgis Pty L] Dicordia, Tc.
Onganizational Unit e (e, secton) [] Gperations

Comn e (e, YOUR ane) {]spropaganda. discoria.eris

Ena Address ]:mortonkéiscoria,erts

Plesse enter the following “extra” attributes
o be sent with your cextificate request

A challenge password (]

n optional. conpary rane (12

Information Servers 1185
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Interesting ports on catlin.rob.nocat (10.42.4.6)¢
1(Th 159 ports scamed but ot show below are 1 state: closed)
Fort State service

22/tcp apen ssh

53/tp open dosain

o1t apen b

Interesting ports on catlin. o noct (10.42.6.6):

1(The 1597 orts scanned bt ot shown bl are in state: closed)

port State Service

31/t apen fp

213 open s5h

53/1 open donain

0/tcp cpen bty

Tttt
Fascinating, It looks ike calin has picked up an ip srver at some point. This
echnique vl find new (and dead) hosts and services ach time it is run. By
keeping an archive of nmap output (perhaps logaed to time and date encoded
fle, or cven t0.a database) you can keep alog of the sate of all machines on
yout nevwork. Tuming it into a shellscipt and running it from cron s left as
an exercise (s hopefully fun, and defnitly worthwhile exercise) for the reader

Seealso:

* nmap’s home: htp:/vwa.insecure.orgmap!

62. Disk Age Analysis

‘Easil identity which parts of your disk change frequently
How can you quickly tell which parts of your flesystem are modified fre-
quenty and which haven't changed i months? 1 vey sightforward,
Vihaprope appiaion ofPel.

Hereis a Pl script that ill perform disk aging analysis on a filesystem. The
program breaks down disk space two ways, by last moified date and last
accessed date. A sample run looks lke:

* diskage fust/local
Disk aging analysts for /usr/local

Last rum Last
Bge (days) modified files accessed files
- 30 260003 Kb 317 21030 Kb 968

31~ 60 1378 Kb 226 23140 Kb 199

51 90 4068 Kb 1126 1087585 Kb 31625

24 1 Moniorng
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- Monoring Web Trafc n Rea T with htptop

7 o> [ elp (this thing here)” > sub { Ssbow s } 1,
Qo it s b {exit ] ]

oy E0isplay Fields = qu bost Date RI Response Client Referer Domsin /;
=y ERecord Flelds  qu/ st RI Referer Donain /3

=y shaw ndex Wit - 50;

oy SInLEIaL TTL - 507

o ot 3 e o oy 3 g S o
= e

e

as o ol

START_TITLE = “\03310;", 8 for sterms etc.
011116 - "oor",

SART RV = “\axalree,

0.6 > osla”

%

oy (st opt, Sspec )

SSIGUNT) - sub { exit };
B0 { Reaode 0 );

op s,
sub refzesh output
(

oy ( scols, sroms )
oy Ssho - Stows -

ry Scount - Sihow;
ry oo - (it | time);

Getterminaisize;

for my Stype ( values st ) {
for my speer ( values 3Stype ) {

3 (Cspeers{ 1) 5 0)

oy Sdelta - o - speer-s(Start);

i (sdeltare 1) {

) e Tt )/ st
g ) -0

o st ) o -t e )
sl St

)

)

Scount « scalar( values Hshist(sindex)) ) - 1 3F Sshow >+ scalar values
Hshist{sindex));
oy Blist « ( sort Sorder values X(shist(sindex)) [ 0 .. scount ];

941 Monioring
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- Koopig Parts of Flesysams n sy with o

and dhis in servers back:

augustus
Claudivs
gemanicus
posthmous
Gstor
Finally, racher than callng rsync directly from cron on cach of your web
servers,ty his bit of erl in cron on the authoritative master machine

Listing: Balance-push.sh
s1minreasn

# balance-push - Push content from the master server (localhest)
2 to mltiple front. nd back-end servers, in parallel

3 SFRONT_EAD Lists the servers that recelve the front-end (e.g. static
content) updates.

FRON_EN0-8(cat ust/local/etc/servers. front)

3 SBACK_END Lists the hosts that recelve the full back-end (.5, everything)
wpdates.

BACK B0-8(cat ust/local/etc/servers.back)

§ STARGET specities the Filesysten toot an the renote bt to push to.
# Normally, you ant this o be /, unless you're doing testing.

ThRGeT-/

§ SEICLIOE specifies the prefix of the per-nade rsync exclude Files.
& For example, 1 your extlude files are /ust/loca/etc/balance. front and
# fst/local/ete/balance.back, set this to */ust/local/ete balance". The
§ per-nade extensions will be added.

o RT—
SLOH IR species 3 path o ut the lck il .

oce sty

sarsgs grore the shell fuctions behind the cuton, Mnssen
T

1ok 0 ¢

Local TockfLles"SLOKK DIR/balance. 1. lock”
56 [ -F Slockfile ]; hen

5 1 Backuns
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- ForvardiogPors ovr ssh

Although s also has functionaliy for acting as a Socks 4 proxy (wih the
D switch), it just sn'c well suied for routing all network traffic to the
other end of a tunnel. Take a look at *Tunneling: IPIP Encapsulation” ety
for a way to use viun in conjunction with s o forward everything. And
see the documentaion forthe -D swich; s a preuy neat feaure. (What,
did you think we'd do all of the work for you? )

ssh is an incredibly flexible tool, with much more functionality than 1 can
cover here. See the references below for more fun things you can do with ssh.

Seealso:
« manssh
« SSH, The Secure Shell: The Definitive Guide (O'Reilly)
* “Tunneling; IPIP Encapsulation” wee)
* “Quick Logins with ssh Client Keys” oge)
* *Running Your Own Top-Level Domain’” ()
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(Nauwrally, substiuting the exteral IPaddress of the gateway for 12.34.56.
78). Now, requests for anything shelbyville.com will be fed to the gateway
and proxied, without ever changing the zone file again. That just leaves
internal DNS maintenance (for springfeld). The simplest way to dispense
with that responsibily s o divide it into muliple subdomains and defer 1o
other intenal DN servers. For example, you could put something like this
in your named.conf:

zone “wiggem sprigfiele” (

e siave;

il “iggm.o's

nasters { 10.425.65 )5

b

zone “cxsbapel.springfiels” {
type shave;

File “ersbappel
masters { 10.42.6.63 )i

¥

2one “sylak sprngfiels {
e sl
ke “syrlak b
masters ( 20.42..25 1
¥
and 50 on. Now each depariment can have their own master DNS server and
can add new hosts (and thercfore nevw, Itenet.ready web servers) without
even dropping you an email. They can get (o their new servers from the
Intemmet by browsing to an address like hitp/ralph.wiggum shelbyville.con,
which transltes to http/ralphwiggum springfeld/ interally and s uli-
‘maely looked up from the DS server for the division that i responsible for
the wiggum subdomain. As fa as the Intemet users are concened,the infor-
‘marion came diretly rom the gateway machine, and aren't ven aware that
springfcld even exists.

Now, just what will ou do with all of the time thar this saves you?

formaton Servers | 211
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1 strongly recommend meaningul change-notes—if you're wying to do a
rollback and all you have are messages that say “fxed a few bugs,” you'll
notknow which version to roll back to without usng cvs diff.

I there s a porential conflict, cvs commit fals Correct this by runing a cvs
update on the repository—CVS will atcemp to merge the file, and will sk
for human helpif it cannot do this withou losing data

cus server: Up-to-date check failed for “cvs intro.tal

cvs [server aborted]: correct above ertors first!
cus comi: saving log nessage In /tmplcvstionm)

31. CVS: Merging Files
Resiving pda confics o CYS

1 CVS can't merge a moifed fle successfully with the copy in the reposi-
tory, it announces the conflictin the output of cvs update. The orginal file is
sored in #fle.version in the fle’s working directory, and the resules of the
merge are stored asthe original flename

cus/exanples cus uptate
Semmeces exanple.con.au's password
cvs server: Updating -
KCS file: hone/cvs/exanple/sample.c, v
retrieving revision 1.3
retrieving revision 1.4
Wergiog diferences betueen 1.3 and 1.4 into sample.c
resmerge: arning: conflicts during mege
Conflicts found in sample.c

CVS writes the merge with the conficting lines surrounded by CVS tags.
CVS can't automatically merge conflics where the same line is changed in
both versions of a il

ccceece sumplec
Deliberately creating 3 conflict.

Lot make 3 conflict.

32. CVS: Adding and Removing Files and Directories

Adang and remoringfes n yourNodle
Fills that CVS doesn't know what to do with are reported with a question
mark after the commit process and during a cvs update. They necd to be
added o the repository before CVS will recognize them.

Use cvs add filename (o mark a new fle for inclusion. CVS doesn'c put the
il i the repository uniil you do a cvs commit

Rovison Gontrol 1 57
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journalists and writers have been fooled into using the word “hacker” to
describe crackers; this iritates real hackers no end.

“The basic diference s this: hackers build things, crackers break them.

Ifyou want 10 be  hacker, keep reading. If you want to be a cracker, go read
the alt 2600 newsgroup and gt ready 1o do five to ten in the slammer afer
finding out you aren'c s smart a you think you are. And that's all 'm going
t0say about crackers

‘The Hacker Attitude

Hackers solve problems and build things, and they believe in frecdom and
voluntary mutual help. To be accepred as a hacker, you have t0 behave as
though you have this kind of atitude yourself. And (o behave as though you
have the attitude, you have to realy believe the atitude.

Bt if you think of culivating hacker aritudes as just  way t gain accep-
‘ance i the culure, you'll miss the point. Becomin the kind of person who
elieve these chings s importan for you—for heling,you lean and keep-
ing you motivated. As with all creative ars, the most clfectve way to
become a master is to imitate the mind-set of masters—no just itelectu
ally but emorionaly s well.

Or,as the following moden Zen poerm has it:

To follow the parh:
ook to the master,
follow the master,
walk with the master,
see through the master,
become the master.

S0 if you want o be a hacker, repeat the following things unil you believe
them,

1. The world is full of fascinating problems wating to be solved.
Being a hacker is a lot of fun, but i’s  kind of fun that takes a lot of effort.
“The effort takes motivation. Successful athletes get their motivation from a.
kind of physical delight in making their bodies perform, pushing themselves
past their own physica limits. Similarly, o be a hacker you have to get
basic thrill from solving problems, sharpening your skills, and exercising
your inteligence.

1f you aren'tthe kind of person that feels this way nawrally, you'll need to
become one in order to make it a5 a hacker, Otherwise you'l find your hack-
ing energy i zapped by distractions like sex, money, and social approval,

Vil 1 Howto Become a Hacker
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otherwise), work with NAT, and show some advanced features that
allow for nteresting behavior based on all kinds of parameters. Did you
ever want to decide what 10 do with a packet based on s dara con
tents? Take a look at this section

« Monitoring is an eclectic mix of tips and tools for finding out exactly
what your server is up to. It looks at some standard (and some ab
lutely required “optional”) packages thar will tell you volumes about
who is using what, when. and how on your network. I also looks at a
couple of ways 1o mitigate inevitable service failures and even help
detect when naughty people atiempt 1o do notso-nice things to your
network

« Truly a font of hackery unto el the $5H section describes al sorts of
nify uses for ssh, the cryptographically stron (and wonderfuly flei-
ble) networking tool. There are a coupl of versions of ssh available for
Linux, and while many of the examples will work in al versions, they
are all ested and known to work with OpenSSH v3.4pl.

= Scriptng provides a short digression by looking at a couple of odds and
ends that simply couldn't fic on  single command line. These hacks will
save you time and will hopefully serve as examples of how to do some.
niftythings in shell and Perl

« Information Servies presens three major applications for Linux: BIND.
9, MySQL and Apache. This scction assumes that you're well beyond
basic installation of these packages, and are looking for ways to make
them deliver ther srvices faster and more eficiently, without having 0
o a lotof work yourself. You will see methos for gettng your server
running quickly, helping it scale o very large installations and behav in
allsorts of lick ways that save a lot of configuration and maintenance.
time.

How to Use This Book

You may find it usful 10 read this book from cover o cove
build on each other a bt from beginning to end. However, cach hack is
designed to stand onits own as a particulr example of o way to accomplish
a partcular task. To that end, | have grouped together hacks tht it a particu-
lar theme into sections, bt | do cross-eference quite a bit between hacks from
different sections (and also to more definitive resources on the subject). Don't
‘consider  given section a5  cut-and-dried chapter with rigidly defincd subject
boundaries but more as a convenient way of collecting simiar (and et inde-
pendent) hacks. You may want toread this book much ke the way most peo-
plebrowse web pages online:follow whateser intersts you, and if you get los,
follow the links within the piec tofind more iformation.






index-72_1.png
ovs: usig Tags m

Update reports on the sarus of each file as it checks it
U File updated successfully

A File added but not yet committed (need to run a cvs commit)

R File removed but not et committed (need to run a cvs commit)
M

File modified in your working directory; the fle in the repository was
changed and your working directory file was older than the last time
CVS checked it or the repository had changes that the system could
safely merge.

€ Conflict between the repository copy, and your copy, which requires
human intervention

2 File the file is in your working directory but not the reposicory; CVS
docsn't know what to do with it

29. CVS: Using Tags

Taginga Mot s n OV
“Tags assign a symbolic name to a revision of a fle or a set of file. cs tag
tags the repository versions of allthe fils i the current working directory
and it subdirectorcs.
“The cvs tag command s based on a timestamp. It assigns the symbolic name
10 the version of the file or directory that is closest to and older than the
timescamp; it does not look at the working directory.

Note that CVS doesn’t allow the *” character in tags. Speify the filename
aftr the tag name, s n the following example:

cvs tg tagnane Filename

st gane
Otherwise, the command tags the repository versions of al fils in the cur-
rent working ditectory:

s g < tagrane
Use the - option to cause the process to abort if the repository copy differs
from the working copy:

cvs/exanples cus tag relesse-1-0 sec/sample.c
s /exanplessics cvs tog Telesse-1-0
Cus/exanple/sics cvs tag -c release

To retreve a tagged version, use the - flag to checkout or update. If you

checkout or update in your usual working directory, the tagged version will
overwritethe existing fles, as in:

cvs checkaut -1 tagrane
s upéate -t tagrase
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chains, introducing logic that must be passed before the ultimate fate of
packet i determined.

To create a new chain, use the -N switch
rootimouse:~# dptables K fun-filter
You can see which chains are defined at any time with the standard -L switch:

socttmouse:~ iptables -L
Crain T (paicy ACCEPT)
Carget prot opt source destination

Crain FORMIRD (paicy ACCEPT)
target prot opt source destimation

Crain OUTAUT (plicy ACCEPT)
torget prot opt source destination

Crain fun-filter (0 refesences)
target prot opt saurce destination

In order to make use of your custom chain, you'll have to jump to it from.
Somewhere. Let’s add a jump 10 the fun-fler chain we've just created
straight from the INPUT chai

rootemouse:~# fptables -t filtex -A DOUT - fn-Filter

Now your custom chain can grow to any sort of complexity you like. For
example, you may want to match packets based on the source MAC adre

cootemcuse:~ dptables -A fun-Filter -n mac --mac-source 11122 T3aabce \
-3 hccerr
roctimousei~6 iptables -A fun-filte -4
-y accerr
roctuouse:~s iptables A fun-Filter -n mac --wac-source 00
J REOECT —xeject uith icap-host-nreachable
cootinousei~8 iptables -A fom filter - RETURY
The RETURN jump at the end of the table makes processing resume back in
the chain that called this one (in thi case, back in the INPUT chain). Again,
show what all of your tables look like with the -L switch:
rootemouse:~ dptables -L
Chain INUT (poticy ACCEPT)

target prot opt souce destination
funcfilter a1l - smpbere smpbere

s --nac-saurce daiad:besef:00:42 \

TR

Chain FoRaD (policy KCEPT)
target prot opt source destination

atn QAT (poticy ACCEPT)
target prot opt source destination

Crain fun-filter (0 xeferences)
target prot opt source destination
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Mosey on over to the Apache dircctory, as specified, make, make test, and
make install!

See Also:

« See the original article at httpi/fuwwsw.onlamp.com/publalapache/2000/11/
17hwrangler.homl

« Apache Toolbox
« Limx Apache MySQL PHP (LAMP) Guide (Limux Help Net
« HTTP Wrangler columns (OReilly Nework)

88. Display the Full Filename in Indexes
S0 runcatg the lenames inyour aut-ndered iectores

Have you ever noticed that Apache will truncate filenames in direcory list-
ings? It termibly frustrating to g0 to a web page full of fun archives, only to
see somethinglike:

Index of /rebssturtkernel
Name Last sodified Size Description

Parent Directory 03-Sep-2002 00133 -
patched-linue-2.4.12..> 11-06t-2001 00159 22,08
1106t 2001 00159 16
11:0ct 2001 00359 27,11
11-0ct 2001 00159 1k
23-0ct 2001 2:28 2.00
et o0
0ct 200
23-0ct 2001
3 05vov- 2001
1 050w 2001
> 05vov- 2001
> 05hov- 2001
15> 2v0v 2001
5 22001
patched-Linun-2.4.15.'> 22-bov-2001

How can you tell which files are which without hovering over every link? Fix
it by setting your IndexOptions line in the hitpd.conf to include a Name-
‘Widdh option:

Indexoptions Fanyladextng Nasekidthes

By default, Apache only ships with Fancylndexing on. Now issue an
apachecl estart an reload hat page o see theful flename:

Index of /-zobstuernel

Patched-Linon2.
patcres Linun.2.4
Patched-Linun2

Patche-Lino.
patched-Linux 2.4
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60. Network Monitoring with ngrep

S0 who'sdoingwhat it a 16 o your etk nerace
“The ngrep utliy i an interesting packet capture tool, similar to tepdump or
snoop. Itis unique in that it attemprs to make it as easy as possible to match
which captured packets to print, by using a grep compatble format (com-
plete with regular expressions and a bunch of GNU grep's switches). It also
convertsthe packets to ASCI (or hex) before printing.
For example, (o see the contents of all http GET requests that pass through
you router, try this:

# ngrep -q GeT
If you're only interested in a particular host, protocol, or port (or other
‘packet matching critera) you can specify a bp filter as well as a data pat-
e, It uses a syntax similar to tpdump:

 rgrep -qt robenacst.net port 25

T 1027365178 -> 209.200.146.26:25 (87]
RCPT O crobenacat ret>

T 209.208.146.26:25 > 10.42.4.7:65174 [40]
250 2115 crobdnocat net... Reciplent ...

T 10.02.4.7:65174 -> 209.200.146.26:25 (0]
Datel Sun, 8 Sep 2002 23155018 -0700. Mine-Version: 1.0 (Apple Message fran
evork V543). Content-Type: tent/plain; charsetoUS-ASCIT; formateFlowed. b
Sect: Greetings....Fron: Jobn Doe clomdisonmhere.lse.com..To: 1obbnocs
et Content Transfer Encoding: Toit essage-1é: cASDBSCI6.CFC1-1106-82)
9-000393806AEO8somewtere. else.com.K-Aatler: Agple Hail v2)....Mhat does
hat pgp comand you sentioned do SGain?..THaRKS....--A Friend

Since ngrep prints to STDOUT, you can do post-processing on the output to
make a nice printng file. If you_process the output yourself add the -
switch to make the output line bufered. For example,if you're interested in
what people on your newwork are searching for online, try somehing like
this it of Per,

Listing: go-ogle.
F1sustviniper]
use Sacket;
Sloni

open(hG, “ngrep -lai (GETIPOST). (search| Find)” |
print “Go ogle online.\n";

oy (5g0,50) - 0;

o most - ()
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21. Using Large Amounts of RAM

Besrehat nu s usiog o your avalble ystom RAM
Linux is capable of addressing up to 64 GB of physical RAM on x86 sys-
tems. But i you want to accommodate more than 960 MB RAM, you'll have
tolet the system know about it

Firs of all, your Linux kemnel must be configared to support the addiional
RAM. Typicall, the default kernel configuration will address up 0 960 MB
RAM. If you install more than that in 2 machine, it will simply be ignored.
(The common complaint is that you've just installed 1 GB, and yet a free’
only reports 960MB, ven thoughit counts to 1024 MB at post time.)

“The way that the kernel addresses ts availabl system memory is dictated
by the High Memory Support setting (ak.a. the CONFIG_NOHIGH-
MEM define.) Depending on the amount of RAM you intend (o use, set it

accordingly:
w to 608: off
 to 48: 4@

ot 451 468
Be wamed that selecting 64 GB requirs a processor capable of using Intel
Physical Address Extension (PAE) mode. According to the kemel nores,all
Intel processors since the Pentium Pro support PAE, but this seting won'c
Work on older processors (and the keenel will refusc to boor, which s one
reason that it sn' on by defaul). Make your slecton and rebuild your ker-
nel, asin “Eliminating Unnecessary Drivers from the Kernel” 020
Once the kemelis built and installed, you may have 1 tel your boot loader
how much RAM is installed, o it can inform the kernelat boot time (as not
every BIOS s accurate in reporting the total system RAM at boot,) To do
this, add the mem= kernel parameter in your bootloader configuration. For
example, suppose we have a machine with 2GB RAM installed.
16 you're using Lilo, add this ine to fetclio.conf:

sppends“aen "
16 you're using Grb, try this in your etlgrub.conf

el oot mline-2.4.19 men 2048
1 you're running loadln,just pas t o the loadlin lne:

€\ loadlin c:\kermel\valino oote/dev/hdn o e 20480
Although, if you're running loadli
Server Hacks? )

why are you reading a book on Linux
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Thave another file in my home directory called backup:

file ~7mackup
backup: <plo archive

“Thisfile isn'c compressed, so il restore i, lke s

pon vt ~7eackup

“The fact that the fist backup happened t0 be a ar archive and the second a
cpio archive didn't confuse pax; however, 1 would have received some.
strange error messages if | had forgotten t inform pax that the first archive
was compressed.

Interactive Restores.
‘You can do some precty funky things when restoring with pasx. For exam-
ple, you can do an interactive rename/restore by including the  switch. Issu-
ing the following command:

pax -rif “ackep

will sartan inceraceive restore of the archive named backup into the current
direcory.Ininteactve mode, pax will display the name of exch file, one at
a ime, and prompt you to ciche rename it as s restored, restor it with the
original name, or to skip it and no restore i

ATTONTION: pax interctive ile sense cperation.

dnoxex g 17 15

Input new rame, or 3
file.

Tt >
Stipping e,

%o keep the o1d name, or 3 “return” to skip this

Here, 1 pressed Enter as | didn't want to change the name of *.” or the cur-
ent directory:

ATTENTION: pax interactive file rense operation.
e 30 26 1610 files

input new rone, o1 3 "% t0 keep the ald rane, or 3 “return” to skip this
e,

it > ald
Processing continues, nase changed to: old

ATTENTION: pax interactive file rensee operation.

Cowpeeros oun 11 00:30 file:
input new rome, 07 3 *." to keep the old nane, or 3 “return” to skip this
file.
it > .

processing continues, nase nchanged.

‘You'll note that I changed the name of fil] to old and kepe fle2 as is. A lst-
ing of the resored directory will show two fies: one named old and one
named file2.

& 1 Backups
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Finding out which programs are actually bound to those ports is simple with
recent versions of netstat. As long,as you're root, just add the -p switch (for

programs):

sootecatlini-s netstat -lnp
Active Intenet comnections (only servers)

Proto Recu-Q Send-0 Local Adéres Foreign Address State FID/Program rame
€69 0.00.0.0.0:5280 0.0.0.0:4 LISTEN ésbper]

65 0.0 0.0.0.0:80 0.0.0.0:% LISTEN T17/httpd

6P 0.0 10.42.3.2:53 0.0.0.0:% LISTEN Z20/named

€65 0.0 10.2.4.6:53 0.0.0.0:% LISTEN 20/raned

£GP 010 127.0.0.1:53 0.0.0.0:% LISTEN 220/ramed
€65 00 0.0.0.0:22 0.0.0.0:% LISTEN 200/s5hd
0 0.0.0.0:32768 0.0.0.0:% 20/naned
010.42.3.2:53 0.0.0.0:% 20/mamed

it

o/aned
ulp 010 127.0.0.1:53 0.0.0.0:% 20/r0med
uip 00 0.0.0.0:67 0.0.0.0:+ 22/ehcpd

T 0.0 0.0.0.0:1 0.0.0.0:% 7 323/dhcpd

AR, that's better. PID 698 is a Perl process that is bound to port 5280, We
‘now hunt it down with ps:

rootecatlin:=s ps s [grep -w 658
nocat 658 0.0 2.0 5164 3840 7 5 Aug2s 0:00 Juse/bin/perl - ./bin/gatessy
R0 /use/1ocaL nocat WOSTMNE-catlin. ¢

“The ps. aweux shows us al s) nomvinteractive () processes with usr infor-
mation (u) in wide format (w) with some environment bits appended (c).
We then g¢p on word boundaries () fo th PID.

“That's becer: now we Know that the nocat user s in the fusrfocallmocat/
running binigateway, a Perlprocess that i lsening, on port 5280. Without
the -p switch on neistat, associating an open port with a partcular process is
much tickier

Incidentally, if you're not root,then the system won't disclose which pro-
srams are running on which pors. Ifyou see an errr ke this:

(o info could b read for *p": geteutd()+1000 but you should be root.)

then come back when you're root! (Or check out “Make sudo Work
Harder” 12 for how to sudo yourself into an amazing simulation of root)

57. Checking On Open Files and Sockets with Isof
iy seo i fle, e, a1d socets your g praceses are
kg gpen
Have you ever tried to umont a filesystem, only to find that some process
was sl using i

roottmouse:~# wount /ant
mcunt: fent: device 55 busy
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Also include binlog-do-db lines for cach database you'd ike to make
available viareplicarion.

[ —
Now bring down MySQL and immediatey bring it back up again o
make your changes lv:

oot st Local /sl mysaladein shutdor /bin/safe_mysaldh
Bring down the database on the master, and make an archive of the
datal directory. No, recent mysqldumps are not sufficient for this
you will need an actual copy of the data/ directory. This may take a few.
seconds o several minutes, depending on how much data you have in
your databases:

oot /st Lo sl mysqladin shutdows ar cvf ~/datata tal
‘Your database server will be unavalable during the entire ime that the
copy is running, 5o be sure to run this a an off-peak time. With any
luck, you'll only have o do this once.
Bring the database back up on the master. If it looks like your tar ran
okay, tum MySQL back on

oote: st local sl osafemysaldh
Copy the archive 0 each of th slaves, and make sure MySQL isn't run-
ning on them. Try something like this on each slave:

roteslave:-3 mysqlade shotdows, scp dbidot.ar
Pick a unique ID for each of the slaves, and enable replication. Include
the following i the (mysqld] section of the /etcmy.cnf on each of the
slaves:

Ty —
master user-replicant
master passworduseCret
Server-idcio

Note that the server-id st be unique for each slave. Choose any inte-
ger that hasn'talready been used for a slave (or the master).
If dhis lave will only be serving as a slave to the master-host (and won't
b serving any read/write databases of its own) then you can geta bit of
a performance boost by including these options as well:

Low-priority-spdates

skip-bdb

delay-key-write-for-all-tables
“This will liminate the overhead of some of the code that s only used
when writng to the database. If you're acting 3s a slave, you'll never
actually wite t0 a database, and so won't need MySQL to be ready to
handleit.
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79. Distributing Server Load with Round-Robin DNS
Ditect raffc to mutpe senvers simulanecusly wit ound-bin DNS.

1 you serve a parscularly popular sic, you will eventually find the wall at
which your server simply can't srve any more requests. In the web server
world, ths i called the Slashdot ffect, and it isn't a pretry ste (er, sigh)
‘Whil adding RAM, upgrading processors, and using faser drives and buscs
wil help i the short term, you may eventually find that a single machine
can't possibly perform the work that needs o be done.

One way to overcome the limits of the monolihic server i to distribute the
load across many machines. By adding a second (o third)server o the aval-
able pool of machines, you can not only increase performance but also add
0 the stabilty of the nevwork. If you have a hot spare (or three) running all
of the time, then if one develops trouble, the others can take over for it with-
out any downtime.

Perhaps the casiest way to distribute the load of public traffic i to have the
‘public do the work of distributing the load for you. Through the magic of
round:-robin DNS, inbound requests o a single host name can be directed o
come from any number of IP addresses.
In BIND 9, chis is a5 cay as acling multiple A records for a single host. For
example, suppose we use thisin the zone fil for orcllynercom:

- 60 N A 208.201.29.36

o TN A 208 201.129.37
Now, when a hosts looks up wwwvorcillynet.com in DNS, about half of the
time they willsee:

robcaligula:~ bost waoreillynet con

. ores lynetcon has adieess 208.101.139.36
. oredliynetcon has 3ddress 208.201.239.37

and the restof the time, thy get:

robcaligula:~ host wacrelllynet con
waareilnet. con ha ddress 208 101,239.37
e oreilynetcom ha addiess 20820.239.36
As most applications only use the first address recurmed by DN, this works
rather icely. Approximately half o the requests will g0 to cach address, and
therefore the load of two servers should be roughly half of that of a single
server. We set the TTL low (10 60 seconds) to prvent any intervening cach-
ing DNS servers from haning onto one sort order for t0o long, which will
hopefully help keep the number of equeststo cach host more orlss equal

Itis only useful o spread out the load i all of the servers are in agreement
about what they're serving, If your data gets out of sync, then browsers

Tnformation Servers 1167





index-3_1.png
Linux Server Hacks.
by Rob Flickenger

‘Copyrght ©2003 O'Reilly & Assciaes, Inc. All ights reserved.
Prnted n the United Ststes of America.

Published by O'Reilly & Assocats, Inc. 1005 Gravenstcin Highway North, Sebastopol,
CABSAT.

O'Reilly & Associaes books may be purchased foreducariona, busines,or sl pro-
motionaluse. Online ditons re ks availablefor most tles Gafrtovtly.com). For
more information,contactour corporat/insitutional sls deparament: (800) 98,9938
or corpoate@orelly.com.

Editor: Dale Dougherry
Production Edtor: Sarah Sherman
Cover Designer:  Exdic Frecdman
Interior Designer:  David Futsto

Priting History:
January 2003 Fes Edion.

‘Nutshell Handbook, the Nutshell Handbook logo, and the O'Reilly logo are rgistered
rademarks of O'Reilly & Assocites, Inc. Many of the designations used by
manufacturers and selesto distinguish hei productsar claimed s rademarks.
Where those designatons appear i this book, and O'Reily & Associates,Inc. was
aware of a trademark claim, the designations have been printedin caps of intial aps.
The associaion beween e image of an ax andthe opic of Linux srvers s rademark
of O'Relly & Associares, Inc.

‘While veryprecaution has ben takenin the preparation o this book, the publisherand
author assume no esponsibilty for ertors or omissions, o for damages resuing from
the e of the nformation contained herein

ISBN: 0.596.00461:3
@





index-87_1.png
ummm

want 0 take a look at man pax firt o see how you want to handle the per-
missions of the copied diectory structure.
Ttis also possible to interactively copy a directory tructure by including the i
switch:

pax ek usera/big project
Similarly 1o the previous interactive example, pax wil display each file-
name, one at a ame, 50 you can decide which fils to copy over and which
fles 0 rename as you do so.

Incremental Backups

Now, lec's do something useful with the pax command. Tl demonstrate
how 10 create an incremental backup system. In this example, the user
“genisis™ would like to back up any changes she made to her home dircc-
tory on a daiy basis.

First, Ul become the superuser to create a directory to hold the backups:

Fassont:

ki fusbackaps
Tl then creace a subirectory and give the user “genisis” ownership of that
subdirectory:

aktir fusebackupsgensts

Chown geisis /use/ockpa/enisis
Il then leave the superuser account and as the user “gen
home directory:

" e into my

exit
@

Tl then do a ull backup of my home diectory and save it to an archive file
called Monday:

o - use/vackus/genisis oy -
Now that 1 have a ful backup, 1 can take daily incremental backups to just
back up cach day’s changes. So when I'm fnished with my work on Tues-
day, lissue this command:

Pox w000 -F Juse/backups/genisis/Tesday
Norice that I included the ime switch (-1 and specified a tme of midnight
(0000). This tells pax 10 only back up the files that have changed since mid-
nigh, soit will catch al of the fles that changed today. On Wednesday, Il
repeat that command but will change the archive name to Wednesday.
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Linux is a powerful platform for building information servrs. But the infor-
marion systems themselves ae rarely a part of Linux. Usually, Linux s sim-
ply a “lfe support system” for more complicaed, dedicated information

I this final section, we'l look at three major applications. They all run quite
well on Linux and have become the backbone of Internet information ser-
vices. BIND (by the Iemes Software Consorium) is by fa the most com-
‘mon DN information server on the planet,serving the Domain Name to P
address information that keeps the Internet running. For mre generic infor-
‘mation needs, MySQLis a very ightweight, fast, and scalable SQL database
that drives many enterprise network applications. Finally, when it comes 0
serving informarion to users, Apache s by far the most popular web server
on the planet. Apache is un on more servers than al of the rest of the
Known web servers combined and for good reason; it is mature, stabl, fast,
and full of useful and interesting features

16 you'e looking for more information about running any of these pack-
ages, consul the online documentation for each. These applications are run-
ning the current incaration of the Inemer, and have been widely and
extensively documented. In addition, OReill has a number of good books
on all three applications, such as DNS and Bind, MySQL Reference Manual,
and Apache: The Defintive Guide to name a few. MySQL by Paul DuBois
(New Riders) s lso an excellent guide to running MySQL.

In the following hacks, well see some non-obvious techniques for getting
these servers to deliver information the way you wan them. We will take a
ook at some methods for making them scale to large installations, while
keeping maintenance of even very complex sies o a mirimum.

=
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Great! 32-bit sounds nice. And some muli-reads might work. Let's re-run
the benchmark:

# biparn -7 rdevinés

Jdeurnss:
Tining buffer-cache reads: 126 40 in 1,41 seconds -30.78 WBsec
Tining buffered disk reads: 64 48 in 9,84 seconds - 6.50 WB/sec

Hmm, almost double the disk throughput without really rying! Incredible.

But wait,there’s more: we'e sill not unmasking interrupts, using DMA, or
even a using decent PIO mode! OFf course, enabling these e riskier. The
‘manpage mentions trying Muliword DMA mode2, so let'sty this:

© hparn 4 4 -t fdevnds
Unfortunately this seems to be unsupported on this particular box (it hung
ke an NT box running a Java application) So, ater rebooting it (again in
single-user mode), | went with this:

# heparn 166 61 -v1 w16 -3 Jdeurhds

sdeumas:
setting 32-bit 10 support F13g to 3
setting milteout to 16

setting urmaskizg to 1 (on)

Setting usingona t0 £ (on)

setting afermade to 66 (UItraom mude2)
miltcaunt - 56 (on)

110 spport = 3 G-bit wisy)
wnaaskizg » 1 (on)

ueing doa - 1 (on)

‘And then checked:
* hparn -7 rdevinis

Jdeurnds:
Tiaing buffer-cache reads: 128 48 in 1.43 seconds <89.51 Mo/sec
Tining buffered Gisk Teads: 64 98 1n 3,18 seconds 20,13 KBsec

20,13 MB/scc. A farcry from the miniscule 3.58 with which we started.

Did you notice how we specificd the -m16 and -c3 switch again? That's
because it doesn'tremember your hdparm scttings between reboots. Be sure
0 add the above line to you etc/c.d/ scripts once you'e sure the system s
stable (and prefrably aftr you fick runs; running an extensive flesystem
check with your controller in a flaky mode may be a good way to generate
vast quantites of entropy, but i's no way to adminiser a system. At least
not with a straight face)

1 you can't find hdparm on your system (usualy i /sbin or fusisbin, ge it
from the source at hitp:/imetalab.unc.cdulpublLinu/systemhardwarel.
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“This scipt cal it balance-push) will manage your ryne jobs for you, cnsur-
i that servrs don't “lap” themselves on cach run. It will push the proper
files to each group, depending on whtever you specfy in the fles in fusr/
locallte. I i inds a server that hasn' finished its ast run, it will continue
<o skip the servr unti it has finished (and issue you an emal o that ficct
via cron’s MAILTO feature),

“The load on your master will likely go up a bit, depending on how many
machines you're syncing o (as each server requires both an rsync and an ssh
session.) But practically speaking, on a production nevwork serving millions
of hits a day,the load introduced to ach individual web server is negligble.

42. Automated Snapshot-Style Incremental Backups
with rsync
Usa 5y o create st smal, and s rapots o your syt

Here is a method for generating automatic rotatng snapshotstyle backups
on a Linux server. Snapshot backups are a feature of some high-end indus-
il srengh file srvers: they create the llusion of multiple full (up to own-
ership/permission) backups per day without the space or processing
overhead. Al of the snapshots are read-only and are accessibe directly by
wsers as special system directoris.

Since making a ful copy of a larg filesystem can be a time-consuming and
expensive process, it is common to make full backups only once a week or
once a month, and store only changes on the other days. This technique is
called making “incremental” backups, and is supported by the venerable old
dump and tar uilie, along with many others.

“The standard GNU fleutils p command comes with a { flag tht causesi o
create (hard)links instead of copie (it doesn't hard-lnk directorie, though,
which i good: you might want to think about why that ). Another handy
switchfor the ¢p command is -a (archive), which causes it to recurs through
directoris and preserve fle owners, imestamps, and access permissions.
Together, the combination cp -al makes what appears to be a fll copy of a
directory tree but s really just an llusion that takes almost no space. If we
restrict operations on the copy to adding or removing (unlinking) files—i .,
never changing one in place—then the ilusion of a full copy s complete. To
the end-user, the only differences are tha the llusion-copy takes almost no
disk space and almost no time to generate.

‘We can combine rsync and ep - to create what appear to be muliple full
backups ofa filesystem without taking multiple disks' worth of space, as in:

m -of backup.s
v backup.2 backep.

71 Backms
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Forwarding TCP Ports o Arbitrary Machines -

iptables -t fiter -A DVUT - 50
o string —-string *exe2/crair

iptables ~t Filter -A DT -1 SEXT_TFACE -p tcp -0 SOEST_IP ~~dport hetp \
& string --string exet/cotty” -5 0RO

Por forwarding is now native (o iptables. The nat able uses a feature called
Destination NAT in the PREROUTING chain to accomplish this. The fol-
lowing rule can be used o port forward HTTP requests t0a system (10.0.0.3)
on the intemal necwork:

# Use DWT to prt forard ity

iptables -t rat -A FRERGUTING | -1 SINT_TFACE -p tep ~—destiration-part \
0 -5 OWT -to 10.0.03:80

IFACE -p tep -4 SOEST_IP --dport hetp \
3

You can also port forward UDP packets If you port forward traffc or a par-
icular port, you do not need to have a coresponding rule in the INPUT
chain to accept inbotnd connections on that pore. This will only work f the
destination is on a network on a locally atiached interface (that s, not @
destinations on forcign networks). Take a look at tools like rintd (*For-
warding TCP Ports to Arbitrary Machines” #4#) or nportredird if you need
wwafic to forward o remore networks,

16 you port forward your HTTP requests to an internal host, you can filier
out the CodeRed virus in the FORWARD chain with this rle

Iptables -t Filter -4 FORD -p tep ——dport htp \
o string --string “/default 1da1" -5 OROP

Using iptables can be challenging at frst, but it flexibilicy makes it a tre-
mendously useful tool. If you ever get stuck while developing your rule set
(and you wil, remember that your two best friends are iptables -L -n and
tcpdump (maybe followed by a quick session with etherea).

Seealso:
+ “Forwarding TCP Ports o Arbitrary Machines” s)
+ The Linux Firewall HOWTO

48. Forwarding TCP Ports to Arbitrary Machines

Make non-ocal senvicesaear o come o local grs
s we saw in iprables Tips & Tricks” @, it is simple to forward TCP and
UDP ports from a irewall to internal hosts using iptables. But what if you
need to forward taffc from arbirary addresses to a machine that isn'teven
‘on your neawork? Try an application layer port forwarder, ke rinctd.

“This simple bit of code is a couple of years old but is small, efficient, and
perfect for just this sort of problem. Unpack the archive and simply run
make, and you'l be presented with a tny rinetd binary that will let you

Networking | &3
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Conventions Used in This Book
‘The following s st of the typographical conventions used in this book:
hale
Used to indicate new terms, URLS, flenames, file extensions, directo-
ies, commands and options, and program names.
Constant Width
Used t0 show code examples, the contents of files, or the output from
commands.
Constant Width Bold
Used in examples and tables to show commands o other text that
should be typed lrally.

Constant Width Ttalic
Used in examples and tables to show text that should be replaced with
user-supplied values.

How to Contact Us

‘We have tested and verified the information in this book to the best of our
abilty, bu you may find that feaues have changed (or even that we have
‘made mistakes!). Please lt us know about any errors,inaccuracies, bugs, mis:
leading or confusing statements, an typos that you find in this book.

You can write to us

OReilly & Associates,Inc.
1005 Gravenstein Huy N.

Sebastopol, CA 95472

(800) 998-9938 (n the UsS. or Canada)
(707) 8290515 (intemationallocal)
(707) 829-0104 (fax)

o ask echnical questions or to comment o the book, send email to:
bookquestons@oreilly.com

Visit the web page for Limx Server Hacks to find additional support infor-
mation,including examples and erraa. You can find this page at

hapi e reillycomicataloglmaxsvrhack
For more information about this book and others, s the O'Reily web sic:
pi s orelly.com

1 Proface
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't quie up to date,or possibly with an ssh client on a machine that you
don' directly control. I any of these possbiles sound familir,then con-
sider that an ssh key in the same seting would make it virually impossible
foran anacker o lter gain unauthorized acces (providin, of cours, that
youkeep your private key saf).

See Also:
« SSH: The Defiitve Guide (O'Reill)

+ ““Turbo-mode’ssh Logins" wen

+ “Running the ssh-Agent in 2 GUL" o

67. Turbo-mode ssh Logins
e st ops ot cnman e

1 you've just come from the previous hack, you've only seen halfof the solu-
ion! Even with lient keys, you scill have to needlessly type ssh sexver cvery
time you want t0 ssh in. Back in the dark, insccure, unenlightened days of
rsh, there was an obscure feature that I happened to love that hasn' (yeq)
been ported t0 ssh. It used to be possible to symlink /usr/binirsh to a fle of
the same name s your server, and rsh was smart enough to realize that if it
wasn't called as rsh, that i should rsh to whatever name it was called .

Of course, his i rivial o implement n shell. Create a il called ssh-to with
these o lins n it

susn

S beseame 50 5+
(Those are backiicks around basenase $0.) Now put thatin your PATH (if
~/bin doesn't exist or isn' in your PATH already, it should be) and set up
symlinks toal of your avorite servers o i

scbin

$n s sohto servers

$10 s sahto semvers

305 sahte servers
Now, t0 s to servrl (assuming you've copied your public key over a5
described previously) you can simply type “serverl” and you'l magically
end up with a shell on servrl, without typing “ssh,” and without entering
your password. That $*at the end allows you to run arbitrary commands in
asingle ine (instead of spawning a shll, ik this:

servers uptine

(This will simply show the uptime, number of users, and load average on
servrl, then exi. Wrap it in a for oop and iterate over a lst of servers to
geta pinpoint status of all of your machines.)

CaRT
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Unfortunately, as the ineractivry of a web site increases, performance typi-
cally goes out the window. Interacive content demands a programming lan-
guage, and incerpreting arbitrary code s very expensive (compared o
serving satc fles). One classic “worst case” example is a Perl CGI that
‘makes database requests and sends email by spawning an external sendmail
Compared to the time it akes to serve a sctic fle, a single CGI request of
that sort takes an eterity (and many requests therefore take many eterni-
ties, bringing your enire server 0 a craw,

Apache modulessuch as mod_per and mod_php along with a lage helping
of programming saniy) can sgnifcandly alleviae the pain of spawning
external processes on eery hit. But even with interpeeters built into Apache
itself,the rate ofserving dynamic requests rarely approaches that of a staric:
web Server. One reason for this s that most hits suffer the performance pen-
aly of supporting embedded languags, regarles of whether the request is
dynamic o not.

‘Consider the case of a large mod_perl installation. Afer having run for a few
minutes, an individual heepd process may consume 40 or SOMB of RAM as
Perl modules are cached into memory, for specdy exccution, Now imagine
that a request for a single-pixel ransparent gif is made (as his is one wick
‘commonly used by web designers to make arbitrary-sized blank spaces on a
web page, exact to the pixel. I the absolute worst case, suppose that all
available hcpd processes are busy, so Apache decides to spawn another. The
server must now invoke the behemoth of mod_perl, creating a child that
takes up SOMB of RAM and a huge amount of processin time, just 0 serve
a single satic file o only a few bytes. Clarly, i we could only invoke the
shaggy shoggoth of mod_perl when absolutely necessary, we could reap
huge benclits every time someone requested a graphic (or other file that is
guaranteed to require no dynamic processing)

You might consider running two installaions of Apache: one with every
‘module, bell, whistle, and vibra-slap that your dynamic content manage-
men system reqires, and another that is as stripped-down and simple as
you can possibly make it If all requests come into the lightweight Apache,
then we can serve static content as normal, and proxy dynamic requests to
the dynamic content servers.

Suppose you're running the simmed-down Apache on sndard port 80,
‘and the application server on port 8088 Using the following rewrite rule

you can proxy requests for anything but graphics and archives to the appl
cation server. Pu this at the bottom of the VirtualHost entry for your site
(on the server running on por 80):

Rewiteérgine tn

nformation Servers | 205
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Branches can be merged back into the main trunk, using the conflict resolu-
tion system invoked by cvs update and cvs commit,

s checkaut e
s update - branchtzg

Example:

Iinplexsnples cvs chackaut example
Ttrp/exangles cvs update -3 relesse-1-0-patches

Orin asingle command:
v checkat -3 banchog roile
The following example:
aprerampes e chckat -3 relens-1-0-patches exmple
vesolves any conflcsthe system repors, then use vs commit.

34. CVS: Watching and Locking Files
St up et o e Y

Unlike many versioning systems, CVS doesn't have file locking—it doesn't
prevent simultancous editing of files. However, you can set files to be
watched, so CVS will mail watchers when a fle is being edited. If files are
being watched, developers need to use cvs edit and cvs unedit o release a file
for cditing. Unwatched files can be edited without notifying CVS in any
way.

To set up fles for being watched, use:

s wateh on (files)
s wateh off (Files)

Toset yourselfas a watcher, use:

s st dd (411es)

s vt remve (files)

v vatch add -2 editnedit|comital (Files)

s Natch renove - edit nedit comitall (1i1es)
“The special CVS file norify determines what occurs when a watched fil is
changed. It defaults to sending mail to the user's usemame on the CVS
server. I your users have other addresses, st up the fle users in the reposi-
tory's CVSROOT directory. Entris should be in the format usex:enail, one
waline.

Sen:ennbces.example.con.2u
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4. Check your servr variables. The default server variablesare designed to
provide safe, sensible setings for modestly equipped machines. If you
have a large amount of RAM (512MB or more) then you can sce tremen-
dous benefit by increasin the size of the default buifers and caches.
Here are some variables that we run on a production database server (a
dual Pencium 4/1.0GHz with 2GB RAM and lots of fat disk space). Put
them in the [mysqld] section of your/etc/my.crf:

setariable - ey buffer. 366k
Setarisble - moallowe picket it
Setvariable - tabe caressiz
Setvariable - sort bufier.n
Setvariable - record bfer.an
Setvariable - myisa sort buffer_size-600
Setariable + tmp_tble size-t

setaariable - na comections 168
Note that many of these are suaight out of the my-huge.cnf sample
included with the mysql distrbution (we haven't had to change the,
since they work fine for our installation.) Since we run Apache::DBl on
our web servers, e also run with a wait_timeout of a few minutes:

setaariale « ot tineot-120
“This hlps prevent idle DB threads from hanging out and taking up all
available max_connectons.

5. Patch glbc and threads. When you have exhausted the abilics of the
default nstallation of b, consider patchin it (see *Optimizing libe,
linuxthreads, and the Kernel for 2 Super MySQL Server” 6) 10 allow
forsmaller threads and more open fie. This is normally not a issue
excepe for verylrge,very busy MySQL installtions

As with many topics n this book, datsbase tuning and adminisuration is 3
‘much more complicaed topic than can be covered in a few short pages. Con-
sulttheresources below for more authoritatie discussion on the subject.

Seealso:
* MySQL Reference Manual (O'Reilly)
* MySQL (New Riders)
« htpi/wnewmysql.com/doclen/Lincx himl
* htp/wniw mysql.comldoclen/SHOW_VARIABLES himl
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b compltion, 15
akeoverscripr, 127
ur, 65
ackupsoverssh, 64
dirctore, recurive copying, 9
paxand, 66
tepdump and neework debugging, 99
lner, 3
terminal windows
ebar,customizing. 20
dseripe, 119
TLDs (op leve domains), 168
TLDs (op-evel domains)
running your own, 168
TLDs (op-evel domin), pater
‘marching 0, 29
TMOUT varable, 22
op, 18
 (question mar), 119
fikering of e, 19
sort creria,specifying. 119
top command, 34
setidand, 24
wansparent Squid proxy. 91
wn, 99
wncling.
P wunncling, 9
NAT, cireumvention with viun over
b, 99105

unmaskirg parameter, hdparm, 44
URL query Strings and content
delivery, 203
closing usr accounts, 37-39
wsing_dma paramete, hdparm, 44
UUCP and sexsidisegid binares, 24

v

vendor tags (CVS), 53
views (sec under BIND)
VirualHosts, monitorng, 132
virs fiers, 92
visudo, 25
vmstar, 35
vtun, 99-109
NAT. circumvention ssh, 99-105
ssh using over, 103
tund Servr, lnunching, 102
viund con, 101-109

Clencside, 102
“awtomatc generation via Perl
scripr, 105-109

serverside, 101

w

wll
sergd and, 24

wateh, 113

web servers

diagnasing eror condiions
(example), 12-14

web sies, peformance costs of
imeraciviy, 205

web trafc, monieorng, 131-138

whitlss, 88-90

whitespace i ilenames, handlng, 15

sergidand, 24

X

X1 traveling forwarding over ssh, 145
args, 15
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You can use the ideas presented above to create developer specific configu-
rations, usable with a-DEVELOPER command line, o even a-DVIRTUAL_
HOSTS flag, which can be removed when your web hostng clents haver'
paid:

tfoefine VIRTIAL oSTS>

511 youe variavs vizhalbosts, blocks would

50 1n e, Without the comand 1ine 13 of

» “DTRTIAL ST i signy that yau clients

& have paid you, for irstce) then sl irtual

# hosts vl bt civbled.

“ietines

e EveLcsERs

£ rotce our trickery with “EVELORER"

# to ke the comand line more resdble

5 when -DXVELOPER hs been passe, e lond

# Varlous mddles that ren-t used curing production.

Losdfodule prony modile Lbexec/hetpdLibprony.s0

Londodle expires sodle Libesce/ntd/mod-expes.s0

Loxdodule usertrack sodle 1ibesec/ntpajncd usertrack. 50

Addbodle md p1on. .

Aadrodule mod-expires.

Aadhodule m usertrack.c

<Uifeines
I your sie uses apachect! 1o bring Apache up and down, you can edit
apachect o include your favorite defines (s just a shell script) Find this
line in apachett:

HITPO s Mocal apache i httpd
and change it to something like this:
TR0 st ocal apoche/bin/hetpd 0551 -DEVELGPER -OVIRTUAL OSTS"

Now when you run apachectl start, your -D defines will be properly
passed to hupd.

90. Simplistic Ad Referral Tracking
et il o rcking it s s 8 GUERY STANG

You'e planning on advertsing in a mumber of magazines, web sies, and
newspapers, and you realize that you'd like to gauge how much traffic is
coming in from each adverisment—it Il elp you beter spend your money
in the future. Unfortunately, you have no time to implement something.
complicated, 50 you'e looking or a low-tech solution, a5 wel s something
that will make it easy to analyze the results.

Apache happily logs all environment variables passed to the pages it serves
10 the outside world. Thus,the hack is simple: pass an advertisement-based

1 Information Servers





index-125_1.png
-mm,—-m

)

for (an{ stfcontig }) {
L35t unless defined 55

B 16 ve got  new device, stash the previous one (36 any).
§6CmEsire ) {

6 ( Siface eq Sexternaloevice 3nd Snetwork 3nd $0p ) {
Stoca etk - Snetwrk;

st

siface - 515
0
)

4 Get the netuork sask for the current interface.
56 ( /addriSIF Wateh.Tmask:S1P Matehrto ) {

§ Linae style Tfconf

Conpute petaask(s1, 33

Snetuork - “Saddr retuask Suask”;

) eISiF ( /inet $1p patch. *7nask ox([a-f0-5}(8))/do ) {
780 style ifeonfi.

(satdr, Saask) + (51, 52);

Seack - Join(".", map( hex 5, Saask =~ /(..)/gs )i
conpute netaask (e, $aaskS;
et

£ Ignare interfaces that are loophack devices or aren't up.
Siface - °* 55 /\BLOPBACE\R/0;

Supes 15 /WP

)

e "Gt deteraine local 1P addressia” unless SLocall? and Stocalletsork;

£ 56t 05 dependent vartables.

oy (soh, T, T );
i (50'eq L ) {
§ 9P poltopotnt™; ST = "et;

S - SPTP - ST -
)

# farse the config template.

Stemplate <~ s/(\8w)/Su/gee;

# urite the temp file and exccste viund.

it (s0ebug) (
print sterplate;
Felse (

108 1 Metworking
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70. X over ssh

Run remote X1 applcations easy and securely withssh
Surprisingly few people realize that ssh is perfectly capable of forwarding
X1 wrafic. 1 X11 forwarding is permitted by the ssh server that you're log-
ging into, sarting X applications is as simple as:

robeflorian:~s ssh X catlin

Last ogin: Thy Sep 5 22159125 2002 fron florian.ob.ocat
Lo 200,38,

oS sepes &
) a8
robcatlini~s
As long as you're running X on your local machine, this will display xeyes
on your desktop. This eyes s acwally unning on cadlin, the machine we're
currently logged into. All X11 traffic is being encryped and sent down the
ssh connection that we're logaed in under and i displyed locally.

“The real work is done by ssh, which sets up a local X11 proxy server for you

robecatlin:=S echo SOLSPLAY
catlinizo.

X1 forwarding is normally disabled by defaultin openssh. To enable i, add
the following ine o your sshd_conig, and restart sshd:
Husfonarding yes
‘While xeyes isn' the most useful example of why you would want to do
thi, here are a couple you might find more interesting:
ethereal
Does packet capturing and visual analysis on a server at your coflo
e
Takes command of remoe X deskiops from your local terminal, as i
you were siting a the console
hrelim
Shows a nice graphical system staus for your server (or even several ata
ime)
To make X11 wraffc forward over ssh automatically, try seting this in your
~1sshleonfig
fonadas yes
‘With this opsion in effect, you won't need the -X switch any more. Com-
bine this with the ss1o script (as described in *Turbo-mode’ ssh Logins™
@), and you have a very quick way offiring offsecure, remote X11 jobs:

robeflortan:~S catlin ethereal 8
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LINUX SERVER HACKS 100 Industrial-Strength Tips & Tools

A competent system administrator knows that a Linus server
is a high performance system for routing large amounts of
information through 4 network connection. Setting up and
maintaining 4 Linux server requires understanding the ins

and outs of the Linux operating system and its supporting cast of utilties as

well as many layers of applications software. You'l find basic docume
online but there’s a lot beyond the basics that you have 1o know.

and this
s-on, real-world experience. This kind of
“Know how” is what we capure in Liniex Serter Hacks

only comes from people with b

Linu Server Hacks is @ collection of 100 industrial-strength hacks. providing

tips and tools that solve practical problems for Linus system administrators.

Every hack can be
for the right

akin just 4 few minutes bt will save hours of searching

Some of the hacks are suble, many of ther

them demonstrate the power and flexibility of 4 Linux syser
hacks devoted to wning the Linux kernel 10 make your sysiem un more
elficiently. using CVS or RCS 1o track revisions to system files, and using
monitoring 10ols 1o track sysiem performance. L Serrer Hacks
helps you manage large-scale Wely installations running Apache, MySQL
I part of 4 Linux system.

Youl find

and other open sou

Writien for users who already understand the basics. Linx Server Hacks is

built upon the expertise of people who really know what they re doing.

Hacking is “an appropriate application of ingenuity... Whether the result s
a quick-and-dirty patchwork job or a caretully crafted work of art, you have to
admire the clevemess that wentinto t.”

—Ercs. Raymond
NewHacker's Dictonary

&= Visit 0'Reilly on the Web at

| 1son 0-svs-oneer-s chn i www.oreilly.com
o Gotta Hack? Go to:

=
%
mi

9 7805967004613 e, O'REILLY®
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On the frst network's outer, set up a new unnel device:

# ip tumnel 304 greD mode gre resote 251.4.52.217 local 20.101.83.2 41 255
4 ip addr 24d 10.62.1.254 dev greo
3 1p Tink set greo 1p
Note that you can callthe device anything you like; gre0 s just an example.
Also, that 10.42.1.254 address can be any available address on the firs net-
work, but shouldn'c be 10.42.1.1 (the IP already bound to ts internal inter-
face). Now, add your network routes via the new tunnel interface:

© ip route add 10.42.2.0/24 dev gre0
“The first network s finished. Now for the second:

# 1p tumnel 344 greo mode gre remote 240.101.85.2 local 251.4.92.217 1l 355
# ip addr 34d 10.42.2.154 dev gee0
5 1p link set greo vp
2 1p route 364 10.62.1.0/24 dev greo
Again, the 10.42.2.254 address can be any available address on the second
network. Feel free to add as many ip route 3dd .. dev greo commands as
you need.

That's it You should now be able to pass packets between the two net-
works as if the Internet didn't exist. A tracroute from the fist nevwork
should show just a couple of hops t© any host in the second network
(although you'll probably norice a far bit of latency when crossing the 10
42.2.254 hop, unless you're really well connected). If you're having trouble,
check the notes in the IPIP example and don't panic. Your best friend when
debugging new neowork configurations is probably a packet sniffer like
tepdump o ethereal. Running a tcpdusp "proto \icsp' on both routers
swhile pinging wil give you a vry detailed overview of what's going on.
Tobring the tunnel down, run this on both routers:

2 ip link set greo don
# ip tumnel del greo
Seealso:

+ Advanced Routing HOWTO, http:/jwsww.tlpd.org HOWTO/
‘Adv-Routing- HOWTO/

+ Advanced Routing Tools (proute2), fip/fip.inr.ac.ruip-routing/

52. Using vtun over ssh to Circumvent NAT
‘Comect o networksogehes g vunand a sl shconnecton

viun is a user space wanel server, allowing entire neworks to be tunneled o
cach other using the fun universal tunnel kemel driver. Connections can be

Networking | 9
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Listing:t

ausrpen

e striet;
S

P T—
chonp shost;

wile)
open(L080, /proc/loadavg") || die “Couldn't open /proc/laadavg: $1\0";

iy Bloadesplic(/ /,400);
close(00);

print "omlo:;

print *shost: Siaad(0] $loal3) Sleo(2] at °, sealar(localtine);

print "o';

steep 2

)
‘When you'd like to have your titebar replaced with the name, load average,
and current ime of the machine you're logged into, just run (1. It will hap-
pily £0 on running in the background, even i you're running an interactive
program lke vim. If you have your titlebar already set to show the current
working directory, no problem. When you ed, the current working dircctory
i flashed momentarily, and then replaced with the time and load average
again. Need to see that dircctory one more time? Just hit Enter on a blank
line, and i vill flash again.

Now instead of spreading terminals around and completely covering your
deskiop, you can stack a pile of them togecher (leaving only your itebars
showing), and enjoy an “at a glance” view of how hard cach machine is
working. When you need o work on a machine, just bring that window o
the foreground, and immediately begin working, Of course, this i allavail-
able 10 you without installing a single piece of software on your local
‘machine

‘When you're fnished, don'tforget o killal1 t1 before logging out. O if
you're erminally lazy,wy this:
$ echo "KALall €1 > Jdevinall 21" >

P Logmt
“That will Kill all o your running  jobson logour, without even having o
finger. System adminiseraton justkeepsgetin e, docen's 2

120 1 Woniorng
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‘Colorized Log Analysis i Your Terminal -

Don'tbelieve me?
158 FILONRE FILOWE complete

(This of course assumes hat your lename has only one . n . Ifyou have a.
rdiculously long,lename.with. multipe.dots, consult man sort(1))

75. Colorized Log Analysis in Your Terminal

Vi yur o les i an e window inul, g
1f you find yourselfslowly going cross-eyed while looking at line afterline of
system logs, then you should consider using tools o help you organize your
Iogs. While'a properly configured syslog (as shown in *Stering syslog” s0)
gocs a long way toward logfil sanity, it can sill be a bit overwhelming o
siftthrough a mulki-megabyte fvarlog/messages looking for patterns

Just as a colorized Is can help identify types of files a a glance, a colorized
repis a handy tool for making patterns leap out o a sea of grey lines. There
‘are  number of X applications that willdo this for you, but why not make it
casy o view your colorized logs from the command line?

Save this as ~/binrcg (short for Regex Colored Glasses):

stuse/oinvpert
use striet;
s Tem: AUSIColor au(:constants) ;.

o Starget -+ O3

while (ry sarg = shift) {
oy r - ahitt;

i#((sorg +~ 72o1) | (13610) {
print “Ussge: xcp (rege] [color] [regex] [color] ..\
ity

)

£ Ugly, Tazy, pathetic hack here
i

Starget{sorg) - ewl(scln);
)

ny sust « geser;

(o)
Toresch my 5 (keys(starget) {
st

print;

)

Scrptig 1185
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Removing Unnecessary Sevcs.

Remove it from the boot process (either by removing it from the sys-
tem rc’s or with a simple chaod —x /ust/sbin/inetd).

telnet login, rexec, fip
“The remore login, exccution, and file transfer functionaliy of thse ven.
erable daemons has largely been supplanted by ssh and scp, their crypro-
sraphicall secure and tremendously flexible counterparts. Unless you
have a reall good reason to keep them around, i’s a good idea to climi-
nate support for these on your system. If you really need to suppor fip
connections, you might ry the mod_sql plugin for profpd (see *Using
profipd with a mysal Authenticarion Source” @9).

finger, comsat, hargen, echo, identd
“The finger and comsat serices made sense n the days of an open Inter-
net, where users were curious but generally well-intentioned. In these
days of sealth portscans and remore buffer overflow exploits, ruing,
extrancous services that give away information about your server is gen-
erally considered a bad idea. The chargen and echo ports were once
good for teting necwork conneciviy, but are now t0o inviing for a
random miscreant to fiddle with (and pethaps conneet o each other to
drive up server load quickly and incxpensively).
Finall, the identd service was once a meaningful and important source of
information, providing remore servers with an idea of which users were
connectin o their machines. Unfortunately, in these days o local root
explois and desktop Linux machines,installing an dentd tha (perish the
thought!) actually fes about who is connected has become so common
that most sites ignore the author information anyway. Since dentd is 3
notoriously shaky source of information, wh leav i enabled at all?

To eliminate unnecessary services, first shut them down (cither by running
sexvice stop in /etcircdiit.d, removing them from /etclnetd.con, or by
killng them manually). Then to be sure that they don't stat again the next
time the machine reboots, remove their entry from /etc/red”. Once you have
your system trimmed down t0 only the services you intend to serve, reboot
the machine and check the process table again.

1f you absolutely need to run insccure services on your machine, then you
should use tep wrappers or local firewalling to limit access to only the
‘machines that absolutely need it

Seealso:
+ “Creating a Firewall from the Command Line of any Server” )

+ “Setting Up Caching DNS with Authoriy for Local Domains”
+ “Using proftpd with a mysql Authentication Source” wes)

SorverBasics 1 5
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secury (continued) Keys, usefulnes of, 65

enhancing with non-standard logins, using for, 135-142
TIDs, 168 wrbo mode, 141
evaluating wsing /proc, 33 pori22, 89
s, enhancement of, 18 pore,forwarding, 146-145
history, learing (bash), 21 private keys, protecing, 150
name resolution and, 158 oy over, 65
seuid/srgid binarics, securiyof, 24
climinating, 23-25 sshagent, 1402144
semicolon () and Per one lners, 151 GUL running in, 144
send_arp. 128 sshoséape, 141
Sendmatl wealfc, securing with, 146
‘configuraion s, automatic viun,using with, 195
updacig, 37 X1l raffc forwarding over, 145
servrs SSLand nop, 129
isrboting load with ound-robin  sandard error
NS, 167 redinecting, 10
monitoring (s monitoring) standard ourput
updacig asynchronously, 73 redirecting, 10
servers.map e, 207 sudo, 2527
Serice,temoving unnccessry, 3 senud and, 27
setid and segid binarics, symiax, 2327
finding, 22-25 ‘roups, 26
setuid and sudo, 27 sers, 25
single (boot paramete), 7 syslog, 110-113
Sl 34 DNS logs and, 159
saves, 172 flering faclies and prioiis, 111
b, 4 MARK messages, 112
Snapshot backups, 78-83 protecting he syslog port, 113
snapshot-ype backups remore logging, isksof, 112
rotating snapshos, 79 syslogcont, 111
Sk rle, 20 sysem adminisraton
snice, 34 ‘awomated logout of e sers, 22
sockets Aelegation o responsibiltics, 25
deniying lisencrs, 3 environmen, replicaring across &
sockets and associated processes, nevwork, 149
dentiying, 115118 make, system updates using, 27
SQLAUKTypes, 179 necwork monitoring (see mnitoring)
SQLConnectnio, 179 processes, manipulaing with
Squid proxy, 91 procps, 34
st dinectory, CVS, 54 runaway processe,
ssH preventng, 35-37
VS, using for, 60 s, using for logins scross the
s, 6466, 139-148 nework, 139
backups wih tar, 64 useraccounes,cosing, 37-39
CVS and remare logins, 53 system administrors,

ey gencration, 140 sysem resource imis, secing, 35-37
Keys,compared o passwords, 140
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Runring o for Reak-Tme Network Stats

sootEgenini: =5 ntap -A -u ntop P Juse/localletc/ntep
21/sepr2002 20:30:33 Tnitializing GOBW.

20/5ep/2002 20:30:23 Started thiead (1636) for etk packet anslyser.
21/5ep/2002 20:30:23 Started theead (2051) for Lale hsts detection
21/56p/2002 20:30:23 Started theead (3076) for DNS addres zesolution
21/5ep/2002 20:30:23 Started thiesd (4101) for address e,

Plesse enter the passuard for the adnin user

Please enter the password sgan:

21/56p/2002 10730133 Admin vser passuond has been set.
Finally, run ntop as a daemon, and starc the SSL server on your favorite port
(4242, for example):

rootbgenini <~ ntop -u ntap -P Juse/Locsl/etc/ntop Me2e2 -4
By default, ntop will also run a standard hutp server on pore 3000, You
should strongly consider locking down access to these ports at your fire
wall, or by using command line iptables rules, s in “Creating a Firewall
from the Command Line of any Server” (49 Let ntop run for a while, then
connect to https/iyour.server here:4242/. You can find out al sors of detals
about what traffc has been seen on your network, s i Figure 1

Figure 1. mop will generate real-ime statstical graphs of your nevwork traffic

101 Montorng
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83. Restoring a Single Table from a Large MySQL
Dump
e 82 et or s sy bl o ahge mysakup

Like a good admin, you fithfully dump your mysql ables every nigh, and
save them to the flésystem in compressed form (presumably to be picked up
by a backup script laten). You probably have something like this runing in
cron on your darabase servr (or one ofisreplicaed slaves)

for x in “eysal e show databaes'; o

el $c | grp 9> o sl /. Gt RO
“This will cover you f anything catasteophic happens to your live database.
But if your database grows o an appreciabl size, doing partial rstores can
be diffcult. On a daabase with several million rows, your dumps suddenly
become massive piles of data that need to be sifed through. How can you
casily resore a single table out of a several hundred megabyte compressed
dump?

Here's a simple method using Perl. Create a scrpt called extracttable, with
this i

Suustinper s
€GN { Stable - snife Y )
rint i6 /Rcreste table $tablew/lo .. /create table (2IStable)\io;

o extract the User table from the dump of a database called randomab, try
something like this:

# 26at Nor/sponlmpsqldump) sandond 00208012 | extract-table Users > =/
Users.cmp.

Now you can restore your Users table with a simple:

& oysal. zondoad e “dzop table Users”
# oysal randond < ~/Usexs.dusp.

84. MySQL Server Tuning
Ty ese prcical s el ke your WSO s runa ficenty 2
an

Many Linux administrators find themselves suddenly the “DBA in resi-
dence” when there s nobady clse willng (or abl) t ake on the job. Many
people specialize in tuning and maintaining databases for a living and don't
touch sysadmin responsibiltesatal, and yet more than one Linux adminis-
ator I've known has been required to take on DBA responsibiliies with lt-
e training (and cerainly no increase in pay). While this hack won't tum
you o a DBA expers, ic will hopefully show you some practica stcps that
have helped improve performanc in real-world insallations.

nformation Servers 1 175
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Users can decrease their own limits, but not increase them (as with nice and
renic). This means that ulimits set in /ete/profile cannor be increased laer
by users other than roor:

sobdcatlin:trgs ulidt £ unlinited

bash liadt: canmot sodify Tinit: Oeration ot permitted
Note that nothing is preventing a user from creating many file, all as big a5
their ulimic allows, Users with this particular temperament should be
escorted t0  back room and introduced to your favorite LART. Or aler-
nately, you could look into introducing disk quoras (although thi i usually
less than fun to implement, f a simple seer talking to willix the problem).

Likewise, ulimit can limic the maximum number of children that a single
user can spawn:

robbcatlini=s cat > lots-o-procs
W vinpasn

export BNS(RN + 1)

echo ...

0

o

robbcatlini~s ulintt -4 10
robbeatlini=S /lots-o-procs

iots-o-procs: fork: Reseurce temorartly wavailable

Tobcatlings
“Thislimis the number of processes for  sngle usr across allterminals (and
back grounded processes). It has to be this way, because once a process is
forked, it disasociates itself from the controling termial. (And how would
you count it against a gven subshell then?)

One other very useful ulimit option s -v, maximum virtual memory size.
Once this ceiling is reached, processes will exit with Segmentation fault
(which isn'c ideal, but will keep the system from crashing s it runs out of
RAM and swap). If you have a particularly badly behaving process that
shows significant bloat (ike Apache + mod_perl and poorly written CGI
code, for example) you could set a ulimit (o act as an “emergency brake”
whilé debugging the real source of the trouble. Again, specify the limi in
Kilobytes.

3 1 Server Bascs
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Moniring Web Traffc n Rea Time with hptop

Usage: 50 [+ cformaty) [ crefresh secs»] [-b cbacktrack Liness] clogdr |

poth to.dog>
Valid forsats ave: #([ Join °, °, keys Hop Fields 1}
e

for ( eraths ) {
a5t 15 1 $specs
(R

ssaiolgos;
e Mo access_Log SARGU[) found.\e” unless -1 $specs

oy Sfle - Files Tadlsnen(
rane > S5pec,

lnterval = Sipiste / 2,
saxintenal - Spiate,
3l - Shackiracks

it > 1

Y or die "sspect $1°

oy 1ast update - tioe;
oy (Stine, o0 )3

§ Bscktracking.
wile ( stacktrack-- > 0) {
Tast unles $line - $filesreads
process_Line( $line,

)
-

Resttode £ ¥ Echo off.
print ETern("HOHE", "CL57); % ome & clear.
Tefresh_outputs

48 i Log.

while defioed( Sline - stile-sread ) {
0w - tine;

process_Line sline, $00x );

while ( sline « 1c Readtey(-1) ) {
Sshou Rl = 0 1 $shou hlp;
sceps{sline}(1150) 3f Seys(sline);
)

16 (ssboubelp +e 1) (
display heip;
Sabo helpes; 8 Dun't display help sgsin.

} 1516 ( S00u - Shastpdate > Spdate and not Sshou belp )

Slast_update + soou;
refreih output( $oow );
)

}
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To use public keys with an ssh server, you'll first need to generate a public/
private key pair:

§ sshokeygen -t 152

You can also use - dsa for DSA keys, or -t rsal if you're using Protocol v1.
(And shame on you f you are! Upgrade to v2.as soon s you can)

After you enter the above command, you should see something like this:

Generating public/private 153 key pair
Enter File in which Ko save the Key (/home/rch/.ssN/1d 1se):

Just hit Enter there. I il then ask you for a pass phrase; just hit enter twice
(but read the Security note below). Here's what the results should look like:

Enter passphrase (espty for no passphrase):
Enter same passphrase again:

Your ddentification has been saved in ome/ob/,s3h/id 153,
Your public key has been saved in /one/r0b/, 5734 153-pub.
The key Firgerprint is:

365367 18:94:00:06:31:36:29:58:3:80:0a:be robelocalhost

Thi created two file, ~/sshfd_rsa and ~/sshfd_rsa.pub. To us thi key-
pair ona server,ury this

5 ssh server “akdiz .ssh; chood 700 ssh"
5 scp L5sN/id_15a.pub servers.ssh/authorized keys?

OF course, substitute your server name for server. It should ask for your
password both times. Now, simply ssh server and it should log you in
automagically without a password. And yes,it will use your shiny new pub-
lickey for s, too.

16 that didn't work for you, check your file permissions on both ~/ssh/* and
server:-LsshI" Your private key (id_rs3) should be 0600 (and only be present
on your local machine), and everything else should be 0655 or bette.

Terriic. 5o you can now ssh server quicklyand with a minimum of fuss.Is it
posible to make it even quicker to connect to machines you frequently
touch? You be,just check out “Turbo-mode’ ssh Logins” .

Security Concerns

Some consider the use of public keys a potentialsecuriy risk. Afte al, one
only has o steal a copy of your private key to obtain aceess to your servers.
Whilethis i tue, the same s certainly true of passwords.

‘Ask yoursel, how many times a day do you enter a password to gain shell
access 10 2 machine (or scp @ )2 How frequently i it the same password
on many (o all) of those machines? Have you ever used that password in a
way that might be questionable (on a web sice, on a personal machine that

o 1 sn
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capture boards). The kernel that ships with most Linux distributions aims to
e complete (and safe) at the expense of possibly being less effcient than it
could be, by including suppors for as many devices as possible.

As your machine boots, take a look at the messages the kemel produces.
You may find it probing for all sorts of hardware (particularly SCSI control-
lers and Exheret cards) that you don't acwally have installed. Ifyour disci-
bution hides the kemel boot messages, try the dmesg command (probably
piped through less) o see what kemel messages were generated at boor.

To make your kernel boot quickly and at the same time climinate the possi-
bty that an unnecessary device driver might be causing problems with your
installed. hardware, you should trim down the drivers that the kemel
attempts to load tofit your hardware.

There are two schools of thought on managing kernel drivers. Some people
prefer to build a kemel with all o the functionaliy they need bult into it,
without using loadable kerel modules. Others prefe to build a more light.
weight kemel and load the drivers they need when the system boors. OF
course, both methods have their advantages and disadvantages.

For example, the monolithic kernel (without loadable modules) is guaran-
teed to oo, even if something happens to the drivers under /liblmodules.
Some admins even prefer to build a kemel with no loadable module support
atal, to discourage the possibility of Trojan horse device drivers being
Toaded by a random miscreant down the road. On the other hand, if a new
picce of hardware is added to the system, then you will need to rebuild your
Kernel t0 accommodate it

1f you use loadable modules, then you have enormous lexibliy in how you
load device drivers. You can alter the order that drivers load and even pass
parameters to various modules as you load the driver, al without rebooring,
The downside is that good copics of the modules must exist under /ib/
modules, o ele the system can't load ts drivers. When you build 2 new

nel, you'll need to remember to run a nake odules_install, and to keep
your kemel module wtiliies (lke modprobe and lsmod) up to date. Building
 kernel with loadable modules can also help if your monolithic kernel is too
large 10 boot (by loading extra device drivers after the kemel boors and the
filesystems are mounted).

Regardless of the method that you choose for your system, you'l need o
build a kernel with the minimal functionaliy that is required to boot. This
includes drivers for che IDE, SCSI, or other bus (maybe floppy disk or even
network card?) that your machine boots from. You will also need support
for the flesystem that your root partition is installed on (ikely ext2, ext3, or
reiserfs). Make sure that you build a kernel with support for the amount of
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96. Serving multiple sites with the same
DocumentRoot
Thtough creatve use of mod_renrit, seveal sies can share a DocumentRoot
andyet il appear 0 be ndependentses

Occasionally,itis useful for a couple of sites to share the same DocumentRoot
but have unique front pages. Perhaps you want to share a graphics of javas-
criptdirectory, but for some reason can't be bothered to set up an appropriate
Alias entry. Or maybe you need to be able to share most of a directory struc-
ture, but don’t wan to FollowSymLinks. Whateser your reason for needing a
‘common DocumentRoor, mod_rewrite il provide a solution.

Let's assume that you are running a sit called waww fuityum, and would
like 1o serve information about apples and oranges. You'e already had
much success with httpi/fuww fruit-yurapples and. hitp:/fowe.fruit yum
oranges, but you are suddenly bl to obain the much coveted apple.yum
and orange.yum domain names. You'd like to kecp the existing wwwfrui.
yum directory seructure for users who browse to directoris under your new
domain names (for example, to hip:/fwwvw.apple.yunorder o htpiw.
orange.yumag). but would like to delive a custom page to users who sim
ply browse to the front page (¢, hitp/wnw.apple.yum).

“This s no problem with mod_rewite. Let's assume that you already have a
VircualHost entry for wwnw it yum like this

cvirtuatiost *>
Serverane

uit.yn
Serveshdnin webmssteréfruit yum

DocumentRoet /honewhtdocs
Custonlog nomew/ L0gs/ccess_Log conbined
Errortog /home e logaertor1og
irtualhosts

Add a couple of new VirualHost entries for your new domains but with
Some additional RewriteRule lines

airtavost >
Serverhane wa.spples yum

Serverhdnin wetassterefruit.yun
Documentioot home wmhtdocs

Custontog home s 0gs/ccess_Log conbined
Ertorlog /hone snlos/exro 158
Reuitetrgine on

Reuritetule +/5 /hosentdocs/apples/index. sl

nformation Servers 1 201
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that are in the LISTEN state.and the programs that are lstening on cach
por.Ideally, you should be abe toreduce the output ofa ps ax to  page of
information o less (barring preforking servrs like hitpd, of course).

Here are some notorious (and ypically unnecessary) services that are
enabled by default n many disubutions:

portmap, rpc.mountd, rpenfsd
These are all part of the NFS subsystem. Are you running an NFS
server? Do you need to mount remore NS shares? Unless you answered
yes to cither of these questions, you don't need these dacmons running.
Reclaim the resources tha they re aking up and eliminate the potenial
security risk.

smbd and nmbd
‘These are the Samba dacmons. Do you need to export SMB shares to
‘Windows boxes or other machines)? If not, then these processes can be
safely killd.

automount
‘The automounter can be handy to bring up network (or loca) ilesys-
tems on demand, eliminating the need for root privieges when access-
ing them. This i especially handy on clent deskiop machines, where a
user needs 10 use removable media (such as CDs or floppies) or o
access network resources. But on a dedicated server,the automounter is
probably unnecessary. Unless your machine is providing console access.
or remote network shares, you can kil the automounter (and set up all
of your mounts satiall, in /etcftab)

named
‘Are you running a name server? You don't nced named running if you
only need to resolve network names; that's wha /etcfesol.conf and the
bind libraries are for. Unless you're running name services for other
machines, or are running a caching DNS server (sce “Setting Up Caching
DNS with Authorit for Local Domains” @), then named isn't eeded.

Ind
Do you ever print o this machine? Chances are,if i's serving Internet
resources, it shouldn't be accepring print requests anyway. Remove the
printer daemon if you aren’t planning on using it

inetd
Do you really need to run any services from inetd? If you have ssh run-
ning in standalone mode, and are only running standalone dacmons
(such as Apache, BIND, MySQL, or ProFTPD) then inetd may be
superfluous. I the very leas, review which services are being accepted
with the grep command grep -v “8 /ete/inetd.conf. f you find that
every service can be safely commented out,then why run the daemon?
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In the CVS passud fle, the lef hand entry is the CVS login name, followed
by the encrypted password, and fnally ending in an oprional system login
name t© map the CVS login to. If i is omitted, CVS will ook up the frst
entry in the system’s password file and use that. The encrypred sting i the
word anonymous.

To be absolutely sure that the anonymous user can't ever make changes o
the repository, add the line anonysous to the CVSROOT/readers ile under
your eposicory. This file flags any users contained with in it (e per line) as
read-only users

Now we want 1o tell CVS to never accepe regular system users under the
pserver method (to prevent wayward users from habitually using their sys-
tem logins with pserver) This is set up in CVSROOT/confg, under your
repository directory. Uncomment the ine that says Systeshutheno and then
only usersspecified in CVSROOT/pasuwd can login using pserver. Note that
this will have no effect on CVS users that use ext and ssh; they sill use sim-
ple flesystem permissions for access control, and never consult the CVS
passwd file.

Finally, we can tel the system to acually accepr pserver connections. CVS
doesn’t ever run as a daemon; it expects (0 be launched from intd. I uns
o port 2401, 50 dd the following lne to your etcservices:

prenver 201/tcp
And add this entry to etcinetd.conf.

prerver stresn tep roalt ot /use/bcvs cvs
Custot pserver

Substitute your repository's ditectory for fusrlocalfvsroot. Now just skill

HP inetd (and sec “Getting Sarted wich RCS” 23 if you don't have skill

installed) and away you go.

R ——

Using a Remote pserver

o test your new anonymous reposiory, frst set your SCVSROOT environ-
ment variable to thi:

perve:anenymusyousmchine hre: st local cvstont
Before you can do a cvs checkout, you'l first need to login o pserver with
cvs_Login. When prompred for a password, enter anonymous. Now proceed
with cvs checkout. madule, and you should see an upate as normal, Verify

that you can's perform a cs checkin, and you're ready to publish your anon
ymous CVS details to the world.

8 1 eviion ontrol
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oy (Rlogs, icluded, efiles, og2ip);
oy Saate = “date XV chom Ste;
push efiles, sconf;

for scont (8files) {
open(COW, “cscont) || die “Camot open config file conf: S

e (o)
chomp;
next 16 (15112803

58 (/(Transfer|CustenlErzon)teghss (15 (154)78) €
Slogsise}or;

e ————
Ao

e

ol

;

]

close cow;
)

for ey Slogfile (sort keys Tlogs) (
Slogfile + “Sserver ot 8 ogeile
rename(slogfile, “slogfile.séste");
gy “sitle o

nless (slogfile

1

systen("Sserver_toot/bin/spachect]. restart”);

for my slogtile (egzip) (
systen("grip Slogfile");
systen("chgrp 3g1d Slogitle.gz");
Systen(-chacd 6 slogFile

)

93. Generating an SSL cert and Certificate Signing
Request
Mok an S5 key, R, and et o e with s
I order to use Apache with mod_ssl or Apache-s, you'll need a certificae
signed by a rused Cerificate Authory. In this example, well ssume that
you're generating a cert to be used at hipspropaganda.discordiaers. To
enerate  key with OpensSL:

haghardefnord: /certs$ openssl genrsa S12/3004 \
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RewriteCond MREQUEST RI) 1. i 190 gl tgr1g2)5

ReuriteRule /(.%) bt/ /XHTTP_HOST 808751 (7]
“That ] at the end of the RewriteRule line means proxy. This will cause the
lightweight Apache to make a connection to the dynamic server running on
8088 and make the request as if the clent iself had made it. When it
receives the reply, it passes it along o the clent as if it had served the
request itscl. As far as the clent s concerned, there s only one web server:
the rally fast one running on porc 80. And as long as the site defnitions for
this site in both apache installaions point to the same DocumentRoor, this
method will work justfne.

1 your application uses cookies, you should also add a ProxyPassReverse
line just above the rewrite rules with something like this:

Pronypasseverse / hetp:/3{HTTP_WOST) 8088/

“This tells Apache to translate hutp headers when proxying, so that cookics
gt propagated from the application server o the client as they should.

16 you have the hardware for it you could help distribuce the load by using
one machine for the proxy serve and another for the applicaton server. In
hat case,try ules ke this:

Prosypasskeverse / httpi/fyour spplication.server.here/
Rewritebrgine On

RewriteCond H(REGUEST RT) 1. g9 gl 215208
Reuritehule /(%) hip:/lyour ppication.server.hresst (7]

Of course, with muliple physical srvers, you'll have to keep your flesys-
tems in sync (see “Keeping Parts of Filesystems in sync with rsync” ), or
else people will see conflicing pages every time your site gets updated. If
even two servers aren't capable of seving ll of you dynamic content, take a
look at “Distributing Load with Apache RewrteMap” 69 for one method
of spreading load across as many application servers as you lke.

99, Distributing Load with Apache RewriteMap

‘Scale to any number of web appcation servers with RewriteMap
As we saw in the previous hack, it is possible to transparently serve content
from any arbitrary web server using mod_proxy and mod_rewrite. Rather
than using an extemal redirect [R], the proxy target (P) makes the content
appear to come from the server from which the client originally requested
content, without changing the URL line in the client browser. As we saw
earlier, one application of this technique is to spread the load of serving
pages acros wo machines, making it posibl o erve many more his tham
4 singh machine can handle

206 1 formation Sorvers
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sastaerssaccessed(Slevel}1004;
Sototalonsefiles(slevel);
satotalo-safiles(slevel)
Slastlerel Slevelon;

prinee( e
PrintA(* Total 484 Xb %54 383 1 %50, asize, Sutotal Sasize, total)
)

et

sub vanted {
(300 $in0sn0de Sk ik, $01d, S50, Srde $size) = 1512t (5.0);
seodeiat(W );

sacceint(A );

foreach slevel (Blevels)

1F (SmodcrSlevel) { Sovdified(slevel}satsize; safiles{slevel}ss; Last; }

)
foresch slevel (levels) (
16 (Saccerslovel) { Saccessed(Slevel}ustsize; Sofiles{slevel}os; 1asts }

)
Printe("as T4 64 ", Sod, acc, size, ) 16 (Sverbose);
)

63. Cheap IP Takeover

Aocompish P akeover wih g, bash,aa sinple networ iy
Dirccting traffc to one of several machines is faily sraightforward when
using round-robin DNS, as discussed in “Distributing Server Load with
Round-Robin DNS” . But what happens when one of those servers
becomes unavailable? Here's one scheme for monitoring the health of
another server and standing infor it i it fails.

First, we need to make a distincrion becween the server's “real” IP address,
and the IP (or IPs) that it actually serves public content from. For this exam-
ple, we'll be referring to two servers, Pinky and Brain. Pinky uses the IP
address 208.201.239.12 for is *real” IP on eth0, and also has an [P alias of
208.201.239.36 on ¢th0:0. Brain uses 208.201.239.13 on eth0, and 208,201
23937 on eth:0. If you've never used IP alascs before, here’s the very
quick HOWTO:

+ iHcani et
Voila, you have another IP address (1.2.3.4) bound to eth0, caled eth0:.
You used to have to specifically compile P aliasing nto the kernel, but this
opion seems to have gone away in recent kemels and is apparently on by
default. One important thing to remember about IP aliass is that i the
interface to which it s bound (in this case, eth0) i ever brought down, then

1 Monioring
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Be sure to use meaningful log entries, because you won't remember swhat
you meant by “made a couple of edits” in six months, when your code sarts
doing strange things.

I you have trouble checking anything in or out, you've probably forgorten
the -1 (on co) or -u (on ci) switch at some point. You can usually st over
by making a backup copy, then checking the fie back out again, and copy-
imgitback, assuming that you've just edited sysog.conf

sootecatlin:/etcs ci -u syslog.conf
Syslog.cont,v <. syslog.cont
L syslog.conf,v: o lock set by root
Costacatlin: etes

Uh-oh. Beter back it up and start again from scratch:
rootbeatlin/etcs cp syslog.cont syslog.cont backup
Soothcatlini/etct <o -1 sysiog.cont
Syslog.cont,v <> syslog.cont
revision 1.4 (ocked)
done
rootbcatlins/etcs cp syslog.confbackup syslog.conf
rootecatlin:/etcs el  syslog.cont
Syslog.cont,v <. syslog.cont
new revision: 1.5; previows revision: 1.4
enter log sessage, teminated sith singie "." or end of file
5 comented aut the FIFO Line
e

We'll se some more fun things todo with RCS n the next couple of hacks.

24. Checking Out a Previous Revision in RCS

Saveyoursellwith RCS revisarns
Inevitably, you will break things so horribly that you have no hope of get-
ting them back again. Suppose you've just done a complicated cdit o your
hitpd.conf, and you gt the error message that strikes fear (and occasionally
heartburn) in the heart of admins everywhere:

Lotecatlin: s Localapche o . bapachct] xestart

Spachect]. restart: htpd ot umirg, trying to start

Sachectl restarts heepd cold ot be startes
Oh, dear. What have you done? With the web server down, people aren't
cven getting, your friendly 404 page, they're sceing Connection Refused
errors. You could dig into htpd.conf desperately with v o figure out exacly
what you (or perhaps the admin before you) did to deserve ths.

% 1 Revision ontrl
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35. CVS: Keeping CVS Secure
Ptciog our s adyu ot b Y

Remote Reposiories
1f he repository is on the local machine, both access and security are fairly
straghtforward. You can set the SCVSROOT environment variable to the
oot directory of the CVS repository, or call checkout with the -d directory
option.
If the reposicory is on a remote machine, it is necessary 1o tell CVS which
machine it is on, and what method wil be used o access the machine, There
are several methods avalable, but for security and simlicity, I prefer to use
SSH. The syntax for delining a temote SCVSROOT is :method: [user]:
[password]elhostnane port ] ]:/path/to/zepository. For example:
extJennevs. xanpl.conau: st local/csroot
(Note that info cvs disagrees slightly with what my copy of CVS actually
does. 1 have included the syntax that works for me—a colon between the
hostand the path. Use the syntax that works on your system.)

Touse SSH, we use the ext method. This method uses an extemal10-CVS rsh
o rsh-comparible program to communicate with the CVS server, To tell CVS
0 use SSH instead of rsh, et the environment variable SCVS_RSH to SSH.
Ensure that SSH is set up on the server and on all clents, that SSH keys are
generated and that users have usernames and passwords on both machines. If
the usermames are the same, the user@ partof the CVSROOT sting is not
necessary. I a standard SSH port is used, the port i not necessary.

exaple.con a0 us/loca cvoot checkout sampleccodes

Permissions.

The files in the reposiory are all read-only. Permissions to those fles
shouldn't be changed. To control access, use the directory permissions.
Most administrators make a group for the people who should have access to
the module, and ensure that the group has write accessfor the directry.

1f using a remote repository,se the roor ditectory o the module setgid to
ensure thatal directoris beneath it are made with the corrct permissions.
16 using a local reposiory, SCVSUMASK can be se to control the permis-
sions offiles and directories i the rpostory.

Developer Machines

Securing the project involves sccuring the reposiory and sccuring all
. checked out copies—ypically your developer’s machines. I not enough to
ensure. that the repository is safe and all wansmissions are properly

% 1 Rovison Conrol.
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4 208.200.220.5 26,456 o5 22,8 w5 35,752 w5
5 206.24.221.217 26,174 % 20.077 v 26.344 %5
© 206.24.210.62 26.484 s 27851 w5 25.015 w5
7
i

206.24.226.101 104,22 %5 114,278 %5 108,575 w5
206.24.238157 99.978 v 99.028 w5 100,976 %5

9 206.20.238.26 103,749 5 101.416 s 101.09 w5

10 216.169.66.132 102,426 75 104,222 75 98,675 75

111216133.98.19 99.985 s 99.618 s 103827 w5

12 216.35.210.126 108,075 1 103247 5 106,398 5

13 64587741 107,229 1 106285 5 10165 %5

“This means tha any server processes running on clent are now fully available
0 the Intemet, at IP address 208.201.239.33. This has happened all without
making a singlechange (.. port forwarding) on the gateway 10.42.3.1

Here's what the new tunnelinterface looks like on the client

rootaclient =8 ifcontig twno
€un0 Link encapPoint.to-Faint Protocel

Inet 344r:208.201.239.33 7191208201 239.32 Mask:255.255.255.155
UP POINTOPOINT FUANING MULTICAST HTU:1500 Hetric:1

RK packets:39 extors:0 dropped:0 overtuns:0 frane:0

T pckets 35 ertors:0 dropped:o overruns:0 carrier:0
collisions 0 tuuevelencio

R bytes:2220 (2.1 10) TX bytes:iseo (1.5 K6)

and here’ the updated routing table. Note that we sill ned t0 keep a host
route to the tunnel server’s IP address via our old default gareway, other-
wise the tunnel raffic couldn'tget out

roothclient:~s route
Kemmel 17 routing table

Destination Gatenay Gerassk Flogs Metric Ref Use Iface
206.201.239.5 10.42.3.1 255.255.255.255 0GH 0 0.0 etha
206.2011239.32 + 255.255.255.255 M 0 0 0t
10,402,310 * 255.255.155.192 0.0 0 0 eth2

10.0204.0 * 255.255.255.152 0 0 0 0 etho
Loophack * 255.0.0.0 0000 lo

default 208.201.339.32 0.0.0.0 G 0 0 0 tund

“To bring down the tunnel, simply killthe vund proces on the client. This
willrestore all necwork setings back to their orginal state.

“This method works fine, if you trust viun to use strong encryption and to be
free from remote exploit. Personally, I don't hink you can b t00 paranoid
when it comes to machines connected to the Internet. To use viun over ssh
(and therefore rely on the strong authentication and encryprion thatssh pro-
vides) simply forward port 5000 on clien to the same port on server. Give
thisa oy

roateclients~# s5h -§ - -c blowfish -C -L5000:Localhost:5000 server

traceraute -n yahoo.con
tracersate 1o yahoo_con (54.58.19.130), 10 hops mx, 40 byte packets

Networking | 103
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“This will keep a copy of th ~rootisix directory on village n sync with what.
everis present on ben/homelsi'.

By default, rsync wil only copy files and directorics, but not remove them
from the destination copy when they are removed from the source. To keep
the copies exact, include the -delete flag:

Sixbjomer:-/public_hals Tsync -ave s --delete greendone:-one/eports
Now when old reports are removed from ~onc/reports/ on greendome,
they're also removed from ~six/public_htmlreports/ on jammer, every time
this comman is run. 1f you run a command lke this in cron, leave offthe
v switch. This will keep the output quiet (unless rsync has a problem run-
ning, in which case you'll rceive an email with the rror outpu).

Using ssh as your transport for rsync traffc has the advantage of encryping
the data over the necwork and also takes advanage of any trust reltion-
ships you already have established using ssh clent keys. For keeping lage,
complex directory structures in sync between two machines (especially
when there are only a few differences between them), rsync is a very handy
(and fas0) ool to have at your disposl.

Seealso:
* manrsync
* “Quick Logins with ssh Client Keys” w6
+ “Using ssh-Agent Effctively” e
+ “Automated Snapshot-Style Incremental Backups with rsync” )

39. Archiving with Pax
Mk s, pral arhives usngpox

pax stands for “poriable archive exchange,” as it was designed specfically to
allow porcability berween different versions of Unis. There’s also a bit of
Wiy humor in the name, as pax attempts (o bring some “peace” to the long:
standing batdle over which is beter: tar or cpio. The pax uilty can be used
o create eithe type of archive, and during a restore, it automaricaly deects
the type of archive for you. We'l strt with some examples of basic pax
usage,then move on to some fancier suff

Creating Archives

To back up the contents of your home directory, invoke write mode using
the wswitch:

@
pox -t hone pax

% 1 Backps
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How to Become a Hacker

“The Jargon File contains a bunch of definicions of the term “hacker,” most
having to do with technical adeptness and a delight i solving problems and
overcoming limits. If you want 0 know how o become a hacker, though,
only two are really relevant.

“There is a community, a shared culure, of expert programmers and et
working wizards that traces ts history back through decades to the firsc
timesharing minicomputers and the carlest ARPAnet experiments. The
members of this culture originated the term “hacker.” Hackers built the
Intemer. Hackers made the Unix operating system what i is oday. Hackers
run Usenet. Hackers make the Web work. 1f you are part of this culture,if
you have contributed to it and other people i it know who you are and call
youa hacker, you're a hacker.

“The hacker mind-set is not confined to this software-hacker culture, There
are people who apply the hacker attude to other things, like electronics or
music—actually, you can find it at the highest levels of any science or art
Software hackers recognize these kindred spirits elsewhere and may call
them “hackers™ too—and some claim that the hacker nature is really inde-
pendent of the paricular medium the hacker worksin. But in the res of this
document, we will focus on the skills and atitudes of software hackers, and.
the traditons of the shared culture that originated the term *hacker.”

“There is another group of people who loudly call themselves hackers, but
aren't. These are people (mainly adolescent males) who get a kick out of
breaking into computers and breaking the phone system. Real hackers call
these people “crackers” and want nothing to do with them. Real hackers
‘mostly think crackers are lazy, irresponsible, and ot very bright—being
able to break sccuriy doesn't make you a hacker any more than being able
10 horwire cars makes you an automotive engineer. Unfortunarely, many
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Clean up the ownership and permissions o these directories:

rootgenini/var/naned/ a11¢ chown roo.root -
Cootegenini/var/naned/ 3115 chaod 075 -
Coctbgenin/vax/naned/ 1116 chon namednamed vaz/nsmed/ dstal
Sootbgenini /o naned 3114 chaod 0700 vax/naned/data/
Teotbgenini- ot naned/ 3114 chon named.named v/ run/
1fyou're using syslog for your DNS logs, you'll need t0 add a switch like this to
your syslogd startup . It will el syslog.tolsten on that socket as well (which
s needed since the system’s /dev/log won'tbe reachable rom inside the jai):

Syslogd -n 0 -3 Macinsmeds$aibsdenrlog

If you're using filesystem logs, you won't need to change your syslogd con-
figuration. Jus be sure that the log fles are writable by the named user, and.
that your log directory exists under /var/namedjaill

Finall, fie up named, pasing the usermame, chroot directory, and inital
configuration file on the command line:
otsgenind: =+ use/sbin/rsned - romed -t arinsmedail \
e etcinmed.cont

16 youe named docsn'e st clanly,take a ook atth system’s arlogsyslog
or farlog/messages, and track down the source of the wouble. It can be
ricky 1o be sur thatyour permissions e all what they need to be. Here's 3
sample recursve s output from a machine with a rnning chroot'd BIND:

Sootegenini: var/maned/ 3118 15 18

fotal 12
dnar-xr-x 2 o0t 100t 4036 Sep 20 12:45 v/
ez xa-x 2 oot oot 4056 Sep 20 13:08 etc/
iz xa-x 5 oot soot 4096 Sep 20 13:08 var/

3 zo0t zoot 1, 3 201 17 1904 rall
3 ro0t soot 1, 8 Dec 11 1995 randon

root 1017 Sep 20 12646 Localtine
oot 1381 5ep 20 13:08 raned.conf
Toot 77 Sep 11 04:22 e key

ar:
fotal 12

dnar-xz-x 4 zoot. soot 4056 Sep 20 53:01 ramed/
iz x1-x 2 raned faned 4096 Sep 20 13035 Tun/

-
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Working with muldple application servers can be ticky business. Obvi-
ously, you'll need to keep your ilesystems in sync, using NFS or possibly
rsync, a discussed in *Constant Load Average Display in the Titlebar” ws,
But even the best planned server schemes can sometimes go awry. What
happens if you notice an Intemal Server Error that goes away if you click
Reload? One of the application servers has developed # problem, and there's
0 way 10 tll which one is having trouble (without consulting the crror log
on every machine). Here's a handy rewrie rule that wil let you sclect which
application server to steer  particular request:

Rewritecond XQURY_STRING) appserver
RewriteRule ~/(.%) Retp://3s areillynet conss [7,1]

Now you can select a particular application server by adding 2 query string,
o the URL in your browser, like this:

etp: . oxedllynet con/sme/path Pppserver-sma
“This will help you quickly track down the server with the problem. Com-
bined with front-end proxy servers, round robin DNS, and replicated data-

bases, this makes a very sraightforward configuration that will scale to very
large installations.

See Aiso:
+ Apache mod_ewrite documentation at hifp/hitpd.apache.orgidocsimod/
‘mod_rewritehtml

« Proxy Server Hack
* “Using rsync over ssh” o

« “Distributing Server Load with Round-Robin DNS” )
+ “Sexting Up Replication in MySQL" oy

100. Ultrahosting: Mass Web Site Hosting with

Wildcards, Proxy, and Rewrite

Suport housands o el web seners wihu ing  ger
Suppose you have a large private network hiding from the Internet behind a
NAT router. Your nework layout ooks something ik Figure 5.
You want to be able toallow anyone on your private nevwork t set up their
own web server. But ke all good network administrtors,youare smart and
lazy and don't wan to fiddle with updating forwarding rles on your firc-
wal eery time somcone necds to make a change. Through the carefl use of
named viroal hosts, mod_proxy, and mod_rewrite, you can reduce the
administative overhead of your entire network to simple DNS. updtes.

208 1 iformatin Servers:
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0 get an actual serial console (that you can log in on), you'll need to
add a line to etcfnitab that looks something like his:
S1:1235:respan sb/agetty 15200 1950 vEi0o
nosmp.
Disables SMP on  kerne s0 enabled. This can help if you suspect ker-
nel rouble on a muliprocessor system.
Defines the otal amount of avalable system memory. Sec “Using Large
Amounts of RAM” 2.
Mounts the / partiton read-only (this is typically the default, and is
remounted read-wiit aer ock runs).
Mounts the / pardition read-wrie. This is generally a bad idea, unless
you're also running the nit hack. Pass your ni lne along with v, like
this:
[
o climinate the need for all of that slly mount. -0 xemoont, ow / suuf in
“Forgoing the Console Login” (. Congraculations, now you'se hacked
ahack

You can also pass parameters for SCS! contollers, IDE devics,sound cards,
and just about any other device driver. Every driver is different, and typi-
ally allows for setting IRQs, base addresses, pary, speeds, options for
auto-probing, and more. Consult your online documentation for the excru-
ciating details.

Seealso:

+ man bootparam
« stlsrclimu/Documentation/”

4. Creating a Persistent Daemon with init

Mk st your process say 9, o mater it
“There are a number of scripts that will automatically restart a process if it
exitsunexpecedly. Perhaps the simplest is something lke:

Sl : 5 do echo "R some code here..." sle 35 done
16 you run a foreground process in place of that echo lin, then the process i
always guaranteed to be running (or, a least, it will try to run). The : sim-
ply makes the while always execute (and is more effcien than runing /bin/
e, as it doesn't have 10 spawn an external command on each teraton).
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index-233_1.png
o, logging of debuginfo o, 112
fle command, 67
e deserptor, 10
e deserptors
39, 11
closing. 11
flenames
specialcharactrs i, handing, 15
fles
associated processes,
finding, 115-118
breaking into aebitrary
chunks, 153-155
reassembling, 154
immucbily g, setting, 17
immutbe,creating in exe2ext3
Flesysems, 17
rsync and synchronization across
neawork, 73-78
securiy, enhancing, 18
flesysem
‘monitoring changes to,
Hlesysems
150 (CD-ROM data formao), 84-86
ind used with args, 17
finger, 5
fnger, securiy, 23
frewalls, 87-90
acces,seting truscevels, 88
forged packers, blocking, 90
fip. 5
mimicking with Apache, 191-193

24126

6

Ge

cric Routing Encapsulation
(GRE), 95

soogleseripr, 122

pm, securey, 23

CRE (Genenic Routing.

Encapsulaton), 95
srep,colorizing ourpur, 155
rep v~ Jechnetd conl, 3

hadks, 5
hdparm, 4345
ol resources, 45

hdX= (boot parameter), 7
High Avalabilty Linux projec,send_
arp iy, 128
hisory command
clearing your istory (bash), 21
home direcory,backing up. 66
ost, acces by, sxing, 88
hupd.cont
isplay of fll lename inindexes,
configuration, 185
hetpd con, diagnosing probles with
RCS, 48
huprop. 131-1
equired Perl modules, 132

i immutable s, chaer and s, 18
IDE hard drives, performance
optimizaton, 43
e, 5
IDefin, 186-158
1Module, 186, 187
inbound portscans, blocking, 92
incremental backups using pax, 70
inctd, 3
inctd con, 3
CVSand, 62
information servers, 157211
(seeako Apache)
(sce ko BIND)
(see also MySQL)
nic
Creating persistnt daemons
using, 810

init, 9

initab, 9

el Physical Address Extension (PAE)
mode, 42

SINT_IFACE, 91

1P masquerading, 90
1P unneling, %
. 95
PP wncling.

GRE, compared to, 98
iplimi pach, 92
puables

custom chain, using in, 94
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You can jump inco any number of custom defined chains and even jump.

between them. This helps 1o isolate ruls that you're developing from the

standard system policy rules, and enable and disable them casily. If you
want o stop using your custom chain temporarily, you can simply delee the
jump from the INPUT chain (rather than flushing the entire custom chain):

rootemause:~8 iptables -t filter -0 IWUT -3 fun-Filter
1f you decide to delete your custom chain, use -X:
rootemuse:“¥ iptables X fun-Filter

Note that there can be no references o your custom chain if you try
delete it use -F o lush the chain irst f there are sl rules refering to your
chain,

anyrere anyere G 11:22:33 A BB CC
Snyuhere snyhere WG OE:AD-BE G G012
Sryuhere aryuhere MAC 00:22:4A FAICAIDE refect with 1cmp-host-

When properly managed, even the most complex iptables rulesets can be
casily read, if you use inuitively named custom chains.

Seealso:
+ “iptables Tips & Tricks” e

50. Tunneling: IPIP Encapsulation
1P e withthe Lo P iver

1fyou have never worked with IP tunneling before, you might want to take &
ook at the Advanced Router HOWTO before continuing, Essentially, an IP
tunnel is much like a VPN, except that not every IP tunnel involves encryp-
tion. A machine that is “tunneled” into another network has a virual incer-
face configured with an IP address that isnt loca, but exists on a remote
network. Usually, all or most) network trafic is outed down this tunnel, o
remore clients appear t exist on the necwork servies, or more generally, o
connect 10 any two private networks together using the Internet to cary the
wnnel raffc

If you want o perform simple [Pwithin-IP_cunneling beween two
‘machines, you might want o try IPIP.Itis probably the simplest tunnel pro-
tocol available and will also work with “BSD, Solais, and even Windows.
Note that IPIPis simply a tunneling protocol and does not involve any sort
of encryprion. It is also only capable of unneling unicast packers; if you
need 0 wnnel multicast traffc, take a look at GRE tunneling in “Tunnel-
ing: IPIP Encapsulation” e,

% 1 Networking
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But what happens when we try tossh from homer directly to bart?

robecaligula:~S ssh bomer
robenaner =5 s5h bart
Soosbart's passwo:
“This is where ssh-agent comes in handy. Rather than expose your private key
0 unnecessary risk by placing a copy on al of your servers, simply starc the
agenton your local machine like this:
robecaligular™s el “ssheagent”
Agent pid 8150

“Then add your default ssh keys with the ssh-add command:

robbcaligular=s ssh-add
dentty added: /home/rcb55h/1d 53 (/hame 10/ sh/id_x53)
Ldentity added: /hone/1ob/ 554 (/o101 3/ id 653)
dentity added: /hone/rob/sshidntity (robbcliguls)
You'l also need to check that homer, bare, and lisa are configured o for-
ward agent requests along, This is usually denied by default, bu is con-
olled with a line lke this:

Fonardigent yes

in your ~Lsshiconfig o ustflocaletcssh_confg file. You can also specify it
from the command line with the -A switch

Now, when you ssh from homer directly to bart, homer wil first ask your
agent forany available credentals. Likewise, shing from bartto lsa will frst
cause bart o check with homer, who will forward the request back to your
agent again. This makes it casy to skate from machine to machine very
quickly:

robbcaligula:™s ssh honer

robthoner:=5 ssh bat

oS s3h lisa

Toinars
Congratulatons. You now have very simple network navigation, without
the worry of giving away your private ssh keys. Even copying fles between
‘machines (with scp) i faster and easierthan before.

But what happens i you have no opportunity to start an agent in the frst
place? (This i requently the case if your login is  graphical XDM prompr,
orif you'ee running, 05 X.) Fear not. At least, not before eading *Running
thessheAgentina GUI e

Surely, there is no way t0 make it even faster and easie 0 59 t0 2 machine,
without making it less secure. OF i there? For the answer, check out
“Turbo-mode’ssh Logins” o1,
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certain that everyching els i in order (especially your /etcimy.cnf variables).
You have been wamed!

Step 1:Buid glb. Download the glibe source code from hip:/fusww gnicorg/
softwarefibclibe him. The last version as of this writing is glibe 2.25.
Also pick up a copy of linuxthreads to go along with whichever glibe you
download.

Expand the glibe archive, and instll the linuxthreads module (as per the
instructions in the glibe distribution). Next, follow the hacks suggested at
hitpiwwsemysql.comfdoclen/Linus. him, including:

« sysdepstuniisysulime/bitslocal_lim.h set PTHREAD_THREADS_MAX
104096

+ limuxthreadshnternals h set STACK_SIZE t0 256 KB

Now, when running configure, include this switch: --prefix-/ust/local/
g1ibc-2.2.5. This will build glibe into its own directory, rather than replace
the system’s existing glibe. This is critical when running sake install, as
attempting o overwrite 3 running system’s glibe will typically resulf in
library soup! A broken libe s difficult to fix without satially built system
tools and a boor disk, and 1 don't recommend atempring it unless you have
time on your hands (and a full backup of the machine you just broke).
Building glibe t© an altemate directory (ke /usrflocalfglibe-2.2.5) neatly
sidesteps the problems of upgrading the system’s libc.

Now build glibc and instal it 1§ all went wel, you shold have a shiny new
glibe installed o fusvlocallgibe-2.2.5/

Step 2 The Kemel. Make the following changes to your kemel source tre:
« includeflimex/limits.hset NR_OPEN t0 4096
+ includeflimaxif.hset INR_OPEN to 4096

Now rebuild your kel (and modules), instal the new kernel, and reboor

Step 3:Buid a New MySOL. Download and unpack the MySQL source tree.
‘When you run configure, include the --use-other-1ibc-/usr/local /glibc-
2.2.5 switch. This willlink mysal against your new gibe instead of the sys-
tem's glibe. Now build and install MySQL as normal

Step 4 Expand the Maximu Filhandies at Boot. Add the following line o
your etcrcdir.local (or orher part ofthe boor sequence, before safe_mysqld
runs)

echo 65536 > Jproc/sys/fsfilennax

nformation Servers 1181
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22. hdparm: Fine Tune IDE Drive Parameters
et e bt possie erformanca o yur 0 Radare

If you're running a Linux system with a least one (EVIDE hard drive, and
you'se never heard of hdparm, read on.

By default, most Linux distributions use the default kernel parameters when
accessing your IDE controlle and drives. These sertngs are very conserva-
tive and are designed o protect your data at all costs. But as many have
come to discover, safe almost never equals fas. And with large volume data
processing applications,there is o such thing as “fast enough.”

1 you want to get the maost performance out of your IDE hardware, take a
ook at the hdparm(8) command. I will not only tel you how your drives are
currenty performing, but willlt you tweak them to your heart's content.

1t is worth pointing out that under some circumstances, these commands
CAN CAUSE UNEXPECTED DATA CORRUPTION! Use them at your
own risk! At the very last, back up your box and bring it down to single-
user mode before proceeding,

Le's begin. Now that we're in single user mode (which we discussed in
“Forgoing the Console Login” @), e’ find out how well the primary drive
is currenty performing:

[P,
You should s something ke

sdeurts:
Tining buffer-cache reads: 126 4 i 1,34 seconds -95.52 MBsec
Tining buffered dis reads: 64 6 1 17,86 seconds = 3.58 18sec
‘What does thistll us? The -T means o tet the cache system (i.., the mem-
ory, CPU, and buffer cache). The -t means to report stats on the disk in
question, reading data not in the cache. The two together, run a couple of
timesin a row in single-user mode, will giv you an idea of the performance
of your disk /0 system. (These are actual numbers from a PI/350/128M
RamVEIDE HD; your numbers will vary)

But even with varying numbers, 3.58 MB/scc is pathetic for the above hard-
ware. 1 thought the ad for the HD said something about 66 MB per sec-
ondb? What gives?

Let's find out more about how Linux is addressng this drve:
5 g sieunis
séeurs:

mltcount « 0 (off)
110 suport = 0 (default 16:1)
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ile(@) {

ST (Ao AN\ 5 (AN NGB0
£ ine atonts;

Shost(51) 11 getrsthyodn (s, 47 ) [ 55

S5 ine_stonts2);

Shst{53-11- etrosthyode(s, 47 ) 1] 25

print “Shostsh) > Sast(52 | 5

)

$Halplaserylfor)- (VBN

next unles 30;

i

5 s g

54 1= srACwe)chr(hex(s)ges

print “sqs

S0

}

)
Lcallth scrpt go-ogle. This will run an ngrep looking fo any GET or POST
request that includes search or find somewhere in the URL. The results ook
somerhing like this:

@ ogle anlie.

caligula.ocat et - e gougle.con ¢ o'reilly mac 05 x conference

caligula.ocat et - 1. searchvip.scd.yahao.con <+ ork msi $55

iberius. ncat et - aliavista.con - babel fish

caligla.ncat net - 166140, smazon.con : Brazil

Hivia nocaturet o> 66.16112.119 ¢ Taxt
1 will unescape encoded strings in the query (note the * n the google query
and the $S5 from yahoo). It will also convert P addresses to hostnames for
you (since ngrep doesn't seem to have that feature, probably so it can opti-
mize capturing for speed). The last two results are interesting: the Brazil
query was actually run on hitp:/uww.imdb.comt, and the last one was o
hitplhwww dictionary.comi. Evidendly IMDB is now in a parmership with
Amazon, and Dictionary.com’ search machine doesn't have a PTR record.
I¢s amazing how much you can leam about the world by watching other
people’s packets
Note that you must be root to run ngrep, and for best results, it should be
run from the router at the edge of your network.

Seealso:
* man ngrep
* hup:/hwnww. packetfactory.netProjectsingrepl
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Taall it a somewhat nice report because not only i i fullof single it rrors
(which we probably don'tcare about), the output s very jagged, and it isn't
even sorted! Lec’ sort it numerially, with the bigges hits at the top, mum-
bers on the left, and only show the top 20 most requested *missing” fles:

§ for x in “grep "File does rat exist” ervor_log | sk “{print $u)" | soxt

1 nig'; do {

grep $x eror_log | we -1 | 45 -4 "W's echo ” ¢ 8¢5 done | soxt 2 o |

hesd 20
“That's much better and ot even much more typing than the last ry. We
need the tr o climinate the wailing newline at the end of we’s outpu (why it
docsn't have a switch to do this, Il never know). Your output should look
someching like this:

595 ¢ /htdocsimages/piel-onlam 1.1

556+ /hdocs/inage s i

535+ /Medoce/inages i/ arrous o ack 555

6 hdocs/pubaonsova vacoo/ g space. 14

50 htdos/Savacript 20013/ 23/ exampls tarset iS¢
From this report, i’ very simple (o see that almost haf of our errors are due
02 typo on a popular web page somewhere (note the repeared -gi.gif in
the frst line). The second is probably also a typo (should be inages/’, not
inage). The rest are for the web team to figure out:

5 ( echo “Here's 3 report of the top 10 “aissing’ files in the error_lo.

echo; \
for x in “grep “File doss not exist” ervor_log | sk "(print $3)° | sart |
wniq'; do \
prep $x error_log | wc -1 | tr -6 "5 echo " ¢ 5% done | sort 42 -on |
Resd 0\

oot s “Hissing file report” semasterborelynet con
and maybe one hardcopy forthe weekly development meeting:

§ for x In “grep “File does not exist” error_log | auk “fprint $13)" | sort
T niq's do \

goep S ertor_Log | we -1 | tr -8 "\ echo * ¢ 53 done | sert 42 oon |
head 20\

[enseript

Hacking the Hack

Once you get used to chunking groups of commands togecher, you can
chain their utputs together indefintely, creating any sor o report you like
out of a live data stream. Naturaly,if you find yourself doing a particular
sk regularly, you might want to consider turning it ino a shell seipt of ts
own (or even reimplementing it in Perl or Python for efficiency’s sake, as
every | in a command means tht you've spawned yet another program). On
a modern (and unloaded) machine, you'll hardly notice the difference, but
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“The match-clents substatement takes an address mach lst as an argument.
Only quarriers whose IP addresses match this address march lsc wil s the
configuration specified in the enclosing view. If 2 queriers IP address
matches multple view satement’s match-clients substatements, the first
view statementis the one that applics.

Here's an example ofa simple view statemen

view glowal” {

aaten-cliens { any; )i

%
“This view statement doesn't do anything uscful, because it applies t0all que-
ies (inthe absence of other view statements) and i doesn't include any sub-
statements besides match-clents, which would chang the configuration of
this view from the default configuration.

1f you don't speciy a particular substatement within a view, the view inher-
itsthe global sexting for that substatement. S, for example, ifyou don't trn
recursion of within a view, that view would inherit the recursion setting
from your opions statement (specified by the recursion substatemen), or if
you don'c have one, would inherit the global defaul, which i recursion yes.

Here's an example of turning recursion of within a view:

view“exemnal” {
et { so; )
ecursion
%

Here's a complete named con fle thatincludesthe previous vew sttement:
8010 5 rane server alloing recursive queries from

* localhost, disalloning From amwhere else
o

options {
directory *var/nome;
i3

view “localhost” {
watch-clients ( Localbost;
Cecursion yes; /* this i the default */
%

view “ertermal” {
wstch-clients { 3ny; };
recursion ro;

I
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For example, did you know that AOL/Time Warner has its own CA? How
about GTE? Or VISA? CA certs for all of these entites (and many others)
ship with Netscape 7.0 for Linux and are all trusted authoritiesfor web sies,
email, and application add-ons by default. Keep this in mind when brows-
ing to SSL-enabled sites: if any one of the default authoritis have signed
online content, then your browser will rust it without requiring operator

acknowledgment, as n Figure 4

Versign Clas P Prinay
Clas 1 Pube prmay OCSP e
Clas 2 Punc primary OCSP o
Versign Clae 3 Pl Prmary
Venign Class 4 Pulc Prinary
Versign Cas 2 Publc Pnary

Versin Cas 1 Pube Prnary
Version Ciass 1 Pubc Prinay
Verign i Samping Auort.
Verign Cas 2 uple Prinary
Versign Cas 3 Puple Prnary

by serusTe

Buttn tject Tokan
Buttn tject Token
Buttn Osject Token
BuitnGtject Token
BuitnOtject Token
Bultn Oject Token
Buttn tject Tokan

Figure 4. 105 a good idea o review exacly who your bowse consders rusworhy.

1f you value your browser'ssecurity (and, by extension, the sccurity of your
client machine), then make it a point to review your trusted CA reationships.

Seealso:

+ The OpenSSL FAQ at it /hwws opensslorg/supportfag.cgi
+ “Generatingan SSL certand Cerifcae Signing Request” ()

+ “Creating Your Own CA” 80
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6. Building Complex Command Lines

Bull impecommands o ul-eged pargrahs
for complex ut mesningh roors

Studying Linux (or indeed any Unix) is much like studying a foreign lan-
guage. At some magical point in the course of one’s scudics, halting mono-
syllabic muterings begin to meld together into coherent,often uscd phrases.
Eventually, one finds himself pouring out entire sentences and paragraphs of
the Unix Mother Tongue, with one’s mind entirely on the problem at hand
(and not on the syntax of any particular command). But just as high school
foreign language students spend much of ther time asking for dircctions to
the toilet and figuring out just what the dative case really i, the path to
Linux command-line luency must begin with the first imidly spoken magic
words,

Your shell i very forgiving, and will patintly (and repeatedly) lstn to your
every uterance, unil you get it just ight. Any command can serve as the
input for any other, making for some very interesting Unix “sentences.”
‘When armed with the handy (and probably over-used) up arrow, it s possi-
ble 1o chain together commands with slight tweaks over many tries ©
achieve some very complex behavior

For example, suppose that you're given the task of inding out why  web
server i throwing a bunch of errors over time. If you type less ertor_log,
you sce that there are many *sot errors” rlaing o missing (or badly
linked) graphics:

(Tue Aug 27 00:22:38 2002] [ervor] [chient 17.136.12.171] File does not
exist: ntdocs/nages/spacer 511

[Toe Aug 27 00:33:24 2002) [exror] [chient 95.168.19.34) File dos ot

exist: ntdocs/ nage/ trans. i1

[Toe g 27 00:36:57 2002] {exro) [client 2.188.2.75) Flle does ot extst:
oo, mages 1 nanartons-inun-back g1

(Toe A 27.00:40:37 2002] [exror] {client 2.188.2.75) Fle does not extst:
R msges e arzons- i ack g5

(Toe Aug 27 00143143 2002) [extor] [cLient 6.93.4.85] File does rot extst: /
tdocs/nogesLirun/ta-Livun g

[Toe Aug 27 0osezses 2002] [ertor] (client 6,93,
tdocs/nages/aml -l g

[Toe g 27 00542533 2002] (exror] [ebient 6,93
Ptdocs/nages/ i inur. g

(Toe g 27 00542513 2002] [extor] [client 6.93.
Ptdocs/mages/aml b sal g

5] File does ot exists /

55] File dous ot exist: /

55] File does ot exist: /

and so on. Running a logging package (lke analog) reports exacly how
many errors you have seen in a day but few other details (which is how you

21 ServerBasics
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1 believe that thisis the quickest way of using ssh, short of seting up single
character aliases to do it for you (which is excessively hackish, unmaintain-
able, and unnecessary, although it does seem to impress some people):

§ alias ae'ssh alice’

§ alias be'ssh bob®

§ 3lias en'ssh eve”

Acany rate, ssh has many options that make it a very flexible ool forsecurely
navigating between any number of servers. Now f we can just find a way to
makeitlog in and actually fix the machine for you, we'd have a real hack.

Seealso:

+ *“Quick Logins with sh Clien Keys” 9
+ “Using ssh-Agent Effectively” oo

68. Using ssh-Agent Effectively
Usesi-agen b automatcalymarageyour s clent keys

“The ssh-agent is a very handy component of ssh that manages your private
Keys o you, passing your credentials along whenever they are required.

“The ssh-agent manpage tells us the following:

<ohagent s @ program o hold privte keys used for public key suthentic-
on (RSA, DSA). The idea s that sshageat is staried i the beginnin of an
Xsesson or  login session, and all other windows of programs are srted
35 clients 1o the sh-agent program. Through use of enironment variabls
the agent can be located and automaticaly sed fo authenicaton when log-
Bing i 0 other machines using sh(1).

Practically, chis means that with an agent running, (and with properly config-
ured ssh clents), it is possible to ssh to multiple machines without requiring
a copy of your private key on cach intervening machine (or typing in your
password on every connection).

Assume we already have an authorized ssh key (see *Quick Logins with ssh
Client Keys" ) installed on each homer, bart, and lisa. Ifyou ssh to cach
‘machine from your local machine, there’s no problem:

robecaligula:S ssh oner
robehener:-S extt

Iogout

Comnection to oner.oredllynet. com losed
robbcaligu1ar=S soh bart

robesort:~§ exit

logout

Comection to bart.oxedLiyet.con closed
robecaligular~S soh lisa

robelisa:~s exit

]
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Keeping PartsofFlsystemsin syn with sy ;

+ JustLocalapachehdocs/

58 user public_htnl dizectories
i

© hones

* Thoners

+ Ihespalic Wl

© Thone g lic beml e

o Tnsges, archives, etc.

# Exclude everything else.

‘And create a similar ile for syncing to your Application Servers:
388 St v definitely don't ot to mirror.

o8 the enize document o0t
H

+ sty

* Justriocals

* Juss localspsches

+ Jusslocsl/spachehcs/

+ Justlocslspache/htdocs/

§ Exclude everythig else.
i

Now, create a lst of each type of server (front and back), one machine per
line. Call the files fusrlocaletlservrs front and usrfocalletclservers back,
respectively.

For example, pu this in servers front:

tiberius
caligila
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You can, of course, get even more convoluted, restricting by IP address or
hostname, environment variables, and so forth. Just make sure you com.-
ment your craziness—it's very easy to get confused about who has access to
what,

Unforuunately, you can't duplicate the other side of FTP and that's upload-
ing. Neither can any of the modules that are shipped with Apache by
default. To do s0, you'd have o use one of the many CGI scipts that accept
file uploads, or ese craft your own.

92. Rotate and compress Apache Server Logs.

s ity Prsrt o compress allf your Aache ks atmatcaly, even

When you 08 e o your e
Here’s a handy script that will rotate and geip your Apache logs for you
automatically. It eads your httpd.conf, descends al Incuded configuration
files, and makes a note of each unique Log file. It then renames each to a file.
with a datestamp, restats Apache, then gip compresses the datestamped
log filcs. As a bonus, it chgrps the compressed logs to whatever group you
have set i Sgid, and sts permissions up for tht group to be able o read or
write to them. This makes it simple for other (non-root) processes to come
along lter and post-process the compressed logs.

Run this nightly (or weekly, depending on your traffc) in cron to collect a
regular repository of compressed logs, and keep your live log files down 0 a
manageable size.

Listing: ogflume.pl

stuserbinvpert
+ logrlume.pl
N

# Roll over and conpress Agache Log files, following Tncludes within the
5 hitpd_cont (3nd 311 other configuation files).

v

use stricty

Sios;

y Sserver_oot - “Juse/local/spsche”s
oy Scont « “Sserver oot cont etpdconf";
o 5514 = “wadnin’;

tormaton Servers 1 165
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‘The Apache Toolbox itself is smply a shell script that runs from the com-
mand lne. ¢ must be run as root (as il remind you) t0 nstall all the va
ous bits into their appropriate locations. The first stp is a menu-driven
GUIsh interface 1o slecting the various packages you wish o insall:

Apache Toolbon 1.5.55
Sipport: hetp: e spachetcolbox con

pache) Agache sumena. .
o) 7 S (4t.2.3)...

ol
I}
] 1pm) Bud an K9 st your chotces?
8]

Poge2) Apach Yodules PAGE 2 ...
@ 2,01 (-] 2) -5aL 06 herws-
1} o i 1.7 1) 3 o S aperst

] 6) —od Throttle 312 (-] 7) WESONY 1.0.3-1.3.6

] 8) “od Fastcar (-] 5) -od Authios
] 10) -Frontpage 2002 (-] 11) ed GZIP 1.
) 1) ot -] 13wl ey
]

9.1

10) od Accessted 1.0.1 (-] 15) od AuthSYS
16) od Banduidth (1] 17) - Perl 1.27
18) Yod Auth LOW [-] 13) “Apache Jakarta
20) od Auth Radius (-] 21) o Auth PO%3

11 22) hd Layout 3.2 [-] 1) o 1L

) it 55) Descriptions

Not sure what all these goodies are? Type 998t;entertit; for complete
descriptions. After putting together your grocery list of preferred features,
type goand the toolbox springs into action. Firs stop: RPM conflict checks:

Scarning for FPW's

Testing for PP ROW._. not. found.
Testing for P18 NP RPR... nat foun,
Testing for G RPW.. ot found.

Testing for G Devel RPR.... ot fourd,
Testing for Apache BK... ot fond.

Testing for OpentORP RPK.... rat foun,
Testing for OpenlONP Devel #PK....not foun,
1] et fowe

“The toolbox confirms Apache install path Gusrlocaliapache), allowing you
o change the final destnation per your preference, then continues on ts
way.

Any time a source (targz archive) isn't found, the toolbox script promprs
you for permission to download
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uncommon. If you're not using UUCP, then leaving setuid and setgid bina-
ies online to support it doesn't make much sense.

Do any of the binaries in the examples above have porentil root (or other
privilege elevation) exploits? | have no idea. But I do know that by removing.
unnecessary privieges, | minimize my exposure to the possibilty that an
exploit might be run on this system if one s discovered.

Uhave tried to present this hack as a process, not as a solution. This lst is
cerainly by no means definitive. As you build a server,always keep in mind
what the intended s i, and build the system accordingly. Whenexer po
bl remove privileges (or even entire packages) that provide functionality
that you simply don't need. Consult the manpage f you ever wonder about
what a particular binary is supposed to be doing, and why it s installed sec-
uid (and when the manpage fils you, remember to use the source).

12. Make sudo Work Harder
Use o 0t e sers o your el iin, withutging away th machine
“The sudo utiliy can help you delegare some system responsibiltes to other
people, without giving away full root access. It is a setuid oot binary that
executes commands on an authorized user's behalf, afer they have entered
their current password.
s root, run fusrsbinvisudo to edit the st of users swho can call sudo. The
default sudo list looks something lke thi
oot ALLS(ALL) ALL

Unforunately, many system adimins tend 10 use this enty as a template and
grant unrestricted oot acces t al other admins unilatraly:

oot ALS(AL) AL

b ALa(AL) AL

i AL AL

i L) AL
While this may allow you to give out root access without giving away the
oot password, it s eall only a useful method when al o the sudo users
can be completly trusted. When properly congured, thesudo utlity allows
for wemendous flexbility for granting acces to any number of commands,
run as any abicary uid

“The syntax ofthe sudo line is:
user machine: (effective usr) comand

“The firs colum specifies the sudo user. The next column defines the hosts
in which this sudo entry is valid. This allows you to easily use a single sudo.
configuration across multiple machines.

ServorBasics | 25
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(You also have to develop a kind of faith in your own learning capacity—a
belic that even though you may not know all o what you need to solve a
problem, if you tackle just a piece of it and learn from that, you'll learn
enough to solve the next piece—and so on, untilyou're done.)

2. No problem should ever have to be Solved twice.

Creative brains are a valuable, limited resource. They shouldn't be wasted
o reinventing the wheel when there are so many fascinating new problems

waiting out ther

To behave like a hacker, you have to beieve that the thinking time of other
hackers s precious—so much so that it's almost 2 moral duty for you to
share information, solve problems, and then give the solutions away just so
other hackers can solve new problems instead of having to perpetually re-
address old ones.

(You don't have to believe that you're obligated to give all your creatve
product away, though the hackers that do are the ones tha get most respect
irom other hackers. I consistent with hacke values (o sell enough of i to
keep you in food and rent and compurers. s fine 0 use your hacking kil
o support  family or cven et rich, a long 2 you don't forget your loyaly
o your art and your ellow hackers while doing it

3. Boredom and drudgery are evi.
Hackers (and crearive people in general) should never be bored or have to
drudse at stupid repetitive work, because when this happens it means they
aren't doing what only they can do—solve new problems. This wastefulness
hures everybody. Thercfore boredom and drudery are not just unpleasant
butacrully evi

To behave like a hacker, you have to believe this enough to want to auto-
mate away the boring bits 3s much as possibl, not just for yourself bt for
everybody lse (specialy oeher hackers)

(There s one apparent exceprion to this. Hackers will sometimes do things
that may seem repetitive or boring to an observer as a mind-clearing exer-
cise, orin order 0 acquire a skil or have some partcular kind of experience
you can't have otherwise. But this is by choice—nobody who can think
Should ever be forced into a situation that bores them.)

4. Freedomis good.
Hackers are naturally anci-authoritarian. Anyone who can give you orders
can stop you from solving whatever problem you're heing fascinated

Howto Become a Hacker | i
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16 1411 -0 s(cat Slockfile); then
echo 50 sppeaes to be already running on $1.”

echo “Pleste check SlockFile 1F you think this 15 In error.”

P

dse

echo "50 appeats to have completed for $1 witheut cleaning up 1ts lockfLle.”
i

“

echo 58 > Slacktile

)

wnlock () {
o -F $L00K DTR/balnce

)

push files () (
Tocsl modesst bostos2

56 (1 "Snnde” -0 | -t "SOXCLIOE Sacde” )3 then
cho 50 58: mode unset for Shost1”

return

it

5601 "shost” ) then
cho 50 88 host unset for push Seodel”
return

it

lock shost

Foync --anchive --rshessh --delete --ignore-ertors --whale-File \
exclude Frome"SEACLIO Socde” / $(hst):${TARGET)

unlock shost
)

push_tier () (

Tocal madesss. host 1istesz

for host in shast List; do
SSHELL -c "push_files Sonde Shost” &
done

)

export - lock unlock push files
export TAGET EXCULDE LOCK_OIR FATH

[ *5FRONT B ] 88 push_tiex front *$FIOWT 810"
£ 75840 BI0" 1 38 push_Fex back "$8ACK 00"

#hin.
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Likewise, the absence of a query string might be meaningful. Suppose your
content delivry script will manipulate content depending on a variety of
variables, but if no variables are specifed, it returns predictable contend
(say, the default view of the first page of an article) This is another case
where a judicious RewriteRule can save you the unnecessary computing
overhead of dynamic rendering:

RewriteCond HQWERY_STRING) o~

ReuriteCond /hone e stat i /MEEQUEST RI) -

Reuriteule .+ Thome e static/H{REQUEST_WKT) (1)
Here we assume that ifa query string exiss,then it must necessarily involve
dynamic_ content. Oherwise, check first 1o see if a local copy of the
requested content exists (under fhomehwwwtatic) and f o, serv i. If the
local copy doesn't exst, then processing fall through t the next set of
directives (which most likely runs the dynamie content generator). As long
as an external process manages the expiration of old content rom the cache
(sia cron or a dedicated dacmon that watches for content changes), then this
caching will be completely seamless rom the user’s point o view. To expire
old content, simply delete the cached version, and future hits will e gener-
ated dynamically.

‘You can direct Apache to take any action you ke based on the query string.
The power of mod_rewrite i relly limited only by your imagination (and
the strenggh of your regex-fu.

See alsa:
+ “Distibuting Load with Apache RewriteMap” wm
* “Ultrahosting: Mass Web Site Hosting with Wildcards, Proxy, and
Rewrite” o

* Apache's mod_rewrite guide can be found at hitp:/httpd.apache. org/
docsimodimod_rewrite html

98. Using mod_proxy on Apache for Speed
Offoad complex dnanic reuess fo ancter spache for anther machina
entiey)

A tremendous amount of effort has gone ino optimizing Apache to make it
tip fils from the filesystem and throw them at incoming hitp requests 35
quickly as possible. Unfortunaely, sits that solely serve content that sis in
files wichin the flesystem are not typicaly very popular sites. The huge
demand for interactive content has given birth to many projects that are spe-
cifically designed to give the end user a highly customizable, dynamic
browsing experience

2041 iformation Severs:
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Incidentally, viund and viund.conf currendly runs great on Linus, FreeBSD,
05X, Solaris, and a few others.

Listing: vtundcont
R ———
8 vtund cpper in nee of 3 better e,
§ oo scuyte tre o Fcerger
Srssasasans covtanrion
8 16 Tomelbne 5 Sk, the weapper i ook st GNY or 50,

# Config 1 Tumeldane, Locallp, ResotelP, Tumelost, TomnelFort, Sectet

oy STummeliane - %
oy Scontig - af

Pome 208.201.239.33 208.201.239.32 208.201.23.5 5000 i
fumel2 10.0.1.100 10.0.1.1 192.168.1.4 6001 footar
¥

P

use POSIX “topnan';
e 10::511e;

e Files Basensne;
use strict;

# where to find things.
SENV(PATH) /bl fuse/bin: st/ ocal bl bl use/sbin: s/ ocal b
iy I8 Mateh (0,5 ) GRG,30) s # mateh s

ey Sifconfig - ol a7}

Fy Stetstat - “retstat 1y

ey $Vtund - /bin/echo';

oy Soebug - 1

3 103 the terplate from the data section.
oy stemplate = Join( ", AT );

805 e il - aipte from e Contonk, 1t 4, s 75

o s, e ) - -
Srame + topnan() it $file - T05:File-sne Srame, 0_RORK0_GREATI0_DICL

%
10 { unlink( srame ) or varn “Can't renove temporary file Sramel\e®; |

£ 16 no Tumnelhone 1s specified, use the First thing on the commind Line,
£ or 1 there fsn't one, the basename of the script.






index-6_1.png
Montoring 1o

54. Steering syslog 1o
55. Watching Jobs with watch n
56. What's Holding That Port Open? e
57. Checking On Open Files and Sockets with lsof ns
58. Monitor System Resources with top. s
59. Constant Load Average Display in the Titlbar 1o
60. Nerwork Monitoring with ngrep 121
61. Scanning Your Own Machines with nmap 123
62. Disk Age Analysis 124
63, Cheap IP Takeover 126
64. Running ntop for Real-Time Network Stats 129
65. Monitoring Web Traffic in Real Time with hutptop b1
ssH 139
6. Quick Logins with ssh Client Keys 139
67. Turbo-mode ssh Logins 141
68. Using ssh-Agen Effectively 152
69, Running the ssh-Agent in a GUI 144
70. X over ssh 15
71. Forwarding Ports over ssh 146
Scripting 149
72, Get Setled in Quickly with movein.sh 149
73. Global Search and Replace with Perl 151
74. Mincing Your Data into Arbitrary Chunks (in bash) 153
75. Colorized Log Analysis in Your Terminal 155
Information Servers 157
76. Running BIND in a chroot Jal 158
7. Views in BIND 9 160
78 Seuting Up Caching DNS with Authority for Local Domains 165
79, Distributing Server Load with Round-Robin DNS, 167
80. Running Your Own Top-Level Domain 168
81. Monitoring MySQL Health with meop 169
82. Secting Up Replication in MySQL n
83, Restoring a Sinle Table from a Large MySQL Dump 175
84. MySQL Server Tuning. 175

Table of ontents 1 v





index-111_1.png
T s s s s

forward TCP ports to your heart’s content. Unfortunately, UDP ports aren't
supported by rinetd.
“The configuration fil is dead simple:

[souce Addres) [source Fort] (Destination Adress] [oestination Fort)
Each por o be forwarded is specified on a separate line. The source and
destination addresses can be either host names or IP addresses, and an 1P
address 0f0.0.0.0 binds rinetd o every avalable local P

0.0.0.0 80 sone.athersite.gov 80
216.218.200211 25 123.45.6.89 25
00/0.0'535 sy.shellserver.us 2
Save the file o etchinctd.conf, and copy rinetd 0 somewhere handy (lke st/
ocalsin or example.) Then strt i by simply running rinetd

“The first example forwards all web traffc destined for any local address o
some.othersite.gov. Note that this will only work if there isn’t another pro-
cess (ke Apache) already bound to local pore 80.

“The next forwards inbound SMTP traffc destined for 216.218.203.211 to
the mail server at 123.45.67.89 (but doesn't intrfere with any SMTP agents
bound to other local 1Ps). The final example will forward any inbound taf-
fic on port 5353 to the ssh server on my.shellserver.us. These all work with
out NAT o any special kemel configuration. Simply run rinetd, and it
dacmonizes and start listening on the ports you have specified.

“This uilicy can really help case the transition when renumbering or physi
ally relocating servers, as services can appear 1o remain up on the original
TP (even though they are actually coming from another network entirely).
rinetd doesn' even need to run s roo, ifyou'e only binding to pors higher
than 1024, There are also extensive opions for providing access control and
keeping logs. Thi tny tool is well worth having handy for when TCP port
indirection i called.

Seealsa:
« htp/hwnww. boutell.comirinetd
+ “iptables Tips & Tricks” wen

49, Using Custom Chains in iptables
Koepyour vl s e ot it isto s

By default, the iptables flter table consists of three chains: INPUT, FOR-
WARD, and OUTPUT. You can add as many custom chains 35 you like to
help simplify managing large rule sets. Custom chains behave jus as builcin

41 Metworking
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But what if you need 1o serve even more traffic, to the point that a single
application server is no longer sufficient? We need a mechanism that will
allow the proxy servers to choose from an available pool of application serv-
ers, preferably in a way that we can direct more hits at more capable serv-
ers. The RenwriteMap directive gives us this functionality.

Here's an example of how to specify a RewriteMap:
Rewritensp server ond:/use/LocaL spacheconf servess.oop
The RewriteMap line just defines a map called server, physically bound to

th servers.map file in the conf dircctory. The rd: makes this a randomized
plain text map.
“The format o the servers map fle i very staightforward:
-
“The lefi-hand side is an arbitrary variable name that we can use just about
anywhere in our configuration fil,asin this RewiteRale:
Reaitetule /(.4 het://S{server:ve).creiLynet.con'ss (7]
“The right-hand side of the lics o the servers map file consists of strings to
be retumed in random order, separated by pipes. In the case of the Rewit-
eRule above, 2 random value (one of wwiwl, W2, W3, wwwed, o
wewae3) will e chosen from the servers.map and will eplace the ${server:
web} variabl. This results i a proxy rule to htp:/fuwws.oreillynet.com! (or
any of the other www” servers) with the original URI appended o i

“The only trouble with a truly random map is thatallof te servers specified
in it wil receive approximately the same amount of traffic over time. I
wwwl is a quad 2.4GHz Xeon with 8GB RAM, and www2 is a 4865X/33
with 4MB RAM, you'll probably wan to direct more traffc at www1 than at
www2. To do this, simply specify the more capable servers muldple times in
the servers map:

P T T—T—T—T———

In his example, wwnel will rceive 4 out of 10 hits, wwww2 wil receive 1 out
of 10, wwwe3 wil receive 2, wwwed will get 1 and wwws will pck up the
remaining 2. You can fine tane this in rea time by watching t0p (or even f,
a5 discussed in “Constant Load Average Display in the Tidebar” w8) on
every application server while manipulating the servers.map. The miime of
the file is checked on every hit, and Apache will automatically reload the
map whenever it changes, without needin a restart. This means that an
inteligent systems monitoring tool can watch all of wiw” and rotate them
outof the map i real time whenever it finds a web server that's having trou-
bl. If carefully planned, this can mean web services with z¢ro downtime,
routing around problem servers, all withou ever having to restart Apache.

nformation Serers 1 207
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It extremely useful o have console access while working with new fire-
wall rules (you can't lock yourslf out of the console with iptables) If you
et confused about where you are when working with ptabies, remember
that you can always lst out allrules with iptables -L, and start over by issu-
ing iptables -F. If iptables -L seems to hang, try iptables -L -n t0 show the
rules without doing any DN resolution—your rules might accidentally be
prohibiting DNS requests.

You can do a lot with simple flteing, but there’s much more to ptables
thanjust the fite targer.

Seealso:
+ Netfiler HOWTO at www netfler.org
*+ “iptables Tips & Trcks” n

46. Simple IP Masquerading
SeLup AT on e gty in o sconds

1f you have a private network that needs to share an Intemet conneetion
with one IP address, you'll want 10 use IP Masquerading on your gateway
machine. Luckily, with iptabls this is a simple two-liner:

F echo 2 > Iproc/sysetssputi_fonard

+ iptables ¢ nat -A POSTROTING ' SEXT_TFACE -5 MSQUERIDE
where SEXT_IFACE is the outside interface of your gateway. Now any
machines that reside on a network on any of the other interfaces in your
gateway will be able o “get out” (o the Incernt. As fa as the Net s con-
cemed, all waffic originates from your gateway's external IP address.

There was a time when one had to worry about miscreants on the external
network sending forged packets o your gateway, claiming to be originating
from the intemal network. These packets would obligingly be masqueraded
by the kernel, and leave your necwork s if they were legtimare traffc. This
made it possible for anyone t© launch attacks that apparently originated
from your necwork, making very bad times for the hapless gareway owner.

I say that this was a problem, because recent kernels giv you a fee frewall
nle o deal with exactly this problem, called rp_flter. With rp_filter
enabled, if a packet that arrives on an interface has a source address that
doesn't match the corresponding routing table enty, it is dropped. This
effectively prevents IP spoofing and allows simple (and safe) masquerading
with the example above.
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o0,

heads DESCRIFTION

Pttptop i intended to be a top(1)-equivalent for hetpd access activity.
Httptop should be invoked with the path to an Apache access Log, ot
alternately a string that uniquely identifies the dizectory in rih to find
he access, og. The search paths can be confgured In the Source.

httptop has Limited flexibility for dealing wdth logs of different formats.
fun“Hecptop’ without options 1o see which format nanes are vailable.

Wtle hetptop s rumiog, you can tad st of terminal comands by
pressing 2", As with top(a), pressing "’ quits.

w
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all of ts associated alases are also brought down. You can also make the
alias any alphanumeric srin, although some vrsions of fconfig only dis-
play the firs fouror five characters of the alias when displaying nterfaces.

Once Pinky and Brain have their respective eth0:0 set, bind a service (lke
Apache) 1o their aliased IPs, and set up round-robin DNS to point to both
with a single hostname (se¢ “Distrbuting Server Load with Round-Robin
DNS™ wm). We'll assume that we're stting up redundant web service for
www.oreillynet.com, resolving o cither 208.201.239.36 o 208.201.239.37.

Now that roughly half of the raffic s going to each servr, we'l ned Pinky
and Brain o monitor the health of each other. This can be done by pinging
cach other’s real IP address, and watching the resulis. Save the following
into. scipt, and install i on Pinky.

Listing: takeover
#1/bintash
ok "brsin”
PUBLIC-"308.301.230.37°

sty

PATHe/bin: st /bin:sbin: use/sbin: ust/local sbin
NissiD-o

while true; o
§ 1 ping < 1 0 1 S0TR > dewiull; then
((usseon)

else

16 S5 gt 2 ); then

iconfl eth:S0TER doun

i

msseo0
i

16 [ SIS0 -eq 2 1 then
ifconfig etho:SOTER SHBLIC

4 bt see discussion below..

“

sleep soAISE;

done
Naturally, set OTHER to *pinky” and PUBLIC to *208.201.239.36" on the
copy that runs on Brain

Lec's suppose that Brain suddenly stops responding on 208.201.239.17 (say .
network tech aceidentally pulled the wrong,plug when working on th rack.

Wonitoring 1 127
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[+] setting up Apache saurce....
() spache-s.3.26.tar 42 detection failed
D0 you wish fo donlons it noe? y/n] y

40-
ftp:niszors partnersforever et 21/ pub apache/ dist/
apache 13,26, targ2 > apache 1.3.36.4ar.
7ors partoersforever. et 1.
Logged inl
G puapachedis ... done.
done. <3 RETR apache 1.3.26.ar 51 ... done.

comected]

Length: 2,305,107 (unauthoritative)

i
e

‘The toolbox then silenty hums away configuring, integrating, preheaing,
and soon

2] Uncompressed Apache sou
4] Getting apoche preconfigured
(2] Apache pre-configured

4] spache itpd.cont-dist updated for ST sport

[4] Cetting 0 1 with PG 3nd 2Li> suport Teady...

Aftera short while the toolbox gives you the chance t edit the Apache con-
figuration seipt, ifyou'e just tha bold. Ifall’s well you should end up with
arather familar st i you've ever configured Apache before:

Configuring for Apache, Version 1.3.26
+ using nstallation path Layout: Apache (config. Layout)
+ activated phpa module (sodules/phpa/Libghpa.2)

© Warning: You have enabled the SUEKEC feature. B mare
+ that you need root privileges to conplete the inal

+ installatlon step.

Creaing Makefile

Creating Configuration.apact in src

Creating Makefile in src

 configured for Linux platfors

Creating Hakefile in src/modules/standard
Creating Makefile in src/mdules/ghpd
(41 oone Contiguring Apache source

I there where _ro_extors 1un “cd apache_1.3.26;00ke” o
Start debugging and have 3 blast..

un "sake install” in the spache source

directory to install spache 53,26

1841 information Servrs
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“This will instantly give you an ethereal session running on carlin, encryped
over sh. Hanging up on the ssh connection (say, with ~) will kil ll un-
ning X applications instantly. But if you need to pause them temporarily,
suspending your ssh session (with ~*2) and resuming later with fg works
s ine.

See also:

« Eshereal packetsnifer: htp:/uunscthereal.com!
* VNC (a free X remote deskiop clien): htp:/aww. rescarch.att.combmel
« gkrellm syscem monitor: hitpi/fuww gkrlim.net/

1. Forwarding Ports over ssh
Keep network reffc o ariray ports securewithssh pot g

I addition to_providing remote shell access and command execution,
OpensSH can aso forward arbitrary TCP ports o the otherend of your con.
nection. This can be extremely handy for protecting email, web, or any other
wafic tha you need to keep private (ac leas,allthe way to the other end of
the nneh.

ssh accomplishes local forwarding by binding to a local port, performing
encryption, sending the encrypred data to the remote end o the ssh connec-
tion, then decrypring it and sending it o the remote host and port you spec-
ify.Start an ssh nnel with the -L switch (shore for Local)
rootelaptop:=+ ssh -F N -Losmailbosti1o -1 user mallhost

Narally, substitute user with your username, and nailhost with your
‘mail server’s name or IP address. Note that you wil have t0 be root on lap-
t0p for this example, since you'll be binding to a privilged port (110, the
POP por0). You should also disable any locally running POP daemon (look
i fetclinetd.conf) or it will getin the way.

Now to encrypt all of your POP wraffc, configure your mal clent to con-
nect to localhost pore 110. It will happily talk to mailhost a i it were con-
nected direcly, except that the enire conversation will be encrypred.

“The -f forks ssh into the background, and -N tell it not to actually run a
command on the remote end (just do the forwarding). Ifyour ss srver sup-
pors it ty the -C switch to turn on compression—this can significantly
improve the time i akes to download your email.

You can specify as many -L lines as you like when establishing the connec-
tion. To also forward outbound email raffc,try this

rootelaptop:-# ssh - -N -Lu10:mailhost: 10 -Las:natlhostizs \
Y user soilhost

e 1 sH





index-128_1.png
B-Mrfl-l

‘There are a number of facilces and priorites on which syslog can filer. For
easy reference, here they are:

E‘ig%%s'

gEegi

f

Note that applicaions decide for themselves at what facility and prioriy to
log (and the best applicaions et you choose), 50 they may ot ahways be
logged a5 you expect. Here's a sample fetcsysog.conf that atempts o shut.
e around wha gets logged where:

auth.sarnieg Avar/log/outh
o fuse/log/maillog
rvac/logrkesrel
cron.crit var/logrcron
*erximailrone ar/log/syslog
infosauth.nonesail.cone /vat/log/messages

e deug o/ Logldebug

Tocalo.info vaog/cluster
Jocal.ert varlog/spamerica

All o the above lines will log the specifid prioriy (or higher) o the respec-
tivefile. The specia pririty non tels syslog not to bother logging the speci-
fied facilty a al. The localo through local faciltes are supplicd for use
with your own programs, however you see it For example, the Aarflog/
spamerica file fill with localer (or higher) messages that are generated by
our spam processing job. I nice to have those messages separate rom the
‘standard mail delvery log (i /var/log/maillog )

“That commented *.=debug line is uscful when debugging dacmonized ser-
vices. It tll syslog to specifcally log only debug priority messages of any
facilty and generally shouldn't be running (unless you don't mind fling
your disks with debug logs). Another approach i to log debug information

Monitorng | 111
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I this example, we'll be connecting to a tunnel server on the Internet at
208.201.239.5. It has two spare lve IP addresses (208.201.239.32 and 208,
201.239.33) to be used for runneling. We'll refer to that machine s the
Server,and our local machine as the dlien.
Now, let's get the tunnel running, To begin with, load the tun driver on both
machines:

5 sadprobe tin
s worth noting that the un driver will somecimes failif the kemel version
on the server and client don't match. For best resuls, use a recent kemel
(and the same vrsion, ¢.g.2.4.19) on both machines.

On the server machine,instal this fle to ussfocaltcheund.conf:

ifcontig Jsbinsifcontig;
route /sbinsraute;
syslog auth;

y

defailt {
conpress no;

speed 03
¥

nome {
type tun;
proto tep;
St yess
keepative yes;

pass sy § Fassword 1s REQUIRED.

w (
fconfig "% 208.201.239.32 pointopoint 208.201.239.33

progran /sbin/arp *-0s 208.201.239.33 %% pb
Progran /sbin/arp " 05 208.101,239.33 etho

route “add et 10.62.0.0/16 g 208.201.239.33";
I

o {
progeam /sbinsarp *
progran /sbin/arp

208.201.239.33 -4 X
208.201.239.33 1 eth”;

oute "Gel -net 10.42.0.0/16 pu 208.201.239.37°
¥
¥

Networking | 101
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After missing 3 pings in a row, Pinky will leap into action, bringing up ctho:
brain up as 208.201.239.37, the public IP that Brain is supposed to be serv-
ing, It will then continue to watch Brain's real P address, and relinquish con-
ol when it is back online. The ping -¢ 1 - 1 means *send one ping packet,
and time out after one second, no matter what happens.” ping will return
‘non-zero if the packet didt come back in the one second time lmic

But this isn't quite the entire solution. Alchough Pinky is now answering for
Brain, any machines on the same network as the two servers (notably, the
router just upstream at your ISP) will have the wrong MAC address cached
for 208.201.239.37. With the wrong MAC address cached, no traffc will
flow to Pinky, since it will onl respond to packets that bear its own MAC
address. How can we tell all of the machines on the 208.201.239.0 network
that the MAC address for 208.201.239.37 has been updated?

One way is 10 use the send_arp uly from the High Availabiliy Linux
project. This very handy (and tiny) utiley will craf an ARP packet to your
specifcations and send it to a MAC address of your choice on the local nct-
work. If we speciy all ones (1., #:¢F:4:F¢:45:F#) for the destination,
then it efectively becomes a broadcast ARP packet. While mst routers
won't update their ARP tables when they se¢ untequested ARP broadcasts,
such a packet willsignal them to resend an ARP request,to which Pinky will
obligingly reply. The advantage of using broadcast s that it will signal all
machines on the subnet simuliancousy, inseead of having o track all of the
'MAC addresses of machines that need updating

‘The syntax of send_arp is send _arp [source 17] [Source MC] [Target 1?]
[Target. WAC]. For example, our simple monitoring script above should run
the following when it detects that Brain is down:

Send_arp 208.201,259.57 00:10:22:33:0b5cc 208.200.239.37 FFFFEFIETE
(Where 00 cc is the hardware MAC address of Pinky’s th0.)
‘The script can continue o watch to watch when Brain's real IP address
(208.201.239.17) becomes available. When it does, we can bring eth0:brain
back down and let Brain worry about updating the ARP cache again (which
it should be set to do on boor).

“There are a mumber of improvements that could be made to this technique.
For one thing,just because 208.201.239.17 is up doesn't guaranee that 208,
201.239.37 i also available. Also, ping isn't the best test for service avail-
abiliy (a better test might be to actually request a web page from the other
machine and make sure that it has a closing </ntal tag).

‘These improvements are lfc as an exercise to you, dear reader. Every sit s dif-
ferent, 50 you'll need 1o find the technique that works best with the tools that
youat hand. After all, that's exactly what a hack i, isn't 2
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Archiving with Pax -
Recursively Copy a Directory

One of the most powerful features of pax is that it is able to very quickly
copy a complete directory structure to another portion of your hard drive,
using copy mode. To use copy mode:

1. cdinto the source directory

2. Ensure the destination directory exists: i it doesn's, use mkdir o create

3. Issue this command: pax -1 . destination directory

Note that you don't include the f switch in copy mode, as an archive file
doesn't gt created. Instead, the old directory structure s directly receated
into the new directory structure. This can be much casier to remember than
the tar equivalen:

tar cf - . | (cd destination directory; tar vpsf -)
‘Also note that you never want to do this:

«@
stz test
pax o - test
In the previous example, | cdd into my home directory, made a subdirec-
ory named tet,then invoked copy mode. In doing so, I ended up in an end-
less loop of test subdirectories, each containing the contents of my home
directory. If 1 hadn' interrupted this cycle with a Crl-<, pax would have
‘contnued ad infinitum, where infinitur i defined as the poin where I run
out of disk space. That's what this section of man pax refers to.

Warning: the destination directory must not be one of the file operands or a
member of a file hierarchy rooted at one of the file operands. The result of a
copy under these conditions is unpredictable

However, this works beautifully and almost instantancously

pon

cd museri/uig project

akdis ~usera/oig project

Choun users ~useEa/oig profect

P - usera /o project
Voila, the entire big_project directory structure is now also i the second
user’s home directory. When using copy mode, you'll have 1o become the
superuser as you'll be copying out of your home directory, so you can avoid
the endless loop sicuation. 1f you have to make the new directory, it will be
‘owned by root; i need be, use the chown command like 1did to ensure that
it has the desired ownership belore doing the copy operation. You'll aso

Backups | 60
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There was once atime when a network adrin was a person who spent all of
his time trying o figure out how o make machines talk to each othe over a
nework. It seems that ltely, much of a nework admin's time i spent ty-
ing 10 figure out how to resrict acces t their machines via the nevwork,
thus keeping out the undesirables while still allowing legitimate traffc to
pass through.

Fortunately, the netfilter firewall in Linux provides a very flexible interface
0 the kemel's nenwarking decisions. Using the iptables command, you can
ereate firewall ules that et you create a rch and very flexible access policy.
It can not only match packets based on por, interface and MAC addresses,
butalso on data contained within the packet and even by the rate that pack-
ets are received. This information can be used to help weed out al sorts of
attempred attacks, from port floods to viri.

But locking users out isnt nearly as much fun as connecting users together.
Afer all the whole point of a computer network is o allow people to com-
‘municate with each other! We'll ke look a some more nusual methods
for controllng the flow of network taffic, from the remote port forwarding
0 various forms of IP tunnelling, By the time we've explored IP encapsula-
tion and user space tunnels like veun, we'll see how it i possible to build
networks on op of the Intemet that behave in all sorts of unexpected and
surprisingly useful ways.

45. Creating a Firewall from the Command Line of
any Server
You don'thav o havea decated vewall o benft o using bl

“The nedier frewall available in Linux 2.4 and lacer) allows for vy flexi-
ble frewall manipulaton from the command line. Using iptables can take a
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Note that you must be roo  run sof for many functions,includin reriev-
ing open socket information.Lof is 2 complex and very flexibl tool, giving,
you as much (or a lle) decal a5 you need about what fles are i use by
every running process on your system.

Seealso:

“The latest version of lsof can be downloaded at fip/hvic.c purdue.edulpubl
toolshunix/sof.

58. Monitor System Resources with top
Use e op iyt ek a et ovenview of it yur syt i 1o

The top command can give you up-to-the-second reporting of system load,
memory usage, and CPU utilzation. It is distrbuted as part of the procps
package The simpls vy 1 g s 0 simpy L o e com-

st

You'll be presented with a screenful of information updated every two
seconds,

30540 up 1 doy, 16 nin, 2 users, Load aversge: 0.0, 0.00, 0.00
38 processes: 37 sleeping, 1 unring, © somcie, 0 stogped

U states: 0.0% user, .75 systen, 0.0 nice, 9.2% il

Hen: 189980 v, 1SS used, IS Free, O shid, 424K bufE
Suap: 25TO52K 30, OF used, 25705 free OOUEK cached

PID USER BRI NI SIZE RSS SHARE STAT AC3U TGN TINE COMAID
6155 10b 14 0 1004 1004 300 R 0.5 0.5 0:00 top

T 100t 80212 252 180 5 0.0 0.1 0:13 Init

2 100t 50000 4 0.0 0.0 0:00 keventd

5 100t 90000 0.0 0.0 0:00 kswapd

4 100t 90000 5 0.0 0.0 0:00 kzeclaind

5 100t 90000 S 0.0 0.0 0:00 biflush

6 100t 90000 0.

8 zoot -1 2000 0 Sk 0.0 0.
176 Toot 9 0 788 788 680 5 0.0 0.4 0:00 syslogd
175 100t 9 0 1228 1228 444 $ 0.0 0.6 0:00 Klogd
182 root 8 0 1228 1228 108 S 0.0 0.6 0:06 sshd
184 100t 8.0 636 636 520 5 0.0 0.3 6:00 crond
186 daenen 9 0 652 652 560 5 0.0 0.3 0:00 3td
197 oot 9 0 2548 2544 2396 5 0.0 1.3 0:00 httpd
200 160t 9 0 374D 374D 1956 5 0.0 1.9 0:00 ramed
202 100t 9 0 1004 1008 828 5 0.0 0.5 0:00 dhepd
203 100t 9 0 508 508 448 5 0.0 0.2 0300 agetty

1181 Montoring
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27. CVS: Checking Out a Module
How o geta working copy f a VS Mot

VS stores the files i central reposicory, but usrs work from a working,
copy of a le.

Make a directory t0 do your work in (I tend (o use ~/cvs), then cd into that
directory. The checkout syntax s cvs checkaut module To checkout a mod-
ule called example,try cvs checkout example.

“The checkout will put a copy of that module’ files and subdirectoris into
yourcus directory.

s 15

cuangle

cuss < exanple; 15

s ste

cusrexsmpes cd cvs; 15

ntries Repositry hont
“The cusdirectory is a special directory that CVS uses for its own purposes.
CVS/Entries lists files and subdirectories CVS knows about. CVS/Reposic
tory contains the path to the corresponding directory in the repository.
CVS/Root contains the path o the repository, so you won't need to use
the -d epository-path option again for these filcs.
Note that CVS/Root overrdes the SCVSROOT environment variabl, 5o if
you change the repository, you should check out the module again. Aler-
nately,ifyou're in the middle of  big edit when you realize that your reposi-
tory needs o be changed, try this perl one-iner, a5 shown in “Global Search
and Replace with Perl” w7y

custsrcs 1
VS Nakefile sample.n sample.c

“The sre directory contans the source files for the example project. sample.c,
sample.h, and Makefil are ordinary fils in the working copy. In the reposi-
tory, they are stored ina format tha tracks the changs.

28, CVS: Updating Your Working Copy

Foceingeen changes i you G5 Mod
Every day before you sarework, and any time someone lse may have made
and committed changes,cd nto your working directory and run s e,
“This checks your working copies against the epositoryfiles and imports any
changed files for you. cvs update -d also gives you any new directories.
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Finally, you're ready to create the cert isel, f you're going to use a well-
known CA, then you'll need to send the .cs file o them for signing, In the
‘meantime, you can self-sign your cert and use it while you're waiting for the
CSR 10 be processed:

aghardefnord:~/certss openss]. eq 2509 \

ey propaganda.discort
in propaganda.discordia.eri.
> propaganda.discordia.efis.cit

Using coniguration fron /use/local/sopensscnf
ragharobford:-/certss

1f you intend to build your own Certificate Authoriy,then use your own CA

key to sign your cer

see also:
+ “Creating Your Own CA” 194
* The OpensSL. home at htpi/wnsopensslorg/

94. Creating Your Own CA
Become your ou Cerficae Aubarty, and g0 yourown o ters) SSL oerts

Wellknown Certificate Authorities (such as Thawte/VeriSign) exist t0 serve
as an authoritative, trusted third-party for authentication. They are in the
business of signing SSL ceificaes that ar used on sites deal with sensitve
information (such as account numbers or passwords). If  sie’s SSL cerif
cate s signed by a rusted authority, then presumably it i possible o verify
the denity of a server supplyin that cert’s credentials. In order to receive a
certficate "blessed” by a well known CA, you have to prove to them beyond
a shadow of doubr that not only are you who you claim to be, but that you
have the right t0 use the certifcate in the way you intend. For example, |
may be able to prove to a CA that | am really Rob Flickenger, but they prob-
ably won't issue me a signed cert for Microsoft Corporation, as | have no
ights 10 use that name. Yes,they probably wouldn' do that. Not again.

OpensSL. is perfectly capable of generating everything you need to run your
wn Certficate Authoriy. The CA.pl uliy makes the process very smple

In these examples, you'll need to type anything in boldface, and enter pass-
words wherever appropriate (that don't echo to the screen) To establish
your new Certificate Authoriy:

Poghardefnard:~/certss fuse/local/ssl/misc/Ch
O certificate filenane (or enter to create)

aking Ch certificate ...

1961 nformatin Serves
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Views inBIND 9 -

2one “oretlly.con” {
type master;

#ile "db.oretlly.con. nternal”
allow-transter { any; );

I

%

view “external” {
wstch-clients { any; )i
Tecureion 10}

zane “oreilly.con” (
type master;

File *d.oreilly.con.external’s
allow-transter { rane; };

¥

Note that the zone orelly.com is defined in both the internal and the exter-
nal view, but the zone data fie for oreily.com is db.orelly.com.inernal in
the intemal view and db.orelly.com.external in the external view. Presum:
ably, the contents of the zone data files are different.

1 you prefer o use different subdirectoiesfor the nternal and external zone
data, you can do tha, too. For example, th fle substatement for orelly.
comin the intemal view could be file *internal/db.orei1ly. con'; and the
extemal view could use il “external/db.orei1ly.con's.

“This way, you can keep all of your nternal zone data files in the fvar/named!
internal directory and your extemal zone data il in the fvarfnamed/
external diectory.

Views i Slave Name Servers

‘One minor wrinkle in views i the configuration ofsave name severs. Many
people configure  primary master name server with multple views, then
want to configue a slave with the same views. Unfortunately, when the
slave ries o ransir the zones (or the two versions of the same zone) from
the primary master name server, it only sees one version ofthe zone,the one
definedinthe view the slav's IP adlres can see.

“The solution t this problern s to configure an IP address alas on the slve
name server,giving it o IP addresses from which to iniiate zone transfers.
“Then configure the primary master o present one view to one of the slave’s
1P addresses and the other view to the slave’s other IP address. Finally,force
the slave t0 initiate zone wransers from the approprate IP address within
cach view:

Tnformation Serers 1163
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In the ext2 and ext3 flesystems, there are 2 number of additional file
atbutes that are available beyond the sandard bits accesible through
chmod. 1f you haven't sen it altcady, take a look at the manpages for chatr
and is companion, sat.

One of the very useful new aibutes is -, the immudable lag, With this b
set,atemps to unlink, rename, overwit, o append to th fl are forbid-
den. Even making a har lnk s dend (s0 you can't make a hard lnk, then
cditthe lnk). And having root prvieges makes no difference when immuta-
bleisineffct

Cootecatlin: g/ urks 1n stubborn. xt snother txt
In: cresting hard Link “another.txi" to "stutbemm.tat": Gperation rat
persitted

To view the supplementary ext lags thatare n force on a fil, use Isatr

rootecatlin:/tap/rks Lsatex
L etubborn.txt

and to set flags a la chrmod, use chattr:

Teotbcatlin: g/ Sk chattz - stobbomn. tat
Tootbatlin /ey fokd o subbern.
Tootbentlin: /g Junkh
“This could be teribly useful for adding an extra security step on files you
know you'll never want to change (say, /etcrcd” or various configuration
files) While il will help you on a box that has been r00red, immutable
fils probably aren'c vulnerable to simple overwrie attacks from other pro-
cesses,even i they are owned by roor.

‘There are hooks for adding compression, securiy delees, undeleabilicy,
synchronous writes, and a couple of other useful autibutes. As of this writ-
ing, many of the additional atcributes aren't implemented yet, but keep
watching for new developments on the ext flesystem.

9. Speeding Up Compiles

Make sre you'e keeping all poessrs bisy with parae s
1f you're running a multiprocessor system (SMP) with a moderate amount of
RAM, you can usually see signficant beneit by performing a parallel make
when building code. Compared to doing serial builds when running make
(asis the defaul), a paralel buid s a vast improvement.
To tell make to allow more than one chid at a time while building, use
the - switch:

obtnause/Lino ke -5 make -34 modules

1 Server Basics
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configuraion file (you are using mc and not editing the sendmail.f by
hand, right?) then it will build your new .f fie for you—all by simply typ-
ing make. Since make keeps track of files that have been recently updated, it
takes care of ebuikding only what needs to be rebuil.

Here's another example, used to push Apache configuraion files o
another server (say, in a round-robin Apache setup, which you can learn
more about in “Distributing Load with Apache RewriteMap” @) Just put
this in your fus/locallapachelconf dircctory:

Listing: Makefile.push

3 Hakefile to push *.conf to the slave, 35 needed

SUVE: s oredllynet con
AOACHE- Jusi/Mocal pache
0 bin/m

Touihe Joinstauch

S5t Just/local /s
SCh. ust/1ocal bin/sch

LSUPFDES: conf ts
SL1: test restart sites.ts globals. s htpd. s
configtest: test

test:
echo -n “Testing pache conflguation: *
S(H0A0HE) bin/apachect]. confitest

S(RPROHE) vinsapachect] zestart

cont.ts:

(e st

E5(59) 5e-con S(SLAVE) S APCHE)cont

ES(55H) S(SLAVE) S(APACHEbiapachet] estart

es(ro00n se
“This exampl is  lte trickier because we're not actually building any new
files, o i’ diffcul for make t tell f any of the configuration fles have actu-
ally changed. We fake out make by creating empty 1 fils (shor for TimeS-
tamp) that nly serve to hold the time and date o the lst updae. If the real
files (httpd.con, sites.conf, o globals.conf) have changed, then we first run an
apachectl confgtest to veriy that we have a good configuration. I al goes wel,
it vl then restar the local Apache, copy the newly changed fils over o the
slave server, then restart Apache on the saveserver. Finaly, we touch the el
vant s file 50 we won't process them again unilthe.con ileschange.

2 1 ServorBasies
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‘might get one version of a web page on the first hit and another when they
hit reload. If you'e looking for a way to keep tha from happening, take &
ook at *Keeping Patsof Fiesysems n sync with sync”

Also, keep in mind that doing actual IP takeover (in case one host s unable
0 perform its duties) i tricky business. If one server dies, you can't change
DNS and wait for it to propagate to the entire Internet. You'll need some-
thing that takes over for the down server immediately. Take a look at one.
‘method of how to do thisin “Cheap IP Takeover” 6.

Seealso:
+ “Keeping Parts of Filesystems in sync with rsync” )
+ “Cheap IP Takeover” sy

80. Running Your Own Top-Level Domain
Setupyourown TLD i BND o as of nvgaion

16 you admin a network that uses private addressing, you've almost certainly
encountered the disassociated schizophrenia of trying to maintain zone fles
that properly reflect internal and external IP addresses. With the introduc-
tion of views in *Views in BIND 9" m, supporting multipl address ranges
ina single domain has been sgnificantly sreamlined.

While using views is one way 1o artack the problem, consider the eas ofse
ting up your own top-level domain. Normally, zone entris in named.conf
ook somerhing ke tis:
e “orelynet.con {
type master;
e "astaorestimet.con
%
“Thisis an entry appropriate for an authoritative DNS server for the ocily-
net.com subdomain. The actal top level domains (.. .com, .net, org, i,
etc) are only delegated to the mpysterious 13 known as the root DNS serv.
ers. Even though your srvers won't be consulted by the rest o the Internet,
it can be handy to set up your vry own TLD that works only on your local
nework.

For example, suppose you have a group of machines that use the private
192.168.1.0/24 newwork. These machines aren' directly reachable from the
Internet, and you don’t really wan to advertise their DNS informarion o
would-be newwork crackers. Try a non-standard TLD:

zone by {

type master;

File “aatarve";

168 1 information Servrs
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But you already knew that the mail spool was full (hence, the page tht took
you away from an otherwise pleasan, non-mailserver reated evening). Howe
can you quicky find out wh' hogging all o the space?

Here's a one-liner that's handy to have in your profil:
slizs duckse"du -cks * [sort -1n [hesd 11"

Once this alias is in place, running ducks in any direcrory will show you the
woal in use, followed by the top 10 disk hogs, in descending order. It
recurses subdirectoris, which i very handy (but can take a long time to run
on a heavily loaded server, or in a directory with many subdiectories and
filesin 0. Let’ get to the bottom of his:

ici75 cd puarispocl/mst]
sobewagic:/van/spooleails ducks
389608 toal.

1537216 100

ssi20 phil

w00 ran

w15 aghare

séb0d mal

30039 eris

s0212 ferris

26042 nick

22464 Tachsel

2412 valis

Oops! I laoks like my mail spool runneth over. Boy, I have orders of
magnitude more mail than any other user. 'd better do something about
that, such as appropriate new hardware and upgade the /var/spool/mail
partition. )

As this command recurses subdirectorics, i’ also good for runnin a peri-
odic report on home directory usage:

rootfnsgic:/hanes ducks
( several seconds Loter |
13197880 total

s2664s0 ferris

1877064 vlis

1652660 hogeard

338992 1w

137024 nick

1001576 rob

suséi0 phil

70552 Shared

Gorrao mal

sodead eris

For running simple spor checks while looking for disk hogs, ducks can save
many keystrokes (although if we called it something like s, it would save
even more, but wouldn't be nearly as funny.)

301 ServrBasies
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category fer-out { default out; )
category Laneservers { nll; )
I

2ane "0.0.127. n-addr arpa” In {
type st
it T———
b

zone .t ¢
type hint;

File “rootservers.cache”;
¥

11 Aathoritative donatos go here

File “datalnocat.net”;

“This makes us authortaive for the domain nocat ne, with s data stored in
she file Aar/nameddataiocat et Reguests made for domains other than
nocatnet (o for the loopback network 127.0.0.0) are automatically for-
‘warded along according (0 the oot severs contained in ootservers.cache. A
suitabl rootserver cache should have shipped with BIND, but i you can't
find i, try something like this:

5 dig €. root-servers.net > rootservers.cache

1f your network docsn't have unrestricted access to the Internet (e, you
are behind a restricive firewal), then forwarding to authoriative servers
may not work. If that's te case, try an explict forwarding rule in place of
the hint entry above:

zone % (

e fonard;

fopard only:

{omaniers (im0
Naturaly,replace 192.168.1.1 with the IP address of a valid name server for
your newwork. This will direc all DNS trafic © your network’s DNS server,
which presumably has permision to do domain lookups through the firewall

Seealso:
+ “Views in BIND 9” o

* “Ultrahosting: Mass Web Site Hosting with Wildcards, Proxy, and
Rewrite” wion

* DNS & BIND, 4th Edition (O'Reilly

1661 nformatin Servers:
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85. Using proftpd with a mysql Authentication
Source

Eimina the needfor useraccounts o p users with profod and mysal

“The profipd fp dacmon i a powerful fep dacmon with a configuration syn-
tax much like Apache. It has a whole slew of options ot available in most
ftp daemons,including ratios, vireual hosting, and a modularized design that
allows people 0 write their own modules.

‘One such module is mod_sql, which allows proftpd to use a SQL database as
its back end authentication source. Currently, mod_sql supports MySQL
and PostgreSQL. This can be a good way o help lock down access to your
server, as inbound users wil authenticate against the database (and there-
fore not require an actual shell account on the server. In this hack, we'll get
profipd authenticating against a MySQL database.

irst, download and build the source to proftpd and mod_sql:

8 bacat proftpd-1.2.6.tarb2 | tar xf -
E/GORTELLS tar uaE ./ o0 Sal-A.08. 31,55

e/contrins cd ..

65 /configure -

ith-sodulesd_sal:04_sqL mysal \
“Xithinclidés/usc local/mysal/ncludel \
“uithibeariese/uselocal/mysal/Lib/

(Naturally, substiute the path to your mysql install, i i isn't in fusrflocal/
mysqll) Now, build the code and install

robbcatlini=/proftpd-1.2.65 make B sudo make Install

Next, create a database for proftpd to use (assuming that you already have
mysql up and running):

§ aysqlacuin creste proftpd
then permit read-only access t it from proftpd:

5 aysql -¢ “grant select on proftpd.* to proftpdelacalhost \
identified by “secret’;”

Create two tables in the database, with this schema.

BATE TLE wsers (
userld varchar(30) HOT ML defaule ",
password varchar (3o) NOT NLL default ",
Uid int(11) default AL,

gid int(11) defaule WAL,

Ponedic varchar(25s) defaule WAL,

shell uarchar(255) default WAL,

INIQUE K5V 4id (uid),

INIQUE K8V userid (usersd)

) VRIS

781 nformaton Servers:
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echo "You must set. the ALELN rane First (ep. export ALBN"Greatest W)
it 1
ﬂ

for xin % do
oS3 e -ne "ow
o et Salet -1 -4
acho " SN
o o “echo Sulet - 2-
done | args 5 12
We're actully doing two ticky things here. First, we're builing a st con-
sisting o the oiginal ilename followed by the name to which we'd ke to
mu it separated by NULL charactes, for al fles in the current diectory.
We then fecd that entire it t0 an xargs with two switches: 0 tell i to
break on NULLs imstead of newlines or whitespace), and -n2 els it t take
o arguments a a time on cach pas, and fed them to oue command ().

Save the script as ~binlallumice. Before you run i, se the SALBUM env
ronment variable to the name that you'd like injected into the flename just
aterthefrs - Here's a trial run:

; echo -ne 000"

robbcatlin:=/husic/hallucioogen - The Lone Derangers export ALBUMG"The Lone

robecatlin:~/Music/Hallucinogen - The Lone Desangers slbumize
robecatLin:~/Music/Hal1ucinagen - The Lone Detargers 1s
Hallucinogen - The Lone Deranger - 01 - Desenton.703
Wallucinegen - The Lone Oeranger - 02 - Snakey Saker.op3
Hallucinogen - The Lone Deranger - 03 - Trancespotter opa
Hallucinogen - The Lone Deranger - 04 - Horrorgran.ep
Hallucinegen - The Lone Oeranger - 05 - Snarling (Renix).op3
Hallucirogen - The Lone Deranger - 06 - Gaama Goolins Pt 2.093
Wallucinegen - The Lone Oeranger - 07 - Deranger. o3
Hallucinegen _ The Lone Oeranger - 08 _ Jiggle of the Sphins.op3
robecatlin:~/Husic Hallucinogen - The Lone Derangers

What if you would like to remove the album name again? Try this one, and
call e ~/binidealbumize:

S1minssn

forxin
echo'n 5] echo -ne 020"
ecto n“echo Sulcut £ 1
echo n “echo Sulcut 3
done | sargs -0 -2 v

and simply run it (no SALBUM required):

robscatlini= husic ol lucinogen - The Lone Derangers dealbumize
robecatlini- s ic ol lucinogen - The Lone Derangers 15
Hallucinogen - 01 - Demention.p)

Hallucinogen - 02 - Smkey Shaker. 93

¥ eche e 0o
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o stist <o
Seirst s (sfirst o525 4 s stint ) for mp (52 leng(s >
(inde) - 01 wiist;

SIS - Shn_Toden Mth 1 S Index Mth ¢ S6ist;

print STers{START TITLE), “onitoring $spec at: *, scalar Localtine,
STern(e10_TITLE} 1 Sow{1cen) eq “xterns # baLvi1!

y Shelp - “Helpr?”;
ey Shead - sprinte( "K-S{first)s s s s %o (4 total)”,
Sinden, o fite/s Tot Last 1, $1ast_fiels,

scolar keys &{shist{sindex))

%

# Truncate status Line 15 need be

Shead « substr(shead, 0, (scols - length(shelp)));

priAt ETern{"WIHE", “START R1"), Sheas, * * » (Scsls - length(shesd) -
Tength(shelp), shel, STerR{EI0 KU,

for (ouist ) {
£ Tte

oy Shine = sprintf( “K-s(first)s %.5¢ d d 557,

Slbsta( § (sindex), 0, $Hax_Trdex Midth ), #5_((au e Tota Lst ),
Shast_f1618)) );

i€ ( Tength(3Line) > s )

subst( Sline, Scols - 1) = 7

}else (

Stine

x (sels - Length(s14ne));

)
print stine, s

print " * x Scals, "\ while Secuntos < $shon;

)

sub proces line
€

oy Stine = shift;

oy Snow » ( shift || tine );
y it

chonp slive;
enie{e(stop Fields(siop_Format})) » grep( 5., split( /(1" N(([*10
Tsio, e ) );

SHEEL URL ) =~ SATTPV/3\S0 /o5

SHIL] Referer ) = “cunkoown>” 1 not Shit(efere) o Shit(eferer) eq
(shit{ooman) = shit{Referer) ) = s#we://((/11).
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Automatic vund.conf Generator ‘

o This allows users to synlink different tumel nanes to the some script.

STunneliane 1= shift(eARGY) || basenane(50);
die "Con't cetermine tumel config to usel\n* unles STumneliane;

o parse confi
oy (SLocallp, Shenctelp, STunmelbost, STummelfort, Ssecret);

Tor split(Aemne, SConfie) (

y (Sconf, vars) < grep( 5_ne *, split( Nses ));

rext 15 ot Scont or Scond =~ /°\s%6lc; # skip blank Lines, coments
7 (scont e STunelnane) {

(Stocallp Shemotels, $Tumeliost, $Tumelfort, $secret) - dvars;
Last;

)

)

e "Can"t deternine configuration for Tummeliane *STumelhome” \n”
nles. Shenotel? and $Tumneliost 3nd $Tomelfort;

# Find the cefault gatey.
i
oy ( Satoaytp, sxtermlderice );

for (o shetstat ) {
#'In both Linux 3nd 60, the gateway i the ext thirg an the line,
5 and the intexfce is the Tat.

i# (o,
Soatoytp - 51}
sextermaloevice - 52;
jres

}

OldefUIE\sH (554, NSNS0 ) {

die "Can't deternine default gatewayl\n” unless SGateayl? 3nd
Sextemmaloevice;

§ Figure cut the Locall? and Localetrork.

oy ( stocalbetuork );
oy ( Siface, saddr, Sup, snetuork, Suask )

sub compute netrask {
(sotdr, s - .

# Mo have to mask Saddr with Seask because Linux /sbin/zcute
5 complains 1 the netork adiress doean't match th etmask.

oy 0ip - split( 1./, saddr );

oy foask < split( 7L/, Saask );

Sipls_] + (51p(3.) + 0) 8 (smsk(s.] + 0) for (0..581p);
sadde + Join("."] #ip);

retumn $346r;
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‘Checking On Open Files and Sockets with lsof -

bash 29816 10b 10 O 136,0 2 /deu/pts/0
Bash 29816 10 20 O 136,02 Jdeu/pts/o

bash 29816 100 2550 O £36,0 2 JGeVIpts/o
T5of 30882 root 00 OR 136,02 /deVIpts/0
Liof 30882 100t 10 R 136,0 2 /dew/pts/o
Liof 30882 100t 20 OR 136,0 2 /dew/pts/o

1f you need to specify muldple switches, they are ORed with ach other by
defaule. To require all switches (¢hatis, to AND them) include the -a flig on
each switch you want to AND. For example, o se¢ all of the open files asso-
ciated with vi processes that rob i runing, try this:

rootmouse:=¢ Tsof -u rob -ac vi
CONAAD FID USER F0 TYFE DEVICE SIZE NOE NAKE

Vi 31053 10 cd OIE 3,3 2624 39651 /hone/zch

Vi 31050 1o 146 DIR 3.3 408 2 /

Vi 31059 10b tat REG 3,3 554504 9799 Just/bin/vin

Vi 31053 1o nem REC 3,3 432647 13735 /1ib/1A-3.2.3.50

VI 31059 1o men REC 3.3 282178 2825 /1ib/Libncunses 50.5.2

Vi 31059 100 men REC 3,3 76023 2651 /usz/LibLibgom.s0.1.18.0

Vi 31053 10b men REC 3,3 4783716 51720 /LibrLibc-2.3.3.50

VA 51059 100 men REC 3,3 249120 11721 /LibLiboss Conpit 2.2.3.50
Vi 31059 100 men REG 3,3 357644 14725 /Lib/Libas1 2.2.3.50

VI 31059 1o Ou O 136,13 /devipts/ 1

V131053 1o 10 O 136,13 /dev/pts/t

Vi 31059 10b 20 O 136,13 /dev/pts/1

VI 51059 100 30 REG 3,3 4096 15 /hame 20bsushc.5up

1 you'd ke to examine open sockets and thei associated processes (lke a
netstat ),y the - switch

sobemause:~8 Lsof -1
OO P10 USER £0 TYPE DEVICE SIZE 10OE WY

55hd 6 root 3u TPud 61 TCP *issh (LISTEN)

aysald 126 mysal 30 Tt 144 TGP *:3306 (LISTEN)

mysald 128 mysal 3u TPt 144 TCP *:3306 (LISTEN)

mysald 129 mysal 30 TPt 144 TGP *:3306 (LISTEN)

Fitpd 24505 root 220 Thue 852520 TCP *:4d3 (LISTEN)

Hitpd 24505 roat 230 TPud 852521 TCP *in (LISTEN)
P 28383 o 4 TPuk SITT13 TCP ot et 565,192
(EstisLisneo)

Retpd 28385 o 40 TPk S1TT14 TCP nocat et 565. 192,147, 15819832
(EstiaLiswe0)

Netpd 26389 o 20 TPt 852520 TCP *:483 (LISTEN)

Hetpd 26385 o 230 Tpud 852521 TCP *o (LISTEN)

exin 29873 exin 0u Tovk 557523 TG :satp (LISTEN)

inetd 30563 toot 4o Tows 84722 TCP et (LISTEN)

inetd 30563 zoot 50 Towd 560439 TCP *scuspserver (LISTEN)

55hd 30573 100t 4u TPk 01T TCP ncat.netsh>some. here. et 52543
(estasLise0)

s5hd 30591 108 4u Thuk 901577 TCP ncat.etsshorsome here.else.net:s2544
(estaaL150)

w3648
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Fun with fproc. m

1 100t zo0t 0 Aug 28 22105 statn
1 o0 o0t 0 g 28 2205 status

There are three interesting symlinks in this directory. cud poins to the cur-
rent working directory of his process (you can, for example, cd /proc/3852/
ond to land in the dircctory from which process ID 3852 was run.) The exe
link points to full path to the binary that was called, and xoot points to the
notion o the root directory that this process has. The xoot link will almost
always be /, unless it has executed a chroot.

“The cmline and environ files conain the command lie as it was originally

alled and the processes complete environment. These are separated by

NULL characters, 50 o s them in a more human readable form, ry this:
rorkcrtin
o)
Teonlinux
o Ieecttin

roc/ss cat envtzon [t 0" "'

(or for a bettr example, try this on /procsellenviron, the environment of
the currendy runin proces):

otcatlin: procrsn ot praeselflemion [t 10" W

Powprocis

ST -catin rocat.ret

ML o i retscape

porseatoto

L PTION: -coloreauto 5 b T o

RARPAT o ocsl s s 2106/

LS sspipe.sh 35

[kt

o
and s0 on. This can be remendously handy for use in shel scripts (or other
programs) where you need specifc information about running processes.

Just use it with care, and remember that unprivileged users can usually only
‘access information about their own processes.

I closing, here's a practical example of one use for fproc. By checking the
output of ps agains th running process abl, you ca se i the o agree:

18 -4 fprocr* [grep (0-5]1we -1 ps ax fwc -1

SorverBasics | 3
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‘When you do have 1o lock old accounts up, i’ best to proceed strategi-
cally. Don't assume that just because you ran a passwd - that the user in
question can'tregain access o your machine. Let's assume that we'r lock-
ing up after an account called luser. Here are some obvious (and some not so
obvious) things to check on in the course of ceaning up:

s -1 Luser
Obviously, locking the user’s password is a good first sep.

a5 vintrie Loser
“This i another popular step, changing the users login shell o something
that exits immediately. This generally prevents a user from gaining shell
access to the server. But be warned, i sshd is running on this box, and you
allow remote RSA or DSA key authentication, then fuser can stil forward
ports to any machine that your servercan reach! With a command like this:

Lusegevi1:~5 33h -f N -LBanoprivate. ntrant, srvercon:80 old.server.con

luser has just forwarded his local port 8000 t0 your internal intrane server's
hp port. This s allowed since luser isn't using a password (he s using an
RSA key) and isn't attempting to exccute a program on old server.com
(since he specified the -N switch).

Obviously, you should remove ~luser’.sshiauthorized_keys*and prevent luser
from using his ssh key in the firs place. Likewisc, look for either of these
files:

“lusers.sosts
“luser/.hosts

“This usually isn’t a problem unless you're runing rsh, or have enabled this
functionality in ssh. But you never know if a future admin wil decide to
enable shosts or rhosts functionality, so it's bette to remove them now, if
they exist.

Did luser have any sudo privileges? Check visudo to be sure.

How about cron jobs or a jobs?

crontab -u luser ¢
st

For that matcer, s luser running any jobs right now?
s awan [grep -1 “luser

or as in “Manipulating Processes Symbolically with procps” #m, you can

Sl L luser

31 SorverBasics
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13i03 datas
12243 slaves

Ivarraned/ ot
fotal 2

- 3 zoot zaot 381 Agr 30 16:32 localhast.rev
1 zoot roat 2763 Sep 20 13:03 noned.c3
- 1 zont root 1412 Sep 17 16:44 nocat.net

Ivarinsmed/slave:
total 0

Jusern
fotal &
“PeTree 1 naned naed 6 Sep 20 1315 naned 0
A chroot'd environment can help keep dacmons sequestered away from the
rest of a running system, but they're not a magic bullt for nstant system
security. This hack should get you started, but be sure to read up on the
complexites of using and running BIND.

Seealsa:
« htp:/hunwnslosurs.org/docs/howtolChroot-BIND himl
+ DNS Bind, Fourth edition (O'Reilly)

77. Views in BIND 9

Chargeh euts at your NS e et ependng o whee e et

e comig fom
Until ecently, presenting one view of a zone to one community of host and
another view (0 others has enailed running multiple setsof name servers o
muliple name server processes on a single host i a ricky confguration.
Nobody ever said being two-faced s casy.

BIND 9 introduced  new feaure calld views that makes delivering difer-
ent versionsof a zone and even diffrent name serverconfigurations sy

Basio Syntax

‘The key to configuring views is the new BIND 9 configuration statement,
view. view takes a view name as an argument and has one required substate.
ment, match-clents. The view name is simply a convenient mnemonic for
identiying the views I usually use names such as “internal” and “external”
or “Intemes” If you use a name that conflicts with a reserved word in
named.conf, be sure 1o quore . 1 quore al of my view names, because | can't
remember which words are reserved.






index-167_1.png
-mmmwmmnn

OF course, all of this goes out the window when you log into a remote
‘machine. It can be teribly frusrating to fire off your favorie command, only
10'¢e bash: xyz: command not found. Or to run s and not se the colors. O
any of a thousand lile adjustments thar make lie on your home machine
sach a joy, but working on remote machines such a barren, joyless exisence.

You can always copy over your sttings by hand, as most of them are kepr as
dorfils in your home directory (ke bashrc and .vimrc). But i’s diffcult to
remember them all by hand, and it leads to the lassic versioning problem:
once you make a change t0 your local copy, the remare copies all need to be
updated again

Make your lfe simpler with this very simple shell script,

Listing: movein.sh

#1vinssn

1 [ 2 s ); ten
echo “Usage: “hasename 50° hostoane”
it

ks

<t ~r.skel
o et - . | ssh 81 "tar st

Call it movein.sh, and siick it in your ~/bin directory. Now create a ~/skel
directory, and make symlinks to all o the files you'd ke to copy to remote
servers:

robecaligula:~/.skels 1s -al
total 1
dno-xa-x 6 106 staff 208 Sep 3 2052
x 37 160 staff 1258 Sep 9 20:57 .
X 3 10b Staff 13 Sep 9 20i52 bash_Login -> -./.bash_login
X3 10b SFF 1 S 9 20152 ashic > /. bashrc
1 10b Sff 1 Sep 9 20152 my.cnf > . Lmy.cnt
X1 105 SafF 11 59 9 20152 plnerc > ./ ploerc
3 10b Staff 102 Sep 9 20153 -ssh
Incroxcox 1 10b StaFF 9 Sep 9 20052 vinrc -> ../.viarc
Lnwcr xex 1 10b St36F 6 Sep 9 21127 bin o> . /bin

Note that ~skel/ssh is a special ase: i’ a directory, not a symlink. DO
NOT SYMLINK YOUR ~Lssh TO ~/skel! The last thing you need is to
copy your private ssh key all over the place; that’s what the ssh-agent is
for (see *Using ssh-Agent Effectively” gen). Instead, make a directory
called /skell.ssh and make a symiink like this:

robbcalipulr/ skels cd ssh

robbcaligula:~ skel/55h 16 -a1
ol 4

80 1 Scrpting





